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l. Introduction

Pursuant to Section 11A of the Securities Exchange Act of 1934 (the “Act”)' and
Rule 608 thereunder,? notice is hereby given that on February 27, 2015, BATS Exchange, Inc.,
BATS-Y Exchange, Inc., BOX Options Exchange LLC, C2 Options Exchange, Incorporated,
Chicago Board Options Exchange, Incorporated, Chicago Stock Exchange, Inc., EDGA
Exchange, Inc., EDGX Exchange, Inc., Financial Industry Regulatory Authority, Inc.,
International Securities Exchange, LLC, ISE Gemini, LLC, Miami International Securities
Exchange LLC, NASDAQ OMX BX, Inc., NASDAQ OMX PHLX LLC, The NASDAQ Stock
Market LLC, National Stock Exchange, Inc., New York Stock Exchange LLC, NYSE MKT
LLC, and NYSE Arca, Inc. (collectively, “SROs” or “Participants™), filed with the Securities and
Exchange Commission (the “Commission” or “SEC”) a National Market System Plan Governing

the Consolidated Audit Trail (the “CAT NMS Plan” or “Plan”).® On December 24, 2015, the

! 15 U.S.C. 78k-1.
2 17 CFR 242.608.

See Letter from Participants to Brent J. Fields, Secretary, Commission, dated February
27, 2015. Pursuant to Rule 613, the SROs were required to file the CAT NMS Plan on or
before April 28, 2013. At the SROs’ request, the Commission granted exemptions to
extend the deadline for filing the CAT NMS Plan to December 6, 2013, and then to
September 30, 2014. See Securities Exchange Act Release Nos. 69060 (March 7, 2013),
78 FR 15771 (March 12, 2013); 71018 (December 6, 2013), 78 FR 75669 (December 12,
2013). The SROs filed the CAT NMS Plan on September 30, 2014 (the “Initial CAT
NMS Plan”). See Letter from the SROs, to Brent J. Fields, Secretary, Commission, dated
September 30, 2014. The CAT NMS Plan filed on February 27, 2015, was an
amendment to and replacement of the Initial CAT NMS Plan (the “Amended and
Restated CAT NMS Plan”). On December 24, 2015, the SROs submitted an Amendment
to the Amended and Restated CAT NMS Plan. See Letter from Participants to Brent J.
Fields, Secretary, Commission, dated December 23, 2015 (the “Amendment”). On
February 9, 2016, the Participants filed with the Commission an identical, but unmarked,
version of the Amended and Restated CAT NMS Plan, dated February 27, 2015, as
modified by the Amendment, as well as a copy of the request for proposal issued by the
Participants to solicit Bids from parties interested in serving as the Plan Processor for the



SROs submitted an Amendment to the CAT NMS Plan.* A copy of the CAT NMS Plan, as
modified by the Amendment, is attached as Exhibit A hereto. The Commission is publishing this
Notice to solicit comments on the CAT NMS Plan. The Commission also is publishing notice
of, and soliciting comment on, an analysis of the potential economic effects of implementing the
CAT NMS Plan, as set forth in Section IV of this Notice, and the collection of information
requirements in the CAT NMS Plan as required by the Paperwork Reduction Act, as set forth in

Section V of this Notice.

1. Background

The Commission believes that the regulatory data infrastructure on which the SROs and
the Commission currently must rely generally is outdated and inadequate to effectively oversee a
complex, dispersed, and highly automated national market system. In performing their oversight
responsibilities, regulators today must attempt to cobble together disparate data from a variety of
existing information systems lacking in completeness, accuracy, accessibility, and/or
timeliness—a model that neither supports the efficient aggregation of data from multiple trading
venues nor yields the type of complete and accurate market activity data needed for robust
market oversight.

Currently, FINRA and some of the exchanges maintain their own separate audit trail

consolidated audit trail. See Exhibit A and infra note 29. Unless the context otherwise
requires, the “CAT NMS Plan” shall refer to the Amended and Restated CAT NMS Plan,
as modified by the Amendment. The Commission notes that the application of ISE
Mercury, LLC for registration as a national securities exchange was granted on January
29, 2016. See Securities Exchange Act Release No. 76998 (January 29, 2016), 81 FR
6066 (February 4, 2016). The Commission understands that ISE Mercury, LLC will
become a Participant in the CAT NMS Plan and thus is accounted for as a Participant for
purposes of this Notice.

See Amendment, supra note 3.



systems for certain segments of this trading activity, which vary in scope, required data elements
and format. In performing their market oversight responsibilities, SRO and Commission Staffs
today must rely heavily on data from these various SRO audit trails. However, as noted in
Section 1V.D below, there are shortcomings in the completeness, accuracy, accessibility, and
timeliness of these existing audit trail systems. Some of these shortcomings are a result of the
disparate nature of the systems, which make it impractical, for example, to follow orders through
their entire lifecycle as they may be routed, aggregated, re-routed, and disaggregated across
multiple markets. The lack of key information in the audit trails that would be useful for
regulatory oversight, such as the identity of the customers who originate orders, or even the fact
that two sets of orders may have been originated by the same customer, is another shortcoming.®
Though SRO and Commission Staff also have access to sources of market activity data
other than SRO audit trails, these systems each suffer their own drawbacks. For example, data

obtained from the electronic blue sheet (“EBS™)® system and equity cleared reports’ comprise

The Commission notes that the SROs have taken steps in recent years to update their
audit trail requirements. For example, NYSE, NYSE Amex LLC (n/k/a “NYSE MKT
LLC”) (“NYSE Amex”), and NYSE ARCA, Inc. (“NYSE Arca”) have adopted audit trail
rules that coordinate with FINRA’s OATS requirements. See Securities Exchange Act
Release No. 65523 (October 7, 2011), 76 FR 64154 (October 17, 2011) (concerning
NYSE); Securities Exchange Act Release No. 65524 (October 7, 2011), 76 FR 64151
(October 17, 2011) (concerning NYSE Amex); Securities Exchange Act Release No.
65544 (October 12, 2011), 76 FR 64406 (October 18, 2011) (concerning NYSE Arca).
This allows the SROs to submit their data to FINRA pursuant to a Regulatory Service
Agreement (“RSA”), which FINRA can then reformat and combine with OATS data.
Despite these efforts, however, significant deficiencies remain. See Section IV.D.2,
infra.

EBSs are trading records requested by the Commission and SROs from broker-dealers
that are used in regulatory investigations to identify buyers and sellers of specific
securities.

The Commission uses the National Securities Clearing Corporation’s (“NSCC”) equity
cleared report for initial regulatory inquiries. This report is generated on a daily basis by



only trade executions, and not orders or quotes. In addition, like data from existing audit trails,
data from these sources lacks key elements important to regulators, such as the identity of the
customer in the case of equity cleared reports. Furthermore, recent experience with
implementing incremental improvements to the EBS system has illustrated some of the overall
limitations of the current technologies and mechanisms used by the industry to collect, record,
and make available market activity data for regulatory purposes.®

Recognizing these shortcomings, on July 11, 2012, the Commission adopted Rule 613 of
Regulation NMS under the Act.” Rule 613 required the SROs to submit a national market
system (“NMS”) plan to create, implement, and maintain a consolidated audit trail (“CAT”) that
would capture customer and order event information for orders in NMS securities, across all
markets, from the time of order inception through routing, cancellation, modification, or
execution in a single, consolidated data source.'® On February 27, 2015, the SROs submitted the
CAT NMS Plan.**

The SROs also submitted a separate NMS plan and an exemptive request letter related to

the CAT NMS Plan. Specifically, on September 3, 2013, the SROs filed an NMS Plan pursuant

the SROs and is provided to the NSCC in a database accessible by the Commission, and
shows the number of trades and daily volume of all equity securities in which
transactions took place, sorted by clearing member. The information provided is end-of-
day data and is searchable by security name and CUSIP number.

8 See Securities Exchange Act Release No. 64976 (July 27, 2011), 76 FR 46960 (August 3,
2011) (“Large Trader Release™).

’ See Securities Exchange Act Release No. 67457 (July 18, 2012), 77 FR 45722 (August 1,
2012) (“Adopting Release™); see also Securities Exchange Act Release No. 62174
(May 26, 2010), 75 FR 32556 (June 8, 2010) (“Proposing Release™).

1o See 17 CFR 242.613(a)(1), (c)(1), (c)(7).
11

See supra note 3.



to Rule 608 governing the SROs’ review, evaluation, and ultimate selection of the Plan
Processor*? for the consolidated audit trail (the “Selection Plan”).*®* The Selection Plan was

published for comment in the Federal Register on November 21, 2013 and approved by the

Commission on February 21, 2014.** Subsequently, the SROs filed three amendments to the
Selection Plan, two of which were approved by the Commission on June 17, 2015 and
September 24, 2015 The CAT NMS Plan reflects the process approved by the Commission for
reviewing, evaluating and ultimately selecting the Plan Processor, as set forth in the Selection

Plan, as amended. Second, on January 30, 2015, the SROs filed an application,® pursuant to

12 As set forth in Section 1.1 of the CAT NMS Plan, the Plan Processor “means the Initial
Plan Processor or any other Person selected by the Operating Committee pursuant to SEC
Rule 613 and Sections 4.3(b)(i) and 6.1, and with regard to the Initial Plan Processor, the
Selection Plan, to perform the CAT processing functions required by SEC Rule 613 and
set forth in [the CAT NMS Plan].”

13 See Securities Exchange Act Release No. 70892 (November 15, 2013), 78 FR 69910
(November 21, 2013) (“Selection Plan Notice”).

14 See id.; see also Securities Exchange Act Release No. 71596, 79 FR 11152 (February 27,
2014) (“Selection Plan Approval Order™).

15 See Securities Exchange Act Release Nos. 75192 (June 17, 2015), 80 FR 36028 (June 23,
2015) (Order Approving Amendment No. 1 to the Selection Plan); 75980 (September 24,
2015), 80 FR 58796 (September 30, 2015) (Order Approving Amendment No. 2 to the
Selection Plan); Letter from SROs to Brent J. Fields, Secretary, Commission, dated
March 29, 2016; see also Securities Exchange Act Release Nos. 74223 (February 6,
2015), 80 FR 7654 (February 11, 2015) (Notice of Amendment No. 1 to the Selection
Plan); 75193 (June 17, 2015), 80 FR 36006 (June 23, 2015) (Notice of Amendment No. 2
to the Selection Plan).

16 See Letter from Participants to Brent J. Fields, Secretary, Commission, dated January 30,

2015 (“Exemptive Request Letter”). Specifically, the SROs request exemptive relief
from the Rule’s requirements related to: (1) the reporting of Options Market Maker
quotations, as required under Rule 613(c)(7)(ii) and (iv); (2) the reporting and use of the
Customer-ID under Rule 613(c)(7)(1))(A), (iv)(F), (viii)(B) and 613(c)(8); (3) the
reporting of the CAT-Reporter-1D, as required under Rule 613(c)(7)(i)(C), (ii)(D), (i))(E),
(iii)(D), (i) (E), (iv)(F), (v)(F), (vi)(B), and (c)(8); (4) the linking of executions to
specific subaccount allocations, as required under Rule 613(c)(7)(vi)(A); and (5) the time
stamp granularity requirement of Rule 613(d)(3) for certain manual order events subject



Rule 0-12 under the Act,*’ requesting that the Commission grant exemptions from certain
requirements of Rule 613. The Commission granted the exemptions on March 1, 2016.® The
CAT NMS Plan published for comment in this Notice reflects the exemptive relief granted by
the Commission.

11. Description of the Plan

As described further in this Section 111 of this Notice, the SROs propose to conduct the
activities of the CAT through CAT NMS, LLC, a jointly owned limited liability company
formed under Delaware state law; and to that end, the SROs submitted the CAT NMS, LLC’s
limited liability company agreement (the “LLC Agreement”), including exhibits and appendices
attached thereto, to the Commission as the CAT NMS Plan. The SROs also submitted a cover

letter that included a description of the CAT NMS Plan, along with the information required by

to reporting under Rule 613(c)(7)(i)(E), (ii)(C), (iii)(C) and (iv)(C). On April 3, 2015,
the SROs filed a supplement related to the requested exemption for Rule
613(c)(7)(vi)(A). See Letter from Robert Colby, FINRA, on behalf of the SROs, to Brent
J. Fields, Secretary, Commission, dated April 3, 2015 (“April 2015 Supplement”). This
supplement provided examples of how the proposed relief related to allocations would
operate. On September 2, 2015, the SROs filed a second supplement to the Exemptive
Request Letter. See Letter from the SROs to Brent J. Fields, Secretary, Commission,
dated September 2, 2015 (“September 2015 Supplement”). This supplement to the
Exemptive Request Letter further addressed the use of an “effective date” in lieu of a
“date account opened.” Unless the context otherwise requires, the “Exemption Request”
shall refer to the Exemptive Request Letter, as supplemented by the April 2015
Supplement and the September 2015 Supplement.

17 17 CFR 240.0-12.

18 See Securities Exchange Act Release No. 77265 (March 1, 2016), 81 FR 11856
(March 7, 2016) (“Exemption Order”). The Commission requests comment specifically
on the advantages and disadvantages of each aspect of the relief granted in the Exemption
Order and whether the approaches permitted by the Exemption Order to be included in
the CAT NMS Plan are preferable to those originally permitted by Rule 613. See
Request for Comment Nos. 168-170 (Options Market Maker Quotes), 135-161
(Customer 1D), 128-134 (CAT-Reporter-ID), 162-167 (Linking Order Executions to
Allocations) and 114-127 (Time Stamp Granularity), infra.



Rule 608(a)(4) and (5) under the Act,*® which is set forth below in Section I11.A of this Notice as
substantially prepared and submitted by the SROs. Set forth in Section I11.B is a summary of
additional CAT NMS Plan provisions and requests for comment.?

The LLC Agreement, attached hereto as Exhibit A, sets forth a governing structure,
whereby the Operating Committee will manage the CAT NMS, LLC, and each SRO will be a
member of, and have one vote within, the Operating Committee.?* The LLC Agreement details
the Operating Committee’s procedures for selecting the Plan Processor,? who will be contracted
to build the CAT, as well as the functions and activities of the Plan Processor. The LLC
Agreement also sets forth the responsibilities of the Central Repository which, under the
oversight of the Plan Processor, will receive, consolidate and retain the CAT Data.?* The LLC
Agreement also lists the requirements regarding the recording and reporting of CAT Data by the
SROs as well as by broker-dealers, the security and confidentiality safeguards for CAT Data,
surveillance requirements, fees and costs associated with operating the CAT, as well as other
reporting and Technical Specifications and requirements.*

In Appendix C to the LLC Agreement, the SROs address the considerations listed in Rule

613(a)(1), providing information and analysis regarding the specific features, details, costs, and

19 17 CFR 242.608(a)(4) and (a)(5).

20 All capitalized terms not otherwise defined herein shall have the meaning ascribed to

them in Rule 613, the Adopting Release, or the CAT NMS Plan, as applicable.
2 See CAT NMS Plan, supra note 3, at Article IV.
22 See id. at Article V; see also Order Approving Amendment No. 1 to the Selection Plan
and Order Approving Amendment No. 2 to the Selection Plan, supra note 15.
23 See CAT NMS Plan, supra note 3, at Article VI.

4 seeid.
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processes related to the CAT NMS Plan. Appendix D to the LLC Agreement provides an outline
of the CAT’s minimum functional and technical requirements for the Plan Processor.

A. Statement of Purpose and Request for Comment

The following statement of purpose provided herein is substantially as prepared and
submitted by the SROs to the Commission.”> Throughout the statement of purpose, the
Commission has inserted requests for comment. The portion of this Notice prepared by the

Commission will re-commence in Section I11.B.

* * * * *

1. Background

On July 11, 2012, the Commission adopted Rule 613% to require the national securities
exchanges and national securities association to jointly submit a national market system plan to
create, implement, and maintain a consolidated audit trail and central repository.”” Rule 613
outlines a broad framework for the creation, implementation, and maintenance of the
consolidated audit trail, including the minimum elements the Commission believes are necessary
for an effective consolidated audit trail.?®

Since the adoption of Rule 613, the Participants have worked to formulate an effective
Plan. To this end, the Participants have, among other things, developed a plan for selecting the

Plan Processor, solicited and evaluated Bids, and engaged diverse industry participants in the

2 See CAT NMS Plan, supra note 3.

2 17 CFR 242.613.
2 17 CFR 242.613(a)(1).

28 See Adopting Release, supra note 9, at 45743.

11



development of the Plan. Throughout, the Participants have sought to implement a process that
is fair, transparent, and consistent with the standards and considerations in Rule 613.

a. The Request for Proposal and Selection Plan

On February 26, 2013, the Participants published a request for proposal (“RFP”)
soliciting Bids from parties interested in serving as the Plan Processor.?® The Participants
concluded that publication of an RFP was necessary to ensure that potential alternative solutions
to creating the Plan and the CAT could be presented and considered, and that a detailed and
meaningful cost-benefit analysis could be performed. The Participants asked any potential
bidders to notify the Participants of their intent to bid by March 5, 2013. Initially, 31 firms
submitted intentions to bid, four of which were Participants or affiliates of Participants. In the
following weeks and months, the Participants engaged with potential bidders with respect to,
among other things, the selection process, selection criteria, and potential bidders’ questions and
concerns.*

On September 4, 2013, the Participants filed with the Commission a national market
system plan to govern the process for Participant review of the Bids submitted in response to the

RFP, the procedure for evaluating the Bids, and, ultimately, selection of the Plan Processor (the

29 See Appendix A of the CAT NMS Plan for the Consolidated Audit Trail National Market
System Plan Request for Proposal (issued February 26, 2013, version 3.0 updated March
4,2014). Other materials related to the RFP are available at
http://catnmsplan.com/process/.

30 In an effort to ensure Bidders were aware of all information provided in response to

Bidders’ questions related to the RFP, the Participants published answers to questions
received from Bidders available at http://catnmsplan.com/process/.

12
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“Selection Plan”).** The Commission approved the Selection Plan as filed on February 21,
2014.%2 On March 21, 2014, the Participants received ten Bids in response to the RFP.

The Selection Plan divides the review and evaluation of Bids, and the selection of the
Plan Processor, into various stages, certain of which have been completed to date.** Specifically,
pursuant to the Selection Plan, the Selection Committee reviewed all Bids and determined which
Bids contained sufficient information to allow the Participants to meaningfully assess and
evaluate the Bids. The ten submitted Bids were deemed “Qualified Bids,”** and so passed to the
next stage, in which each Bidder presented its Bids in person to the Participants on a confidential
basis. On July 1, 2014, after conducting careful analysis and comparison of the Bids, the
Selection Committee voted and selected six Shortlisted Bidders, thus eliminating four Bidders
from continuing in the process.* The Selection Committee, subject to applicable recusal
provisions in the Selection Plan, will determine whether Shortlisted Bidders will be provided the

opportunity to revise their Bids. After the Selection Committee further assesses and evaluates

8 See Selection Plan Notice, supra note 13.

32 See Selection Plan Approval Order, supra note 14.

33

See, e.q., id. at 11154,

34 A list of Qualified Bidders is available at
http://catnmsplan.com/web/groups/catnms/@ catnms/documents/appsupportdocs/p493591
.pdf. The Commission notes that this website address has been updated to
http://www.catnmsplan.com/process/p493591.pdf.

3 The announcement and list of the Shortlisted Bidders is available at

http://catnmsplan.com/web/groups/catnms/@ catnms/documents/appsupportdocs/p542077
.pdf. The Commission notes that this website address has been updated to
http://www.catnmsplan.com/pastevents/p542077.pdf. Additionally, the Commission
notes that the Selection Committee further narrowed the list of Shortlisted Bidders to
three Shortlisted Bidders. See Participants, SROs Reduce Short List Bids from Six to
Three for Consolidated Audit Trail (November 16, 2015), available at
http://www.catnmsplan.com/pastevents/catnms_release downselect 111615.pdf.

13
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the Shortlisted Bids, including any permitted revisions to the Bids, the Selection Committee will
select the Plan Processor via two rounds of voting by the Senior Voting Officers as specified in

the Plan.*®

b. Selection Plan Governance and Operations

The Selection Plan established an Operating Committee responsible for formulating,
drafting, and filing with the Commission the Plan and for ensuring that the Participants’ joint
obligations under Rule 613 were met in a timely and efficient manner.>” Each Participant
selected one individual and one substitute to serve on the Operating Committee, with other
representatives of each Participant permitted to attend Operating Committee meetings.® In
formulating the Plan, the Participants also engaged multiple persons across a wide range of roles
and expertise, engaged the consulting firm Deloitte & Touche LLP as a project manager, and

engaged the law firm Wilmer Cutler Pickering Hale and Dorr LLP to serve as legal counsel in

% See Selection Plan Approval Order, supra note 14, at 11154. The SEC published a notice

of an amendment to the Selection Plan, which proposed to amend the Selection Plan in
two ways. First, the Participants proposed to provide opportunities to accept revised Bids
prior to approval of the CAT NMS Plan, and second, to allow the list of Shortlisted Bids
to be narrowed prior to Commission approval of the CAT NMS Plan. See Notice of
Amendment No. 1 to the Selection Plan, supra note 15. In addition, the Participants filed
a second amendment to the Selection Plan, which would require the recusal of a Bidding
Participant in a vote in any round by the Selection Committee to select the Plan Processor
from among the Shortlisted Bidders if such Bidding Participant’s Bid, a Bid submitted by
an Affiliate of such Bidding Participant, or a Bid including such Bidding Participant or its
Affiliate is also considered in that round. See Notice of Amendment No. 2 to the
Selection Plan, supra note 15. The prior Selection Plan required recusal of a Bidding
Participant under such circumstances in the vote in only the second round by the
Selection Committee to select the Plan Processor from among the Shortlisted Bidders.
The Commission notes that Amendment Nos. 1 and 2 have been approved. See Order
Approving Amendment No. 1 to the Selection Plan and Order Approving Amendment
No. 2 to the Selection Plan, supra note 15.

37 ﬁ
38 Id.
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drafting the Plan. Within this structure, the Participants focused on, among other things,
comparative analyses of the proposed technologies and operating models, development of
funding models to support the building and operation of the CAT, and detailed review of
governance considerations. Since July 2012, the Participants have held approximately 608
meetings related to the CAT.*® These governance and organizational structures will continue to
be in effect until the Commission’s final approval of the Plan.*

C. Engagement with Industry Participants

Throughout the process of developing the Plan, the Participants consistently have been
engaged in meaningful dialogue with industry participants with respect to the development of the
CAT. From the outset of this process, the Participants have recognized that industry input is a
critical component in the creation of the Plan. To this end, the Participants created a website* to
update the public on the progress of the Plan, published requests for comment on multiple issues
related to the Plan, held multiple public events to inform the industry of the progress of the CAT
and to address inquiries, and formed, and later expanded, a Development Advisory Group (the
“DAG”) to solicit more input from a representative industry group.

The DAG conducted 43 meetings* to discuss, among other things, technical and

operational aspects the Participants were considering for the Plan. The Participants twice issued

% Additional information regarding these meetings can be found at http://catnmsplan.com/.

The Commission notes that the number of meetings in the SROs’ statement is as of
February 27, 2015. See CAT NMS Plan, supra note 3.

See Selection Plan Approval Order, supra note 14, at 11155.

40

41 The website is available at http://catnmsplan.com/.

42 In addition to these meetings, DAG subcommittee meetings also were held. The

Commission notes that the number of meetings in the SROs’ statement is as of February
27, 2015. See CAT NMS Plan, supra note 3.
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press releases soliciting participants for the DAG, and a wide spectrum of firms was deliberately
chosen to provide insight from various industry segments affected by the CAT.** The DAG
currently consists of the Participants, and 27 diverse firms and organizations (including broker-
dealers of varying sizes, the Options Clearing Corporation, a service bureau and three industry
trade associations) with a variety of subject matter expertise.** The DAG meetings have
included discussions of topics such as Options Market Maker quote reporting, requirements for
capturing Customer-1Ds, time stamps and clock synchronization, reporting requirements for
order handling scenarios, cost and funding, error handling and corrections, and potential
elimination of Rules made redundant by the CAT.*°

In addition, the CAT website includes a variety of resources for the public with respect to
the development of the CAT. The site contains an overview of the process, an expression of the
guiding principles behind the Plan development, links to relevant regulatory actions, gap
analyses comparing the requirements of Rule 613 with current reporting systems, the CAT
implementation timeline, a summary of the RFP process, a set of frequently-asked questions
(updated on an ongoing basis), questions for comment from the industry, industry feedback on
the development of the Plan, and announcements and notices of upcoming events. This website,
along with the requests for comments and many public events (announced on the site), have been

a venue for public communication with respect to the development of the Plan.

43 For a list of DAG members, see Summary of the Consolidated Audit Trail Initiative at 13

(Jan. 2015), available at
http://catnmsplan.com/web/groups/catnms/@catnms/documents/appsupportdocs/p571933
.pdf. The Commission notes that the list of DAG members appears on page 6 of the
linked document, which is dated May 2015.

The list of current DAG members is available at http://cathmsplan.com/PastEvents/.

44

4 See, e.g., Summary of the Consolidated Audit Trail Initiative, supra note 43, at 14.

16


http://catnmsplan.com/web/groups/catnms/@catnms/documents/appsupportdocs/p571933.pdf
http://catnmsplan.com/web/groups/catnms/@catnms/documents/appsupportdocs/p571933.pdf
http://catnmsplan.com/PastEvents/

2. Request for Exemption from Certain Requirements under Rule 613

Following multiple discussions between the Participants and both the DAG and the
Bidders, as well as among the Participants themselves, the Participants recognized that some
provisions of Rule 613 would not permit certain solutions to be included in the Plan that the
Participants determined advisable to effectuate the most efficient and cost-effective CAT.
Consequently, on January 30, 2015, the Participants submitted to the Commission a request for
exemptive relief from certain provisions of Rule 613 regarding: (1) Options Market Maker
quotes; (2) Customer-1Ds; (3) CAT-Reporter-1Ds; (4) linking of executions to specific
subaccount allocations on Allocation Reports; and (5) time stamp granularity for manual order
events.”® Specifically, the Participants requested that the Commission grant an exemption from:

Rule 613(c)(7)(ii) and (iv) for Options Market Makers with regard to their options
quotes;

Rule 613(c)(7)(1))(A), (c)(7)(iv)(F), (c)(7)(viii)(B)and (c)(8) which relate to the
requirements for Customer-IDs;

Rule 613(c)(7)(1)(C), (c)(7)(ii)(D), (c)(7)(ii)(E), (c)(7)(iii)(D), (c)(7)(iii)(E),
@M AV)(F), ©) () (V)(F), (c)(7)(vi)(B) and (c)(8) which relate to the requirements
for CAT-Reporter-IDs;

Rule 613(c)(7)(vi)(A), which requires CAT Reporters to record and report the
account number of any subaccounts to which the execution is allocated; and

The millisecond time stamp granularity requirement in Rule 613(d)(3) for certain
manual order events subject to time stamp reporting under Rules 613(c)(7)(i)(E),
613(c)(7)(ii)(C), 613(c)(7)(iii)(C), and 613(c)(7)(iv)(C).

The Participants believe that the requested relief is critical to the development of a cost-effective

approach to the CAT.*’

46 See Exemptive Request Letter, supra note 16.

o The Commission notes the Participants’ request for exemptive relief was granted on

March 1, 2016. See Exemption Order, supra note 18.
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3. Regquirements Pursuant to Rule 608(a)

a. Description of Plan

Rule 613 requires the Participants to “jointly file ... a national market system plan to
govern the creation, implementation, and maintenance of a consolidated audit trail and Central
Repository.”*® The purpose of the Plan, and the creation, implementation and maintenance of a
comprehensive audit trail for the U.S. securities market described therein, is to “substantially
enhance the ability of the SROs and the Commission to oversee today’s securities markets and
fulfill their responsibilities under the federal securities laws.”* It “will allow for the prompt and
accurate recording of material information about all orders in NMS securities, including the
identity of customers, as these orders are generated and then routed throughout the U.S. markets
until execution, cancellation, or modification. This information will be consolidated and made
readily available to regulators in a uniform electronic format.”*® The SROs note that the
following summarizes various provisions of the Plan, which is set forth in full as Exhibit A to
this Notice.

1) LLC Agreement

The Participants propose to conduct the activities related to the CAT in a Delaware
limited liability company pursuant to a limited liability company agreement, entitled the Limited
Liability Company Agreement of CAT NMS, LLC (“Company”). The Participants will jointly

own on an equal basis the Company. The Company will create, implement and maintain the

48 17 CFR 242.613(a)(1).

49 See Adopting Release, supra note 9, at 45726.

%0 Id. Note that the Plan also includes certain recording and reporting obligations for OTC

Equity Securities.
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CAT. The limited liability company agreement (“LLC Agreement”) itself, including its
appendices, is the proposed Plan, which would be a national market system plan as defined in

Rule 600(b)(43) of NMS.

@) Participants

Each national securities exchange and national securities association currently registered
with the Commission would be a Participant in the Plan. The names and addresses of each
Participant are set forth in Exhibit A to the Plan.  Article 111 of the Plan provides that any entity
approved by the Commission as a national securities exchange or national securities association
under the Exchange Act after the Effective Date may become a Participant by submitting to the
Company a completed application in the form provided by the Company and satisfying each of
the following requirements: (1) executing a counterpart of the LLC Agreement as then in effect;
and (2) paying a fee to the Company in an amount determined by a Majority Vote of the
Operating Committee as fairly and reasonably compensating the Company and the Participants
for costs incurred in creating, implementing and maintaining the CAT (including such costs
incurred in evaluating and selecting the Initial Plan Processor and any subsequent Plan
Processor) and for costs the Company incurs in providing for the prospective Participant’s
participation in the Company, including after consideration of certain factors identified in
Section 3.3(b) of the Agreement (“Participation Fee”). The amendment of the Plan reflecting the
admission of a new Participant will be effective only when: (1) it is approved by the SEC in
accordance with Rule 608 or otherwise becomes effective pursuant to Rule 608; and (2) the
prospective Participant pays the Participation Fee.

A number of factors are relevant to the determination of a Participation Fee. Such factors
include: (1) the portion of costs previously paid by the Company for the development, expansion

and maintenance of the CAT which, under GAAP, would have been treated as capital
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expenditures and would have been amortized over the five years preceding the admission of the
prospective Participant; (2) an assessment of costs incurred and to be incurred by the Company
for modifying the CAT or any part thereof to accommodate the prospective Participant, which
costs are not otherwise required to be paid or reimbursed by the prospective Participant;

(3) Participation Fees paid by other Participants admitted as such after the Effective Date;

(4) elapsed time from the Effective Date to the anticipated date of admittance of the prospective
Participant; and (5) such other factors, if any, as may be determined to be appropriate by the
Operating Committee and approved by the Commission. In the event that the Company and a
prospective Participant do not agree on the amount of the Participation Fee, such amount will be
subject to review by the SEC pursuant to Section 11A(b)(5) of the Exchange Act.

An applicant for participation in the Company may apply for limited access to the CAT
System for planning and testing purposes pending its admission as a Participant by submitting to
the Company a completed Application for Limited Access to the CAT System in a form
provided by the Company, accompanied by payment of a deposit in the amount established by
the Company, which will be applied or refunded as described in such application. To be eligible
to apply for such limited access, the applicant must have been approved by the SEC as a national
securities exchange or national securities association under the Exchange Act but the applicant
has not yet become a Participant of the Plan, or the SEC must have published such applicant’s
Form 1 Application or From [sic] X-15AA-1 Application to become a national securities
exchange or a national securities association, respectively.

All Company Interests will have the same rights, powers, preferences and privileges and
be subject to the same restrictions, qualifications and limitations. Once admitted, each

Participant will be entitled to one vote on any matter presented to Participants for their
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consideration and to participate equally in any distribution made by the Company (other than a
distribution made pursuant to Section 10.2 of the Plan). Each Participant will have a Company
Interest equal to that of each other Participant.

Article 111 also describes a Participant’s ability to Transfer a Company Interest. A
Participant may only Transfer any Company Interest to a national securities exchange or national
securities association that succeeds to the business of such Participant as a result of a merger or
consolidation with such Participant or the Transfer of all or substantially all of the assets or
equity of such Participant (“Permitted Transferee”). A Participant may not Transfer any
Company Interest to a Permitted Transferee unless: (1) such Permitted Transferee executes a
counterpart of the Plan; and (2) the amendment to the Plan reflecting the Transfer is approved by
the SEC in accordance with Rule 608 or otherwise becomes effective pursuant to Rule 608.

In addition, Article 111 addresses the voluntary resignation and termination of
participation in the Plan. Any Participant may voluntarily resign from the Company, and thereby
withdraw from and terminate its right to any Company Interest, only if: (1) a Permitted Legal
Basis for such action exists; and (2) such Participant provides to the Company and each other
Participant no less than thirty days prior to the effective date of such action written notice
specifying such Permitted Legal Basis, including appropriate documentation evidencing the
existence of such Permitted Legal Basis, and, to the extent applicable, evidence reasonably
satisfactory to the Company and other Participants that any orders or approvals required from the
SEC in connection with such action have been obtained. A validly withdrawing Participant will
have the rights and obligations discussed below with regard to termination of participation.

A Participant’s participation in the Company, and its right to any Company Interest, will

terminate as of the earliest of: (1) the effective date specified in a valid resignation notice;
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(2) such time as such Participant is no longer registered as a national securities exchange or
national securities association; or (3) the date of termination for failure to pay fees. With regard
to the payment of fees, each Participant is required to pay all fees or other amounts required to be
paid under the Plan within thirty days after receipt of an invoice or other notice indicating
payment is due (unless a longer payment period is otherwise indicated) (the “Payment Date”). If
a Participant fails to make such a required payment by the Payment Date, any balance in the
Participant’s Capital Account will be applied to the outstanding balance. If a balance still
remains with respect to any such required payment, the Participant will pay interest on the
outstanding balance from the Payment Date until such fee or amount is paid at a per annum rate
equal to the lesser of: (1) the Prime Rate plus 300 basis points; or (2) the maximum rate
permitted by applicable law. If any such remaining outstanding balance is not paid within thirty
days after the Payment Date, the Participants will file an amendment to the Plan requesting the
termination of the participation in the Company of such Participant, and its right to any Company
Interest, with the SEC. Such amendment will be effective only when it is approved by the SEC
in accordance with Rule 608 or otherwise becomes effective pursuant to Rule 608.

From and after the effective date of termination of a Participant’s participation in the
Company, profits and losses of the Company will cease to be allocated to the Capital Account of
the Participant. A terminated Participant will be entitled to receive the balance in its Capital
Account as of the effective date of termination adjusted for profits and losses through that date,
payable within ninety days of the effective date of termination, and will remain liable for its
proportionate share of costs and expenses allocated to it for the period during which it was a
Participant, for obligations under Section 3.8(c) regarding the return of amounts previously

distributed (if required by a court of competent jurisdiction), for its indemnification obligations
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pursuant to Section 4.1, and for obligations under Section 9.6 regarding confidentiality, but it
will have no other obligations under the Plan following the effective date of termination. The
Plan will be amended to reflect any termination of participation in the Company of a Participant,
provided that such amendment will be effective only when it is approved by the SEC in
accordance with Rule 608 or otherwise becomes effective pursuant to Rule 608.

Request for Comment

1. Do Commenters believe that the process for a national
securities exchange and national securities association
to become a Participant pursuant to and under the CAT
NMS Plan is clearly and adequately set forth in the
CAT NMS Plan? Do Commenters believe that the
process for, and the circumstances under which a
Participant could voluntarily terminate its participation
as a Participant to the CAT NMS Plan is clearly and
adequately set forth in the CAT NMS Plan? If not,
what additional details should be provided? Do
Commenters believe that these two processes are
appropriate and reasonable?

2. Do Commenters believe that the process and
enumerated factors for determining the Participation
Fee are clear and reasonable under the CAT NMS
Plan? If not, what additional modifications, if any,
should be considered in the Participation Fee

determination process?
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3. Are restrictions on the transfer of a Company Interest
appropriate and reasonable? If not, why not? What
additional limitations or factors, if any, should be
imposed on such transfers? Please explain.

4. Do Commenters believe that permitting the
termination of a Participant that continues to be a
registered national securities exchange or national
securities association from participation in the
Company is an appropriate recourse for failure to pay
Participant fees? If not, can Commenters recommend
an alternative remedy? Please explain.

5. Are there other circumstances that should trigger
termination of participation in the Company? If yes,

what are they?

3 Management

Article IV of the Plan establishes the overall governance structure for the management of
the Company. Specifically, the Participants propose that the Company be managed by an
Operating Committee.™*

The Operating Committee will consist of one voting member representing each

Participant and one alternate voting member representing each Participant who will have a right

> The Operating Committee will manage the Company except for situations in which the

approval of the Participants is required by the Plan or by non-waivable provisions of
applicable law.
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to vote only in the absence of the Participant’s voting member of the Operating Committee.
Each of the voting and alternate voting members of the Operating Committee will be appointed
by the Participant that he or she represents, will serve at the will of the Participant appointing
such member and will be subject to the confidentiality obligations of the Participant that he or
she represents as set forth in Section 9.6. One individual may serve as the voting member of the
Operating Committee for multiple Affiliated Participants, and such individual will have the right
to vote on behalf of each such Affiliated Participant.

The Operating Committee will elect, by Majority Vote, one of its members to act as
Chair for a term of two years. No Person may serve as Chair for more than two successive full
terms, and no Person then appointed to the Operating Committee by a Participant that then
serves, or whose Affiliate then serves, as the Plan Processor will be eligible to serve as the Chair.
The Chair will preside at all meetings of the Operating Committee, designate a Person to act as
Secretary, and perform such other duties and possess such other powers as the Operating
Committee may from time to time prescribe. The Chair will not be entitled to a tie-breaking vote
at any meeting of the Operating Committee.

Each of the members of the Operating Committee, including the Chair, will be authorized
to cast one vote for each Participant that he or she represents on all matters voted upon by the
Operating Committee. Action of the Operating Committee will be authorized by Majority Vote
(except under certain designated circumstances), subject to the approval of the SEC whenever
such approval is required under the Exchange Act and the rules thereunder. For example, the
Plan specifically notes that a Majority Vote of the Operating Committee is required to: (1) select
the Chair; (2) select the members of the Advisory Committee (as described below); (3) interpret

the Plan (unless otherwise noted therein); (4) approve any recommendation by the Chief
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Compliance Officer pursuant to Section 6.2(a)(v)(A); (5) determine to hold an Executive Session
of the Operating Committee; (6) determine the appropriate funding-related policies, procedures
and practices consistent with Article XI; and (7) any other matter specified elsewhere in the Plan
(which includes the Appendices to the Plan) as requiring a vote, approval or other action of the
Operating Committee (other than those matters expressly requiring a Supermajority VVote or a
different vote of the Operating Committee).

Avrticle IV requires a Supermajority VVote of the Operating Committee, subject to the
approval of the SEC when required, for the following: (1) selecting a Plan Processor, other than
the Initial Plan Processor selected in accordance with Article V of the Plan; (2) terminating the
Plan Processor without cause in accordance with Section 6.1(p); (3) approving the Plan
Processor’s appointment or removal of the Chief Information Security Officer, Chief
Compliance Officer, or any Independent Auditor in accordance with Section 6.1(b); (4) entering
into, modifying or terminating any Material Contract (if the Material Contract is with a
Participant or an Affiliate of a Participant, such Participant and Affiliated Participant will be
recused from any vote); (5) making any Material Systems Change; (6) approving the initial
Technical Specifications or any Material Amendment to the Technical Specifications proposed
by the Plan Processor; (7) amending the Technical Specifications on its own motion; and (8) any
other matter specified elsewhere in the Plan (which includes the Appendices to the Plan) as
requiring a vote, approval or other action of the Operating Committee by a Supermajority Vote.

A member of the Operating Committee or any Subcommittee thereof (as discussed
below) shall recuse himself or herself from voting on any matter under consideration by the
Operating Committee or such Subcommittee if such member determines that voting on such

matter raises a Conflict of Interest. In addition, if the members of the Operating Committee or
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any Subcommittee (excluding the member thereof proposed to be recused) determine by
Supermajority Vote that any member voting on a matter under consideration by the Operating
Committee or such Subcommittee raises a Conflict of Interest, such member shall be recused
from voting on such matter. No member of the Operating Committee or any Subcommittee will
be automatically recused from voting on any matter except matters involving Material Contracts
as discussed in the prior paragraph, as otherwise specified in the Plan, and as follows: (1) if a
Participant is a Bidding Participant whose Bid remains under consideration, members appointed
to the Operating Committee or any Subcommittee by such Participant or any of its Affiliated
Participants will be recused from any vote concerning: (a) whether another Bidder may revise its
Bid; (b) the selection of a Bidder; or (c) any contract to which such Participant or any of its
Affiliates would be a party in its capacity as Plan Processor; and (2) if a Participant is then
serving as Plan Processor, is an Affiliate of the Person then serving as Plan Processor, or is an
Affiliate of an entity that is a Material Subcontractor to the Plan Processor, then in each case
members appointed to the Operating Committee or any Subcommittee by such Participant or any
of its Affiliated Participants shall be recused from any vote concerning: (a) the proposed
removal of such Plan Processor; or (b) any contract between the Company and such Plan
Processor.

Avrticle IV also addresses meetings of the Operating Committee.> Meetings of the
Operating Committee may be attended by each Participant’s voting Representative and its

alternate voting Representative and by a maximum of two nonvoting Representatives of each

52 Article IV also addresses, among other things, different types of Operating Committee

meetings (regular, special and emergency), frequency of such meetings, how to call such
meetings, the location of the meetings, the role of the Chair, and notice regarding such
meetings.
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Participant, by members of the Advisory Committee, by the Chief Compliance Officer, by other
Representatives of the Company and the Plan Processor, by Representatives of the SEC and by
such other Persons that the Operating Committee may invite to attend. The Operating
Committee, however, may, where appropriate, determine to meet in Executive Session during
which only voting members of the Operating Committee will be present. The Operating
Committee, however, may invite other Representatives of the Participants, of the Company, of
the Plan Processor (including the Chief Compliance Officer and the Chief Information Security
Officer) or the SEC, or such other Persons that the Operating Committee may invite to attend, to
be present during an Executive Session. Any determination of the Operating Committee to meet
in an Executive Session will be made upon a Majority VVote and will be reflected in the minutes
of the meeting. In addition, any Person that is not a Participant but for which the SEC has
published a Form 1 Application or Form X-15AA-1 to become a national securities exchange or
national securities association, respectively, will be permitted to appoint one primary
Representative and one alternate Representative to attend regularly scheduled Operating
Committee meetings in the capacity of a non-voting observer, but will not be permitted to have
any Representative attend a special meeting, emergency meeting or meeting held in Executive
Session of the Operating Committee.

The Operating Committee may, by Majority Vote, designate by resolution one or more
Subcommittees it deems necessary or desirable in furtherance of the management of the business
and affairs of the Company. For any Subcommittee, any member of the Operating Committee
who wants to serve thereon may so serve. If Affiliated Participants have collectively appointed
one member to the Operating Committee to represent them, then such Affiliated Participants may

have only that member serve on the Subcommittee or may decide not to have only that
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collectively appointed member serve on the Subcommittee. Such member may designate an
individual other than himself or herself who is also an employee of the Participant or Affiliated
Participants that appointed such member to serve on a Subcommittee in lieu of the particular
member. Subject to the requirements of the Plan and non-waivable provisions of Delaware law,
a Subcommittee may exercise all the powers and authority of the Operating Committee in the
management of the business and affairs of the Company as so specified in the resolution of the
Operating Committee designating such Subcommittee.

Article IV requires that the Operating Committee maintain a Compliance Subcommittee
for the purpose of aiding the Chief Compliance Officer as necessary, including with respect to
issues involving: (1) the maintenance of the confidentiality of information submitted to the Plan
Processor or Central Repository pursuant to Rule 613, applicable law, or the Plan by Participants
and Industry Members; (2) the timeliness, accuracy, and completeness of information submitted
pursuant to Rule 613, applicable law or the Plan by Participants and Industry Members; and
(3) the manner and extent to which each Participant is meeting its obligations under Rule 613,
Section 3.11, and as set forth elsewhere in the Plan and ensuring the consistency of the Plan’s
enforcement as to all Participants.

Article IV also sets forth the requirements for the formation and functioning of an
Advisory Committee, which will advise the Participants on the implementation, operation and
administration of the Central Repository, including possible expansion of the Central Repository
to other securities and other types of transactions.

Article IV describes the composition of the Advisory Committee. No member of the
Advisory Committee may be employed by or affiliated with any Participant or any of its

Affiliates or facilities. The Operating Committee will select one member from representatives of
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each of the following categories to serve on the Advisory Committee on behalf of himself or
herself individually and not on behalf of the entity for which the individual is then currently
employed: (1) a broker-dealer with no more than 150 Registered Persons; (2) a broker-dealer
with at least 151 and no more than 499 Registered Persons; (3) a broker-dealer with 500 or more
Registered Persons; (4) a broker-dealer with a substantial wholesale customer base; (5) a broker-
dealer that is approved by a national securities exchange: (a) to effect transactions on an
exchange as a specialist, market maker or floor broker; or (b) to act as an institutional broker on
an exchange; (6) a proprietary-trading broker-dealer; (7) a clearing firm; (8) an individual who
maintains a securities account with a registered broker or dealer but who otherwise has no
material business relationship with a broker or dealer or with a Participant; (9) a member of
academia with expertise in the securities industry or any other industry relevant to the operation
of the CAT System; (10) an institutional investor trading on behalf of a public entity or entities;
(11) an institutional investor trading on behalf of a private entity or entities; and (12) an
individual with significant and reputable regulatory expertise. The members selected to
represent categories (1) through (12) above must include, in the aggregate, representatives of no
fewer than three broker-dealers that are active in the options business and representatives of no
fewer than three broker-dealers that are active in the equities business. In addition, upon a
change in employment of any such selected member, a Majority Vote of the Operating
Committee will be required for such member to be eligible to continue to serve on the Advisory
Committee. Furthermore, the SEC’s Chief Technology Officer (or the individual then currently

employed in a comparable position providing equivalent services) will serve as an observer of
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the Advisory Committee (but not be a member). The members of the Advisory Committee will
have a term of three years.*®

Members of the Advisory Committee will have the right to attend meetings of the
Operating Committee or any Subcommittee, to receive information concerning the operation of
the Central Repository, and to submit their views to the Operating Committee or any
Subcommittee on matters pursuant to the Plan prior to a decision by the Operating Committee on
such matters. A member of the Advisory Committee will not have a right to vote on any matter
considered by the Operating Committee or any Subcommittee. In addition, the Operating
Committee or any Subcommittee may meet in Executive Session if the Operating Committee or
Subcommittee determines by Majority \VVote that such an Executive Session is advisable.>*
Although members of the Advisory Committee will have the right to receive information
concerning the operation of the Central Repository, the Operating Committee retains the
authority to determine the scope and content of information supplied to the Advisory Committee,
which will be limited to that information that is necessary and appropriate for the Advisory
Committee to fulfill its functions. Any information received by members of the Advisory
Committee will remain confidential unless otherwise specified by the Operating Committee.

Article IV also describes the appointment of Officers for the Company. Specifically, the
Chief Compliance Officer and the Chief Information Security Officer, each of whom will be

employed solely by the Plan Processor and neither of whom will be deemed or construed in any

>3 Four of the initial twelve members of the Advisory Committee will have an initial term of

one year, and another four of the initial twelve members of the Advisory Committee will
have an initial term of two years.

> The Operating Committee may solicit and consider views on the operation of the Central

Repository in addition to those of the Advisory Committee.

31



way to be an employee of the Company, will be Officers of the Company. Neither such Officer
will receive or be entitled to any compensation from the Company or any Participant by virtue of
his or her service in such capacity (other than if a Participant is then serving as the Plan
Processor, compensation paid to such Officer as an employee of such Participant). Each such
Officer will report directly to the Operating Committee. The Chief Compliance Officer will
work on a regular and frequent basis with the Compliance Subcommittee and/or other
Subcommittees as may be determined by the Operating Committee. Except to the extent
otherwise provided in the Plan, including Section 6.2, each such Officer will have such fiduciary
and other duties with regard to the Plan Processor as imposed by the Plan Processor on such
individual by virtue of his or her employment by the Plan Processor.

In addition, the Plan Processor will inform the Operating Committee of the individual
who has direct management responsibility for the Plan Processor’s performance of its obligations
with respect to the CAT. Subject to approval by the Operating Committee of such individual, the
Operating Committee will appoint such individual as an Officer. In addition, the Operating
Committee by Supermajority Vote may appoint other Officers as it shall from time to time deem
necessary. Any Officer appointed pursuant to Section 4.6(b) will have only such duties and
responsibilities as set forth in the Plan, or as the Operating Committee shall from time to time
expressly determine. No such Officer shall have any authority to bind the Company (which
authority is vested solely in the Operating Committee) or be an employee of the Company,
unless in each case the Operating Committee, by Supermajority VVote, expressly determines
otherwise. No person subject to a “statutory disqualification” (as defined in Section 3(a)(39) of
the Exchange Act) may serve as an Officer. It is the intent of the Participants that the Company

have no employees.
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Request for Comment

10.

Do Commenters believe that the organizational,
governance and/or managerial structure of CAT NMS,
LLC is in the public interest? Why or why not?

Do Commenters believe that the organizational,
governance, and/or managerial structure set forth in
the CAT NMS Plan, including the role of the
Operating Committee, is appropriate and reasonable?
If not, please explain.

The CAT NMS Plan specifies the corporate actions
that require a Majority Vote and the corporate actions
that require a Supermajority Vote. Do Commenters
believe that such voting procedures are appropriate
and reasonable? Should any corporate actions require
a higher or lower voting threshold than specified in the
Plan? Are there any corporate actions that should
require a Supermajority Vote? Please explain.

Do Commenters believe that the CAT NMS Plan
should explicitly or more clearly specify who should
determine whether a systems change or amendment is
“material”? If so, who? Please explain.

Do Commenters believe that two successive full terms

is an appropriate and reasonable term limit for a
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11.

12.

Person to serve as chair of the Operating Committee?
If not, please explain.

Section 1.1 defines Conflict of Interest to mean that
the interest of a Participant (e.g., commercial,
reputational, regulatory, or otherwise) in the matter
that is subject to the vote; (a) interferes, or would be
reasonably likely to interfere with that Participant’s
objective consideration of the matter; and (b) is, or is
reasonably likely to be, inconsistent with the purpose
and objectives of the Company, and the CAT, taking
into account all relevant considerations, including
whether a Participant that may otherwise have a
conflict of interest has established appropriate
safeguards to eliminate such conflicts of interest and
taking into account the other guiding principles set
forth in the LLC Agreement. Do Commenters believe
this definition of “Conflict of Interest” is appropriate
and reasonable? Please explain.

Do Commenters believe that the definition of Conflict
of Interest of the CAT NMS Plan properly reflects the
business interests of each Participant and the
Operating Committee? If not, please explain. Do

Commenters believe that the CAT NMS Plan
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13.

14.

governing procedures on Conflicts of Interest and
recusals contained in Section 4.3(d) of the CAT NMS
Plan, reasonably and adequately address Conflicts of
Interest? If not, please explain. Are there other
conflicts of interest that may arise for any Participant
that are not addressed in the CAT NMS Plan
definitions or governing procedures? If so, what?

Is the CAT NMS Plan clear and reasonable regarding
whether it permits the Operating Committee to
delegate the authority to vote on matters to a
Subcommittee? If so, in what circumstances? Are
there any circumstances in which a Subcommittee
would or should be prohibited from voting in place of
the Operating Committee? Please explain.

Do Commenters believe that the Advisory Committee
structure and provisions set forth in the CAT NMS
Plan are appropriate and reasonable? Is the size of the
Advisory Committee as contemplated by the Plan
appropriate and reasonable? Are the Advisory
Committee member categories reasonable and
adequately representative of entities impacted by the
CAT NMS Plan? Would expanding membership on

the Advisory Committee to any additional types of
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15.

16.

17.

entities enhance the quality of the input it would
provide to the Operating Committee? Please explain.
Is the mechanism for determining who serves on the
Advisory Committee (i.e., selection by the Operating
Committee) appropriate and reasonable? Should
Participants be required to publicly solicit Advisory
Committee membership interest? Should the Advisory
Committee be able to self-nominate replacement
candidates? Please explain.

Do Commenters believe that the CAT NMS Plan’s
requirement that Advisory Committee members serve
on the Advisory Committee in their personal
capacities, and that the Operating Committee members
serve on the Operating Committee as representatives
of their employers who are the Plan Participants create
different incentives for members of the Advisory
Committee and members of the Operating Committee?
If so, in what ways? Do Commenters believe that
these differing incentives would impact the regulatory
objective of the CAT? If so, in what ways?

The CAT NMS Plan outlines the size, tenure and
membership categories of the Advisory Committee

members. Do Commenters believe there are any
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18.

19.

20.

additional or alternative factors that should be taken
into consideration in structuring the Advisory
Committee that would benefit the operation of the
CAT? If so, what are those additional or alternative
factors? How would these factors benefit the
operation of the CAT?

Avre the roles and responsibilities of the Advisory
Committee clearly and adequately set forth in the CAT
NMS Plan? If not, why not? Should additional details
on these roles and responsibilities be provided? If so,
what additional details should be provided?

Avre there any alternatives for involvement by the
Advisory Committee that could increase the
effectiveness of the Advisory Committee? For
example, should the Advisory Committee be given a
vote in connection with decisions regarding the CAT
NMS Plan, equivalent to the vote each Participant has?
If so, please specifically identify the alternatives for
involvement and how those alternatives could increase
the effectiveness of the CAT.

Do Commenters believe that the Advisory Committee
IS structured in a way that would allow industry to

provide meaningful input on the implementation,
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operation, and administration of the CAT? If not,
please explain and/or provide specific suggestions for
improving the Advisory Committee structure. Should
additional authority be given to the Advisory
Committee, for example allowing it to initiate its own
recommendations? Should additional mechanisms
through which the industry or others could provide
input be included in the CAT NMS Plan?>®> Should the
Operating Committee be required to respond to the
Advisory Committee’s views, formally or informally,
in advance of or following a decision by the Operating
Committee? Should the Operating Committee be
required to include Advisory Committee views in
filings with the Commission? Please explain.

21. Do Commenters believe that the Plan’s provision that
prohibits the Advisory Committee from attending any
Executive Session of the Operating Committee is
appropriate and reasonable?

22. Do Commenters believe that the CAT NMS Plan
adequately sets forth provisions regarding the scope,

authority, and duties of the Officers of the CAT, as

See Section IV.E.4, infra, for additional requests for comment on the Advisory
Committee.
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23.

24,

well as the scope and authority of the Plan Processor
generally? If not, what further provisions should the
CAT NMS Plan set forth with respect to Officers and
the Plan Processor and why?

Do Commenters believe that the Operating Committee
and the proposed CAT NMS Plan governance
structure would ensure effective corporate governance,
process and action? Why or why not?

The CAT NMS Plan provides that emergency
meetings of the Operating Committee may be called at
the request of two or more Participants, and may be
held as soon as practical after such a meeting is called.
Do Commenters believe that there should be a
different method for the Operating Committee to meet
and take action in the event of an emergency? Should
the CAT NMS Plan denote certain emergency
situations in which the Operating Committee must be
required to take action on an expedited basis? If so,
what time period would be reasonable to require action
by the Operating Committee and what mechanisms or
processes should the Operating Committee be required

to follow?
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25. What, if any, impact on the Operating Committee’s

26.

27.

governance and voting do Affiliated Participant groups
have? Do Commenters believe that the Operating
Committee’s governance and voting provisions set
forth in the CAT NMS Plan, including the definitions
of Supermajority Vote and Majority Vote, are
appropriate and reasonable in light of these Affiliated
Participant groups? What, if any, additional
governance and voting provisions or protections
should be included? Is there an alternative model for
voting rights that would be more appropriate and
reasonable, for example distributing votes using a
measure other than exchange licenses?

Do Commenters believe the use of Executive Session
is appropriate and reasonable? Is a Majority Vote the
appropriate mechanism for the Operating Committee
to go into Executive Session? Should the CAT NMS
Plan specify particular scenarios for which an
Executive Session is or is not appropriate?

Do Commenters believe that the provisions in the CAT
NMS Plan regarding the mechanics of voting by the
Operating Committee, the Selection Committee, or

other entities are appropriate and reasonable? Does
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the CAT NMS Plan include sufficient detail on when
voting should be carried out openly (e.g., in the
presence of other attendees at a committee meeting) as
opposed to when voting may be conducted by secret
ballot or by some other confidential method? What
are the advantages and disadvantages of different
voting methodologies? Would particular actions or
decisions regarding CAT be better suited to one voting
methodology over others? Please explain.

28. Are there any other matters relating to the operation
and administration of the Plan that should be included
in the Plan for the Commission’s consideration? If so,
please identify such matters and explain why and how
they should be addressed in the Plan.

4) Initial Plan Processor Selection

Article V of the Plan sets forth the process for the Participants’ evaluation of Bids and the
selection process for narrowing down the Bids and choosing the Initial Plan Processor. The
initial steps in the evaluation and selection process were and will be performed pursuant to the
Selection Plan; the final two rounds of evaluation and voting, as well as the final selection of the

Initial Plan Processor, will be performed pursuant to the Plan.*

% By its terms, the Selection Plan will terminate upon Commission approval of the Plan.
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As discussed above, the Selection Committee has selected the Shortlisted Bids pursuant
to the Selection Plan. After reviewing the Shortlisted Bids, the Participants have identified the
optimal proposed solutions for the CAT and, to the extent possible, included such solutions in
the Plan.>” The Selection Committee will determine, by majority vote, whether Shortlisted
Bidders will have the opportunity to revise their Bids. To reduce potential conflicts of interest,
no Bidding Participant may vote on whether a Shortlisted Bidder will be permitted to revise its
Bid if a Bid submitted by or including the Participant or an Affiliate of the Participant is a
Shortlisted Bid. The Selection Committee will review and evaluate all Shortlisted Bids,
including any permitted revisions submitted by Shortlisted Bidders. In performing this review
and evaluation, the Selection Committee may consult with the Advisory Committee and such
other Persons as the Selection Committee deems appropriate, which may include the DAG until
the Advisory Committee is formed.

After receipt of any permitted revisions, the Selection Committee will select the Initial
Plan Processor from the Shortlisted Bids in two rounds of voting where each Participant has one
vote via its VVoting Senior Officer in each round.® No Bidding Participant, however, will be
entitled to vote in any round if the Participant’s Bid, a Bid submitted by an Affiliate of the

Participant, or a Bid including the Participant or an Affiliate of the Participant is considered in

> As noted above, the Participants stated their belief that certain exemptive relief is

necessary to include in the Plan all of the provisions the Participants believe are part of
the optimal solution for the CAT. The Commission notes that the request for exemptive
relief was granted on March 1, 2016. See Exemption Order, supra note 18.

%8 If the proposed amendment to the Selection Plan is approved, the Selection Committee

may determine to narrow the number of Shortlisted Bids prior to the two rounds of
voting.
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such round.> In the first round, each Voting Senior Officer, subject to the recusal provision in
Section 5.2(e)(ii), will select a first and second choice, with the first choice receiving two points
and the second choice receiving one point. The two Shortlisted Bids receiving the highest
cumulative scores in the first round will advance to the second round.®® In the event of a tie, the
tie will be broken by assigning one point per vote to the tied Shortlisted Bids, and the Shortlisted
Bid with the most votes will advance. If this procedure fails to break the tie, a revote will be
taken on the tied Bids with each vote receiving one point. If the tie persists, the Participants will
identify areas for discussion, and revotes will be taken until the tie is broken.

Once two Shortlisted Bids have been chosen, the VVoting Senior Officers of the
Participants (other than those subject to recusal) will vote for a single Shortlisted Bid from the
final two to determine the Initial Plan Processor. If the tie persists, the Participants will identify
areas for discussion and, following these discussions, revotes will be taken until the tie is broken.
As set forth in Article VI of the Plan, following the selection of the Initial Plan Processor, the
Participants will file with the Commission a statement identifying the Initial Plan Processor and
including the information required by Rule 608.

5) Functions and Activities of CAT System

A. Plan Processor

Article VI describes the responsibilities of the selected Plan Processor. The Company,
under the direction of the Operating Committee, will enter into one or more agreements with the

Plan Processor obligating the Plan Processor to perform the functions and duties contemplated by

% This recusal provision is included in the Plan, as well as in an amendment to the

Selection Plan. See Order Approving Amendment No. 2 to the Selection Plan, supra note
15.

60 Each round of voting throughout the Plan is independent of other rounds.
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the Plan to be performed by the Plan Processor, as well as such other functions and duties the
Operating Committee deems necessary or appropriate.

As set forth in the Plan, the Plan Processor is required to develop and, with the prior
approval of the Operating Committee, implement policies, procedures, and control structures
related to the CAT System that are consistent with Rule 613(e)(4), Appendix C and Appendix D.
The Plan Processor will: (1) comply with applicable provisions of 15 U.S. Code §78u-6
(Securities Whistleblower Incentives and Protection) and the recordkeeping requirements of
Rule 613(e)(8); (2) consistent with Appendix D, Central Repository Requirements, ensure the
effective management and operation of the Central Repository; (3) consistent with Appendix D,
Data Management, ensure the accuracy of the consolidation of the CAT Data reported to the
Central Repository; and (4) consistent with Appendix D, Upgrade Process and Development of
New Functionality, design and implement appropriate policies and procedures governing the
determination to develop new functionality for the CAT including, among other requirements, a
mechanism by which changes can be suggested by Advisory Committee members, Participants,
or the SEC. Such policies and procedures also shall: (1) provide for the escalation of reviews of
proposed technological changes and upgrades to the Operating Committee; and (2) address the
handling of surveillance, including coordinated, Rule 17d-2 under the Exchange Act or
Regulatory Surveillance Agreement(s) (RSA) surveillance queries and requests for data. Any
policy, procedure or standard (and any material modification or amendment thereto) applicable
primarily to the performance of the Plan Processor’s duties as the Plan Processor (excluding any
policies, procedures or standards generally applicable to the Plan Processor’s operations and
employees) will become effective only upon approval by the Operating Committee. The Plan

Processor also will, subject to the prior approval of the Operating Committee, establish
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appropriate procedures for escalation of matters to the Operating Committee. In addition to
other policies, procedures and standards generally applicable to the Plan Processor’s employees
and contractors, the Plan Processor will have hiring standards and will conduct and enforce
background checks (e.g., fingerprint-based) for all of its employees and contractors to ensure the
protection, safeguarding and security of the facilities, systems, networks, equipment and data of
the CAT System, and will have an insider and external threat policy to detect, monitor and
remedy cyber and other threats.

The Plan Processor will enter into appropriate Service Level Agreements (“SLAS”)
governing the performance of the Central Repository, as generally described in Appendix D,
Functionality of the CAT System, with the prior approval of the Operating Committee. The Plan
Processor in conjunction with the Operating Committee will regularly review and, as necessary,
update the SLAs, in accordance with the terms of the SLAs. As further contemplated in
Appendix C, System Service Level Agreements (SLAS), and in Appendix D, System SLAs, the
Plan Processor may enter into appropriate service level agreements with third parties applicable
to the Plan Processor’s functions related to the CAT System (“Other SLAS”), with the prior
approval of the Operating Committee. The Chief Compliance Officer and/or the Independent
Auditor will, in conjunction with the Plan Processor and as necessary the Operating Committee,
regularly review and, as necessary, update the Other SLAs, in accordance with the terms of the
applicable Other SLA. In addition, the Plan Processor: (1) will, on an ongoing basis and
consistent with any applicable policies and procedures, evaluate and implement potential system
changes and upgrades to maintain and improve the normal day-to-day operating function of the
CAT System; (2) in consultation with the Operating Committee, will, on an as needed basis and

consistent with any applicable operational and escalation policies and procedures, implement
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such material system changes and upgrades as may be required to ensure effective functioning of
the CAT System; and (3) in consultation with the Operating Committee, will, on an as needed
basis, implement system changes and upgrades to the CAT System to ensure compliance with
applicable laws, regulations or rules (including those promulgated by the SEC or any
Participant). Furthermore, the Plan Processor will develop and, with the prior approval of the
Operating Committee, implement a securities trading policy, as well as necessary procedures,
control structures and tools to enforce this policy.

In addition, the Plan Processor will provide the Operating Committee regular reports on
the CAT System’s operation and maintenance. Furthermore, upon request of the Operating
Committee or any Subcommittee, the Plan Processor will attend any meetings of the Operating
Committee or such Subcommittee.

The Plan Processor may appoint such officers of the Plan Processor as it deems necessary
and appropriate to perform its functions under the Plan and Rule 613. The Plan Processor,
however, will be required to appoint, at a minimum, the Chief Compliance Officer, the Chief
Information Security Officer, and the Independent Auditor. The Operating Committee, by
Supermajority Vote, will approve any appointment or removal of the Chief Compliance Officer,
Chief Information Security Officer, or the Independent Auditor.

The Plan Processor will designate an employee of the Plan Processor to serve, subject to
the approval of the Operating Committee by Supermajority Vote, as the Chief Compliance
Officer. The Plan Processor will also designate at least one other employee (in addition to the
person then serving as Chief Compliance Officer), which employee the Operating Committee
has previously approved, to serve temporarily as the Chief Compliance Officer if the employee

then serving as the Chief Compliance Officer becomes unavailable or unable to serve in such
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capacity (including by reason of injury or illness). Any person designated to serve as the Chief
Compliance Officer (including to serve temporarily) will be appropriately qualified to serve in
such capacity based on the duties and responsibilities assigned to the Chief Compliance Officer
and will dedicate such person’s entire working time to such service (or temporary service)
(except for any time required to attend to any incidental administrative matters related to such
person’s employment with the Plan Processor that do not detract in any material respect from
such person’s service as the Chief Compliance Officer). Article VI sets forth various
responsibilities of the Chief Compliance Officer. With respect to all of his or her duties and
responsibilities in such capacity (including those as set forth in the Plan), the Chief Compliance
Officer will be directly responsible and will directly report to the Operating Committee,
notwithstanding that she or he is employed by the Plan Processor. The Plan Processor, subject to
the oversight of the Operating Committee, will ensure that the Chief Compliance Officer has
appropriate resources to fulfill his or her obligations under the Plan and Rule 613. The
compensation (including base salary and bonus) of the Chief Compliance Officer will be payable
by the Plan Processor, but be subject to review and approval by the Operating Committee. The
Operating Committee will render the Chief Compliance Officer’s annual performance review.

The Plan Processor also will designate an employee of the Plan Processor to serve, subject
to the approval of the Operating Committee by Supermajority Vote, as the Chief Information
Security Officer. The Plan Processor will also designate at least one other employee (in addition
to the person then serving as Chief Information Security Officer), which employee the Operating
Committee has previously approved, to serve temporarily as the Chief Information Security
Officer if the employee then serving as the Chief Information Security Officer becomes

unavailable or unable to serve in such capacity (including by reason of injury or illness). Any
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person designated to serve as the Chief Information Security Officer (including to serve
temporarily) will be appropriately qualified to serve in such capacity based on the duties and
responsibilities assigned to the Chief Information Security Officer under the Plan and will
dedicate such person’s entire working time to such service (or temporary service) (except for any
time required to attend to any incidental administrative matters related to such person’s
employment with the Plan Processor that do not detract in any material respect from such
person’s service as the Chief Information Security Officer).

The Plan Processor, subject to the oversight of the Operating Committee, will ensure that
the Chief Information Security Officer has appropriate resources to fulfill the obligations of the
Chief Information Security Officer set forth in Rule 613 and in the Plan, including providing
appropriate responses to questions posed by the Participants and the SEC. In performing such
obligations, the Chief Information Security Officer will be directly responsible and directly
report to the Operating Committee, notwithstanding that he or she is employed by the Plan
Processor. The compensation (including base salary and bonus) of the Chief Information
Security Officer will be payable by the Plan Processor, but be subject to review and approval by
the Operating Committee, and the Operating Committee will render the Chief Information
Security Officer’s annual performance review. Consistent with Appendices C and D, the Chief
Information Security Officer will be responsible for creating and enforcing appropriate policies,
procedures, standards, control structures and real time tools to monitor and address data security
issues for the Plan Processor and the Central Repository, as described in the Plan. At regular
intervals, to the extent that such information is available to the Company, the Chief Information

Security Officer will report to the Operating Committee the activities of the Financial Services
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Information Sharing and Analysis Center (“FS-ISAC”) or comparable bodies to the extent that
the Company has joined FS-ISAC or other comparable body.

The Plan Processor will afford to Participants and the Commission such access to the
Representatives of the Plan Processor as any Participant or the Commission may reasonably
request solely for the purpose of performing such Person’s regulatory and oversight
responsibilities pursuant to the federal securities laws, rules, and regulations or any contractual
obligations. The Plan Processor will direct such Representatives to reasonably cooperate with
any inquiry, investigation, or proceeding conducted by or on behalf of any Participant or the
Commission related to such purpose.

The Operating Committee will review the Plan Processor’s performance under the Plan at
least once each year, or more often than once each year upon the request of two Participants that
are not Affiliated Participants. The Operating Committee will notify the SEC of any
determination made by the Operating Committee concerning the continuing engagement of the
Plan Processor as a result of the Operating Committee’s review of the Plan Processor and will
provide the SEC with a copy of any reports that may be prepared in connection therewith.

The Operating Committee, by Supermajority VVote, may remove the Plan Processor from
such position at any time. However, the Operating Committee, by Majority VVote, may remove
the Plan Processor from such position at any time if it determines that the Plan Processor has
failed to perform its functions in a reasonably acceptable manner in accordance with the
provisions of the Plan or that the Plan Processor’s expenses have become excessive and are not
justified. In making such a determination, the Operating Committee will consider, among other
factors: (1) the reasonableness of the Plan Processor’s response to requests from Participants or

the Company for technological changes or enhancements; (2) results of any assessments
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performed pursuant to Section 6.6; (3) the timeliness of conducting preventative and corrective
information technology system maintenance for reliable and secure operations; (4) compliance
with requirements of Appendix D; and (5) such other factors related to experience, technological
capability, quality and reliability of service, costs, back-up facilities, failure to meet service level
agreement(s) and regulatory considerations as the Operating Committee may determine to be
appropriate.

In addition, the Plan Processor may resign upon two year’s (or such other shorter period
as may be determined by the Operating Committee by Supermajority VVote) prior written notice.
The Operating Committee will fill any vacancy in the Plan Processor position by Supermajority
Vote, and will establish a Plan Processor Selection Subcommittee to evaluate and review Bids
and make a recommendation to the Operating Committee with respect to the selection of the
successor Plan Processor.

Request for Comment

29. The CAT NMS Plan, Section 6.1 (Plan Processor) sets
forth details regarding the Plan Processor’s
responsibilities. Do Commenters believe that the
enumerated responsibilities of the Plan Processor are
appropriate and reasonable? Please explain.

30. Do Commenters believe that the CAT NMS Plan
provides the Operating Committee with sufficient
authority to maintain oversight of the Plan Processor?
Is the Plan Processor given too much discretion? Too

little? Please explain.
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31. The CAT NMS Plan provides in Section 6.1(s) that a
Plan Processor may resign upon giving two years
notice of such resignation. Do Commenters believe
that two years is a sufficient amount of notice to
ensure a replacement Plan Processor could be
selected? Is two years too long a period to require
notice of resignation? Why or why not?

32. The CAT NMS Plan includes two provisions
governing removal of the Plan Processor. Section
6.1(q) allows the Operating Committee to remove the
Plan Processor at any time by a Supermajority Vote.
Do Commenters believe it is appropriate for the
Operating Committee to have authority to remove the
Plan Processor without cause upon a Supermajority
Vote? Why or why not?

33. Section 6.1(r) of the CAT NMS Plan allows the
Operating Committee to remove the Plan Processor by
a Majority Vote if it determines that the Plan Processor
has failed to perform its functions in a reasonably
acceptable manner in accordance with the provisions
of the CAT LLC Agreement or that the Plan
Processor’s expenses have become excessive and are

not justified. Do Commenters believe it is appropriate
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34.

and reasonable for the Operating Committee to have
the authority to remove the Plan Processor on these
bases using a Majority Vote? Why or why not, and
with respect to which of these bases? Do Commenters
believe there are other grounds upon which the
Operating Committee should have the ability to
remove the Plan Processor upon a Majority Vote?
The CAT NMS Plan states that the Plan Processor
must implement policies and procedures consistent
with Rule 613(e)(4). Further, Rule 613(e)(4) requires
that the CAT NMS Plan include policies and
procedures to be used by the Plan Processor to ensure:
(1) the security and confidentiality of all information
reported to the Central Repository; (2) the timeliness,
accuracy, integrity, and completeness of the data
provided to the Central Repository; and (3) the
accuracy of the consolidation by the Plan Processor of
the data provided to the Central Repository. Do
Commenters believe that such policies and procedures
are adequately described in Appendix D of the CAT
NMS Plan? Do Commenters believe such policies and
procedures are appropriate and reasonable? Do

Commenters believe that additions or deletions should
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35.

36.

be made to the policies and procedures? If so, please
describe.

The CAT NMS Plan provides that the CCO and CISO,
while Officers of CAT NMS, LLC, would be
employees of the Plan Processor. Do Commenters
believe that this arrangement creates any conflicts of
interest that could undermine the ability of the CCO
and CISO to effectively carry out their responsibilities
under the CAT NMS Plan? Please describe any such
conflicts of interest and explain how they could affect
the performance of the CCO or CISO’s CAT-related
duties.

The CAT NMS Plan provides that the Operating
Committee must approve the CCO and CISO selected
by the Plan Processor by Supermajority Vote, that the
CCO and CISO shall dedicate their entire working
time to their service as CCO or CISO, that the
Operating Committee shall have oversight over the
Plan Processor’s compensation of and provision of
resources to the CCO and CISO, and that the CCO and

CISO shall report directly to and receive annual
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performance reviews from the Operating Committee.*
Do Commenters believe that these provisions
adequately address any conflicts of interest resulting
from the CCO and CISO being employees of the Plan
Processor? Are there additional steps that could be
taken to insulate the CCO and CISO from being
unduly influenced by the Plan Processor?

37. The CAT NMS Plan provides that the CCO and CISO
would not, to the extent permitted under applicable
law, have fiduciary or similar duties to CAT NMS,
LLC, but that they may have fiduciary or similar duties
to the Plan Processor to the extent that their
employment with the Plan Processor entails such
duties.®® Do Commenters believe that these provisions
could affect the ability of the CCO and CISO to carry
out their CAT-related duties? Would any alternative
provisions be preferable? For example, should the
Plan remain silent regarding the CCO and CISO’s
fiduciary or other duties to the Plan Processor and
CAT NMS, LLC? Should the Plan require the CCO

and CISO to affirmatively undertake fiduciary or

See CAT NMS Plan, supra note 3, at Sections 6.2(a)(i)—(iv), b(i)-(iv).
See id. at Section 4.6(a), 4.7(c).
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38.

39.

B.

similar duties to CAT NMS, LLC? Should the Plan
Processor be required to select individuals who do not
have fiduciary or similar duties to the Plan Processor
to be the CCO or CISO? What are the advantages and
disadvantages to each approach?

Is the mechanism by which changes to CAT
functionality can be suggested to the Plan Processor by
the Advisory Committee members, Participants, or the
SEC appropriate and reasonable? Why or why not?

Is the Operating Committee’s role in the hiring of the
CCO, CISO, and Independent Auditor appropriate and
reasonable? Should the Advisory Committee be
consulted on these decisions? Why or why not?

Central Repository

The Central Repository, under the oversight of the Plan Processor, and consistent with

Appendix D, Central Repository Requirements, will receive, consolidate, and retain all CAT

Data. The Central Repository will collect (from a SIP or pursuant to an NMS Plan) and retain on

a current and continuing basis, in a format compatible with the Participant Data and Industry

Member Data, all data, including the following: (1) information, including the size and quote

condition, on quotes, including the National Best Bid and National Best Offer for each NMS

Security; (2) Last Sale Reports and transaction reports reported pursuant to an effective

transaction reporting plan filed with the SEC pursuant to, and meeting the requirements of,
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Rules 601 and 608; (3) trading halts, LULD price bands and LULD indicators; and (4) summary
data.®®

Consistent with Appendix D, Data Retention Requirements, the Central Repository will
retain the information collected pursuant to paragraphs (c)(7) and (e)(7) of Rule 613 in a
convenient and usable standard electronic data format that is directly available and searchable
electronically without any manual intervention by the Plan Processor for a period of not less than
six years. Such data when available to the Participant regulatory Staff and the SEC will be
linked. In addition, the Plan Processor will implement and comply with the records retention
policy contemplated by Section 6.1(d)(i).

Consistent with Appendix D, Data Access, the Plan Processor will provide Participants
and the SEC access to the Central Repository (including all systems operated by the Central
Repository), and access to and use of the CAT Data stored in the Central Repository, solely for
the purpose of performing their respective regulatory and oversight responsibilities pursuant to
the federal securities laws, rules and regulations or any contractual obligations. The Plan
Processor will create and maintain a method of access to the CAT Data stored in the Central
Repository that includes the ability to run searches and generate reports. The method in which
the CAT Data is stored in the Central Repository will allow the ability to return results of queries
that are complex in nature including market reconstruction and the status of order books at
varying time intervals. The Plan Processor will, at least annually and at such earlier time

promptly following a request by the Operating Committee, certify to the Operating Committee

63 In the CAT NMS Plan as attached hereto as Exhibit A, Section 6.5(a)(ii)(D) was
amended to clarify that “summary data” refers to “summary data or reports described in
the specifications for each of the SIPs and disseminated by the respective SIP.”
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that only the Participants and the SEC have access to the Central Repository (other than access

provided to any Industry Member for the purpose of correcting CAT Data previously reported to

the Central Repository by such Industry Member).*

Request for Comment

40.

41.

64

Do Commenters believe that the requirements
presented in Appendix D, Central Repository
Requirements, are sufficiently detailed to guide the
Plan Processor in how to build and operate the Central
Repository with regard to receiving, consolidating, and
retaining data? If not, what additional information
should the requirements contain? Are there any
requirements that should be eliminated? Will such
provisions give the Plan Processor too much discretion
or flexibility in how to build and operate the Central
Repository with regard to receiving, consolidating, and
retaining data? Please identify and explain why such
requirements are not necessary or appropriate.

Do Commenters believe that the information provided
in Appendix D, Data Access, is sufficiently detailed to

inform the Plan Processor and regulators how access to

See CAT NMS Plan, supra note 3, at Appendix C, The Security and Confidentiality of
Information Reported to the Central Repository, and Appendix D, Data Security, describe
the security and confidentiality of the CAT Data, including how access to the Central
Repository is controlled.
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42.

data will be granted? Are the controls and security
provisions related to regulatory access to data
appropriate and reasonable? Should additional
provisions be included? If so, please identify and
explain why such provisions are necessary. Should
any provisions be modified or eliminated? Will such
provisions give the Plan Processor too much discretion
or flexibility in how to build and operate the Central
Repository with regard to regulator access to the data?
If so, please identify and explain why such provisions
should be modified or not included in the CAT NMS
Plan.

The CAT NMS Plan does not mandate a specific
method for primary data storage of CAT Data, but
does require that the storage solution would meet the
security, reliability, and accessibility requirements for
the CAT, including storage of personally identifiable
information (“PII”) data, separately. The CAT NMS
Plan also indicates several considerations in the
selection of a storage solution including maturity, cost,
complexity, and reliability of the storage method. The
Commission requests comment on whether the CAT

NMS Plan should mandate a particular data storage
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method. Why or why not? What are the advantages
and disadvantages for CAT of the various storage
methods?

C. Data Recording and Reporting by Participants

The Plan also sets forth the requirements regarding the data recording and reporting by

Participants.®® Each Participant will record and electronically report to the Central Repository

the following details for each order and each Reportable Event,®® as applicable (“Participant

Data”; also referred to as “Recorded Industry Member Data”, as discussed in the next Section):

for original receipt or origination of an order: (1) Firm Designated ID(s) (FDIs)
for each customer; (2) CAT-Order-1D; (3) SRO-Assigned Market Participant
Identifier of the Industry Member receiving or originating the order; (4) date of
order receipt or origination; (5) time of order receipt or origination (using time
stamps pursuant to Section 6.8); (6) the Material Terms of the Order;®’ and (7)
other information as may be determined by the Operating Committee.®®

for the routing of an order: (1) CAT-Order-1D; (2) date on which the order is
routed; (3) time at which the order is routed (using time stamps pursuant to
Section 6.8); (4) SRO-Assigned Market Participant Identifier of the Industry
Member or Participant routing the order; (5) SRO-Assigned Market Participant
Identifier of the Industry Member or Participant to which the order is being routed,;
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Participants may, but are not required to, coordinate compliance with the recording and
reporting efforts through the use of regulatory services agreements and/or agreements
adopted pursuant to Rule 17d-2 under the Exchange Act.

The CAT NMS Plan defines “Reportable Event” as “includ[ing], but . . . not limited to,
the original receipt or origination, modification, cancellation, routing, execution (in
whole or in part) and allocation of an order, and receipt of a routed order.” See CAT
NMS Plan, supra note 3, at Section 1.1.

For a discussion of the Material Terms of the Order required by Rule 613, see Adopting
Release, supra note 9, at 45750-52. The Commission notes that the Participants include
in the Plan a requirement for the reporting of the OTC equity security symbol as one of

the “Material Terms of the Order.” See CAT NMS Plan, supra note 3, at Section 1.1.

In the CAT NMS Plan as attached hereto as Exhibit A, the provisions of Section 6.3
enabling the Operating Committee to require Participants to record and report “other
information” were removed.
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(6) if routed internally at the Industry Member, the identity and nature of the
department or desk to which the order is routed; (7) the Material Terms of the
Order; and (8) other information as may be determined by the Operating
Committee.

for the receipt of an order that has been routed, the following information: (1)
CAT-Order-1D; (2) date on which the order is received; (3) time at which the
order is received (using time stamps pursuant to Section 6.8); (4) SRO-Assigned
Market Participant Identifier of the Industry Member or Participant receiving the
order; (5) SRO-Assigned Market Participant Identifier of the Industry Member or
Participant routing the order; (6) the Material Terms of the Order; and (7) other
information as may be determined by the Operating Committee.”

if the order is modified or cancelled: (1) CAT-Order-ID; (2) date the
modification or cancellation is received or originated; (3) time at which the
modification or cancellation is received or originated (using time stamps pursuant
to Section 6.8); (4) price and remaining size of the order, if modified; (5) other
changes in Material Terms, if modified; (6) whether the modification or
cancellation instruction was given by the Customer, or was initiated by the
Industry Member or Participant; and (7) other information as may be determined
by the Operating Committee. "

if the order is executed, in whole or in part: (1) CAT-Order-ID; (2) date of
execution; (3) time of execution (using time stamps pursuant to Section 6.8); (4)
execution capacity (principal, agency or riskless principal); (5) execution price
and size; (6) the SRO-Assigned Market Participant Identifier of the Participant or
Industry Member executing the order; and (7) whether the execution was reported
pursuant to an effective transaction reporting plan or the Plan for Reporting of
Consolidated Options Last Sale Reports and Quotation Information; and

other information or additional events as may be determined by the Operating
Committee’® or otherwise prescribed in Appendix D, Reporting and Linkage
Requirements.

As contemplated in Appendix D, Data Types and Sources, each Participant will report

Participant Data to the Central Repository for consolidation and storage in a format specified by
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the Plan Processor, approved by the Operating Committee and compliant with Rule 613. As
further described in Appendix D, Reporting and Linkage Requirements, each Participant is
required to record the Participant Data contemporaneously with the Reportable Event. In
addition, each Participant must report the Participant Data to the Central Repository by 8:00 a.m.
Eastern Time on the Trading Day following the day that the Participant recorded the Participant
Data. Participants may voluntarily report the Participant Data prior to the 8:00 a.m. Eastern
Time deadline.

Each Participant that is a national securities exchange is required to comply with the
above recording and reporting requirements for each NMS Security registered or listed for trading
on such exchange or admitted to unlisted trading privileges on such exchange. Each Participant
that is a national securities association is required to comply with the above recording and
reporting requirements for each Eligible Security for which transaction reports are required to be
submitted to the association.

D. Data Reporting and Recording by Industry
Members

The Plan also sets forth the data reporting and recording requirements for Industry
Members. Specifically, subject to Section 6.4(c), and Section 6.4(d)(iii) with respect to Options
Market Makers, and consistent with Appendix D, Reporting and Linkage Requirements, each
Participant, through its Compliance Rule, will require its Industry Members to record and
electronically report to the Central Repository for each order and each Reportable Event the
information referred to in Section 6.3(d), as applicable (“Recorded Industry Member Data”) —
that is, Participant Data discussed above. In addition, subject to Section 6.4(c), and Section
6.4(d)(iii) with respect to Options Market Makers, and consistent with Appendix D, Reporting

and Linkage Requirements, each Participant, through its Compliance Rule, will require its
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Industry Members to record and report to the Central Repository the following (“Received
Industry Member Data” and, collectively with the Recorded Industry Member Data, “Industry
Member Data”): (1) if the order is executed, in whole or in part: (a) an Allocation Report that
includes the Firm Designated 1D when an execution is allocated (in whole or in part)”; (b) SRO-
Assigned Market Participant Identifier of the clearing broker or prime broker, if applicable; and
(c) CAT-Order-ID of any contra-side order(s); (2) if the trade is cancelled, a cancelled trade
indicator; and (3) for original receipt or origination of an order, information of sufficient detail to
identify the Customer.

With respect to the reporting obligations of an Options Market Maker with regard to its
quotes in Listed Options, Reportable Events required pursuant to Section 6.3(d)(ii) and (iv) will
be reported to the Central Repository by an Options Exchange in lieu of the reporting of such
information by the Options Market Maker. Each Participant that is an Options Exchange will,
through its Compliance Rule, require its Industry Members that are Options Market Makers to
report to the Options Exchange the time at which a quote in a Listed Option is sent to the
Options Exchange (and, if applicable, any subsequent quote modifications and/or cancellation
time when such modification or cancellation is originated by the Options Market Maker). Such
time information also will be reported to the Central Repository by the Options Exchange in lieu

of reporting by the Options Market Maker.”

& In the Amendment to the CAT NMS Plan, language in Section 6.4(d) that read, “that
includes the Firm Designated ID when an execution is allocated (in whole or in part)”
was removed because the definition of “Allocation Report” includes this information.

“ See Section 111.B.9, infra, and accompanying requests for comment.
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Each Participant will, through its Compliance Rule, require its Industry Members to
record and report to the Central Repository other information or additional events as prescribed in
Appendix D, Reporting and Linkage Requirements.

As contemplated in Appendix D, Data Types and Sources, each Participant will require
its Industry Members to report Industry Member Data to the Central Repository for consolidation
and storage in a format(s) specified by the Plan Processor, approved by the Operating Committee
and compliant with Rule 613. As further described in Appendix D, Reporting and Linkage
Requirements, each Participant will require its Industry Members to record Recorded Industry
Member Data contemporaneously with the applicable Reportable Event. In addition, consistent
with Appendix D, Reporting and Linkage Requirements, each Participant will require its
Industry Members to report: (1) Recorded Industry Member Data to the Central Repository by
8:00 a.m. Eastern Time on the Trading Day following the day the Industry Member records such
Recorded Industry Member Data; and (2) Received Industry Member Data to the Central
Repository by 8:00 a.m. Eastern Time on the Trading Day following the day the Industry
Member receives such Received Industry Member Data. Each Participant will permit its
Industry Members to voluntarily report Industry Member Data prior to the applicable 8:00 a.m.
Eastern Time deadline.”

Each Participant that is a national securities exchange must require its Industry Members
to report Industry Member Data for each NMS Security registered or listed for trading on such
exchange or admitted to unlisted trading privileges on such exchange. Each Participant that is a

national securities association must require its Industry Members to report Industry Member

7 See Section 111.B.2, infra, and accompanying requests for comment.
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Data for each Eligible Security for which transaction reports are required to be submitted to the
association.

Request for Comment

43. Sections 6.3(d) and 6.4(d) of the CAT NMS Plan set
forth the details that Participants and Industry
Members must report to the Central Repository. Do
Commenters believe that these details will be
sufficient to allow the Central Repository to link
information to accurately reflect the lifecycle of an
order? If not, what additional information should be
required to be reported for this purpose?

44. Sections 6.3 and 6.4 of the CAT NMS Plan require
Participants and Industry Members to record and
report to the Central Repository other information or
additional events as may be prescribed in Appendix D,
Reporting and Linkage Requirements. Do
Commenters believe that the CAT NMS Plan is
sufficiently clear regarding the “other information or
additional events as may be prescribed in Appendix D”
that may be required? Please explain. Are these
“other information or additional events prescribed in
Appendix D” appropriate and reasonable? Please

explain.
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45. The CAT NMS Plan does not specify the format in
which CAT Reporters must submit data, and states the
Plan Processor will specify the format. Do
Commenters believe that the CAT NMS Plan should
specify a particular format? If so, what format?
Please explain.

E. Regular Written Assessment

As described in Article VI, the Participants are required to provide the Commission with
a written assessment of the operation of the CAT that meets the requirements set forth in
Rule 613, Appendix D, and the Plan at least every two years or more frequently in connection
with any review of the Plan Processor’s performance under the Plan pursuant to Section
6.1(m).” The Chief Compliance Officer will oversee this assessment and will provide the
Participants a reasonable time to review and comment upon the written assessment prior to its
submission to the SEC. In no case will the written assessment be changed or amended in
response to a comment from a Participant; rather any comment by a Participant will be provided
to the SEC at the same time as the written assessment.

Request for Comment

46. Do Commenters believe that the details and
requirements regarding the regular written assessment
of the operation of the CAT provided in Section 6.6 of

the CAT NMS Plan are appropriate and reasonable?

° The Commission notes that the applicable provision in the Amendment is Section 6.1(n).
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Would additional details or requirements for this
assessment be beneficial?

47. Do Commenters believe that the Chief Compliance
Officer should oversee the regular written assessment,
as is required by Section 6.6? If not, would another
party be better suited to this role?

F. Time Stamps and Synchronization of Business
Clocks

Section 6.8 of the Plan discusses time stamps and the synchronization of Business
Clocks. Each Participant is required to synchronize its Business Clocks (other than such
Business Clocks used solely for Manual Order Events) at a minimum to within 50 milliseconds
of the time maintained by the National Institute of Standards and Technology, consistent with
industry standards. In addition, each Participant must, through its Compliance Rule, require its
Industry Members to: (1) synchronize their respective Business Clocks (other than such
Business Clocks used solely for Manual Order Events) at a minimum to within 50 milliseconds
of the time maintained by the National Institute of Standards and Technology, and maintain such
a synchronization; (2) certify periodically that their Business Clocks meet the requirements of
the Compliance Rule; and (3) report to the Plan Processor and the Participant any violation of the
Compliance Rule pursuant to the thresholds set by the Operating Committee. Furthermore, each
Participant is required to synchronize its Business Clocks and, through its Compliance Rule,
require its Industry Members to synchronize their Business Clocks used solely for Manual Order
Events at a minimum to within one second of the time maintained by the National Institute of
Standards and Technology, consistent with industry standards, and maintain such

synchronization. Each Participant will require its Industry Members to certify periodically
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(according to a schedule defined by the Operating Committee) that their Business Clocks used
solely for Manual Order Events meet the requirements of the Compliance Rule. The Compliance
Rule of a Participant shall require its Industry Members using Business Clocks solely for Manual
Order Events to report to the Plan Processor any violation of the Compliance Rule pursuant to
the thresholds set by the Operating Committee. The Participants stated their belief that pursuant
to Rule 613(d)(1) that these synchronization standards are consistent with current industry
standards.

Each Participant shall, and through its Compliance Rule require its Industry Members to,
report information required by Rule 613 and this Agreement to the Central Repository in
milliseconds. To the extent that any Participant utilizes time stamps in increments finer than the
minimum required by the Plan, the Participant is required to make reports to the Central
Repository utilizing such finer increment when reporting CAT Data to the Central Repository so
that all Reportable Events reported to the Central Repository could be adequately sequenced.
Each Participant will, through its Compliance Rule: (1) require that, to the extent that its
Industry Members utilize time stamps in increments finer than the minimum required in the Plan,
such Industry Members will utilize such finer increment when reporting CAT Data to the Central
Repository; and (2) provide that a pattern or practice of reporting events outside of the required
clock synchronization time period without reasonable justification or exceptional circumstances
may be considered a violation of SEC Rule 613 and the Plan. Notwithstanding the preceding
sentences, each Participant and Industry Member will be permitted to record and report Manual
Order Events to the Central Repository in increments up to and including one second, provided
that Participants and Industry Members will be required to record and report the time when a

Manual Order Event has been captured electronically in an order handling and execution system
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of such Participant or Industry Member in milliseconds. In conjunction with Participants’ and

other appropriate Industry Member advisory groups, the Chief Compliance Officer will annually

evaluate and make a recommendation to the Operating Committee as to whether industry

standards have evolved such that the required synchronization should be shortened or the

required time stamp should be in finer increments. The Operating Committee will make

determinations regarding the need to revise the synchronization and time stamp requirements.

Request for Comment®’

77

48.

49.

Do Commenters believe that the CAT NMS Plan’s
requirement that Participants and Industry Members
synchronize their Business Clocks to within 50
milliseconds of the time maintained by the National
Institute of Standards and Technology (“NIST”) is
appropriate and reasonable? Do Commenters agree
with the Participants that this clock offset tolerance
represents current industry standards? Would a tighter
clock offset tolerance be feasible?

Do Commenters believe that the CAT NMS Plan’s
requirement that Participants and Industry Members
report information to the Central Repository in
milliseconds is appropriate and reasonable? Would a

more granular time stamp requirement be feasible? Do

See Sections 111.B.4 and 111.B.5, infra, for additional requests for comment on clock
synchronization and time stamp granularity.
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Commenters agree with the Participants that time
stamp granularity to the millisecond represents current
industry standards?

50. How should “industry standard,” for purposes of the
CAT NMS Plan’s clock synchronization and time
stamping requirements, be determined? Do
Commenters believe that “industry standard” should
be based on current industry practice? If not, how
should “industry standard” be defined? What other
factors, if any, should be considered in defining such
“industry standards”?

G. Technical Specifications

Section 6.9 of the Plan establishes the requirements involving the Plan Processor’s
Technical Specifications. The Plan Processor will publish Technical Specifications that are at a
minimum consistent with Appendices C and D, and updates thereto as needed, providing detailed
instructions regarding the submission of CAT Data by Participants and Industry Members to the
Plan Processor for entry into the Central Repository. The Technical Specifications will be made
available on a publicly available web site to be developed and maintained by the Plan Processor.
The initial Technical Specifications and any Material Amendments thereto will require the
approval of the Operating Committee by Supermajority Vote.

The Technical Specifications will include a detailed description of the following: (1) the
specifications for the layout of files and records submitted to the Central Repository; (2) the
process for the release of new data format specification changes; (3) the process for industry

testing for any changes to data format specifications; (4) the procedures for obtaining feedback
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about and submitting corrections to information submitted to the Central Repository; (5) each
data element, including permitted values, in any type of report submitted to the Central
Repository; (6) any error messages generated by the Plan Processor in the course of validating
the data; (7) the process for file submissions (and re-submissions for corrected files); (8) the
storage and access requirements for all files submitted; (9) metadata requirements for all files
submitted to the CAT System; (10) any required secure network connectivity; (11) data security
standards, which will, at a minimum: (a) satisfy all applicable regulations regarding database
security, including provisions of Regulation Systems Compliance and Integrity under the
Exchange Act (“Reg SCI”); (b) to the extent not otherwise provided for under the Plan
(including Appendix C thereto), set forth such provisions as may be necessary or appropriate to
comply with Rule 613(e)(4); and (c) comply with industry best practices; and (12) any other
items reasonably deemed appropriate by the Plan Processor and approved by the Operating
Committee.

Amendments to the Technical Specifications may be made only in accordance with
Section 6.9(c). The process for amending the Technical Specifications varies depending on
whether the change is material. An amendment will be deemed “material” if it would require a
Participant or an Industry Member to engage in significant changes to the coding necessary to
submit information to the Central Repository pursuant to the Plan, or if it is required to safeguard
the security or confidentiality of the CAT Data. Except for Material Amendments to the
Technical Specifications, the Plan Processor will have the sole discretion to amend and publish
interpretations regarding the Technical Specifications; however, all non-Material Amendments
made to the Technical Specifications and all published interpretations will be provided to the

Operating Committee in writing at least ten days before being published. Such non-Material
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Amendments and published interpretations will be deemed approved ten days following
provision to the Operating Committee unless two unaffiliated Participants call for a vote to be
taken on the proposed amendment or interpretation. If an amendment or interpretation is called
for a vote by two or more unaffiliated Participants, the proposed amendment must be approved
by Majority VVote of the Operating Committee. Once a non-Material Amendment has been
approved or deemed approved by the Operating Committee, the Plan Processor will be
responsible for determining the specific changes to the Central Repository and providing
technical documentation of those changes, including an implementation timeline.

Material Amendments to the Technical Specifications require approval of the Operating
Committee by Supermajority Vote. The Operating Committee, by Supermajority VVote, may
amend the Technical Specifications on its own motion.

Request for Comment

51. Do Commenters believe that the list of items to be
included in the Technical Specifications, as set forth in
Section 6.9(b) of the CAT NMS Plan, is appropriate
and reasonable? Do Commenters believe that detailed
descriptions of any of the listed items should be
included in the CAT NMS Plan rather than in the
Technical Specifications? Do Commenters believe
that the list addresses all of the areas that should be
included in the Technical Specifications? Are there
other aspects of the CAT that require Technical
Specifications? If so, please identify and explain why

the additional Technical Specifications are needed.
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52.

53.

54.

55.

Do Commenters believe the Plan Processor should
have sole discretion to amend and publish
interpretations regarding the Technical Specifications,
except for Material Amendments? Why or why not?
What discretion or input, if any, should the Operating
Committee or other parties, including the Advisory
Committee, have in amending and publishing
Technical Specifications interpretations?

How should Technical Specifications be
communicated to the industry? Why?

What are the incentives for the Operating Committee
to review the Plan Processor’s interpretation of
Technical Specifications and verify that the
interpretation is consistent with the regulatory
objectives of the Plan? What are the best practices to
ensure sufficient review by the Operating Committee?
What provisions of the Plan are in place to ensure that
the Operating Committee follows these practices?
What provisions, if any, could be strengthened?
Please explain and provide supporting examples and
evidence, if available.

The CAT NMS Plan provides that non-Material

Amendments and published interpretations will be
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56.

57.

deemed approved ten days following provision to the
Operating Committee, unless two unaffiliated
Participants call for a vote to be taken on the proposed
amendment or interpretation. Do Commenters have
any views on this process? If so, please explain.

Do Commenters have any views regarding the
definition of Material Amendments? Is the definition
too broad? Too narrow? Please explain. Do
Commenters have any views on who should be
responsible for determining whether an amendment to
the Technical Specifications is a Material
Amendment? Do Commenters believe the CAT NMS
Plan clearly states who shall have the responsibility to
make the determination? Do Commenters have any
views on how the determination should be made?
Please explain.

The CAT NMS Plan requires that Material
Amendments be approved by the Operating Committee
by Supermajority Vote and allows the Operating
Committee to amend the Technical Specifications on
its own motion by Supermajority Vote. Do
Commenters have any views on these processes? If so,

please explain.

73



58. The CAT NMS Plan provides that the Plan Processor’s

H.

business continuity planning must include a secondary
site for critical staff, capable of recovery and
restoration of services within 48 hours, with the goal
of next day recovery. Should the CAT NMS Plan
provide additional details regarding “the goal of next
day recovery”? Do Commenters believe a 48-hour
recovery and restoration period is too long? Too
short? Please explain. Should the CAT NMS Plan
impose any other requirements on the Plan Processor
to better assure the Plan Processor is able to transition
to the secondary site within the specified time frames?
If so, what?

Surveillance

Surveillance issues are described in Section 6.10. Using the tools provided for in

Appendix D, Functionality of the CAT System, each Participant will develop and implement a

surveillance system, or enhance existing surveillance systems, reasonably designed to make use

of the consolidated information contained in the Central Repository. Unless otherwise ordered

by the SEC, within fourteen months after the Effective Date, each Participant must initially

implement a new or enhanced surveillance system(s) as required by Rule 613 and

Section 6.10(a) of the Plan. Participants may, but are not required to, coordinate surveillance

efforts through the use of regulatory services agreements and agreements adopted pursuant to

Rule 17d-2 under the Exchange Act.
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Consistent with Appendix D, Functionality of the CAT System, the Plan Processor will
provide Participants and the SEC with access to all CAT Data stored in the Central Repository.
Regulators will have access to processed CAT Data through two different methods: (1) an
online targeted query tool; and (2) user-defined direct queries and bulk extracts. The online
targeted query tool will provide authorized users with the ability to retrieve CAT Data via an
online query screen that includes the ability to choose from a variety of pre-defined selection
criteria. Targeted queries must include date(s) and/or time range(s), as well as one or more of a
variety of fields. The user-defined direct queries and bulk extracts will provide authorized users
with the ability to retrieve CAT Data via a query tool or language that allows users to query all
available attributes and data sources.

Extraction of CAT Data will be consistent with all permission rights granted by the Plan
Processor. All CAT Data returned will be encrypted, and PI1I data will be masked unless users
have permission to view the PII contained in the CAT Data that has been requested.

The Plan Processor will implement an automated mechanism to monitor direct query
usage. Such monitoring will include automated alerts to notify the Plan Processor of potential
issues with bottlenecks or excessively long queues for queries or CAT Data extractions. The
Plan Processor will provide the Operating Committee or its designee(s) details as to how the
monitoring will be accomplished and the metrics that will be used to trigger alerts.

The Plan Processor will reasonably assist regulatory Staff (including those of Participants)
with creating queries. Without limiting the manner in which regulatory Staff (including those of
Participants) may submit queries, the Plan Processor will submit queries on behalf of regulatory
Staff (including those of Participants) as reasonably requested. The Plan Processor will staff a

CAT help desk, as described in Appendix D, CAT Help Desk, to provide technical expertise to
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assist regulatory Staff (including those of Participants) with questions about the content and

structure of the CAT Data.

Request for Comment

59.

60.

What features of the CAT NMS Plan will facilitate the
creation of enhanced surveillance systems? Are the
minimum functional and technical requirements for the
Plan Processor set forth in Appendix D consistent with
the creation of enhanced surveillance systems? What,
if any, additional requirements or details should be
provided in the CAT NMS Plan to ensure that the Plan
facilitates the creation of enhanced surveillance
systems?

Under the CAT NMS Plan, will regulatory Staff have
appropriate access to the Central Repository?
Specifically, do Commenters believe that the online
targeted query tool and user-defined direct queries and
bulk extracts described in Sections 8.1 and 8.2 of
Appendix D will enable regulatory Staff to use the
data in the Central Repository to carry out their
surveillance, analysis, and other regulatory functions?
If not, why not and what should be added? Does the
CAT NMS Plan provide sufficient detail to determine
if regulators will have appropriate access? If not, what

additional details should be provided?
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61.

62.

Do Commenters believe that the provisions in Section
6.10(c)(ii) of the CAT NMS Plan regarding permission
rights granted by the Plan Processor, encryption, and
masking of PII are appropriate and reasonable? Would
these provisions affect the ability of Commission or
SRO regulatory Staff to access and use the data in the
Central Repository? If so, what additional or different
provisions would mitigate the impact on regulatory
access to and use of the data?

Do Commenters believe that the query monitoring
mechanism to be implemented by the Plan Processor,
as described in Section 6.10(c)(iii) of the CAT NMS
Plan, is appropriately designed to help enable
regulators to carry out their regulatory functions? If
not, what additional details or functionality should be
provided? Will the provisions regarding Plan
Processor assistance of regulatory Staff and
submission of regulatory Staff queries (Sections
6.10(c)(iv)-(v) of the CAT NMS Plan) and the CAT
user support functionality (as described in Section 10.2
of Appendix D) provide sufficient assistance to

regulators in carrying out their regulatory functions?
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Information Security Program

As set forth in Section 6.12, the Plan Processor is required to develop and maintain a

comprehensive information security program for the Central Repository that contains, at a

minimum, the specific requirements detailed in Appendix D, Data Security. The information

security program must be approved and reviewed at least annually by the Operating Committee.

Request for Comment

63.

64.

Do Commenters believe the CAT NMS Plan should
include a discussion of policies and procedures
applicable to members of the Advisory Committee to
ensure the security and confidentiality of the operation
of the CAT (for example, requiring members of the
Advisory Committee to enter into a non-disclosure
agreement with the Company)? If so, what additional
measures should be considered?

Do Commenters believe the CAT NMS Plan should
detail the policies and procedures applicable to
regulatory users of the CAT that would ensure the
security and confidentiality of the CAT Data and the
operation of the CAT? If so, what measures should be
considered? Do Commenters have any views on how
such policies and procedures should be enforced?

Please explain.

78



(6) Financial Matters

Articles VII and V111 of the Plan address certain financial matters related to the
Company. In particular, the Plan states that, subject to certain special allocations provided for in
Section 8.2, any net profit or net loss will be allocated among the Participants equally. In
addition, subject to Section 10.2, cash and property of the Company will not be distributed to the
Participants unless the Operating Committee approves by Supermajority Vote a distribution after
fully considering the reason that such distribution must or should be made to the Participants,
including the circumstances contemplated under Section 8.3, Section 8.6, and Section 9.3. To
the extent a distribution is made, all Participants will participate equally in any such distribution
except as otherwise provided in Section 10.2.

Article XI addresses the funding of the Company. On an annual basis the Operating
Committee will approve an operating budget for the Company. The budget will include the
projected costs of the Company, including the costs of developing and operating the CAT
System for the upcoming year, and the sources of all revenues to cover such costs, as well as the
funding of any reserve that the Operating Committee reasonably deems appropriate for prudent
operation of the Company.

Subject to certain funding principles set forth in Article XI, the Operating Committee will
have discretion to establish funding for the Company, including: (1) establishing fees that the
Participants will pay; and (2) establishing fees for Industry Members that will be implemented by
Participants. In establishing the funding of the Company, the Operating Committee will seek to:
(1) create transparent, predictable revenue streams for the Company that are aligned with the
anticipated costs to build, operate and administer the CAT and the other costs of the Company;
(2) establish an allocation of the Company’s related costs among Participants and Industry

Members that is consistent with the Exchange Act, taking into account the timeline for
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implementation of the CAT and distinctions in the securities trading operations of Participants
and Industry Members and their relative impact upon Company resources and operations;

(3) establish a tiered fee structure in which the fees charged to: (a) CAT Reporters that are
Execution Venues, including ATSs, are based upon the level of market share, (b) Industry
Members’ non-ATS activities are based upon message traffic, and (c) the CAT Reporters with
the most CAT-related activity (measured by market share and/or message traffic, as applicable)
are generally comparable (where, for these comparability purposes, the tiered fee structure takes
into consideration affiliations between or among CAT Reporters, whether Execution Venues
and/or Industry Members); (4) provide for ease of billing and other administrative functions;
(5) avoid any disincentives such as placing an inappropriate burden on competition and a
reduction in market quality; and (6) build financial stability to support the Company as a going
concern. The Participants will file with the SEC under Section 19(b) of the Exchange Act any
such fees on Industry Members that the Operating Committee approves, and such fees will be
labeled as “Consolidated Audit Trail Funding Fees.”

To fund the development and implementation of the CAT, the Company will time the
imposition and collection of all fees on Participants and Industry Members in a manner
reasonably related to the timing when the Company expects to incur such development and
implementation costs. In determining fees for Participants and Industry Members, the Operating
Committee shall take into account fees, costs and expenses (including legal and consulting fees
and expenses) incurred by the Participants on behalf of the Company prior to the Effective Date
in connection with the creation and implementation of the CAT, and such fees, costs and
expenses shall be fairly and reasonably shared among the Participants and Industry Members.

Consistent with Article XI, the Operating Committee will adopt policies, procedures, and

80



practices regarding the budget and budgeting process, assignment of tiers, resolution of disputes,
billing and collection of fees, and other related matters. As a part of its regular review of fees for
the CAT, the Operating Committee will have the right to change the tier assigned to any
particular Person pursuant to this Article X1.”® Any such changes will be effective upon
reasonable notice to such Person.

The Operating Committee will establish fixed fees to be payable by Execution Venues as
follows. Each Execution Venue that executes transactions, or, in the case of a national securities
association, has trades reported by its members to its trade reporting facility or facilities for
reporting transactions effected otherwise than on an exchange, in NMS Stocks or OTC Equity
Securities will pay a fixed fee depending on the market share of that Execution Venue in NMS
Stocks and OTC Equity Securities. The Operating Committee will establish at least two and no
more than five tiers of fixed fees, based on an Execution Venue’s NMS Stocks and OTC Equity
Securities market share.  For these purposes, market share will be calculated by share volume.

In addition, each Execution Venue that executes transactions in Listed Options will pay a fixed
fee depending on the Listed Options market share of that Execution Venue. The Operating
Committee will establish at least two and no more than five tiers of fixed fees, based on an
Execution Venue’s Listed Options market share, with market share calculated by contract
volume. Changes to the number of tiers after approval of the Plan would require a Supermajority

Vote of the Operating Committee and Commission approval under Section 19(b) of the

8 The Commission notes that Section 11.1(b) of the CAT NMS Plan states that the
Participants would file fees for Industry Members approved by the Operating Committee
with the Commission. The Operating Committee may only change the tier to which a
Person is assigned in accordance with a fee schedule filed with the Commission.
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Exchange Act, as would the establishment of the initial fee schedule and any changes to the fee
schedule within the tier structure.”

The Operating Committee also will establish fixed fees payable by Industry Members,
based on the message traffic generated by such Industry Member. The Operating Committee
will establish at least five and no more than nine tiers of fixed fees, based on message traffic.
For the avoidance of doubt, the fixed fees payable by Industry Members pursuant to this
paragraph will, in addition to any other applicable message traffic, include message traffic
generated by: (1) an ATS that does not execute orders that is sponsored by such Industry
Member; and (2) routing orders to and from any ATS system sponsored by such Industry
Member.

Furthermore, the Operating Committee may establish any other fees ancillary to the
operation of the CAT that it reasonably determines appropriate, including: fees for the late or
inaccurate reporting of information to the CAT; fees for correcting submitted information; and
fees based on access and use of the CAT for regulatory and oversight purposes (and not

including any reporting obligations).®

79 The Commission notes that the Participants could choose to submit the proposed fee

schedule to the Commission as individual SROs pursuant to Rule 19b-4 or jointly as
Participants to an NMS plan pursuant to Rule 608 of Regulation NMS. Because the
proposed fee schedule would establish fees, whether the Participants individually file it
pursuant to Section 19(b)(3)(A)(ii) of the Act, or jointly file it pursuant to Rule
608(b)(3)(i) of Regulation NMS, the proposed fee schedule could take effect upon filing
with the Commission. See 15 U.S.C. 78s(b)(3)(A)(ii); 17 CFR 242.608(b)(3)(i).

As it relates to any fees that the Operating Committee may impose for access and use of

the CAT for regulatory and oversight purposes, the Commission interprets the provisions
in the Plan relating to the collection of fees as applying only to Participants and Industry
Members, and thus the Commission would not be subject to such fees.
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The Company will make publicly available a schedule of effective fees and charges
adopted pursuant to the Plan as in effect from time to time. Such schedule will be developed
after the Plan Processor is selected. The Operating Committee will review the fee schedule on at
least an annual basis and will make any changes to such fee schedule that it deems appropriate.
The Operating Committee is authorized to review the fee schedule on a more regular basis, but
will not make any changes on more than a semi-annual basis unless, pursuant to a Supermajority
Vote, the Operating Committee concludes that such change is necessary for the adequate funding
of the Company.

The Operating Committee will establish a system for the collection of fees authorized
under the Plan. The Operating Committee may include such collection responsibility as a
function of the Plan Processor or another administrator. Alternatively, the Operating Committee
may use the facilities of a clearing agency registered under Section 17A of the Exchange Act to
provide for the collection of such fees.

Each Participant will require each Industry Member to pay all applicable fees authorized
under Article XI within thirty days after receipt of an invoice or other notice indicating payment
is due (unless a longer payment period is otherwise indicated). If an Industry Member fails to
pay any such fee when due, such Industry Member will pay interest on the outstanding balance
from such due date until such fee is paid at a per annum rate equal to the lesser of: (1) the Prime
Rate plus 300 basis points; or (2) the maximum rate permitted by applicable law. Each
Participant will pay all applicable fees authorized under Article X1 as required by Section 3.7(b).

Disputes with respect to fees the Company charges Participants pursuant to Article XI
will be determined by the Operating Committee or a Subcommittee designated by the Operating

Committee. Decisions by the Operating Committee on such matters shall be binding on
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Participants, without prejudice to the rights of any Participant to seek redress from the SEC
pursuant to SEC Rule 608 or in any other appropriate forum. The Participants will adopt rules
requiring that disputes with respect to fees charged to Industry Members pursuant to Article XI
be determined by the Operating Committee or a Subcommittee. Decisions by the Operating
Committee or Subcommittee on such matters will be binding on Industry Members, without
prejudice to the rights of any Industry Member to seek redress from the SEC pursuant to SEC
Rule 608 or in any other appropriate forum.

Request for Comment

65. Do Commenters believe that the provisions in the CAT
NMS Plan regarding the funding and budget of the
Company to operate the CAT (as described in Article
XI) are appropriate and reasonable? Specifically, do
Commenters believe that the tiered funding model
described in Section 11.2(c) of the CAT NMS Plan
and the fixed-tier funding model described in Section
11.3 of the CAT NMS Plan are appropriate and
reasonable?

66. What are Commenters’ views regarding the
methodology in the CAT NMS Plan to establish and
impose fees on Participants and the industry? Do
Commenters believe that the fee system described in
Sections 11.2 and 11.3 of the CAT NMS Plan will
result in an equitable and fair allocation of CAT-

related fees between Participants, other types of
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67.

Execution Venues, and Industry Members? Will the
fee system in the Plan, including consideration of the
distinctions in securities trading operations, impose
higher costs upon or result in any competitive
advantage to some types of Execution Venues or
Industry Members as opposed to others? If yes, are
those differences in fees appropriate and reasonable?
Will this proposed fee system create incentives to
execute orders in certain Execution VVenues over
others? What alternative fee systems, if any, would be
more appropriate?

Do Commenters believe that assessing fees based on
market share and message traffic, as described in
Sections 11.2 and 11.3 of the CAT NMS Plan, is
appropriate and reasonable? Specifically, is it
appropriate and reasonable to base Industry Member
fees on message traffic and Execution Venue fees on
market share? Will this method of calculating fees
impose higher costs upon or result in any competitive
advantage to some types of Execution Venues or
Industry Members as opposed to others? What fee
calculation method, if any, would be more

appropriate?
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68. Are the tier levels appropriate and reasonable? Why
or why not? Is the number of tiers contemplated (2-5
for Execution Venues and 5-9 for Industry Members)
appropriate and reasonable? Why or why not?

69. Do Commenters believe that giving the right to the
Operating Committee to change the fee tier assigned to
any particular Person as set forth in Section 11.1(d) of
the CAT NMS Plan is appropriate and reasonable? If
not, why not? What alternative process, if any, would
be more appropriate?

70. Do Commenters believe that giving the right to the
Operating Committee to change the fee tier assigned to
any particular Person as set forth in Section 11.1(d) of
the CAT NMS Plan conflicts with the tier structure of
fees as set forth in Section 11.2(c) of the CAT NMS
Plan, which will be based on the market share for
Execution Venues, and message traffic for Industry
Members? Why or why not?

71. Section 11.1(d) of the CAT NMS Plan also provides
that any change to a Person’s fee tier will be effective
upon reasonable notice to such Person. Do
Commenters believe that a notice to any such Person is

necessary, given that the CAT NMS Plan provides that
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72,

73.

74.

a Person will change fee tiers based on market share or
message traffic, as applicable? Why or why not?
What should constitute reasonable notice?

Do Commenters believe the Operating Committee’s
ability to establish additional fees for “access and use
of the CAT for regulatory and oversight purposes” (as
described in Section 11.3(c) of the CAT NMS Plan) is
appropriate and reasonable? Would this provision
affect the ability of regulatory Staff to access and use
the data in the Central Repository? If so, what
additional or different provisions would mitigate the
impact upon regulatory access to and use of the data?
Do Commenters believe that the funding provisions in
Section 11.1 of the CAT NMS Plan provide sufficient
authority and guidance to the Operating Committee to
establish and maintain such reserves as are reasonably
deemed appropriate by the Operating Committee for
the prudent operation of the Company? If not, why
not?

Do Commenters believe that the provisions in the CAT
NMS Plan regarding the collection of fees (Section
11.4 of the CAT NMS Plan) and fee disputes (Section

11.5 of the CAT NMS Plan) are appropriate and
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75.

76.

reasonable? If not, what alternatives do Commenters
suggest?

Do Commenters believe the CAT NMS Plan provides
sufficient detail regarding the proposed cost allocation
among the Plan Processor and regulators with respect
to hardware and software costs that may be required in
order to use CAT Data? If not, what are the risks of
not providing sufficient detail and what requirements
should be set forth in the CAT NMS Plan? For
example, since there will only be one Plan Processor,
what are the risks of significant costs for regulators to
the extent regulators will need to contract with the
Plan Processor for additional computing resources,
storage costs and data transfer costs?

Should the Operating Committee be required to
consult the Advisory Committee when setting fees and

performing regular reviews of fees? Please explain.

Amendments

Section 12.3 of the CAT NMS Plan, which governs amendments to the Plan, states that,
except with respect to the addition of new Participants (Section 3.3), the transfer of Company
Interest (Section 3.4), the termination of a Participant’s participation in the Plan (Section 3.7),
amendments to the Selection Plan (Section 5.3 [sic]) and special allocations (Section 8.2), any
change to the Plan requires a written amendment authorized by the affirmative vote of not less

than two-thirds of all of the Participants, or with respect to Section 3.8 by the affirmative vote of
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all the Participants. Such proposed amendment must be approved by the Commission pursuant
to Rule 608 or otherwise becomes effective under Rule 608. Notwithstanding the foregoing, to
the extent that the SEC grants exemptive relief applicable to any provision of this Agreement,
Participants and Industry Members will be entitled to comply with such provision pursuant to the
terms of the exemptive relief so granted at the time such relief is granted irrespective of whether
the LLC Agreement has been amended.

(8) Compliance Rule Applicable to Industry Members

Under Article 111, each Participant agrees to comply with and enforce compliance by its
Industry Members with the provisions of Rule 613 and the Plan, as applicable, to the Participant
and its Industry Members.  Accordingly, the Participants will endeavor to promulgate consistent
rules (after taking into account circumstances and considerations that may impact Participants
differently) requiring compliance by their respective Industry Members with the provisions of
Rule 613 and the Plan.

9) Plan Appendices

The Plan includes three appendices.®* Appendix A provides the Consolidated Audit Trail
National Market System Plan Request for Proposal, as issued February 26, 2013 and
subsequently updated. In addition, Rule 613(a)(1) requires that the Plan discuss twelve
considerations that explain the choices made by the Participants to meet the requirements
specified in Rule 613 for the CAT. In accordance with this requirement, the Participants have
addressed each of the twelve considerations in Appendix C. Finally, Appendix D describes the

technical requirements for the Plan Processor.

81 Appendix B is reserved for future use.
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b. Governing or Constituent Documents

Rule 608 requires copies of all governing or constituent documents relating to any person
(other than a self-regulatory organization) authorized to implement or administer such plan on
behalf of its sponsors. The Participants will submit to the Commission such documents related
to the Plan Processor when the Plan Processor is selected.

C. Development and Implementation Phases

The terms of the Plan will be effective immediately upon approval of the Plan by the
Commission (the “Effective Date”). The Plan sets forth each of the significant phases of
development and implementation contemplated by the Plan, together with the projected date of
completion of each phase. These include the following, each of which is subject to orders
otherwise by the Commission:

Within two months after the Effective Date, the Participants will jointly select the
winning Shortlisted Bid and the Plan Processor pursuant to the process set forth in
Article V. Following the selection of the Initial Plan Processor, the Participants
will file with the Commission a statement identifying the Plan Processor and
including the information required by Rule 608;

Within four months after the Effective Date, each Participant will, and, through its
Compliance Rule, will require its Industry Members to, synchronize its or their
Business Clocks and certify to the Chief Compliance Officer (in the case of
Participants) or the applicable Participant (in the case of Industry Members) that it
has met this requirement;

Within six months after the Effective Date, the Participants must jointly provide
to the SEC a document outlining how the Participants could incorporate into the
CAT information with respect to equity securities that are not NMS Securities,®?
including Primary Market Transactions in securities that are not NMS Securities,
which document will include details for each order and Reportable Event that may

82 In the Amendment to the CAT NMS Plan, Section 6.11 excludes OTC Equity Securities

from the document the Participants would submit to the Commission, since the
Participants plan to include OTC Equity Securities as well as NMS Securities in the
initial phase in of CAT.
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be required to be provided, which market participants may be required to provide
the data, the implementation timeline, and a cost estimate;

Within one year after the Effective Date, each Participant must report Participant
Data to the Central Repository;

Within fourteen months after the Effective Date, each Participant must implement
a new or enhanced surveillance system(s);

Within two years after the Effective Date, each Participant must, through its
Compliance Rule, require its Industry Members (other than Small Industry
Members) to report Industry Member Data to the Central Repository; and

Within three years after the Effective Date, each Participant must, through its
Compliance Rule, require its Small Industry Members to provide Industry
Member Data to the Central Repository.

In addition, Industry Members and Participants will be required to participate in industry testing
with the Central Repository on a schedule to be determined by the Operating Committee.
Furthermore, Appendix C, A Plan to Eliminate Existing Rules and Systems (SEC
Rule 613(a)(1)(ix)), and Appendix D, Data Types and Sources, set forth additional
implementation details concerning the elimination of rules and systems.

The Chief Compliance Officer will appropriately document objective milestones to assess
progress toward the implementation of this Agreement.

Request for Comment

77. Under the CAT NMS Plan, the SROs’ rules would
require that their members become CAT Reporters.
What mechanism should there be to ensure that all
CAT Reporters would participate in all pre-
implementation activities, including connectivity and

testing? Please explain.
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78.

79.

80.

81.

Do Commenters believe that the CAT NMS Plan
allows for sufficient pre-implementation testing
support for CAT Reporters, including providing CAT
Reporter feedback and accuracy reports? If not, what
requirements should be added to the CAT NMS Plan?
Do Commenters believe that full implementation of
the CAT would allow for the retirement of OATS?
Please explain. Are any identified gaps with respect to
OATS’ data elements not addressed in the CAT NMS
Plan? If yes, what are they?

The CAT NMS Plan provides for a single Plan
Processor. As such, do Commenters believe there are
adequate and appropriate incentives for continuous
CAT innovation and cost reductions by the Plan
Processor and the Participants? If not, explain and
describe what additional incentives may be
implemented in the CAT NMS Plan or related
documentation. What competition might be
encouraged to lead to further innovations and reduced
costs for future CAT technologies?

Do Commenters believe that the proposed CAT NMS

Plan sets forth acceptable milestones to measure the
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progress of developing and implementing the CAT?
Why or why not?

82. The CAT NMS Plan sets forth significant phases of
development and implementation and a projected
timetable for each stage. Are these projections
appropriate and reasonable? If not, why not, and what
is @ more appropriate and reasonable timeline?

83. The CAT NMS Plan’s “Access to the Central
Repository for Regulators” Section®® sets forth a
milestone requiring the publication of the finalized
document detailing methods of access to the Central
Repository one (1) month before Participants are
required to begin reporting. Do Commenters believe
this allows sufficient time for Participants to build
applications to access the Central Repository when
CAT goes live? If not, please explain and describe

any related modifications to this Section.

8 See CAT NMS Plan, supra note 3, at Appendix C, Section C.10(d).
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d. Analysis of Impact on Competition®

The Plan states that it does not impose any burden on competition that is not necessary or
appropriate in furtherance of the purposes of the Exchange Act. Section 8 of Appendix C, An
Analysis of the Impact on Competition, Efficiency and Capital Formation, discusses the
competition impact of the Plan in detail.®® In addition, the Participants do not believe that the
Plan introduces terms that are unreasonably discriminatory for the purposes of Section
11A(c)(1)(D) of the Exchange Act.®® As noted in Section 111.A.3.a, supra, the Participants are
aware that potential conflicts of interest are raised because a Participant, or an Affiliate of a
Participant, may be both submitting a Bid (or participating in a Bid (e.g., as a subcontractor)) and
participating in the evaluation of Bids to select the Plan Processor. As described in
Section 111.A.3.a, the Selection Plan previously approved by the Commission and incorporated in

the Plan includes multiple provisions designed to mitigate the potential impact of these conflicts

84 The Commission reiterates that Section I11.A of this Notice, including this subsection

I11.A.3.d, is substantially as prepared and submitted by the SROs to the Commission.
The Commission’s Economic Analysis in respect of the Plan’s impact on competition is
set forth in Section 1V of this Notice.

The Commission notes that as required under Rule 613(a)(1)(viii), the SROs set forth in
the CAT NMS Plan a discussion of their analysis of the impact on competition, efficiency
and capital formation of creating, implementing, and maintaining the CAT NMS

Plan. See 17 CFR 242.613(a)(1)(viii) and CAT NMS Plan, supra note 3, at Appendix C,
Section B.8. The SROs’ analysis in Section B.8 of Appendix C to the CAT NMS Plan,
which is more detailed than as set forth in this Section I11 of this Notice, is organized as
follows: (a) Impact on Competition—both for Participants and Broker-Dealers, (b)
Impact on Efficiency, (c) Impact on Capital Formation, and (d) Impacts of the CAT NMS
Plan Governance on Efficiency, Competition, and Capital Formation. See CAT NMS
Plan, supra note 3, at Appendix C, Section B.8. The Commission’s analysis in respect of
the Plan’s impact on competition, efficiency and capital formation includes discussions of
the SROs’ analysis regarding the same and is in Section IV of this Notice. See Section
IV.G, infra.

8 15 U.S.C. 78k-1(c)(1)(D).
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by imposing restrictions on the VVoting Senior Officers and by requiring the recusal of Bidding
Participants for certain votes taken by the Selection Committee.

e. Written Understanding or Agreements Relating to Interpretation
of, or Participation in, the Plan

The Participants have no written understandings or agreements relating to interpretations
of, or participation in, the Plan other than those set forth in the Plan itself. For example,
Section 4.3(a)(iii) states that the Operating Committee only may authorize the interpretation of
the Plan by Majority Vote, Section 6.9(c)(i) addresses interpretations of the Technical
Specifications, and Section 8.2 addresses the interpretation of Sections 8.1 and 8.2. In addition,
Section 3.3 sets forth how any entity registered as a national securities exchange or national
securities association under the Exchange Act may become a Participant.

f. Dispute Resolution

The Plan does not include a general provision addressing the method by which disputes
arising in connection with the operation of the Plan will be resolved. The Plan does, however,
provide the means for resolving disputes regarding the Participation Fee. Specifically, Article 111
states that, in the event that the Company and a prospective Participant do not agree on the
amount of the Participation Fee, such amount will be subject to the review by the SEC pursuant
to Section 11A(b)(5) of the Exchange Act.®” In addition, the Plan addresses disputes with
respect to fees charged to Participants and Industry Members pursuant to Article XI.
Specifically, such disputes will be determined by the Operating Committee or a Subcommittee
designated by the Operating Committee. Decisions by the Operating Committee or such

designated Subcommittee on such matters will be binding on Participants and Industry Members,

87 15 U.S.C. 78k-1(b)(5).
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without prejudice to the rights of any Participant or Industry Member to seek redress from the
SEC pursuant to Rule 608 or in any other appropriate forum.

This marks the end of the statement of purpose as set forth above and as substantially
prepared and submitted by the SROs.

B. Summary of Additional CAT NMS Plan Provisions and Request for Comment

The Commission requests and encourages any interested person to comment generally on
the proposed CAT NMS Plan. In addition to the specific requests for comment throughout the
release, the Commission requests general comment on all aspects of the proposed CAT NMS
Plan. The Commission encourages Commenters to provide information regarding the
advantages and disadvantages of each aspect of the proposed CAT NMS Plan. The Commission
invites Commenters to provide views and data as to the costs and benefits associated with the
proposed CAT NMS Plan. The Commission also seeks comment regarding other matters that
may have an effect on the proposed CAT NMS Plan.

1. Reporting Procedures

The CAT NMS Plan requires CAT Reporters to comply with specific reporting
procedures when reporting CAT Data to the Central Repository.®® Specifically, CAT Reporters
must format CAT Data to comply with the format specifications approved by the Operating

Committee.®® CAT Reporters must record CAT Data contemporaneously with the applicable

8 See CAT NMS Plan, supra note 3, at Sections 6.3-6.4; Appendix D, at Section 2.1.

89 See id. at Sections 6.3(a), 6.4(a). The CAT NMS Plan also requires that the Operating
Committee-approved format must be a format specified by the Plan Processor and Rule
613 compliant.
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Reportable Event® and report such data to the Central Repository by 8:00 a.m. Eastern Time on

the next Trading Day.” The obligation to report CAT Data applies to “each NMS Security

registered or listed for trading on [a national securities] exchange or admitted to unlisted trading

privileges on such exchange,” and “each Eligible Security for which transaction reports are

required to be submitted to such [national securities] association.”®? Further, the Participants are

required to adopt Compliance Rules® that require Industry Members, subject to their SRO

jurisdiction, to report CAT Data.**

and reported to the Central Repository upon: (i) “original receipt or origination of an order,

The CAT NMS Plan requires specific data elements of CAT Data that must be recorded
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See id. at Section 6.3(b)(i) and Section 6.4(b)(i).

See id. at Section 6.3(b)(ii), Section 6.4(b)(ii), and Appendix C, Section A.1(a)(ii).
Participants may voluntarily report CAT Data prior to the 8:00 a.m. Eastern Time
deadline. Id. The CAT NMS Plan defines “Trading Day” as the date “as is determined
by the Operating Committee.” The CAT NMS Plan also provides that “the Operating
Committee may establish different Trading Days for NMS Stocks (as defined in SEC
Rule 600(b)(47), Listed Options, OTC Equity Securities, and any other securities that are
included as Eligible Securities from time to time.” Id. at Section 1.1.

See id. at Section 6.3(c)(i)~(ii) and Section 6.4(c)(i)(ii).

The CAT NMS Plan defines the “Compliance Rule” to mean “with respect to a
Participant, the rules promulgated by such Participant as contemplated by Section 3.11.”
Id. at Section 1.1. Section 3.11 of the CAT NMS Plan provides that “each Participant
shall comply with and enforce compliance, as required by SEC Rule 608(c), by its
Industry Members with the provisions of SEC Rule 613 and of [the LLC Agreement], as
applicable, to the Participant and its Industry Members. The Participants shall endeavor
to promulgate consistent rules (after taking into account circumstances and considerations
that may impact Participants differently) requiring compliance by their respective
Industry Members with the provisions of SEC Rule 613 and [the LLC Agreement].” Id.
at Section 3.11.

See id. at Section 6.4(c)(i)—(ii).

For “original receipt or origination of an order,” the CAT NMS Plan specifies the
following data elements: (i) Firm Designated ID(s) for each Customer; (ii) CAT-Order-
ID; (iii) SRO-Assigned Market Participant Identifier of the Industry Member receiving or
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(i) “routing of an order,”% and (iii) “receipt of an order that has been routed.”®” Additionally,

the CAT NMS Plan requires that a CAT Reporter must record and report data related to an

“order [that] is modified or cancelled,

198 199

and an “order [that] is executed, in whole or in part,

as well as “other information or additional events as may be prescribed in Appendix D,
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originating the order; (iv) date of order receipt or origination; (v) time of order receipt or
origination (using time stamps pursuant to Section 6.8 of the CAT NMS Plan); and (vi)
Material Terms of the Order. Id. at Section 6.3(d)(i).

For “routing of an order,” the CAT NMS Plan specifies the following data elements:

(i) CAT-Order-ID; (ii) date on which the order is routed; (iii) time at which the order is
routed (using time stamps pursuant to Section 6.8 of the CAT NMS Plan); (iv) SRO-
Assigned Market Participant Identifier of the Industry Member or Participant routing the
order; (v) SRO-Assigned Market Participant Identifier of the Industry Member or
Participant to which the order is being routed; (vi) if routed internally at the Industry
Member, the identity and nature of the department or desk to which the order is routed,
and (vii) Material Terms of the Order. 1d. at Section 6.3(d)(ii).

For “receipt of an order that has been routed,” the CAT NMS Plan specifies the following
data elements: (i) CAT-Order-1D; (ii) date on which the order is received; (iii) time at
which the order is received (using time stamps pursuant to Section 6.8); (iv) SRO-
Assigned Market Participant Identifier of the Industry Member or Participant receiving
the order; (v) SRO-Assigned Market Participant Identifier of the Industry Member or
Participant routing the order; and (vi) Material Terms of the Order. 1d. at Section
6.3(d)(iii).

For an “order [that] is modified or cancelled,” the CAT NMS Plan specifies the following
data elements: (i) CAT-Order-ID; (ii) date the modification or cancellation is received or
originated; (iii) time at which the modification or cancellation is received or originated
(using time stamps pursuant to Section 6.8 of the CAT NMS Plan); (iv) price and
remaining size of the order, if modified; (v) other changes in the Material Terms of the
Order, if modified; and (vi) whether the modification or cancellation instruction was
given by the Customer or was initiated by the Industry Member or Participant. 1d. at
Section 6.3(d)(iv).

For an “order [that] is executed, in whole or in part,” the CAT NMS Plan specifies the
following data elements: (i) CAT-Order-ID; (ii) date of execution; (iii) time of execution
(using time stamps pursuant to Section 6.8 of the CAT NMS Plan); (iv) execution
capacity (principal, agency or riskless principal); (v) execution price and size; (vi) SRO-
Assigned Market Participant Identifier of the Participant or Industry Member executing
the order; and (vii) whether the execution was reported pursuant to an effective
transaction reporting plan or the Plan for Reporting of Consolidated Options Last Sale
Reports and Quotation Information. Id. at Section 6.3(d)(v).
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Reporting and Linkage Requirements.”'® The CAT NMS Plan also requires Industry Member

CAT Reporters to report additional data elements for (i) an “order [that] is executed, in whole or

in part,”*°* (ii) a “trade [that] is cancelled,”**

or (iii) “original receipt or origination of an
order.”*® Further, each Participant shall, through Compliance Rules, require Industry Members
to record and report to the Central Repository information or additional events as may be
prescribed to accurately reflect the complete lifecycle of each Reportable Event.'®

Request for Comment

84. Do Commenters believe that the data recording,
reporting, and formatting procedures described in the
CAT NMS Plan are appropriate and reasonable?
Would providing additional details or requirements on
these procedures enhance the quality of CAT Data
reported to the Central Repository or the efficiency

and cost-effectiveness of the CAT?

100 See id. at Section 6.3(d)(vi).

101 For an “order [that] is executed, in whole or in part,” the CAT NMS Plan specifies the

following additional data elements: (i) an Allocation Report; (ii) SRO-Assigned Market
Participant Identifier of the clearing broker or prime broker, if applicable; and (iii) CAT-
Order-ID of any contra-side order(s). Id. at Section 6.4(d)(ii)(A).

For a “trade [that] is cancelled,” the CAT NMS Plan specifies the following additional
data element: a cancelled trade indicator. Id. at Section 6.4(d)(ii)(B).

102

108 For “original receipt or origination of an order,” the CAT NMS Plan specifies the

following additional data element(s): the Firm Designated ID, Customer Account
Information, and Customer Identifying Information for the relevant Customer. Id. at
Section 6.4(d)(ii)(C).

104 |d. at Appendix D, Section 3.
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85. Do Commenters believe that the CAT NMS Plan,
including Appendix D thereto, requires sufficient
outreach, support, training, guidance and/or
documentation to ensure that CAT Reporters are able
to make data transmissions to the Central Repository
that are complete and timely? If not, please explain.
Describe what, if any, further requirements may be
needed.

86. Do Commenters believe that the CAT NMS Plan
should have a formal communications plan, other than
the public website, to provide CAT Reporters the
information they would need in order to set-up or
configure their systems to record and report CAT Data
to the Central Repository? If so, how, when, and by
whom should such information be disseminated to
CAT Reporters?

87. Do Commenters believe the Plan should require a
specific method for entering CAT Data upon each
CAT Reportable Event or upon updates and
corrections to CAT Reportable Events? If so, what
method? Please explain.

88. Do Commenters believe that the CAT NMS Plan

should include a requirement that the Participants and
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the Plan Processor set forth a more detailed schedule,
with milestones, for CAT Reporters to adhere to in
setting-up or configuring their systems to become
CAT Data reporting compliant? If so, please explain
and describe what details and milestones should be
included in the schedule (e.g., publication of Technical
Specifications and announcements of CAT Reporter-
facing technology changes).

2. Timeliness of Data Reporting

Section 6.3(b)(ii) of the CAT NMS Plan requires each Participant to report Participant
Data to the Central Repository by 8:00 a.m. Eastern Time on the Trading Day following the day
the Participant records such data.'® Additionally, a Participant may voluntarily report such data
prior to this deadline.’® Section 6.4(b)(ii) states that each Participant shall, through its
Compliance Rule, require its Industry Members to report Recorded Industry Member Data to the
Central Repository by 8:00 a.m. Eastern Time on the Trading Day following the day the Industry
member records such data, and Received Industry Member Data to the Central Repository by
8:00 a.m. Eastern Time on the Trading Day following the day the Industry Member receives
such data.'®” Section 6.4(b)(ii) of the CAT NMS Plan also states that each Participant shall,

through its Compliance Rule, permit its Industry Members to voluntarily report such data prior to

105 sSee CAT NMS Plan, supra note 3, at Section 6.3(b)(ii); see also id. at Appendix C,
Section A.1(a)(ii); Appendix D, Sections 3.1, 6.1.
106 |d. at Section 6.3(b)(ii).

107 |d. at Section 6.4(b)(ii).
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the applicable 8:00 a.m. Eastern Time deadline.®

Request for Comment

108

109

110

111

Id.
Id.
Id.
Id.

at Section 6.3(b)(ii).
at Section 6.4(b)(ii).

89. The CAT NMS Plan requires that all Participants

report Participant Data to the Central Repository by
8:00 a.m. Eastern Time on the Trading Day following
the day the Participant records such data,'®® and that
Industry Members report Recorded Industry Member
Data to the Central Repository by 8:00 a.m. Eastern
Time on the Trading Day following the day the

110 and Received

Industry Member records such data
Industry Member Data to the Central Repository by
8:00 a.m. Eastern Time on the Trading Day following
the day the Industry Member receives such data.*"*

Do Commenters believe that the CAT NMS Plan
provides sufficient detail and information to determine
whether the applicable 8:00 a.m. Eastern Time data

reporting deadlines provided in the CAT NMS Plan

are achievable? If not, why not?
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90. Do Commenters believe that CAT Reporters will
submit their reports at or about the same time? If all or
most of the CAT Reporters would report at or just
before 8:00 a.m. Eastern Time, what, if any, impact
would there be on the necessary CAT infrastructure?
Would this place an excessive burden on the Plan
Processor? Do Commenters believe this would
increase operational risk and/or increase costs? If so,
please explain. Are there alternative reporting
mechanisms that could reduce such risks?

91. The CAT NMS Plan provides that the Plan Processor
must be able to handle two times the historical peak
data to ensure that, if a significant number of CAT
Reporters choose to submit data at or around the same
time, the Plan Processor could handle the influx of
data.*** Do Commenters believe that the SROs’
estimate of capacity is sufficient? If not, why not and
what capacity should be required?

92. Do Commenters believe that the CAT NMS Plan
allocates, or requires the Plan Processor to have,

sufficient resources to work with the approximately

12 1d. at Appendix C, Section A.1(a)(ii); see also id. at Section IV.H.2.g., infra.
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1,800 CAT Reporters that would, under the CAT NMS
Plan, have to establish secure connections over which
CAT Data will flow from their systems to the Central
Repository? Do Commenters believe that the Plan
Processor could implement the CAT Reporters’
Central Repository connections nearly simultaneously
without compromising testing periods and
implementation timelines?

3. Uniform Format

The CAT NMS Plan does not mandate the format in which data must be reported to the
Central Repository.**® Appendix D states that the Plan Processor will determine the electronic
format in which data must be reported, and that the format will be described in the Technical
Specifications.*** Appendix C specifies that CAT Reporters could be required to report data
either in a uniform electronic format, or in a manner that would allow the Central Repository to
convert the data to a uniform electronic format, for consolidation and storage.**> Similarly,
Sections 6.3(a) and 6.4(a) of the CAT NMS Plan require that CAT Reporters report data to the

Central Repository in a format or formats specified by the Plan Processor, approved by the

113 See CAT NMS Plan, supra note 3, at Appendix C, Section D.12(f); see also id. at

Appendix C, Section A.1(a).

Id. at Appendix D, Section 2.1. Appendix D states that more than one format may be
allowed to support the various market participants that would report information to the
Central Repository. 1d.; see also id. at Section 6.9.

15 |d. at Appendix C, Section A.1(b).
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Operating Committee, and compliant with Rule 613.*°

The CAT NMS Plan requires that data reported to the Central Repository be stored in an
electronic standard format.™’ Specifically, Section 6.5(b)(i) of the CAT NMS Plan requires the
Central Repository to retain the information collected pursuant to Rule 613(c)(7) and (e)(7) in a
convenient and usable standard electronic data format that is directly available and searchable
electronically without any manual intervention by the Plan Processor for a period of not less than
six (6) years.™® Such data must be linked when it is made available to the Participant’s
regulatory Staff and the Commission.**®

Request for Comment

93. The CAT NMS Plan provides that CAT Reporters
could be required to report data either in a uniform
electronic format, or in a manner that would allow the
Central Repository to convert the data to a uniform
electronic format, for consolidation and storage. Do
Commenters believe that if data is reported to the
Central Repository in a non-uniform format, the
proposed CAT NMS Plan includes sufficient

requirements or details to determine whether the

116 1. at Section 6.3(a) and Section 6.4(a).

17 Pursuant to the Plan, for data consolidation and storage, as noted above, such data must

be reported in a uniform electronic format or in a manner that would allow the Central
Repository to convert the data to a uniform electronic format. 1d. at Appendix C, Section

A.1(b).
118 |d. at Section 6.5(b)(i).
119 Id
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94.

95.

96.

Central Repository could reliably and accurately
convert such data to a uniform electronic format, for
consolidation and storage, without affecting the quality
of the data? If not, what additional requirements or
details should be provided in the CAT NMS Plan prior
to the Commission’s approval of such plan?

If Commenters believe that it is not necessary to
provide additional requirements or details, if any, in
the CAT NMS Plan, what additional requirements or
details should be included in the Technical
Specifications to determine whether the Central
Repository could reliably and accurately convert such
data to a uniform electronic format, for consolidation
and storage?

Do Commenters believe the CAT NMS Plan’s lack of
a mandated uniform format in which data must be
reported to the Central Repository would affect the
accuracy of CAT Data collected and maintained under
the CAT? If so, how? Would reporting data in a
uniform format result in greater accuracy? If so,
please explain.

Do Commenters believe the CAT NMS Plan’s lack of

a mandated uniform format in which data must be
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97.

98.

reported to the Central Repository would affect the
completeness of CAT Data collected and maintained
under the CAT? If so, how? Would reporting data in
a uniform format result in more complete CAT Data?
If so, please explain.

Do Commenters believe the CAT NMS Plan’s lack of
a mandated uniform format in which data must be
reported to the Central Repository would affect the
accessibility of CAT Data collected and maintained
under the CAT? If so, how? Would reporting data in
a uniform format result in a different level of
accessibility? If so, please explain.

Do Commenters believe allowing CAT Reporters to
report data to the Central Repository in a non-uniform
format would affect the timeliness of data collected
and maintained under the CAT? How would the
requirement that the Central Repository convert non-
uniform data to a uniform format affect the timeliness
of the data collected and maintained under the CAT?
Would reporting data in a uniform format result in a
different level of timeliness of data reporting? If so,

please explain.
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99. Do Commenters believe that allowing CAT Reporters
to report data to the Central Repository in a non-
uniform format is more efficient and cost-effective
than requiring data to be reported in a uniform format?
Would allowing CAT Reporters to report data to the
Central Repository in a non-uniform format merely
transfer the costs from individual CAT Reporters to
the Central Repository? Would centralization of the
costs of converting data to a uniform format reduce
costs? Please explain.

100. Do Commenters believe that allowing CAT
Reporters to report data to the Central Repository in a
non-uniform format would affect the security and
confidentiality of CAT Data? If so, how? Would
reporting data in a uniform format create different
security or confidentiality concerns? If so, please
explain.

4, Clock Synchronization

Pursuant to Section 6.8(a) of the CAT NMS Plan, each Participant and Industry Member,

(through the Compliance Rule adopted by every Participant), must synchronize its Business
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Clocks,*® at a minimum, to within 50 milliseconds of the time maintained by the NIST,
consistent with industry standards.*** The Participants believe that a 50-millisecond clock offset
tolerance represents the current industry clock synchronization standard.*?* Industry Members
must maintain such a clock synchronization standard; certify periodically (according to a
schedule to be defined by the Operating Committee) that their Business Clocks meet the
requirements of the Compliance Rule; and report to the Plan Processor and the Participant any
violation of the Compliance Rule pursuant to the thresholds set by the Operating Committee.*?®
Pursuant to Section 6.8(c) of the CAT NMS Plan, the Chief Compliance Officer, in conjunction
with the Participants and other appropriate Industry Member advisory groups, annually must
evaluate and make a recommendation to the Operating Committee as to whether the industry
standard has evolved such that the clock synchronization standard should be tightened.'?*
Appendix C describes the process by which Participants determined that a 50-millisecond
clock offset tolerance was consistent with industry standards.*® To that end, the Participants and

Industry Members reviewed their respective internal clock synchronization technology

practices,'?® and reviewed the results of The Financial Information Forum (“FIF”) Clock Offset

120 The CAT NMS Plan defines a “Business Clock” to mean “a clock used to record the date

and time of any Reportable Event required to be reported under SEC Rule 613.” Id. at
Section 1.1.

121 |d. at Section 6.8(a)(i)—(ii).

122 gee CAT NMS Plan, supra note 3, at Appendix C, Section A.3(c).
128 |d. at Section 6.8(a)(ii).

124 1d. at Section 6.8(c).

125 |d. at Appendix C, Section D.12(p).

126 Id.
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Survey, a clock synchronization survey conducted by FIF.**" In light of their internal reviews
and the FIF Clock Offset Survey, the Participants concluded that a clock offset tolerance of 50
milliseconds represented an aggressive but achievable standard.*?

Appendix C discusses mechanisms to ensure compliance with the 50-millisecond clock
offset tolerance.'®® The Participants anticipate that they and Industry Members will adopt
policies and procedures to verify the required clock synchronization each trading day before the
market opens, as well as periodically throughout the trading day.**® The Participants also
anticipate that they and Industry Members will document their clock synchronization procedures
and maintain a log recording the time of each clock synchronization performed, and the result of
such synchronization, specifically identifying any synchronization revealing any clock offset
between the Participant’s or Industry Member’s Business Clock and the time maintained by the
NIST exceeding 50 milliseconds.*** The CAT NMS Plan states that once both large and small
broker-dealers begin reporting to the Central Repository, and as clock synchronization

technology matures further, the Participants will assess, in accordance with Rule 613, tightening

127 |d. at Appendix C, n.236. See Financial Information Forum, FIF Clock Offset Survey

Preliminary Report (February 17, 2015), available at
http://www.catnmsplan.com/industryfeedback/p602479.pdf and
http://catnmsplan.com/web/groups/catnms/@ catnms/documents/appsupportdocs/p602479
.pdf. (“FIF Clock Offset Study™).

Id. The Participants note in Appendix C that according to the FIF Clock Offset Survey,
annual maintenance costs would escalate to 102%, 123% and 242% if clock
synchronization standards moved to 5 milliseconds, 1 millisecond and 100 microseconds,
respectively, indicating that maintenance costs rapidly escalate as clock synchronization
standards increase beyond 50 milliseconds. Id.

129 see id. at Appendix C, Section A.3(c).

130 See id.
131

128

See id. It was noted that such a log would include results for a period of not less than
five years ending on the then current date. Id.
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CAT’s clock synchronization standards to reflect changes in industry standards.

132

Request for Comment*2

101. Do Commenters believe that a clock offset
tolerance of 50 milliseconds is appropriate and
reasonable, in light of the increase in the speed of
trading over the last several years? If not, what would
an appropriate and reasonable standard be?

102. What are current clock synchronization practices?
Do Commenters believe that current industry clock
synchronization practices are sufficiently rigorous in
light of current trading speeds? If not, please explain.

103. Would a smaller clock offset tolerance be
reasonably achievable? If so, please identify such
tolerance and any incremental additional costs that
achieving that smaller clock offset tolerance might
entail.

104. If Commenters believe that, in light of the current
speed of trading, the clock offset tolerance should be

more rigorous, what, if any transition period would be

132

133

See id. at Appendix C, Section D.12(p).

See Sections 1V.D.3, IV.E.4 and IV.H.5, infra, for further clock synchronization related
requests for comment.
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reasonable and appropriate for reducing the clock
offset tolerance standards of CAT?

105. What is the range of clock synchronization practices
across the industry?

106. Do Commenters believe the range of clock
synchronization practices should be considered when
considering the appropriate clock synchronization
standard?

107. If an SRO or broker-dealer can or does synchronize
its clocks to an offset tolerance more rigorous than
50 milliseconds, do Commenters believe that that SRO
or broker-dealer should be required to synchronize its
clocks to that standard? Why or why not? If so, how,
if at all, would that affect sequencing of Reportable
Events in CAT?

108. Do Commenters believe that certain categories of
market participants should be held to a smaller or
larger clock offset tolerance? If so, what category of
market participant and why? How, if at all, would that
affect sequencing of Reportable Events in CAT?

109. Do Commenters believe a 50-millisecond clock
offset tolerance would materially impair the quality

and accuracy of CAT Data? If so, please explain.
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Would such a standard undermine the ability of the
Central Repository to accurately and reliably link
order and sequence event data across venues, or
combine it with other sources of trade and order data?
If so, please explain. Is there a benefit from applying
the same uniform clock offset tolerance to all market
participants, or would a variable clock offset tolerance
approach be preferable? For example, should a high-
volume market participant trading on multiple
exchanges and ATSs have the same clock offset
tolerance as a small retail-focused regional office?
Would the benefits of a smaller clock offset tolerance
for service bureaus that report but do not record order
events be lower than for other types of CAT
Reporters? Would the benefits of a smaller clock
offset tolerance for clearing brokers that record and
report information available only after an execution be
lower than for other types of CAT Reporters? Please
explain.

110. The CAT NMS Plan provides that as time
synchronization standards evolve, the Participants
would assess, on an annual basis, the ability to tighten

the clock synchronization standards for CAT to reflect
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changes in industry standards. Do Commenters
believe that this would establish an appropriately
rigorous process and schedule for the Participants to
evaluate whether the clock synchronization standard
should be tightened? Are there any other factors that
should affect when and how to tighten the clock
synchronization standard?

111. Do Commenters believe the CAT NMS Plan
provides adequate enforcement provisions to ensure
CAT Reporters synchronize Business Clocks within
the proposed 50-millisecond clock offset tolerance? If
not, what additional enforcement provisions should the
CAT NMS Plan provide?

112. Do Commenters believe that sufficient detail has
been provided in the CAT NMS Plan concerning the
reasonable justification or exceptional circumstances
that would permit a pattern or practice of reporting
events outside of the specified clock synchronization
standard?

113. The CAT NMS Plan generally requires CAT
Reporters to record and report Reportable Events with
a time stamp of at least to the millisecond but provides

for a 50 millisecond clock offset tolerance. Do
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Commenters believe the time stamp granularity
requirement and the clock offset tolerance should
correspond more closely or even identically? If so,
please explain, including what such time stamp
granularity requirement and clock offset tolerance
should be.

5. Time Stamp Granularity

The CAT NMS Plan requires CAT Reporters to record and report the time of each
Reportable Event using time stamps reflecting current industry standards, which should be at
least to the millisecond, except with respect to events that involve non-electronic communication
of information (“Manual Order Events”).*** Furthermore, the Plan requires Participants to adopt
rules requiring that CAT Reporters that use time stamps in increments finer than milliseconds
use those finer increments when reporting to the Central Repository.**®> For Manual Order
Events, the Participants determined that time stamp granularity at the level of a millisecond is not

practical.’®*  Accordingly, the CAT NMS Plan provides that each Participant and Industry

13 See CAT NMS Plan, supra note 3, at Section 1.1. The SROs requested exemptive relief

from Rule 613 so that the CAT NMS Plan may permit CAT Reporters to report Manual
Order Events with a time stamp granularity of one second, in lieu of a time stamp
granularity of one millisecond. See Exemptive Request Letter, supra note 16, at 34. The
Commission granted exemptive relief on March 1, 2016 in order to allow this alternative
to be included in the CAT NMS Plan and subject to notice and comment. See
Exemption Order, supra note 18.

135 See CAT NMS Plan, supra note 3, at Appendix C, Section A.3(c).

1% See CAT NMS Plan, supra note 3, at Appendix C, Section A.3(c). The Participants state

that they received industry feedback through the DAG that suggests that the established
business practice with respect to Manual Order Events is to manually capture time stamps
with granularity at the level of a second because finer increments cannot be accurately
captured when dealing with manual processes which, by their nature, take longer to
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Member shall be permitted to record and report Manual Order Events to the Central Repository

in increments up to and including one second, provided that Participants and Industry Members

shall be required to record and report the time when a Manual Order Event has been captured

electronically in an order handling and execution system of such Participant or Industry Member

(“Electronic Capture Time”) in milliseconds.

137

138

Request for Comment

137

138

114. Are the time stamp granularity standards for both
electronic and non-electronic reportable events
appropriate and reasonable? If not, why not and what
would be a better alternative?

115. Do Commenters believe the CAT NMS Plan’s time
stamp granularity requirement is precise enough to
reliably and accurately sequence Reportable Events?
If not, why not? Is there a better time stamp approach
and what should the requirement(s) be?

116. To what degree does the millisecond or less time

stamp granularity requirement enable or prevent

perform than a time increment of under one second. Id. The Participants agree that, due
to the nature of transactions originated over the phone, it is not practical to attempt
granularity finer than one second, as any such finer increment would be inherently
unreliable. 1d.

See CAT NMS Plan, supra note 3, at Section 6.8(b).

See Section 1V.D.3, infra, for further time stamp granularity related requests for
comment.
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regulators’ ability to sequence events that occur in
different execution venues? Please explain.

117. Are certain CAT Reportable Events more time-
sensitive than other CAT Reportable Events? If so,
what events are more time-sensitive and why? What
systems are more likely to process these more sensitive
events and to what level of time stamp granularity are
such events processed? Where are those systems
located (i.e., within broker-dealers, service bureaus,
execution venues)? Please explain.

118. What market participant systems, if any, should
have less granular time stamp requirements? Why?
What time stamp granularity standard should these
systems have? Why?

119. What market participant systems, if any, should
have more granular time stamp requirements? Why?
What time stamp granularity standard should these
systems have? Why?

120. The Commission granted an exemption from Rule
613 in order to allow the alternative of permitting CAT
Reporters to report Manual Order Events with a time
stamp granularity of one second, in lieu of the Rule

613 requirement that the CAT NMS Plan require CAT
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139

Reporters to report with a time stamp granularity of
one millisecond, to be included in the CAT NMS Plan
and subject to notice and comment.*** Do
Commenters believe that the CAT NMS Plan’s one-
second time stamp granularity standard for Manual
Order Events is appropriate and reasonable? If not,
why not? Would a more granular time stamp

requirement for Manual Order Events be feasible?

121. What alternative approach with respect to Manual

Order Events may be preferable? Could the provisions
in the CAT NMS Plan related to Manual Order Events
be more narrowly tailored to, for example, only apply

to CAT Reporters who are unable to record and report
Manual Order Events with a time stamp granularity of

one millisecond?

122. The SROs note in the Exemption Request that

recording and reporting Manual Order Events with a
time stamp granularity of at least one second would
result in little additional benefit, and, in fact, could
result in adverse consequences such as creating a false

sense of precision for data that is inherently imprecise,

See Exemption Order, supra note 18.
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while imposing additional costs on CAT Reporters.
Do Commenters agree? Why or why not?

123. If Manual Order Events are recorded and reported
with a time stamp granularity of one second, what, if
any, challenges do Commenters believe would arise
with respect to the sequencing of order events (for the
same order) and orders (for a series of orders)? Would
the one millisecond standard originally provided for in
Rule 613 be preferable? Please explain.

124. Do Commenters believe the CAT NMS Plan’s
requirement that time stamp granularity (other than for
Manual Order Events) should be to at least the
millisecond is granular enough in light of current
practices? If not, why not?

125. The CAT NMS Plan provides that as time stamp
standards evolve, the Participants would assess, on an
annual basis, the ability to require more precise time
stamp granularity standards for CAT to reflect changes
in industry standards. Do Commenters believe that
this establishes an appropriately rigorous schedule for
the Participants to evaluate whether time stamp
granularity requirements could potentially be set to

finer increments? Are there any other factors that
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should affect when and how the requirements for time
stamp granularity increments could be made more
precise?

126. Do Commenters believe the CAT NMS Plan
provides adequate enforcement provisions to ensure
CAT Reporters time stamp Reportable Events to a
granularity of one millisecond (and for Manual Order
Events to a granularity of one second)? If not, what
additional enforcement provisions should the CAT
NMS Plan provide?

127. Do Commenters believe that the CAT NMS Plan’s
requirement that Participants and Industry Members
synchronize Business Clocks used solely for Manual
Order Events to within one second of the time
maintained by the NIST is appropriate and reasonable?
Would a tighter clock synchronization standard for
Business Clocks used solely for Manual Order Events
be feasible?

6. CAT-Reporter-1D

Sections 6.3 and 6.4 of the CAT NMS Plan require CAT Reporters to record and report to
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the Central Repository an SRO-Assigned Market Participant Identifier'*® for orders and certain
Reportable Events to be used by the Central Repository to assign a unique CAT-Reporter-1D**
for purposes of identifying each CAT Reporter associated with an order or Reportable Event (the
“Existing Identifier Approach”).*** The CAT NMS Plan requires the reporting of SRO-Assigned
Market Participant Identifiers of: the Industry Member receiving or originating an order;**® the
Industry Member or Participant from which (and to which) an order is being routed:; *** the
Industry Member or Participant receiving (and routing) a routed order;** the Industry Member

d;**® and the clearing broker or prime

or Participant executing an order, if an order is execute
broker, if applicable, if an order is executed.™*’ An Industry Member would report to the Central

Repository its existing SRO-Assigned Market Participant Identifier used by the relevant SRO

149 The CAT NMS Plan defines an “SRO-Assigned Market Participant Identifier” as “an
identifier assigned to an Industry Member by an SRO or an identifier used by a
Participant.” See CAT NMS Plan, supra note 3, at Section 1.1.

11 Rule 613 defines a CAT-Reporter-1D as “a code that uniquely and consistently identifies

[a CAT Reporter] for purposes of providing data to the central repository.” 17 CFR
242.613())(2).

142 The SROs requested exemptive relief from Rule 613 so that the CAT NMS Plan may
permit the Existing Identifier Approach, which would allow a CAT Reporter to report an
existing SRO-Assigned Market Participant Identifier in lieu of requiring the reporting of
a universal CAT-Reporter-1D. See Exemptive Request Letter, supra note 16, at 19. The
Commission granted exemptive relief on March 1, 2016 in order to allow this alternative
to be included in the CAT NMS Plan and subject to notice and comment. See Exemption
Order, supra note 18.

143 See CAT NMS Plan, supra note 3, at Section 6.3(d)(i) and Section 6.4(d)(i).
144 Id. at Section 6.3(d)(ii) and Section 6.4(d)(i).
145 1. at Section 6.3(d)(iii) and Section 6.4(d)(i).
146 |d. at Section 6.3(d)(v) and Section 6.4(d)(i).

147 Id. at Section 6.4(d)(ii)(A)(2). Industry Members are required by the CAT NMS Plan to
record and report this information. See CAT NMS Plan, supra note 3, at Section
6.4(d)(ii).
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specifically for transactions occurring at that SRO.™® Similarly, an exchange reporting CAT
Reporter information would report data using the SRO-Assigned Market Participant Identifier
used by the Industry Member on that exchange or its systems.**® Over-the-counter (“OTC”)
orders and Reportable Events would be reported with an Industry Member’s FINRA SRO-
Assigned Market Participant Identifier.*

The CAT NMS Plan requires the Plan Processor to develop and maintain the mechanism
to assign (and to change, if necessary) CAT-Reporter-1Ds.** For the Central Repository to link
the SRO-Assigned Participant Identifier to the CAT-Reporter-1D, each SRO must submit, on a
daily basis, all SRO-Assigned Market Participant Identifiers used by its Industry Members (or
itself), as well as information to identify the corresponding market participant (for example, a
CRD number or Legal Entity Identifier (“LEI”)) to the Central Repository.*®* Additionally, each
Industry Member shall be required to submit to the Central Repository information sufficient to
identify such Industry Member (e.g., CRD number or LEI, as noted above).*** The Plan

Processor would use the SRO-Assigned Market Participant Identifiers and identifying

148 e Exemption Order, supra note 18, at 31-41.

See
149 geeid. at 20.
Id.

150

131 See CAT NMS Plan, supra note 3, at Appendix D, Section 10.1. Changes to CAT-
Reporter-1Ds must be reviewed and approved by the Plan Processor. Id. The CAT NMS
Plan also requires the Central Repository to generate and assign a unique CAT-Reporter-
ID to all reports submitted to the system based on sub-identifiers that are currently used
by CAT Reporters in their order handling and trading processes (described in the
Exemption Request as SRO-assigned market participant identifiers). See CAT NMS
Plan, supra note 3, at Appendix D, Section 3; see also Exemption Order, supra note 18, at
31-41.

12 see CAT NMS Plan, supra note 3, at Section 6.3(e)(i).
138 |d. at Section 6.4(d)(vi).
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information (i.e., CRD number or LEI) to assign a CAT-Reporter-1D to each Industry Member
and SRO for internal use across all data within the Central Repository.*>* The Plan Processor
would create and maintain a database in the Central Repository that would map the SRO-
Assigned Market Participant Identifiers to the appropriate CAT-Reporter-1D.**

The consolidated audit trail must be able to capture, store, and maintain current and
historical SRO-Assigned Market Participant Identifiers.”® The SRO-Assigned Market
Participant Identifier must also be included on the Plan Processor’s acknowledgment of its
receipt of data files from a CAT Reporter or Data Submitter,™’ on daily statistics provided by

1%8 and on a secure website

the Plan Processor after the Central Repository has processed data,
that the Plan Processor would maintain that would contain each CAT Reporter’s daily reporting
statistics.” In addition, data validations by the Plan Processor must include confirmation of a
valid SRO-Assigned Market Participant Identifier.®

Request for Comment

128. The Commission granted an exemption from Rule

613 in order to allow the Existing Identifier Approach

13 gSee Exemption Order, supra note 18, at 31-41.

%5 1d. at 20.
1% gee CAT NMS Plan, supra note 3, at Appendix D, Section 2.
17 see id. at Appendix D, Section 7.1.

1% Seeid. at Appendix D, Section 7.2.

159 See id. at Appendix D, Section 10.1.

180 gee id. at Appendix D, Section 7.2. The CAT NMS Plan also notes that both the CAT-
Reporter-ID and the SRO-Assigned Market Participant Identifier would be data fields for
the online targeted query tool described in the CAT NMS Plan as providing authorized
users with the ability to retrieve processed and/or validated (unlinked) data via an online
query screen. See id. at Appendix D, Section 8.1.1.
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to be included in the CAT NMS Plan and subject to
notice and comment. The Existing Identifier
Approach would allow a CAT Reporter to report an
existing SRO-Assigned Market Participant Identifier
in lieu of Rule 613’s requirement that a CAT Reporter
must report a universal CAT-Reporter-1D.*** Do
Commenters believe that allowing the Existing
Identifier Approach would be more efficient and cost-
effective than the Rule 613 approach of requiring a
CAT-Reporter-ID to be reported for each order and
reportable event in accordance with Rule 613(c)(7)?*%?
Why or why not? Or do Commenters believe that the
Rule 613 approach is preferable? Why or why not?
Would implementation of the Existing Identifier
Approach merely transfer costs from CAT Reporters
to the Central Repository?

129. Do Commenters believe that the Existing Identifier
Approach would affect the accuracy of CAT Data?
Would the Rule 613 approach result in greater

accuracy? If so, please explain.

161 See Exemption Order, supra note 18.

162 gSee supra note 142.
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130. Do Commenters believe that the CAT NMS Plan’s
proposed Existing Identifier Approach would affect
the accessibility of CAT Data? If so, how? Would the
Rule 613 approach result in a different level of
accessibility? If so, please explain.

131. Do Commenters believe that the CAT NMS Plan’s
proposed Existing Identifier Approach would affect
the timeliness of CAT Data? If so, how? Would the
Rule 613 approach result in greater timeliness? If so,
please explain.

132. Do Commenters believe the Existing Identifier
Approach would affect the security and confidentiality
of CAT Data? If so, how? Would the Rule 613
approach result in a different level of security and
confidentiality? If so, please explain.

133. What challenges or risks do Commenters believe
the Plan Processor would face in linking all SRO-
Assigned Market Participant Identifiers to the
appropriate CAT-Reporter-1Ds? What, if anything,
could be done to mitigate those challenges and risks?

134. The CAT NMS Plan does not require that an
Industry Member provide its LEI to the Plan Processor

as part of the identifying information used to assign a
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CAT-Reporter-ID. The CAT NMS Plan permits an
Industry Member to report its CRD number in lieu of
its LEI for this purpose. Do Commenters believe that
the CAT NMS Plan should mandate that Industry
Members provide their LEIs, along with their SRO-
Assigned Market Participant Identifiers, to the Plan
Processor for purposes of developing a unique CAT-
Reporter-ID? Why or why not?

7. Customer-1D

a. Customer Information Approach

Rule 613(c)(7)(i)(A) requires that for the original receipt or origination of an order, a
CAT Reporter report the “Customer-1D(s) for each Customer.”*®® “Customer-1D" is defined in

Rule 613(j)(5) to mean “with respect to a customer, a code that uniquely and consistently

identifies such customer for purposes of providing data to the Central Repository.”**

Rule 613(c)(8) requires that “[a]ll plan sponsors and their members shall use the same Customer-

ID and CAT-Reporter-1D for each customer and broker-dealer.”*®

12166 a

In Appendix C, the Participants describe the “Customer Information Approach, n

163 See 17 CFR 242.613(c)(7)(i)(A).
164 See 17 CFR 242.613()(5).
165 See 17 CFR 242.613(c)(8).

16 The SROs requested exemptive relief from Rule 613 so that the CAT NMS Plan may
permit the Customer Information Approach, which would require each broker-dealer to
assign a unique Firm Designated ID to each trading account and to submit an initial set of
information identifying the Customer to the Central Repository, in lieu of requiring each
broker-dealer to report a Customer-ID for each Customer upon the original receipt or
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alternative approach to the requirement that a broker-dealer report a Customer-ID for every

Customer upon original receipt or origination of an order.*®” Under the Customer Information

Approach, the CAT NMS Plan would require each broker-dealer to assign a unique Firm

Designated 1D to each Customer.'®® As the Firm Designated ID, broker-dealers would be

permitted to use an account number or any other identifier defined by the firm, provided each

identifier is unique across the firm for each business date (i.e., a single firm may not have

multiple separate customers with the same identifier on any given date).®® According to the

CAT NMS Plan, broker-dealers would submit an initial set of Customer information to the Central

Repository, including, as applicable, the Firm Designated ID, the Customer’s name, address, date

of birth, individual tax payer identifier number (“ITIN”)/social security number (“SSN”),

individual’s role in the account (e.g., primary holder, joint holder, guardian, trustee, person with

power of attorney) and LEI,® and/or Large Trader ID (“LTID"), if applicable, which would be

167

168

169

170

origination of an order. See Exemptive Request Letter, supra note 16, at 12. The
Commission granted exemptive relief on March 1, 2016 in order to allow this alternative
to be included in the CAT NMS Plan and subject to notice and comment. See Exemption
Order, supra note 18.

See CAT NMS Plan, supra note 3, at Appendix C, Section A.1(a)(iii).

Id. at Appendix C, Section A.1(a)(iii). The CAT NMS Plan defines a “Firm Designated
ID” as *“a unique identifier for each trading account designated by Industry Members for
purposes of providing data to the Central Repository, where each such identifier is unique
among all identifiers from any given Industry Member for each business date.” See id. at
Section 1.1.

Id. at Appendix C, Section A.1(a)(iii).

The CAT NMS Plan provides that where a validated LEI is available for a Customer or
entity, this may obviate a need to report other identifier information (e.g., Customer
name, address, EIN). Id. at Appendix C, Section A.1(a)(iii) n.31.
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updated as set forth in the CAT NMS Plan.*™

Under the Customer Information Approach, broker-dealers would be required to report
only the Firm Designated ID for each new order submitted to the Central Repository, rather than
the “Customer-ID” as defined by Rule 613(c)(j)(5) and as required by Rule 613(c)(7)(i)(A), and
the Plan Processor would associate specific Customers and their Customer-1Ds with individual

order events based on the reported Firm Designated IDs.*"?

Within the Central Repository, each
Customer would be uniquely identified by identifiers or a combination of identifiers such as an
ITIN/SSN, date of birth, and, as applicable, LEI and LTID.'” The Plan Processor would be
required to use these unique identifiers to map orders to specific Customers across all broker-
dealers.’™ To ensure information identifying a Customer is updated, broker-dealers would be

required to submit to the Central Repository daily updates for reactivated accounts, newly

established or revised Firm Designated IDs, or associated reportable Customer information.*”

11 The CAT NMS Plan states that the Participants anticipate that Customer information that

is initially reported to the CAT could be limited to Customer accounts that have, or are
expected to have, CAT Reportable Event activity. For example, the CAT NMS Plan
notes accounts that are considered open, but have not traded Eligible Securities in a given
time frame, may not need to be pre-established in the CAT, but rather could be reported
as part of daily updates after they have CAT Reportable Event activity. 1d. at Appendix
C, Section A.1(a)(iii) n.32.

172 gee id. at Appendix C, Section A.1(a)(iii). The CAT NMS Plan also requires broker-
dealers to report “Customer Account Information” upon the original receipt of origination
of an order. See CAT NMS Plan, supra note 3, at Section 1.1, Section 6.4(d)(ii)(C).

178 See CAT NMS Plan, supra note 3, at Appendix C, Section A.1(a)(iii).
174
1d.

175 The CAT NMS Plan notes that because reporting to the CAT is on an end-of-day basis,
intra-day changes to information could be captured as part of the daily updates to the
information. To ensure the completeness and accuracy of Customer information and
associations, in addition to daily updates, broker-dealers would be required to submit
periodic full refreshes of Customer information to the CAT. The scope of the “full”
Customer information refresh would need to be further defined, with the assistance of the
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Appendix C provides additional requirements that the Plan Processor must meet under

the Customer Information Approach.*”® The Plan Processor must maintain information of

sufficient detail to uniquely and consistently identify each Customer across all CAT Reporters,

and associated accounts from each CAT Reporter, and must document and publish, with the

approval of the Operating Committee, the minimum list of attributes to be captured to maintain

this association.'”” In addition, the Plan Processor must maintain valid Customer and Customer

Account Information'”® for each trading day and provide a method for Participants and the

Commission to easily obtain historical changes to that information (e.g., name changes, address

changes).'”® The Plan Processor also must design and implement a robust data validation process

for submitted Firm Designated IDs, Customer Account Information and Customer Identifying

Information, and be able to link accounts that move from one CAT Reporter to another due to

mergers and acquisitions, divestitures, and other events.*®® Under the Customer Information

176

177

178

179

180

Plan Processor, to determine the extent to which inactive or otherwise terminated accounts
would need to be reported. Id. at Appendix C, Section A.1(a)(iii) n.33.

See id. at Appendix C, Section A.1(a)(iii).

Id. Section 9.1 of Appendix D also addresses, among other things, the minimum attributes
that CAT must capture for Customers and the validation process for such attributes. Id. at
Appendix D, Section 9.1.

1d. at Appendix D, Section 9.1. In relevant part, “Customer Account Information” is
defined in the Plan to include, but not be limited to, account number, account type,
customer type, date account opened, and large trader identifier (if applicable). See id. at
Section 1.1.

See id. at Appendix C, Section A.1(a)(iii).

Id. at Appendix C, Section A.1(a)(iii). The CAT NMS Plan defines “Customer
Identifying Information” to mean “information of sufficient detail to identify a Customer,
including, but not limited to, (a) with respect to individuals: name, address, date of birth,
individual tax payer identification number (“ITIN”)/social security number (“SSN”),
individual’s role in the account (e.q., primary holder, joint holder, guardian, trustee,
person with the power of attorney); and (b) with respect to legal entities: name, address,
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Approach, broker-dealers will initially submit full account lists for all active accounts to the Plan

Processor and subsequently submit updates and changes on a daily basis.*®*

Finally, the Plan
Processor must have a process to periodically receive full account lists to ensure the completeness
and accuracy of the account database.

b. Account Effective Date vs. Account Open Date

Rule 613(c)(7)(viii)(B) requires broker-dealers to report to the Central Repository
“Customer Account Information” upon the original receipt or origination of an order.'® The
CAT NMS Plan defines “Customer Account Information” to include, in part, the Customer’s
account number, account type, customer type, date account opened and LTID (if applicable).'®*
The Plan, however, provides that in two limited circumstances, a broker-dealer could report the

“Account Effective Date” in lieu of the date an account was opened.'®® The first circumstance is

where a relationship identifier—rather than an actual parent account—has been established for

Employer Identification Number (“EIN”)/LEI) or other comparable common entity
identifier, if applicable; provided, however, where the LEI or other common entity
identifier is provided, information covered by such common entity identifier (e.g., name,
address) would not need to be separately submitted to the Central Repository.” See id. at

Section 1.1.
181 |d. at Appendix C, Section A.1(a)(iii).
182 |d.

188 17 CFR 242.613(c)(7)(viii)(B). “Customer Account Information” is defined in Rule
613(j)(4) to “include, but not be limited to, account number, account type, customer type,
date account opened, and large trader identifier (if applicable).” 17 CFR 242.613(j)(4).

See CAT NMS Plan, supra note 3, at Section 1.1.

1% 1d. The SROs requested exemptive relief from Rule 613 so that the CAT NMS Plan may
permit broker-dealers to report to the Central Repository the “effective date” of an
account in lieu of requiring each broker-dealer to report the date the account was opened
in certain limited circumstances. See Exemptive Request Letter, supra note 16, at 13.
The Commission granted exemptive relief on March 1, 2016 in order to allow this
alternative to be included in the CAT NMS Plan and subject to notice and comment. See
Exemption Order, supra note 18.

184
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an institutional Customer relationship.™®® In this case, no account open date is available for the
institutional Customer parent relationship because there is no parent account, and for the same
reason, there is no account number or account type available.'®” Thus, the Plan provides that in
this circumstance, a broker-dealer could report the “Account Effective Date” of the relationship
in lieu of an account open date.*®® Further, the Plan provides that where such an institutional
Customer relationship was established before the broker-dealer’s obligation to report audit trail
data is required, the “Account Effective Date” would be either (i) the date the broker-dealer
established the relationship identifier, or (ii) the date when trading began (i.e., the date the first
order is received) using the relevant relationship identifier, and if both dates are available and

differ, the earlier date.®

Where such relationships are established after the broker-dealer’s
obligation to report audit trail data is required, the “Account Effective Date” would be the date
the broker-dealer established the relationship identifier and would be no later than the date the
first order was received.'® Regardless of when the relationship was established for such
institutional Customers, the Plan provides that broker-dealers may report the relationship
identifier in place of Rule 613(c)(7)(viii)(B)’s requirement to report the “account number,” and

report “relationship” in place of “account type.”**

186 See Exemption Order, supra note 18; see also September 2015 Supplement, supra note

16, at 4-5.

187 See September 2015 Supplement, supra note 16, at 6.

188 See CAT NMS Plan, supra note 3, at Section 1.1.

189 See id.
190 Seeid.
P geeid.
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The second circumstance where a broker-dealer may report the “Account Effective Date”
rather than the date an account was opened as required in Rule 613(c)(7)(viii)(B) is when
particular legacy system data issues prevent a broker-dealer from providing an account open date
for any type of account (i.e., institutional, proprietary or retail) that was established before
CAT’s implementation.*® According to the Plan, these legacy system data issues may arise
because:

(1) A broker-dealer has switched back office providers or clearing firms and the new
back office/clearing firm system identifies the account open date as the date the
account was opened on the new system;

(2) A broker-dealer is acquired and the account open date becomes the date that an
account was opened on the post-merger back office/clearing firm system;

(3) Certain broker-dealers maintain multiple dates associated with accounts in their
systems and do not designate in a consistent manner which date constitutes the
account open date, as the parameters of each date are determined by the individual
broker-dealer; or

(4) No account open date exists for a proprietary account of a broker-dealer.*

Thus, when legacy systems data issues arise due to one of the four reasons above and no
account open date is available, the Plan provides that broker-dealers would be permitted to report

194

an “Account Effective Date” in lieu of an account open date.”™ When the legacy systems data

issues and lack of account open date are attributable to above reasons (1) or (2), the “Account

192 gee id.; see also September 2015 Supplement, supra note 16, at 7-9.

19 See CAT NMS Plan, supra note 3, at Section 1.1.

194 Id.
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Effective Date” would be the date the account was established, either directly or via a system

195

transfer, at the relevant broker-dealer.”™™ When the legacy systems data issues and lack of

account open date are attributable to above reason (3), the “Account Effective Date” would be

the earliest available date.*®

When the legacy systems data issues and lack of account open date
are attributable to above reason (4), the “Account Effective Date” would be (i) the date
established for the proprietary account in the broker-dealer or its system(s), or (ii) the date when
proprietary trading began in the account, i.e., the date on which the first orders were submitted
197

from the account.

C. Modification/Cancellation

Rule 613(c)(7)(iv)(F) requires that “[t]he CAT-Reporter-1D of the broker-dealer or
Customer-ID of the person giving the modification or cancellation instruction” be reported to the
Central Repository.'®® Because the Customer Information Approach no longer requires that a
Customer-ID be reported upon original receipt or origination of an order, and because reporting
the Customer-ID of the specific person that gave the modification or cancellation instruction
would result in an inconsistent level of information regarding the identity of the person giving
the modification or cancellation instruction versus the identity of the Customer that originally
received or originated an order, Section 6.3(d)(iv)(F) of the CAT NMS Plan modifies the
requirement in Rule 613 and instead requires CAT Reporters to report whether the modification

or cancellation instruction was “given by the Customer or was initiated by the Industry Member

195

196

197

=B =

198
1

\l

CFR 242.613(c)(7)(iv)(F) (emphasis added).
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or Participant.”*%

Request for Comment

135. The Commission granted an exemption from Rule
613 in order to allow the Customer Information
Approach to be included in the CAT NMS Plan and
subject to notice and comment. The Customer
Information Approach would require each broker-
dealer to assign a unique Firm Designated ID to each
trading account and to submit an initial set of
information identifying the Customer to the Central
Repository, in lieu of Rule 613’s requirement that a
CAT Reporter must report a Customer-1D for each
Customer upon the original receipt or origination of an
order. Do Commenters believe that allowing broker-
dealers to report a Firm Designated ID to the Central
Repository is more efficient and cost-effective than the

Rule 613 approach of requiring broker-dealers to

199 See CAT NMS Plan, supra note 3, at Section 6.3(d)(iv)(F). The SROs requested

exemptive relief from Rule 613 so that the CAT NMS Plan may permit CAT Reporters to
report whether a modification or cancellation instruction was given by the Customer
associated with the order, or was initiated by the broker-dealer or exchange associated
with the order, in lieu of requiring CAT Reporters to report the Customer-1D of the
person giving the modification or cancellation instruction. See Exemptive Request
Letter, supra note 16, at 12-13. The Commission granted exemptive relief on March 1,
2016 in order to allow this alternative to be included in the CAT NMS Plan and subject to
notice and comment. See Exemption Order, supra note 18.
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report a unique Customer-1D upon original receipt or
origination of an order? Would allowing CAT
Reporters to report a Firm Designated ID to the
Central Repository merely transfer the costs from
individual broker-dealers to the Central Repository?
Or do Commenters believe that the Rule 613 approach
is preferable? Why or why not?

136. If broker-dealers are permitted to report a Firm
Designated ID, do Commenters believe the proposed
CAT NMS Plan includes sufficiently detailed
requirements to determine whether the Plan Processor
could use the Firm Designated ID to identify a
Customer?

137. Do Commenters believe the CAT NMS Plan’s
proposal to permit reporting a Firm Designated 1D
would affect the accuracy of CAT Data collected and
maintained under the CAT compared to the Rule 613
approach that requires a unique Customer-1D? If so,
how? Would permitting reporting a Firm Designated
ID result in more complete CAT Data? If so, please
explain.

138. Do Commenters believe the CAT NMS Plan’s

proposal to permit reporting a Firm Designated 1D
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would affect the accessibility of CAT Data collected
and maintained under the CAT compared to the Rule
613 approach? If so, how? Would permitting
reporting a Firm Designated ID result in CAT Data
being more accessible? If so, please explain.

139. Do Commenters believe allowing broker-dealers to
report a Firm Designated ID to the Central Repository
would affect the timeliness of data collected and
maintained under the CAT compared to the Rule 613
approach? Would permitting reporting a Firm
Designated ID result in more timely CAT Data? If so,
please explain.

140. Do Commenters believe there are any increased
risks related to allowing a broker-dealer to report a
Firm Designated ID rather than a unique Customer-I1D
to the Central Repository? How difficult would it be
for the Central Repository to utilize a Firm Designated
ID for each account?

141. Do Commenters believe that the CAT NMS Plan
has provided sufficient information to determine
whether the Central Repository could use a Firm
Designated ID to efficiently, reliably and accurately

link orders and Reportable Events to a Customer?
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142. Do Commenters believe that the CAT NMS Plan
includes sufficient safeguards or policies to assure that
the same Firm Designated ID would not be used for
multiple Customers?

143. The CAT NMS Plan does not require that a broker-
dealer provide an LEI to the Plan Processor as part of
the identifying information used to assign a Customer-
ID at the Central Repository. The CAT NMS Plan
provides that a broker-dealer must report its LEI, if
available, but allows a broker-dealer to report another
comparable common entity identifier, if an LEI is not
available. Do Commenters believe that the CAT NMS
Plan should mandate that broker-dealers provide an
LEI as part of the information used by the Plan
Processor to uniquely identify Customers? Why or
why not?

144. Do Commenters believe that reporting the Firm
Designated ID, rather than a unique Customer-ID,
would affect the security and confidentiality of CAT
Data? If so, how? Would permitting reporting a Firm
Designated ID result in a different level of security and

confidentiality of CAT Data? If so, please explain.
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145. The CAT NMS Plan provides that an initial set of
Customer Account Information and Customer
Identifying Information would be reported to the
Central Repository by broker-dealers upon the
commencement of reporting audit trail data to the
Central Repository by that broker-dealer, and that such
Customer Identifying Information would be updated as
set forth in the CAT NMS Plan. Do Commenters
believe that the approach for reporting an initial set of
Customer Account Information and Customer
Identifying Information and updates to such
information thereafter as set forth in the CAT NMS
Plan would affect the quality, accuracy, completeness,
accessibility or timeliness of the data? If so, what
additional requirements or details should be provided
in the CAT NMS Plan?

146. Do Commenters believe that allowing broker-
dealers to report an initial set of Customer Account
Information and Customer Identifying Information and
updates to such information thereafter is more efficient
and cost-effective than the Rule 613 approach for

identifying Customers under Rule 613? Or do
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Commenters believe that the Rule 613 approach is
preferable? Why or why not?

147. Do Commenters believe there are any increased
risks as a result of allowing a broker-dealer to report
an initial set of Customer Account Information and
Customer Identifying Information and updates to such
information thereafter to be reported to the Central
Repository? How difficult would it be for the Central
Repository to ingest the Customer Account
Information and Customer Identifying information,
and any updates thereafter?

148. Do Commenters believe that the CAT NMS Plan
provides sufficient information to determine whether
the Central Repository could use the initial set of
Customer Account Information and Customer
Identifying Information and updates to such
information thereafter to efficiently, reliably and
accurately link orders and Reportable Events to a
Customer?

149. Do Commenters believe that reporting an initial set
of Customer Account Information and Customer
Identifying Information and updates to such

information thereafter would affect the security and
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confidentiality of CAT Data? If so, how? Would
reporting an initial set of Customer Account
Information and Customer Identifying Information and
updates to such information result in a different level
of security and confidentiality? If so, please explain.

150. As part of the Customer ldentifying Information
reported to the Central Repository, the CAT NMS Plan
requires a broker-dealer to report P11l such as the
Customer’s name, address, date of birth, and
ITIN/SSN. Do Commenters believe there is data that
could be reported by broker-dealers and used by the
Central Repository to identify Customers that is not
PI1? What types of data would this be? If data other
than PII is used to identify a Customer, do
Commenters believe that such data would be
sufficiently unique to ensure that Customers can be
accurately identified by the Central Repository?

151. If data other than PIl is used by the Central
Repository to identify a Customer, would the use of
such data affect the quality or completeness of the
CAT audit trail, as compared to the use of Pl to

identify a Customer?
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152. Do Commenters believe that if broker-dealers
reported data other than P1I to identify Customers, the
accessibility and timeliness of the data collected and
maintained under the CAT would be affected? If the
data would be affected, in what way(s)?

153. Would relying on data other than PII to identify a
Customer be a more efficient and cost-effective way to
identify Customers, as compared to relying on P1I to
identify a Customer?

154. Do Commenters believe that there would be
increased risks to the reliability of the CAT audit trail
data if broker-dealers were required to identify a
Customer with data that does not include P11?

155. If broker-dealers report data other than PII to
identify Customers, do Commenters believe that the
Central Repository could efficiently, reliably and
accurately link orders and Reportable Events to a
Customer?

156. Do Commenters believe that the proposed CAT
NMS Plan provides sufficient information to
determine when broker-dealers would report the
“Account Effective Date”, rather than the date the

Customer’s account was opened as required by Rule
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6137 Is there any ambiguity in the circumstances
under which a broker-dealer would report an “Account
Effective Date” rather than the date a Customer’s
account was opened?

157. Do Commenters believe reporting of the “Account
Effective Date” rather than the account open date for a
Customer’s account under the Rule 613 approach
would affect the quality, accuracy, completeness,
accessibility or timeliness of the CAT data? If it does,
what additional requirements or details should be
provided in the CAT NMS Plan prior to the
Commission’s approval of such Plan? Or do
Commenters believe that the Rule 613 approach is
preferable? Why or why not?

158. Do Commenters believe that reporting the “Account
Effective Date” would provide sufficient information
to the Central Repository to facilitate the ability of the
Plan Processor to link a Customer’s account with the
Customer?

159. Do Commenters believe that allowing the reporting
of the “Account Effective Date” would be more
efficient and cost-effective than requiring the Rule 613

approach of reporting of a Customer’s account open
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date? Or do Commenters believe that the Rule 613
approach is preferable? Why or why not? Would
allowing CAT Reporters to report the “Account
Effective Date” rather than the date a Customer’s
account was opened merely transfer the costs from
individual CAT Reporters to the Central Repository?

160. Do Commenters agree that the proposed approach
for reporting the “Account Effective Date,” which
differs depending on whether the account was
established before or after the commencement of
reporting audit trail data to the Central Repository as
set forth in the CAT NMS Plan, is a reasonable
approach? Why or why not?

161. The Commission granted an exemption from Rule
613 to permit the alternative of allowing CAT
Reporters to report whether the modification or
cancellation of an order was given by a Customer, or
initiated by a broker-dealer or exchange, in lieu of
requiring the reporting of the Customer-1D of the
person giving the modification or cancellation
instruction, to be included in the CAT NMS Plan and
subject to notice and comment. To what extent does

the approach permitted by the exemption affect the
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completeness of the CAT? Would the information lost
under the approach permitted by the exemption affect
investigations or surveillances? If so, how?

8. Order Allocation Information

Section 6.4(d)(ii)(A)(1) of the CAT NMS Plan provides that each Participant through
its Compliance Rule must require that Industry Members record and report to the Central
Repository an Allocation Report that includes the Firm Designated ID when an execution is
allocated in whole or part.?®® The CAT NMS Plan defines an Allocation Report as “a report
made to the Central Repository by an Industry Member that identifies the Firm Designated ID
for any account(s), including subaccount(s), to which executed shares are allocated and
provides the security that has been allocated, the identifier of the firm reporting the allocation,
the price per share of shares allocated, the side of shares allocated, the number of shares
allocated to each account, and the time of the allocation.”®®* The CAT NMS Plan explains,
for the avoidance of doubt, that an Allocation Report shall not be required to be linked to

particular orders or executions.?*?

200 see CAT NMS Plan, supra note 3, at Section 6.4(d)(ii)(A)(1); see also April 2015
Supplement, supra note 16. The SROs requested exemptive relief from Rule 613 so that
the CAT NMS Plan may permit Industry Members to record and report to the Central
Repository an Allocation Report that includes the Firm Designated 1D when an execution
is allocated in whole or part in lieu of requiring the reporting of the account number for
any subaccount to which an execution is allocated, as is required by Rule 613. See
Exemptive Request Letter, supra note 16, at 26-27. The Commission granted exemptive
relief on March 1, 2016 in order to allow this alternative to be included in the CAT NMS
Plan and subject to notice and comment. See Exemption Order, supra note 18.

201 See CAT NMS Plan, supra note 3, at Section 1.1; see also April 2015 Supplement, supra

note 16.
202 gee CAT NMS Plan, supra note 3, at Section 1.1.
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Request for Comment

162. The Commission granted an exemption from Rule
613 in order to allow the alternative of permitting the
CAT NMS Plan to provide that Industry Members
record and report to the Central Repository an
Allocation Report that includes the Firm Designated
ID when an execution is allocated in whole or part.
This alternative is in lieu of the requirement in Rule
613 that Industry Members must report the account
number for any subaccount to which an execution is
allocated.?®® Do Commenters believe that providing
the information required in an Allocation Report as a
means to identify order events and information related
to the subaccount allocation information (the
“Allocation Report Approach”) would be more
efficient and cost-effective than the Rule 613 approach
requiring the reporting of the account number for any
subaccount to which an execution is allocated? Or do
Commenters believe that the Rule 613 approach is

preferable? Why or why not?

203 See Exemption Order, supra note 18.
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163. Do Commenters believe that the Allocation Report
Approach would affect the completeness of CAT
Data? If so, how? Would the Allocation Report
Approach result in more complete CAT Data? If so,
please explain.

164. Do Commenters believe that the Allocation Report
Approach would affect the accessibility of allocation
information? If so, how? Would the Allocation
Report Approach result in more accessible CAT Data?
If so, please explain.

165. Do Commenters believe that the Allocation Report
Approach would affect the timeliness of allocation
information? If so, how? Would the Allocation
Report Approach result in more timely CAT Data? If
S0, please explain.

166. Do Commenters believe the Allocation Report
Approach would affect the security and confidentiality
of CAT Data? If so, how? Would the Allocation
Report Approach result in a different level of security
or confidentiality? If so, please explain.

167. Do Commenters believe that the Allocation Report
Approach described by the SROs is feasible? What

challenges or risks would CAT Reporters face in
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providing such information? What challenges or risks
would the Plan Processor face when ingesting such
information and linking it to the appropriate
Customers’ accounts?

9. Options Market Maker Quotes

Section 6.4(d)(iii) of the CAT NMS Plan states that, with respect to the reporting
obligations of an Options Market Maker under Sections 6.3(d)(ii) and (iv) regarding its quotes®®*
in Listed Options, such quotes shall be reported to the Central Repository by the relevant Options
Exchange in lieu of reporting by the Options Market Maker.?® Section 6.4(d)(iii) further states
that each Participant that is an Options Exchange shall, through its Compliance Rule, require its
Industry Members that are Options Market Makers to report to the Options Exchange the time at
which a quote in a Listed Option is sent to the Options Exchange (and, if applicable, the time of
any subsequent quote modification and/or cancellation where such modification or cancellation

is originated by the Options Market Maker).?® Such time information also shall be reported to

204 Rule 613(c)(7) provides that the CAT NMS Plan must require reporting of the details for
each order and each Reportable Event, including the routing and modification or
cancellation of an order. 17 CFR 242.613(c)(7). Rule 613(j)(8) defines “order” to
include “any bid or offer.” 17 CFR 242.613(j)(8).

See CAT NMS Plan, supra note 3, at Section 6.4(d)(iii). The SROs requested exemptive
relief from Rule 613 so that the CAT NMS Plan may permit Options Market Maker
quotes to be reported to the Central Repository by the relevant Options Exchange in lieu
of requiring that such reporting be done by both the Options Exchange and the Options
Market Maker, as is required by Rule 613. See Exemptive Request Letter, supra note 16,
at 2. In accord with the exemptive relief requested, the SROs committed to require
Options Market Makers to report to the Exchange the time at which a quote in a Listed
Option is sent to the Options Exchange. Id. at 3. The Commission granted exemptive
relief on March 1, 2016 in order to allow this alternative to be included in the CAT NMS
Plan and subject to notice and comment. See Exemption Order, supra note 18.

26 gSee CAT NMS Plan, supra note 3, at Section 6.4(d)(iii).

205
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the Central Repository by the Options Exchange in lieu of reporting by the Options Market
Maker. %’

Request for Comment

168. The Commission granted an exemption from Rule
613 in order to allow the alternative of permitting
Options Exchanges to report Options Market Maker
quotes to the Central Repository in lieu of requiring
such reporting by both the Options Exchange and the
Options Market Maker as is required by Rule 613, to
be included in the CAT NMS Plan and subject to
notice and comment.?”® Do Commenters believe that
permitting exchanges to report quote information sent
to them by Options Market Makers, including the
Quote Sent Time, to the Central Repository would
affect the completeness or quality of CAT Data? If so,
what information would be missing?

169. Under Rule 613, Options Market Makers would
report their quotes to the Central Repository and time
stamps would be attached to such quotes. Under the
exemption, Options Market Makers would include the

Quote Sent Time when sending quote information to

207

Id.
208 See Exemption Order, supra note 18.
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the Options Exchanges. What, if any, are the risks of
permitting the Options Exchanges to report
information Options Market Makers otherwise would
be required to report?
170. Do Commenters believe that the cost savings from
permitting Options Exchanges to report information
Options Market Makers would otherwise have to
report makes this a preferable approach than Rule 613?
10. Error Rates
The CAT NMS Plan defines Error Rate as “the percentage of [R]eportable [E]vents
collected by the [C]entral [R]epository in which the data reported does not fully and accurately
reflect the order event that occurred in the market.”?®® Under the CAT NMS Plan, the Operating
Committee sets the maximum Error Rate that the Central Repository would tolerate from a CAT
Reporter reporting data to the Central Repository.? The Operating Committee reviews and
resets the maximum Error Rate, at least annually.?** If a CAT Reporter reports CAT Data to the
Central Repository with errors such that their error percentage exceeds the maximum Error Rate,
then such CAT Reporter would not be in compliance with the CAT NMS Plan or Rule 613.%*

As such, “the Participants as Participants or the SEC may take appropriate action for failing to

209 gSee CAT NMS Plan, supra note 3, at Section 1.1; see also Rule 613(j)(6).
210 gee id. at Section 6.5(d)(i).

21 seeid. at Appendix C, Section A.3(b).

212 gee id. at Appendix C, Section A.3(b) and Rule 613(g) and (h).
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comply with the reporting obligations under the CAT NMS Plan and SEC Rule 613.”%** The
CAT NMS Plan, however, does not detail what specific compliance enforcement provisions
would apply if a CAT Reporter exceeds the maximum Error Rate.

The CAT NMS Plan sets the initial maximum Error Rate at 5% for any data reported
pursuant to subparagraphs (3) and (4) of Rule 613(c).”** The SROs highlight that “the Central
Repository will require new reporting elements and methods for CAT Reporters and there will be
a learning curve when CAT Reporters begin to submit data to the Central Repository” in support
of a 5% initial rate.?*> Further, the SROs state that “many CAT Reporters may have never been
obligated to report data to an audit trail.”**® The SROs believe an initial maximum Error Rate of
5% *“strikes the balance of making allowances for adapting to a new reporting regime, while
ensuring that the data provided to regulators will be capable of being used to conduct
surveillance and market reconstruction.”?” In the CAT NMS Plan, the Participants compared
the contemplated Error Rates of CAT Reporters to the error rates of OATS reporters in the time

periods immediately following three significant OATS releases in the last ten years.?'® The

213 See id. at Appendix C, Section A.3(b).
214 seeid. at Section 6.5(d)(i).

215 See id. at Appendix C, Section A.3(b).
216 Seeid.

217 See id.

218 Seeid. The SROs note that the three comparative releases are known as “(1) OATS

Phase 111, which required manual orders to be reported to OATS; (2) OATS for OTC
Securities which required OTC equity securities to be reported to OATS; and (3) OATS
for NMS which required all NMS stocks to be reported to OATS.” Id.
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Participants state that for the three comparative OATS releases®*®: an average of 2.42% of order
events did not pass systemic validations; an average of 0.36% of order events were not submitted
in a timely manner; an average of 0.86% of orders were unsuccessfully matched to a trade
reporting facility trade report; an average of 3.12% of OATS Route Reports were unsuccessfully
matched to an exchange order; and an average of 2.44% of OATS Route Reports were
unsuccessfully matched to a report by another reporting entity.?°

The Participants, moreover, anticipate reviewing and resetting the maximum Error Rate
once Industry Members (excluding Small Industry Members) begin to report to the Central
Repository and again once Small Industry Members report to the Central Repository.**

The Participants thus propose a phased approach to lowering the maximum Error Rates
among CAT Reporters based on the period of time reporting to the Central Repository and
whether the CAT Reporters are Participants, large broker-dealers or small broker-dealers.?? The

Plan sets forth a goal of the following maximum Error Rates®?® where “Year(s)” refers to year(s)

after the CAT NMS Plan’s date of effectiveness:

219 See id. The SROs note that the calculated “combined average error rates for the time

periods immediately following [the OATS] release across five significant categories for
these three releases” was used in setting in the initial maximum Error Rate. 1d.

220 See id.

221 See id.
222 See id.
223 See id.
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Table 1

Maximum Error Rates Schedule

One Year | Two Years | Three Years | Four Years
Participants 5% 1% 1% 1%
Large Industry Members N/A 5% 1% 1%
Small Industry N/A N/A 5% 1%
Members

The CAT NMS Plan requires that the Plan Processor to: (i) measure and report errors

224

every business day; " (ii) provide CAT Reporters daily statistics and error reports as they

become available, including a description of such errors;??

(iii) provide monthly reports to CAT
Reporters that detail a CAT Reporter’s performance and comparison statistics;??® (iv) define

educational and support programs for CAT Reporters to minimize Error Rates;?’ and (v)

224 seeid. The CAT NMS Plan sets forth that the Plan Processor shall provide the Operating
Committee with regular Error Rate reports. 1d. at Section 6.1(0)(v). The Error Rate
reports shall include each of the following—if the Operating Committee deems them
necessary or advisable—“Error Rates by day and by delta over time, and Compliance
Thresholds by CAT Reporter, by Reportable Event, by age before resolution, by symbol,
by symbol type (e.g., ETF and Index) and by event time (by hour and cumulative on the

hour)[.]” 1d.
225 See id. at Appendix C, Section A.3(b).
226 See id,

221 gee id. at Appendix D, Section 10.1. The CAT NMS Plan sets forth support programs

that shall include educational programs, including FAQs, a dedicated help desk, industry-
wide trainings, certifications, industry-wide testing, maintaining Technical Specifications
with defined intervals for new releases/updates, emailing CAT Reporter data outliers,
conducting annual assessments, using test environments prior to releasing new code to
production, and imposing CAT Reporter attendance requirements for testing sessions and
educational and industry-wide trainings. Id.
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identify, daily, all CAT Reporters exceeding the maximum allowable Error Rate.??® To timely
correct data-submitted errors to the Central Repository, the Participants require that the Central
Repository receive and process error corrections at all times.??® Further, the CAT NMS Plan
requires that CAT Reporters be able to submit error corrections to the Central Repository
through a web-interface or via bulk uploads or file submissions, and that the Plan Processor,
subject to the Operating Committee’s approval, support the bulk replacement of records and the
reprocessing of such records.?*® The Participants, furthermore, require that the Plan Processor
identify CAT Reporter data submission errors based on the Plan Processor’s validation
processes. >

Request for CommentZ2

171. Do Commenters believe the CAT NMS Plan’s
initial maximum Error Rate of 5% for CAT Data
reported to the Central Repository is appropriate in
light of OATS’ current error rate of less than 1%?%
Why or why not?

172. Please provide examples of error rates that are

generally accepted with respect to other regulatory

228 gee id. at Appendix D, Section 10.4.
229 See id. at Appendix C, Section A.3(b).

230 See id.

2L Seeid. Ata minimum, the processes would include validating the data’s file format,

CAT Data format, type, consistency, range, logic, validity, completeness, timeliness and
linkage. See id. at Appendix D, Section 7.2.

282 See Section IV.E.4, infra, for further Error Rate related requests for comment.

28 See Section IV.E.1.b(1), infra.
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data reporting systems. At what error rate should data
be considered materially unreliable? Please explain.

173. Do Commenters believe the CAT NMS Plan’s
initial maximum Error Rate of 5% would negatively
affect the quality of CAT Data? Why or why not? In
explaining why or why not, please address each
quality (accuracy, completeness, timeliness and
accessibility) separately.

174. Do Commenters believe that it was reasonable for
the Participants to compare the contemplated Error
Rates of CAT Reporters to the error rates of OATS
reporters in the time periods immediately following
three significant OATS releases in the last ten years?
Why or why not?

175. If not 5%, what initial maximum Error Rate do
Commenters believe Participants and Industry
Members should be subject to and why?

176. What impact, if any, do Commenters believe a 5%
initial maximum Error Rate would have on Industry
Members’ costs of compliance? Please describe the
costs of correcting audit trail data. Given the costs of
correcting audit trail data, do Commenters believe that

establishing a lower maximum Error Rate could be
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less costly to Industry Members? Why or why not?
How much less costly?

177. What impact, if any, do Commenters believe a 5%
initial maximum Error Rate would have on the timing
of the retirement of any redundant audit trail systems
and any related costs? Please explain. Should the
actual Error Rate for CAT Data affect the timing of the
retirement of any redundant audit trail systems? If so,
why? If not, why not?

178. Do Commenters believe the CAT NMS Plan’s
target maximum Error Rate of 1% for CAT Data
reported to the Central Repository pursuant to the CAT
NMS Plan’s phased approach is the appropriate target
maximum Error Rate in light of current industry
standards? If not, why not? If not 1%, what target
maximum Error Rate do Commenters believe
Participants and Industry Members should be subject
to and why?

179. Do Commenters believe there are any increased
risks as a result of allowing CAT Data subject to an
initial maximum Error Rate of 5% to be reported to the
CAT? How difficult would it be for the Central

Repository to process and analyze CAT Data based on
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data reported subject to an initial maximum Error Rate
of 5%? Specifically, what are the increased risks, if
any, of CAT Data reported subject to an Error Rate of
5% in respect of combining or linking data within the
Central Repository or across other sources of trade and
order data currently available to regulators?

180. Do Commenters believe there are any increased
risks as a result of allowing CAT Data subject to a
target maximum Error Rate of 1% to be reported to the
CAT? How difficult would it be for the Central
Repository to process and analyze CAT Data based on
data reported subject to a target maximum Error Rate
of 1%? Specifically, what are the increased risks, if
any, of CAT Data reported subject to an Error Rate of
1% in respect of combining or linking data within the
Central Repository or across other sources of trade and
order data currently available to regulators?

181. The CAT NMS Plan provides that the Participants
would review and reset, at least on an annual basis, the
maximum Error Rate. Do Commenters believe that
this establishes an appropriately rigorous schedule for
the Participants to evaluate whether the maximum

Error Rate could potentially be set to a lower rate?
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Avre there any other factors that should affect when and
how the maximum Error Rate is set?

182. The CAT NMS Plan provides as a goal a four-year
phased approach schedule to lower the maximum
Error Rate segmented by Participants, large broker-
dealers and small broker-dealers. Do Commenters
believe a phased schedule is appropriate and
reasonable? Do Commenters believe establishing
segments is appropriate and reasonable, and if so are
these the appropriate Error Rate groupings? What
alternative groupings, if any, do Commenters believe
are the appropriate Error Rate groupings?

183. Do Commenters believe that the CAT NMS Plan is
clear whether the four-year phased approach is a goal?
Should it be more than a goal? Please explain.

184. Do Commenters believe the phased approach for
CAT implementation, whereby SROs would begin
reporting CAT Data one year prior to other CAT
Reporters and two years prior to small CAT Reporters,
would affect the quality of the CAT Data and the
number of available CAT Data items in the audit trail?

185. Do Commenters believe the CAT NMS Plan

provides adequate enforcement provisions to ensure
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CAT Reporters submit data to the Central Repository
no higher than the maximum Error Rate? If not, what
additional enforcement provisions should the CAT
NMS Plan provide?

186. Do Commenters believe that there should be a
lower initial maximum Error Rate and/or a more
accelerated or slower reduction of the target maximum
Error Rate? Would an accelerated reduction of the
target maximum Error Rate facilitate the earlier
retirement of any redundant audit trail system? What
should the initial maximum Error Rate and/or what
should be the schedule for reducing the target
maximum Error Rate?

187. What framework and criteria should regulators
adopt when determining whether to retire potentially
redundant regulatory data reporting systems? Please
explain when and how such retirement should take
place.

188. Do Commenters believe the CAT NMS Plan sets
forth sufficient consequences for a CAT Reporter
exceeding the maximum Error Rates? If not, what

should be those consequences?
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189. Do Commenters believe that some errors are of
greater concern than others? If so, what types of errors
are more or less problematic? Should the type of error
be considered when calculating Error Rates? If so,
how should the Plan Processor take into account
different types of errors when calculating Error Rates?
How should the Participants take into account different
types of errors when setting Error Rates?

11. Requlatory Access

Under Section 6.5(c) of the CAT NMS Plan, the Plan Processor must provide regulators
access to the Central Repository for regulatory and oversight purposes and create a method of
accessing CAT Data that includes the ability to run complex searches and generate reports.**
Section 6.10(c) requires regulator access by two different methods: (1) an online targeted query
tool with predefined selection criteria to choose from; and (2) user-defined direct queries and
bulk extractions of data via a query tool or language allowing querying of all available attributes

and data sources.?*> Additional requirements concerning regulator access appear in Section 8 of

Appendix D.?*

2% See CAT NMS Plan, supra note 3, at Section 6.5(c). Appendix C provides objective

milestones to assess progress concerning regulator access to the Central Repository. See
id. at Appendix C, Section C.10(d).

Id. at Section 6.10(c). Section 6.10(c) also requires the Plan Processor to reasonably
assist regulatory staff with queries, submit queries on behalf of regulatory staff as
requested, and maintain a help desk to assist regulatory staff with questions concerning
CAT Data. Id.

See id. at Appendix D, Section 8.
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The CAT NMS Plan requires that CAT must support a minimum of 3,000 regulatory
users and at least 600 such users accessing CAT concurrently without an unacceptable decline in
performance.?®” Moreover, CAT must support an arbitrary number of user roles and, at a
minimum, include defined roles for both basic and advanced regulatory users.®

a. Online Targeted Query Tool

Sections 8.1.1, 8.1.2, and 8.1.3 of Appendix D contain further specifications for the
online targeted query tool.>° The tool must allow for retrieval of processed and/or validated
(unlinked) data via an online query screen that includes a choice of a variety of pre-defined
selection criteria.**® Targeted queries must include date(s) and/or time range(s), as well as one
or more of a variety of fields listed in Section 8.1.1 (e.q., product type, CAT-Reporter-ID, and
Customer-1D).?*! Targeted queries would be logged such that the Plan Processor could provide
monthly reports to the SROs concerning metrics on performance and data usage of the search
tool.*** The CAT NMS Plan further requires that acceptable response times for the targeted
search be in increments of less than one minute; for complex queries scanning large volumes of
data or large result sets (over one million records) response times must be available within

24 hours of the request; and queries for data within one business date of a 12-month period must

237

|=

Id. at Appendix D, Section 8.1.
238

o=

289 1d. at Appendix D, Sections 8.1.1-8.1.3.
240 1d. at Appendix D, Section 8.1.1.

=

241

= =
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return results within three hours regardless of the complexity of criteria.?*®> Under the CAT NMS
Plan, regulators may access all CAT Data except for Pl data (access to which would be limited
to an authorized subset of Participant and Commission employees) and the Plan Processor must
work with regulators to implement a process for providing them with access and routinely
verifying a list of active users.**

b. User-Defined Direct Queries and Bulk Extraction of Data

Section 8.2 of Appendix D outlines the requirements for user-defined direct queries and
bulk extraction of data, which regulators would use to obtain large data sets for internal
surveillance or market analysis.?* Under the CAT NMS Plan, regulators must be able to create,
save, and schedule dynamic queries that would run directly against processed and/or unlinked
CAT Data.?*® Additionally, CAT must provide an open application program interface (“API”)

24T Queries submitted

that allows use of analytic tools and database drivers to access CAT Data.
through the open APl must be auditable and the CAT System must contain the same level of
control, monitoring, logging, and reporting as the online targeted query tool.?*® The Plan

Processor must also provide procedures and training to regulators that would use the direct query

23 1d. at Appendix D, Section 8.1.2. Appendix D, Section 8.1.2 contains further

performance requirements applicable to data and the architecture of the online query tool.
Id.

24 1d. at Appendix D, Section 8.1.3.
25 1d. at Appendix D, Section 8.2.
246 Id,

247 Id,

248 Id. Direct queries must not return or display P1l data but rather display non-PIl unique

identifiers (e.qg., Customer-1D or Firm Designated ID). The PII corresponding to these
identifiers could be gathered using the P1l workflow described in Appendix D, Data
Security, PII Data Requirements. See id. at Appendix D, Section 4.1.6.
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feature.?*® Sections 8.2.1 and 8.2.2 of Appendix D contain additional specifications for user-
defined direct queries and bulk data extraction, respectively.?*°

C. Requlatory Access Schedule

Section A.2 of Appendix C addresses the time and method by which CAT Data would be
available to regulators.?®! Section A.2(a) requires that data be available to regulators any point
after the data enters the Central Repository and passes basic format validations.?*®> After errors
are communicated to CAT Reporters on T+1, CAT Reporters would be required to report
corrected data back to the Central Repository by 8 a.m. Eastern Time on T+3.%* Regulators
must then have access to corrected and linked Order and Customer data by 8:00 a.m. Eastern
Time on T+5.%* Section A.2(b) generally describes Bidders” approaches regarding regulator
access and use of CAT Data and notes that although the SROs set forth the standards the Plan
Processor must meet, they do not endorse any particular approach.? Section A.2(c) outlines
requirements the Plan Processor must meet for report building and analysis regarding data usage
by regulators, consistent with, and in addition to, the specifications outlined in Section 8 of

Appendix D.**

249 1d. at Appendix D, Section 8.2.
230 I_d. at Appendix D, Sections 8.2.1 and 8.2.2.
231 . at Appendix C, Section A.2.

. at Appendix C, Section A.2(a). Appendix C, Section A.3(e) indicates this would be
later than noon EST on T+1. Id. at Appendix C, Section A.3(e).

. at Appendix C, Section A.1(a)(iv); Appendix D, Section 6.1.
. at Appendix C, Section A.2(a).

2% 1d. at Appendix C, Section A.2(b).
256

252

253

254

=8 3=

Id. at Appendix C, Section A.2(c). Appendix C, Section A.2(d) addresses system service
level agreements that the SROs and Plan Processor would enter into. 1d. at Appendix C,
Section A.2(d).
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Request for Comment2’

190. Do Commenters believe the CAT NMS Plan’s
“Functionality of the CAT System” Section (Section 8
of Appendix D) describes with sufficient detail how a
regulator would access, use and analyze CAT Data? If
not, describe what, if any, additional requirements and
details should be provided and how.

191. Do Commenters believe the CAT NMS Plan’s
“Functionality of the CAT System” Section
sufficiently addresses all regulators’ end-user
requirements? If not, please explain. Describe what,
if any, additional requirements and details should be
provided and how.

192. If Commenters believe that the CAT NMS Plan’s
“Functionality of the CAT System” Section does not
cover all regulators’ end-user requirements, please
describe how regulators would integrate their
applications in a timely and reasonable manner.

193. The CAT NMS Plan permits the CAT to be
implemented in a way that would (1) require regulators

to download entire data sets and analyze such data

27 gee Section IV.H.5, infra, for further regulatory access related requests for comment.
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within the regulator or the regulators’ cloud or (2)
permit regulators to analyze sets of data within the
CAT using applications or programs selected by the
Commission. What do Commenters believe are the
advantages and disadvantages to each approach?

194. Do Commenters believe the CAT NMS Plan’s T+5
schedule for regulatory access to corrected and linked
Order and Customer data is the appropriate schedule in
light of current industry standards? If not, why not?
Do Commenters believe that the SROs’ determination
of current industry standards is reasonable or
appropriate? Do Commenters believe that it is
appropriate to base the timing for regulatory access on
industry standards? Why or why not?

195. If the T+5 schedule is not appropriate, when do
Commenters believe regulatory access to corrected and
linked Order and Customer data should be provided
and why? Do Commenters believe the SROs’ should
include in the CAT NMS Plan detailed provisions with
milestones in achieving a more accelerated regulatory
access schedule to corrected and linked Order and

Customer data?
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196. Do Commenters believe the Plan’s proposed error
correction timeframe—i.e., communication of errors
on T+1, corrected data resubmitted by CAT Reporters
by T+3, and corrected data available to regulators by
T+5—is feasible and appropriate in light of current
industry standards? If not, why not, and how long do
Commenters believe these error correction timeframes
should be and why? Are shorter timeframes feasible
and appropriate in light of current industry standards?
Why or why not?

197. To what extent do Commenters believe the CAT
NMS Plan’s T+5 regulatory access schedule to
corrected and linked Order and Customer data would
affect the accuracy, completeness, accessibility and/or
timeliness of CAT Data collected and maintained
under the CAT? How?

198. To what extent do Commenters believe the Plan’s
three-day window of error correction would affect the
accuracy, completeness, accessibility and/or timeliness
of CAT Data collected and maintained under the
CAT? How?

199. Regulators’ technology teams would be required to

work with the Plan Processor to integrate their
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applications under the CAT NMS Plan. What, if any,
are the risks to this approach? Should the Plan
Processor be required to enter into support contracts
with regulators? If so, please explain. Describe what,
if any, service contract terms should be set forth in the
CAT NMS Plan or set forth in any related documents.
Do Commenters have any concerns about the security
or confidentiality of CAT Data resulting from a service
contract between the Plan Processor and the
regulators? If so, please explain. If Commenters have
any security or confidentiality concerns resulting from
a service contract between the Plan Processor and the
regulators, please specify any appropriate service
contract terms that would address the concerns.

200. How do Commenters believe the Plan Processor
should set pricing for a regulator seeking additional
functionality from the Plan Processor under the CAT?
What, if anything, do Commenters believe should
govern pricing for additional functionality by the Plan
Processor? For example, should pricing or contract
standards (e.g., reasonable, commercially reasonable,
etc.), agreed-upon profit margins—or minimums and

maximums, etc.—be included under the CAT NMS
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Plan or any related documentation? If so, please
explain.

201. Do Commenters believe the CAT NMS Plan
appropriately encourages or incentivizes the
Participants and the Plan Processor to incorporate new
technology and to innovate? Does the CAT NMS Plan
appropriately encourage or incentivize the Plan
Processor to have a flexible and scalable solution? Do
Commenters believe that the CAT NMS Plan would
result in a CAT that has adequate system flexibility
and scalability to incorporate improvements in
technology and future regulatory, analytic and data
capture needs? Why or why not?

202. Does the regulatory access approach set forth in the
CAT NMS Plan provide regulators with sufficient
tools to maximize their regulatory activities, actions,
and improve their surveillances? If not, why not and
what should be added?

203. The CAT NMS Plan provides that targeted queries
and data extractions would be logged so that the Plan
Processor can provide the Operating Committee, the
Participants, and the Commission with monthly

performance and usage reports including data such as
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the user ID of the person submitting the query and the
parameters of the query. Do Commenters believe that
the data to be recorded in these logs and provided in
these reports to each Participant and to the SEC would
be appropriate and useful? Should any data elements
be added or removed from these reports?

204. Do Commenters believe it is appropriate for the
Plan Processor and the Operating Committee to also
have access to these logs and monthly performance
and usage reports? How should the Plan Processor
and Operating Committee be permitted to use these
logs and reports? To the extent that these logs and
reports are accessible by the Plan Processor and the
Operating Committee, should any data elements be
added or removed? Should additional details or
requirements be added to the CAT NMS Plan to
clarify what the content of these logs and reports
would be and which parties would have access to
them?

12. Security, Confidentiality, and Use of Data

The CAT NMS Plan provides that the Plan Processor is responsible for the security and
confidentiality of all CAT Data received and reported to the Central Repository, including during

all communications between CAT Reporters and the Plan Processor, data extraction, data
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manipulation and transformation, loading to and from the Central Repository, and data
maintenance by the Central Repository.?® The Plan Processor must, among other things, require
that individuals with access to the Central Repository agree to use CAT Data only for
appropriate surveillance and regulatory activities and to employ safeguards to protect the
confidentiality of CAT Data.”*

In addition, the Plan Processor must develop a comprehensive information security
program as well as a training program that addresses the security and confidentiality of all
information accessible from the CAT and the operational risks associated with accessing the
Central Repository.?®® The Plan Processor must also designate one of its employees as Chief
Information Security Officer; among other things, the Chief Information Security Officer is
responsible for creating and enforcing appropriate policies, procedures, and control structures
regarding data security.?®* The Technical Specifications, which the Plan Processor must publish,
must include a detailed description of the data security standards for CAT.%®

Appendix D of the CAT NMS Plan sets forth minimum data security requirements for
CAT that the Plan Processor must meet.?*®* For example, Appendix D enumerates various
connectivity, data transfer, and encryption requirements such as that the CAT System must have
encrypted internet connectivity, CAT Reporters must connect to CAT infrastructure using secure

methods such as private lines or virtual private network connections over public lines, CAT Data

28 gSee CAT NMS Plan, supra note 3, at Section 6.5()(i), (iv).
29 1d. at Section 6.5(f)(i).

260 1d, at Sections 6.1(m), 6.12.

261 1d, at Section 6.2(b).

262 1d. at Section 6.9.

263 1d. at Appendix D, Section 4.
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must be encrypted in flight using industry standard best practices, PIl data must be encrypted
both at rest and in flight, and CAT Data stored in a public cloud must be encrypted at rest.®*
Additional requirements regarding data storage, data access, breach management, and PIl data
are also specified in Appendix D.?®°

In addition, the Participants must establish and enforce policies and procedures that
ensure the confidentiality of the CAT Data obtained from the Central Repository, limit the use of
CAT Data obtained from the Central Repository solely for surveillance and regulatory
purposes,”® implement effective information barriers between each Participant’s regulatory and
non-regulatory Staff with regard to CAT Data, and limit access to CAT Data to designated

288 jt reports to the Central Repository

persons.?®” However, a Participant may use the Raw Data
for “commercial or other” purposes if not prohibited by applicable law, rule or regulation.?*

Request for Comment

205. Do Commenters believe that the CAT NMS Plan
appropriately allocates responsibility for the security

and confidentiality of CAT Data among the

264 1d. at Appendix D, Section 4.1.1, 4.1.2.

265 1d. at Appendix D, Section 4.1.3-4.1.6.

266 The Commission notes that regulatory purposes includes, among other things, analysis

and reconstruction of market events, market analysis and research to inform policy
decisions, market surveillance, examinations, investigations, and other enforcement
functions.

267 Id. at Section 6.5(f)(ii), (g).

268 Raw data is defined as “Participant Data and Industry Member Data that has not been
through any validation or otherwise checked by the CAT System.” 1d. at Section 1.1.

269 1d. at Section 6.5(f)(i).
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Participants, the Plan Processor, and other parties? If
not, how should these responsibilities be allocated?

206. Do Commenters believe that the data security
requirements set out in Appendix D are appropriate
and reasonable? Should any additional details or
requirements be provided?

207. What, if any, specific details or requirements
regarding data security and confidentiality do
Commenters believe should be included in the
information security program, training program, and
Technical Specifications to be developed by the Plan
Processor? Should additional details on the content of
these programs and specifications be provided?

208. What, if any, specific details or requirements
regarding data confidentiality do Commenters believe
should be included in the policies and procedures to be
developed by the Participants? Should additional
details on the content of these policies and procedures
be provided?

209. Do Commenters believe that the CAT NMS Plan
includes sufficient safeguards to prevent the misuse of
CAT Data by employees or agents of the Participants

or other persons with access to the Central Repository?
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270

271

272

See id. at Section 6.5(f)(ii)(A).
See id. at Section 6.5(f)(i)(A).

For example, do Commenters believe that requiring
information barriers between regulatory and non-
regulatory staff?’® and permitting the use of CAT Data
only for regulatory, surveillance, and commercial or
other purposes as permitted by law?"* are effective
measures to prevent the misuse of CAT Data? Should
the CAT NMS Plan set forth additional detail
regarding the distinction between regulatory and non-
regulatory staff and between the appropriate and
inappropriate use of CAT Data for commercial or
other purposes? Should the CAT NMS Plan prescribe
any specific information barriers? If so, what should

be prescribed in the CAT NMS Plan?

210. Do Commenters believe the data access and breach

management provisions described in Appendix D of
the CAT NMS Plan?"2 are effective mechanisms for
monitoring and preventing the misuse of CAT

Data? Why or why not? Would any additional details

or requirements make these provisions more effective?

See id. at Appendix D, Sections 4.1.4, 4.1.5.
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211. Which persons or entities should have the
responsibility to monitor for and prevent the misuse of
CAT Data? For example, should the Chief
Compliance Officer or the Chief Information Security
Officer have this responsibility? Why or why
not? Should additional details be provided to clarify
where this responsibility lies?

212. Do Commenters believe it is appropriate for
Participants to be permitted to use all Raw Data
reported to the Central Repository for commercial
purposes? If not, what particular types of Raw Data
would be inappropriate to use for commercial
purposes?

213. Do Commenters believe that the CAT NMS Plan
adequately addresses the protection and security of PlI
in CAT? If not, why not and what should be added to
the CAT NMS Plan? For example, should the CAT
NMS Plan provide that PIl is accessible only when
required, that PIl be properly masked, and/or that it be
safeguarded such that it would not be improperly
accessible?

214. Do Commenters believe that there are alternative

methods or information that could be used in lieu of
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requiring the reporting of Customer PII to the Central
Repository that, without diminishing the quality of
CAT Data available to regulators or impairing
regulators’ ability to use CAT Data to carry out their
functions, would create less risk of a breach of the
security or confidentiality of the personal information
of Customers? If so, what methods or information,
specifically, could serve as such an alternative to
P1I?27

215. Do Commenters believe that the CAT NMS Plan
includes adequate requirements regarding the
operational security of the CAT System? What, if any,
additional details or requirements should be provided?
Should the CAT NMS Plan require the Plan Processor
to have the ability to monitor for threats, attacks, and
anomalous activity on a 24/7 basis through a Security
Operations Center (“SOC”) or a similar capability?
What would be the costs and benefits of such a
requirement?

216. Appendix C of the CAT NMS Plan discusses

solutions for encrypting data at rest and in motion.

218 See Section 111.B.7, supra, for additional PII related requests for comment.
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Appendix D of the CAT NMS Plan states that all CAT
Data must be encrypted in flight, and P1l Data must
encrypted in flight and at rest. Do Commenters
believe that the Plan’s data encryption requirements
are adequate for CAT Data and P1l Data? Why or why
not? Do Commenters believe that the CAT NMS Plan
provides sufficient information and clarity regarding
data encryption requirements? Do Commenters
believe that there is a particular method for data
encryption, in motion and/or at rest, that should be
used?

217. Appendix D, Section 4.1.1 of the CAT NMS Plan
states that the CAT System must have “encrypted
internet connectivity.” What are the risks, if any, of
allowing Internet access from the Central Repository,
even if encrypted? Please explain. Do Commenters
believe that the encrypted connection requirement in
the CAT NMS Plan should apply to communication
paths from the Central Repository to the Internet
and/or connections from CAT to/from trusted parties?
What challenges would the Plan Processor face in
implementing either option? Does one option provide

more robust security than the other? Why or why not?
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218. To the extent the requirement for “encrypted
internet connectivity” applies to connectivity between
the Central Repository and trusted parties such as the
Commission and the Participants, do Commenters
believe that the CAT NMS Plan should require that
these parties and the Plan Processor enter into formal
Memoranda of Understanding or Interconnection
Security Agreements that document the technical,
operational, and management details regarding the
interface between the CAT System and these parties?
Why or why not?

219. With respect to industry standards, do Commenters
believe that the CAT NMS Plan should be updated to
include standards and requirements of other NIST
Special Publications (“SPs”) that were not mentioned
in Appendix D (e.g., NIST SP 800-86 for incident
handling, 800-44 for securing public-facing web
servers, 800-146 for cloud security)? Why or why
not?

220. Do Commenters believe that the Plan should be
updated more broadly to include the NIST family of

guidance documents? Why or why not?
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221. Throughout the Plan, there are numerous references

to leveraging “industry best practices” pertaining to
compliance subjects such as system assessments and
disaster recovery/business continuity planning. How
do “industry best practices” compare to NIST
guidance in these areas? Do Commenters believe that
the Plan Processor should implement NIST guidance
for the Plan rather than industry best practices? Why

or why not?

222. The CAT NMS Plan states that the Plan Processor

must conduct third party risk assessments at regular
intervals to verify that security controls implemented
are in accordance with NIST SP 800-53.%"* Do
Commenters believe that the CAT NMS Plan should
adopt the meaning and terminology of Security
Assessment and Authorization as defined by the
NIST and/or other NIST guidance in the CAT NMS
Plan, particularly within the requirements set forth in

Appendix D to the CAT NMS Plan? Why or why not?

223. Do Commenters believe that the CAT NMS Plan

should include requirements regarding how the Plan

See CAT NMS Plan, supra note 3, at Appendix D, Section 5.3.
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Processor should categorize data from a security
perspective? For example, should the Plan Processor
be required to implement data categorization standards
consistent with Federal Information Processing
Standard (“FIPS”) 199 or NIST SP 800-60? Why or
why not? Would including data categorization
requirements in the CAT NMS Plan improve data
integrity, availability, segmentation, auditing, and
incident response? Why or why not?

224. The CAT NMS Plan provides that CAT must follow
NIST SP 800-137 — Information Security Continuous
Monitoring for Federal Information Systems and
Organizations in addition to a limited number of
related monitoring provisions.?”> Do Commenters
believe that the CAT NMS Plan provides sufficient
and robust information related to continuous
monitoring program requirements? Why or why not?

225. Do Commenters believe the CAT NMS Plan
adequately sets forth the roles and responsibilities of
independent third party risk assessment functions,

including the consistent description of their specific

25 geeid. at Sections 6.1(g), 6.10(c), Appendix C, Section A.4, Appendix D, Sections 2.2,
41.2,4.1.4,4.2,8.3,8.4.
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functions and performance frequency? For example,
are the CAT NMS Plan independent third party risk
assessment provisions consistent with “industry best
practices”? Or should the CAT require a greater or
lesser performance frequency than as described in the
CAT NMS Plan? As another example, do the
technical assessments described in Section 6.2,
Appendix C, Section A.5, and the NIST SP 800-53
requirements noted in Appendix D, Section 4.2,
adequately and clearly establish the roles and
responsibilities of the parties assessing the technical
aspects of the CAT?

226. Do Commenters believe the CAT NMS Plan should
specify the general audit and independent assessment
requirements and the proper timeframes for when
those assessments should occur? For instance, are
there assessments that may need to occur on an annual
basis? If so, what are those assessments? Are there
assessments that may need to occur more frequently?
If so, what are those assessments and why do they
need to occur more frequently?

227. Do Commenters believe that the CAT NMS Plan

requirements for conducting ad hoc penetration testing
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and an application security code audit by a reputable
third-party in Appendix D, Section 4.1.3 “prior to
launch” and periodically as defined by SLAs are
consistent with industry best practices? Should
additional testing or audits be required? Why or why
not? Should testing or audits be required to occur
more frequently than required by the CAT NMS Plan
and SLAs? Why or why not?

228. Do Commenters believe that the third party risk
assessments and penetration tests required by the CAT
NMS Plan could themselves compromise the security
or confidentiality of CAT Data? Please explain.

229. In Section 6.2(b)(vi) of the CAT NMS Plan, the
Chief Information Security Officer is required to
report to the Operating Committee the activities of the
Financial Services Information Sharing and Analysis
Center (“FS-ISAC”) or other comparable body. Do
Commenters believe there are other cyber and threat
intelligence bodies, in addition to FS-ISAC, that the
Plan Processor should join? Why or why not?

230. Do Commenters believe the CAT NMS Plan
effectively describes the verification process when

CAT Reporters connect to the Central Repository
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network? For example, which specific individual(s) at
a CAT Reporter would be allowed access to CAT for
reporting and verification purposes? Should there be a
public key exchange process?

231. Do Commenters believe the CAT NMS Plan
provides sufficient detail regarding the ability of CAT
to determine whether a regulator’s queries are shielded
from the Plan Processor (including its staff, officers,
and administrators) as well as other regulators and
users of CAT? If not, what specifically should be
added to the CAT NMS Plan?

232. Do Commenters believe that the CAT NMS Plan
should require an audit of all CAT Reporters’ data
security? If so, which person or entity should have
responsibility for such an audit, and what should the
scope and elements of the audit be? Please estimate
the cost of such audits. What other changes, if any,
should be made to the CAT NMS Plan to provide for
the allocation of sufficient resources whereby such an
audit could be carried out?

233. Do Commenters believe the CAT NMS Plan should
require the Plan Processor to provide a “blanket”

security authorization to operate (“ATO”) document

181



(or its equivalent) prior to CAT Reporters sending
CAT Data?

V. Economic Analysis

A.  Introduction

When adopting Rule 613, the Commission noted that the adopted Rule permitted the
SROs to consider a wider array of solutions than did the proposed Rule. The Commission stated
its belief that, as a result, “the economic consequences of the consolidated audit trail now will
become apparent only over the course of the multi-step process for developing and approving an
NMS plan that will govern the creation, implementation, and maintenance of a consolidated
audit trail.”?® In particular, the Commission noted its belief that “the costs and benefits of
creating a consolidated audit trail, and the consideration of specific costs as related to specific
benefits, is more appropriately analyzed once the SROs narrow the expanded array of choices
they have under the adopted Rule and develop a detailed NMS plan.”?"" The Commission also
noted that a “robust economic analysis of . . . the actual creation and implementation of a
consolidated audit trail itself . . . requires information on the plan’s detailed features (and their
associated cost estimates) that will not be known until the SROs submit their NMS plan to the
Commission for its consideration.”?’® Accordingly, the Commission deferred its economic
analysis of the actual creation, implementation, and maintenance of the CAT until after

submission of an NMS plan.

276

See Adopting Release, supra note 9, at 45725-6.
277
1d.

218 |d. at 45726.
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To assist in that analysis, Rule 613, as adopted, requires that the SROs: (1) provide an
estimate of the costs associated with creating, implementing, and maintaining the consolidated
audit trail under the terms of the NMS plan submitted to the Commission for its consideration;
(2) discuss the costs, benefits, and rationale for the choices made in developing the NMS plan
submitted; and (3) provide their own analysis of the submitted NMS plan’s potential impact on
competition, efficiency and capital formation.?”® The Commission stated that it believed that
these estimates and analyses would help inform public comment regarding the CAT NMS Plan
and would help inform the Commission as it evaluates whether to approve the CAT NMS
Plan.?®

The Commission is sensitive to the economic effects of the CAT NMS Plan,?* including
its costs and benefits and its impact on efficiency, competition and capital formation. In the
Adopting Release for Rule 613, the Commission considered the economic effects of the actions
the SROs were required to take upon approval of the adopted Rule, specifically the requirement
that the SROs develop an NMS plan, utilizing their own resources and undertaking their own
research, that addresses the specific details, cost estimates, considerations, and other

requirements of the Rule.?®> As noted in the Adopting Release, however, Rule 613 provided the

219 Id.; see also 17 CFR 242.613(a)(1)(vii), (viii), (i), (xii).

280 see Adopting Release, supra note 9, at 45726. Rule 613(a)(5) requires that “[i]n

determining whether to approve the national market system plan, or any amendment
thereto, and whether the national market system plan or any amendment thereto is in the
public interest under [Rule] 608(b)(2), the Commission shall consider the impact of the
national market system plan or amendment, as applicable, on efficiency, competition, and
capital formation.” 17 CFR 242.613(a)(5).

81 See CAT NMS Plan, supra note 3.

282 gee Adopting Release, supra note 9, at 45726.
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SROs with “flexibility in how they [chose] to meet the requirements of the adopted Rule,”?%®

allowing the SROs to consider a number of different approaches in developing the CAT NMS
Plan.

In accordance with the approach articulated by the Commission in the Adopting Release,
the Commission is hereby publishing its economic analysis of the CAT NMS Plan and is
soliciting comment thereon. This Section reflects the Commission’s preliminary analysis and
conclusions regarding the economic effects of the creation, implementation and maintenance of
the CAT pursuant to the details proposed in the NMS plan submitted to the Commission for its
consideration. The analysis is divided into eight topics: (1) a summary of the expected
economic effects of approving the CAT NMS Plan; (2) a description of the economic framework
for analyzing the economic effects of approving the CAT NMS Plan; (3) a discussion of the
current, or “Baseline,” audit trail data available to regulators, and the sources of such data; (4) a
discussion of the potential benefits of the CAT NMS Plan; (5) a discussion of the potential costs
of the CAT NMS Plan; (6) an economic analysis of the CAT NMS Plan’s impact on efficiency,
competition, and capital formation; (7) a discussion of alternatives to various features of the
CAT NMS Plan and to the CAT NMS Plan itself; and (8) a request for comment on the
Commission’s preliminary economic analysis.

B. Summary of Expected Economic Effects

As the Commission explained in the Adopting Release, the Commission believes that the
regulatory data infrastructure on which the SROs and the Commission currently must rely is

outdated for effective oversight of a complex, dispersed, and highly automated national market

283 |d. at 45725.
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system.?* In performing their oversight responsibilities, regulators today must attempt to cobble
together disparate data from a variety of existing information systems, each lacking in
completeness, accuracy, accessibility, and/or timeliness—a model that neither supports the
efficient aggregation of data from multiple trading venues nor yields the type of complete and
accurate market activity data needed for robust market oversight.®® The Commission has
analyzed the expected economic effects of the CAT NMS Plan in light of these existing
shortcomings and the goal of improving the ability of SROs and the Commission to perform
their regulatory activities to the benefit of investors.?*

In general, the Commission preliminarily believes that, if approved, the CAT NMS Plan
would result in benefits by improving the quality of the data available to regulators in four areas
that affect the ultimate effectiveness of core regulatory efforts—completeness, accuracy,
accessibility and timeliness.?®” The Commission preliminarily believes that the improvements in
these data qualities that would be realized from approval of the CAT NMS Plan would
substantially improve regulators’ ability to perform analysis and reconstruction of market events,
and market analysis and research to inform policy decisions, as well as perform other regulatory
activities, in particular market surveillance, examinations, investigations, and other enforcement

functions. Regulators depend on data for many of these activities and the improvements in the

284 Seeid. at 45723.

285 See id.

286 The Commission noted current SRO audit trail limitations in the Proposing Release and

the Adopting Release. See Proposing Release, supra note 9, at 32563-68; Adopting
Release, supra note 9, at 45726-30. Rule 613 is designed to address these limitations.

281 See Adopting Release, supra note 9, at 45727 (discussing four “qualities” of trade and

order data that impact the effectiveness of core SRO and Commission regulatory efforts:
accuracy, completeness, accessibility, and timeliness); see also Section IV.E, infra, for a
detailed discussion of the expected benefits of the CAT NMS Plan.
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data qualities would thus improve the efficiency and effectiveness of such regulatory activities.
As explained further below, these improvements could benefit investors by giving regulators
more and better regulatory tools to provide investors with a more effectively regulated trading

environment, 28

which could increase capital formation, liquidity, and price efficiency. Data
improvements could enhance regulators’ ability to provide investors and the public with more
timely and accurate analysis and reconstruction of market events, and to develop more effective
responses to such events.?®® Improved understanding of emerging market issues resulting from
enhanced market analysis and research could inform regulatory policies that improve investor
protection through better market quality, more transparency, and more efficient prices.

In terms of completeness, the Plan requires the reporting of certain additional data fields,
events, and products.”® More importantly, the CAT NMS Plan requires certain data elements
useful for regulatory analysis to be available from a single data source. Having relevant data
elements available from a single source would simplify regulators’ data collection process and
facilitate more efficient analyses and surveillances that incorporate cross-market and cross-
product data.

With respect to the accuracy of available data, the Commission preliminarily believes
that the requirements in the Plan would improve data accuracy significantly. For example, the
Commission expects that the requirements to store the CAT Data in a uniform linked format and

the use of consistent identifiers for customers and market participants would result in fewer

inaccuracies as compared to current data sources. These accuracy improvements should

28 gSee Section IV.E.2, infra.
289 See Section IV.E.2.a, infra.

20 See CAT NMS Plan, supra note 3, at Sections 6.3, 6.4; see also 17 CFR 242.613(c)(7).
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significantly reduce the time regulators spend processing the data and finding solutions when
faced with inaccurate data. The Commission preliminarily believes that the requirements in the
Plan for clock synchronization and time stamp granularity would improve the accuracy of data
with respect to the timing of market events, but the improvements would be modest. The
Commission preliminarily believes that the Plan would improve regulators’ ability to determine
the sequence of a small percentage of market events relative to all surrounding events.?**

The Commission also preliminarily believes that the Plan would increase the accessibility
of data for SROs and the Commission, because regulators would be able to access the CAT Data
directly.?*> This, coupled with the improvements in completeness, would vastly increase the
scope of information readily available to regulators and significantly reduce the number of data
requests from the several hundred thousand requests regulators make each year. The increased
scope of readily available information should facilitate more data-driven regulatory policy
decisions, broaden the potential surveillances, expand the opportunities for SRO and

Commission analysis to help target broker-dealers and investment advisers for examinations and

help to perform those examinations.

21 The CAT NMS Plan would also require that CAT Reporters’ business clocks be
synchronized to within 50 milliseconds of the time maintained by the NIST, which would
increase the precision of the time stamps provided by the 39% of broker-dealers who
currently synchronize their clocks with less precision than what is called for by the Plan.
See supra note 125. Independent of the potential time clock synchronization benefits, the
order linking data that would be captured in CAT should increase the proportion of
events that could be sequenced accurately. This reflects the fact that some records
pertaining to the same order could be sequenced by their placement in an order lifecycle
(e.g., an order submission must have occurred before its execution) without relying on
time stamps. This information may also be used to partially sequence surrounding
events.

292 see CAT NMS Plan, supra note 3, at Appendix C, Section A.2, Appendix D, Section 8.1;
see also 17 CFR 242.613(e)(2).
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Finally, the Commission preliminarily believes that the CAT NMS Plan would improve
the timeliness of available data. Because regulators would be able to access uncorrected data the
day after an order event and would be able to access corrected and linked data five days after an

order event, %

many data elements would be available to regulators more quickly than they are
currently and the amount of time regulators would need to acquire and process data before
running analyses would be reduced. For example, the corrected and linked data available on T+5
would identify the customer account associated with all order events, information that currently
takes ten days or longer for regulators to obtain and then need to link to other data sources for
use. These improvements in timeliness, combined with improvements in completeness,
accessibility, and accuracy discussed above, would improve the efficiency of regulatory analysis
and reconstruction of market events, as well as market analysis and research that informs policy
decisions, and make market surveillance, examinations, investigations, and other enforcement
functions more efficient, allowing, for example, the SROs and the Commission to review tips
and complaints more effectively.

The Commission notes that the Plan lacks information regarding the details of certain
elements of the Plan likely to affect the costs and benefits associated with it, primarily because

those details have not yet been determined, and this lack of information creates some uncertainty

about the expected economic effects. As discussed further below, lack of specificity surrounding

2% CAT Data would be reported by 8:00 a.m. Eastern Time on day T+1 and made available

to regulators in raw form after it is received and passes basic formatting validations with

an error correction process completed by 8:00 a.m. Eastern Time on day T+5. While the
Plan does not specify exactly when these validations would be complete, the requirement
to link records by 12:00 p.m. Eastern Time on day T+1 gives a practical upper bound on

this timeline. See CAT NMS Plan, supra note 3, at Appendix C, Sections A.2(a), A.3(a),
Appendix D, Section 6.2.
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the processes for converting data formats and linking related order events creates uncertainty as
to the anticipated improvements in accuracy because such processes have the potential to create
new data inaccuracies. Lack of specificity surrounding the process for regulators to access the
CAT Data also creates uncertainty around the expected improvements in accessibility. For
example, while the Plan indicates that regulators would have an on-line targeted query tool and a

tool for user-defined direct queries or bulk extraction,?**

the Plan itself does not provide an
indication for how user-friendly the tools would be or the particular skill set needed to use the
tools for user-defined direct queries. However, the Commission has analyzed the expected
economic effects of the Plan to the extent possible with the information available, noting areas of
uncertainty in its analysis where applicable. The Commission has also considered whether
certain provisions related to the operation and administration of the Plan could mitigate some of
the uncertainties.?*

The Commission also preliminarily believes that more effective and efficient regulation
of securities markets and market participants resulting from approval of the CAT NMS Plan
could significantly benefit investors and the integrity of the market. For example, the
Commission preliminarily believes that more effective and efficient surveillance and
enforcement would detect a higher proportion of violative market activity. This additional
detection could not only reduce violative behavior through potential enforcement actions, but
through deterrence if market participants believe violative activities are more likely to be

detected. Because violative activity degrades market quality and imposes costs on investors and

market participants, reductions in violative activity would benefit investors and market integrity.

2% See CAT NMS Plan, supra note 3, at Appendix D, Sections 8.1.1, 8.1.2.
2% gee Section IV.E.3.d, infra.
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Likewise, more effective and efficient risk assessment and risk-based examinations should more
effectively facilitate the selection of market participants for examination who have
characteristics that elevate their risk of violating the rules. Decreasing the amount of violative
activity by targeting exams in this way would provide investors with a more effectively regulated
trading environment and hence better market quality. Further, access to audit trail data that is
comprehensive, accurate, and timely could improve regulatory reconstruction of market events,
market analysis, and research resulting in an improved understanding of emerging market issues
and regulatory policies that better encourage industry competition, thus improving investor
protection through better transparency and more efficient prices.?*

Further, regulatory initiatives that are based on a more thorough understanding of
underlying events and their causes, and that are narrowly tailored to address any market
deficiency, could improve market quality and thus benefit investors. Moreover, access to more
complete and linked audit trail data would improve regulators’ ability to analyze and reconstruct
market events, allowing regulators to provide investors and the public with more accurate
explanations of market events, to develop more effective responses to such events, and to use the
information to assist in retrospective analyses of their rules and pilots.

The Commission has also evaluated the potential costs that would result from approval of
the CAT NMS Plan. In particular, using information included in the Plan, information gathered
from market participants through discussions, surveys of market participants, and other relevant
information, the Commission has preliminarily estimated the potential costs associated with

building and maintaining the Central Repository as well as the costs to report data to the Central

2% gSee Section IV.E.2.a, IV.E.2.b, infra.
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Repository. Currently, the 20 Participants spend $154.1 million annually on reporting regulatory
data and performing surveillance, while the approximately 1,800 broker-dealers anticipated to
have CAT reporting responsibilities spend $1.6 billion annually on regulatory data reporting, for
total current industry costs of $1.7 billion annually for regulatory data reporting and surveillance
by SROs. The Commission preliminarily estimates the cost of the Plan as approximately $2.4
billion in initial aggregate implementation costs and recurring annual costs of $1.7 billion.?’
The primary driver of the annual costs is the data reporting costs for broker-dealers, which are
estimated to be $1.5 billion per year. For both large and small broker-dealers, the primary driver
of both current $1.6 billion reporting costs and projected $1.5 billion CAT reporting costs is
costs associated with staffing. Estimates of the costs to build the Central Repository are based
on Bids that vary in a range as high as $92 million. Current estimates of annual operating costs
are based on Bids that vary in a range up to $135 million. The eventual magnitude of Central
Repository costs is dependent on the Participants’ selection of the Plan Processor, and may
ultimately differ from estimates discussed above if Bids are revised as the bidding process
progresses. Furthermore, the Plan anticipates a period of duplicative reporting responsibilities
preceding the retirement of potentially duplicative regulatory data reporting systems; these
duplicative reporting costs are likely to be significant.?®

Drawing from the discussion in the CAT NMS Plan,?®° the Commission expects that, if

approved, the Plan would have a number of additional economic effects, including effects on

297 See Section IV.F.2, Table 9, infra.

2% The economic analysis discusses duplicative reporting costs in Section IV.F.2, infra.

29 see CAT NMS Plan, supra note 3, at Appendix C, Section B.8; see also Section IV.G,

infra.
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efficiency, competition, and capital formation. The Commission preliminarily believes that the
Plan generally promotes competition. However, the Commission recognizes that the Plan could
increase barriers to entry because of the costs to comply with the Plan. Further, the
Commission’s analysis identifies several limiting factors to competition but Plan provisions and
Commission oversight could address such limiting factors. The Commission preliminarily
believes that the Plan would improve regulatory analysis and reconstruction of market events, as
well as market analysis and research that informs policy decisions. In addition, the Plan would
improve enforcement related activities, including the efficiency of regulatory activities such as
market surveillance, examinations, investigations, and other enforcement functions that could
enhance market efficiency by reducing violative activity that harms market efficiency. Finally,
the Commission preliminarily believes that the Plan could have positive effects on capital
formation and allocative efficiency and that the threat of a security breach at the Central
Repository is unlikely to significantly harm capital formation. The Commission recognizes that
the Plan’s likely effects on competition, efficiency and capital formation are dependent to some
extent on the performance and decisions of the Plan Processor and the Operating Committee in
implementing the Plan, and thus there is necessarily some uncertainty in the Commission’s
analysis. Nonetheless, the Commission believes that the Plan contains certain governance
provisions, as well as provisions relating to the selection and removal of the Plan Processor, that
mitigate this uncertainty by promoting decision-making that could, on balance, have positive
effects on competition, efficiency, and capital formation.

The Commission notes that while the Participants developed the Plan in compliance with
Rule 613 by considering information from industry representatives, the Commission has

discretion to approve the Plan subject to changes or conditions that the Commission deems
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necessary or appropriate.>® Therefore, as a part of this economic analysis, the Commission
analyzed numerous alternatives to provisions of the CAT NMS Plan and to the CAT NMS Plan
itself. The Commission analyzes alternatives to the approaches the Exemption Order permitted

the Participants to include in the Plan;*"*

alternatives to certain specific approaches in the Plan;
alternatives to the scope of certain specific elements of the Plan; and the broad alternative of
modifying OATS or another existing system to meet the requirements of Rule 613 instead of
approving the Plan. Finally, the Commission requests comment on alternatives discussed in this
economic analysis, alternatives considered in the Plan, and on whether the Commission should

consider any additional alternatives.

C. Framework for Economic Analysis

As discussed above, the Commission is conducting an economic analysis of the CAT
NMS Plan filed by the SROs on February 27, 2015, as amended, as anticipated in the Adopting
Release for Rule 613.%% In particular, the Commission has carefully evaluated the information
in the CAT NMS Plan, including the twelve considerations required by Rule 613%% and the

details of the decisions left to the discretion of the SROs. The Commission has also considered

30 See 17 CFR 242.608(b)(1) (“No national market system plan . . . shall become effective

unless approved by the Commission . . . ”); 17 CFR 242.608(b)(2) (“Within 120 days of
the date of publication of notice of filing of a national market system plan . . . the
Commission shall approve such plan . . . with such changes or subject to such conditions
as the Commission may deem necessary or appropriate, if it finds that such plan or
amendment is necessary or appropriate in the public interest, for the protection of
investors and the maintenance of fair and orderly markets, to remove impediments to, and
perfect the mechanisms of, a national market system, or otherwise in furtherance of the
purposes of the Act.”).

%01 See Exemption Order, supra note 18.

%02 see Adopting Release, supra note 9, at 45789.

303 See 17 CFR 242.613(a)(1).
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information drawn from outside the Plan in order to assess potential economic effects not
addressed therein. To provide context for this analysis, this Section describes the economic
framework for the analysis and seeks to identify uncertainties within that framework.

1. Economic Framework

a. Benefits

The CAT NMS Plan would create a new data source that could replace the use of some
current data sources for many regulatory activities. As such, the economic benefits of the CAT
NMS Plan would come from any expanded and more efficient regulatory activities facilitated by
improvements to the data regulators use. Therefore, the framework for examining benefits in
this economic analysis involves first considering whether and to what degree the CAT Data
would improve on the Baseline of current trading and order data in terms of the four qualities of
accuracy, completeness, accessibility, and timeliness.>*

Through these improvements in the data, the economic analysis then considers the degree
to which the Plan would result in improvements to regulatory activities such as the analysis and
reconstruction of market events, in addition to market analysis and research conducted by SROs
and Commission Staff, as well as market surveillance, examinations, investigations, and other
enforcement functions. These potential improvements, based on the regulatory objectives of the
CAT NMS Plan described in the Adopting Release,*® relate to the overall goal of substantially
enhancing the ability of the SROs and the Commission to oversee securities markets and fulfill
their regulatory responsibilities under the securities laws. The economic analysis explores how

the improvements to these regulatory activities provide economic benefits to investors and the

%04 sSee Adopting Release, supra note 9, at 45727.
eeid

3% Seeid. at 45730.
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market. Among other things, potential benefits that could result from the CAT NMS Plan
include benefits rooted in changes in the behavior of market participants. For example,
requirements to report certain data elements or events to the CAT could have the beneficial
effect of deterring rule violations because the inclusion of certain data fields and improvements
in the ability to surveil for violations could increase the perceived costs of violating rules and
regulations. Potential benefits could also stem from improved investor protection, such as from

more effective surveillance and more informed, data-driven rulemaking.

1) Data Qualities

In the Adopting Release, the Commission identified four qualities of trade and order data
that impact the effectiveness of core SRO and Commission regulatory efforts: accuracy,
completeness, accessibility, and timeliness.>% In assessing the potential benefits of the CAT
NMS Plan, the Commission’s economic analysis compares the data that would be available
under the Plan to the trading and order data currently available to regulators to determine
whether and to what degree the Plan would improve the available data with respect to those four

qualities.

306 See id. at 45727. Accuracy refers to whether the data about a particular order or trade is

correct and reliable. Completeness refers to whether a data source represents all market
activity of interest to regulators, and whether the data is sufficiently detailed to provide
the information regulators require. While current data sources provide the trade and
order data required by existing rules and regulations, those sources generally do not
provide all of the information of interest to regulators in one consolidated audit trail.
Accessibility refers to how the data is stored, how practical it is to assemble, aggregate,
and process the data, and whether all appropriate regulators could acquire the data they
need. Timeliness refers to when the data is available to regulators and how long it would
take to process before it could be used for regulatory analysis. As explained in the
Baseline, Section IV.D, infra, the trading and order data currently available to regulators
suffers from deficiencies in all four dimensions.
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@) Requlatory Activities

Any economic benefits would derive from how such improved data would affect
regulatory activities. Therefore, to analyze the potential benefits of the CAT NMS Plan, the
economic analysis also evaluates the potential of the CAT NMS Plan to meet the regulatory
objectives set out in the Adopting Release for Rule 613. The objectives are: improvements in
the analysis and reconstruction of broad-based market events; improvements in market analysis
in support of regulatory decisions; and improvements in market surveillance, investigations, and
other enforcement activities.*"’

A Analysis and Reconstruction of Broad-based
Market Events

The economic analysis considers whether and to what extent the CAT NMS Plan would
facilitate regulators’ performance of analysis and reconstruction of market events, potentially
helping to better inform both regulators and investors about such market events and speeding the
regulatory response following market events. Regulators perform reconstructions of market
events so that they and the public can be informed by an accurate accounting of what happened
(and, possibly, why it happened). As discussed in the Benefits Section,**® market
reconstructions can take a significant amount of time, in large measure due to various
deficiencies in the currently available trading and order data in terms of the four qualities
described above.®® The sooner regulators complete a reconstruction and analysis of a market

event, the sooner investors can be informed and the sooner regulators can begin reviewing the

%07 see Adopting Release, supra note 9, at 45730.

%8 See Section IV.E.2.a, infra.

%9 gSee Section IV.C.1.a(1), supra.
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event to determine what happened, who was affected and how, and whether the analysis supports
potential regulatory responses.®*° In addition, the improved ability for regulators to generate
prompt and complete market reconstructions could provide improved market knowledge, which
could assist regulators in conducting retrospective analysis of their rules and pilots.

B. Market Analysis in Support of Regulatory Decisions

The economic analysis considers whether and to what extent the CAT NMS Plan would
enhance the ability of the SROs and the Commission to conduct market analysis and research,
including analysis of market structure, and the degree to which it would improve regulators’
market knowledge and facilitate consideration of policy questions of interest. The SROs and
Commission Staff conduct data-driven analysis on market structure, in direct support of both
rulemaking and other regulatory decisions such as SRO rule approvals. The Commission also
relies on such analysis to improve understanding of market structure in ways that could inform
policy. Finally, SROs conduct market analysis and research on their own regulatory initiatives.
Improvements in the ability to conduct market analysis could further improve analysis related to
regulatory decisions and potentially influence those regulatory decisions to the benefit of
investors and the markets more generally.

C. Market Surveillance and Investigations

The economic analysis examines whether the CAT NMS Plan would improve market
surveillance and investigations, potentially resulting in more effective oversight of trading, better

investor protection, and deterrence of violative behavior. As described in more detail in the

310 see Adopting Release, supra note 9, at 45732.
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Baseline Section,*!! both SROs and the Commission conduct market surveillance, examinations,
investigations, and other enforcement functions targeting illegal activities such as insider trading,
wash sales, or manipulative practices. Improvements in market surveillance and investigations
could come in the form of “facilitating risk-based examinations, allowing more accurate and
faster surveillance for manipulation, improving the process for evaluating tips, complaints, and
9312

referrals . .., and promoting innovation in cross-market and principal order surveillance.

b. Costs

The economic analysis evaluates the costs of building and operating the Central
Repository; the costs of CAT reporting for Participants, broker-dealers, and service bureaus; and
other CAT-related costs. Where the CAT NMS Plan provides estimates of these costs, the
economic analysis evaluates those estimates and re-estimates them when necessary. The
economic analysis also discusses the drivers of these costs, and whether broker-dealers may or
may not pass these costs down to their customers. In addition, the economic analysis assesses
whether the CAT NMS Plan has the potential to result in cost savings. Rule 613 requires the
Plan to discuss “[a] plan to eliminate existing rules and systems (or components thereof) that
would be rendered duplicative by the consolidated audit trail.”*** As a part of its consideration
of the costs of the CAT NMS Plan, the economic analysis considers costs from duplicative
reporting for some period of time as well as potential cost savings from the retirement of

duplicative regulatory reporting systems.

811 See Section IV.D.1.c, infra.

312 see Adopting Release, supra note 9, at 45730.

3317 CFR 242.613(2)(1)(ix).
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The economic analysis also considers whether the CAT NMS Plan could result in second
order effects, such as changes to the behavior of market participants, that impose certain costs.
For example, the CAT NMS Plan’s tiered funding model could lead to costly efforts by market
participants to try to control their tiers in order to affect their fee payments, such as reducing
activity levels near the end of an activity level measuring period to avoid being classified as a
higher activity level firm. In addition, Participants, their members, and investors could incur
costs if their private information were accessed in the event of a security breach of the Central
Repository. The economic analysis considers these and other elements of the Plan that could
lead to distortions in behavior by market participants.

2. Existing Uncertainties

The Commission has carefully analyzed the information in the CAT NMS Plan, as well
as other relevant data, in order to assess the economic effects of the Plan. As discussed
throughout the analysis, in certain cases the Commission lacks information needed to evaluate all
of the potential economic effects of the CAT NMS Plan, creating uncertainty in some potential
benefits and costs. The primary drivers of uncertainty include the fee schedule applicable to
funding the Central Repository (the “Funding Model”), which has not yet been finalized, the
deferral of decisions on certain discretionary elements including the Technical Specifications
applicable to the CAT, and a lack of detailed information that would enable the Commission to
assess certain economic effects with greater precision. The implications of each primary area of
uncertainty for the Commission’s economic analysis are discussed below.

First, as noted above, the economic analysis evaluates information provided in the CAT
NMS Plan on the economic effects of the Plan, as well as information drawn from outside of the

Plan. However, the Commission lacks detailed information regarding some of the individual
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costs and discretionary decisions in the Plan, including the Funding Model. Specifically, the
Plan does not outline the proportion of CAT costs that would be allocated to Participants versus
broker-dealers. This uncertainty limits the Commission’s ability to evaluate the economic
effects of the Plan in some cases. However, the Commission has analyzed the expected
economic effects of the Plan to the extent possible with the information available, and where the
Commission can identify such areas of uncertainty, the economic analysis addresses this
uncertainty. In addition, the Commission requests comments to help resolve such uncertainties
during the consideration of the CAT NMS Plan.

Second, certain elements of the CAT NMS Plan would not be finalized until after the
selection of a “Plan Processor.”*** Among these are the security and confidentiality procedures

315

of the Central Repository,”™ the precise methods by which regulators would access data in the

Central Repository,*'® and the complete Technical Specifications.**” The Plan also provides the

314 See CAT NMS Plan, supra note 3, at Article V1. The Plan Participants have engaged in a

bidding process to select a Plan Processor, and the leading candidate bidders have
proposed different solutions. In certain instances, the Plan Participants have decided to
adopt the solutions proposed by whichever bidder they select.

815 See Section IV.F.4.a, infra, for additional discussion of risks and uncertainties related to

data security.

316 Rule 613(e)(1) requires the CAT NMS Plan to create a Central Repository to collect, link,
and store CAT Data and to make that data available to regulators. See 17 CFR
242.613(e)(1).

The CAT NMS Plan contains minimum standards and principles for setting many of
Technical Specifications, see CAT NMS Plan, supra note 3, at Section 6.9, and the
Commission’s economic analysis reflects those minimum standards and principles.
However, because the detailed Technical Specifications are not yet finalized by the
Participants, the Commission cannot fully assess any corresponding costs and benefits.

317
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Plan Processor the “sole discretion” to publish interpretations of the Technical Specifications,
including interpretations of permitted values in data elements.'®

Because these and other elements of the Plan have not yet been finalized, the
Commission cannot assess how and to what extent they could affect the overall economic effects
of the Plan. The Commission’s economic analysis is therefore limited to the extent that the
economic effects of the Plan depend on decisions that would be made after approval of the Plan.
However, the Commission has identified these areas of uncertainty and has assessed the
economic effects of the Plan to the best of its ability in light of these existing uncertainties.

Given the range of possible outcomes with respect to both the costs and benefits of the
CAT NMS Plan that depend on future decisions, the Commission also recognizes the importance
of provisions of the Plan related to the operation and administration of the CAT. In particular,
governance provisions of the Plan related to voting by the Operating Committee and the
involvement of the Advisory Committee may help promote better decision-making by the
relevant parties. Such provisions could mitigate concerns about potential uncertainty in the
economic effects of the Plan by giving the Commission greater confidence that its expected
benefits would be achieved in an efficient manner and that costs resulting from inefficiencies

would be avoided. As part of this economic analysis, the Commission therefore considers these

features of the Plan.>*°

38 See jd. at Section 6.9.
319 See Section IV.E.3.d, infra.
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3. Request for Comment on the Framework

The Commission requests comment on all aspects of the Framework for the Economic
Analysis on the CAT NMS Plan. In particular, the Commission seeks responses to the following
questions:

234. Do Commenters believe that the general economic
framework applied in this analysis is appropriate? If
not, which considerations should be added or
removed?

235. Do Commenters agree with the approach to
identifying benefits of the CAT NMS Plan? Are there
important sources of benefits that are not discussed
here? Are the data qualities important for regulatory
uses? Are there additional data qualities that the
Commission should consider? Are the regulatory
objectives important and beneficial for investors? Are
there additional regulatory objectives that the
Commission should consider?

236. Do Commenters agree with the approach taken in
this analysis for examining the costs of CAT? Please
explain.

237. Do the Commenters agree with the approach for

analyzing second order effects? Are there other
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sources of economic effects that the Commission
should consider?

238. Do Commenters agree with the Commission’s
characterization of uncertainties in the economic
analysis? How important are these uncertainties to the
Commission’s consideration of the CAT NMS Plan?
Avre there other sources of uncertainty that the
Commission should consider?

239. Do Commenters agree with the Commission’s
preliminary assessment that governance provisions of
the Plan related to voting by the Operating Committee
and the involvement of the Advisory Committee may
help promote better decision-making by the relevant
parties and thus mitigate concerns associated with
uncertainties in the economic effects of the Plan?
Please explain.

D. Baseline
The CAT NMS Plan would create a new regulatory dataset that SROs and the
Commission would use to supplement or replace their current data sources. The Adopting
Release states that “improvements [in the quality of audit trail data] should have the potential to
result in the following: (1) [ijmproved market surveillance and investigations; (2) improved

analysis and reconstructions of broad-based market events; and (3) improved market
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analysis.”**° To assess the overall economic impact of the CAT NMS Plan, the economic
analysis uses as the Baseline the current state of trade and order data and the current state of
regulatory activity that relies on that data. The Baseline discusses the currently available sources
of data, limits in available data that could impact regulatory activity, how regulators currently
use the available data, and the burden that producing that data imposes on SROs and broker-
dealers.

1. Current State of Requlatory Activities

The SROs and the Commission use data to analyze and reconstruct market events,
conduct market analysis and research in support of regulatory decision-making, and conduct
market surveillance, examinations, investigations, and other enforcement functions. The trend in
this area is to use more automated and data-intensive methods as regulators’ activities adjust to
the data and technology available. The following Sections describe these regulatory activities
and how regulators currently use data.

a. Analysis and Reconstruction of Market Events

In the Adopting Release, the Commission described how it expected CAT Data to
significantly improve the ability of regulators to reconstruct market events so that the public
might be informed by an accurate and timely accounting of the events in question.®** In a market
reconstruction, regulators seek to provide an accurate and factual accounting of what transpired
during a market event of interest by conducting a thorough analysis of the available market data.
These events often encompass activity in many securities across multiple trading venues,

requiring the linking and analysis of data from multiple sources. Examples of recent market

%0 see Adopting Release, supra note 9, at 45730.
2t ee id. at 45732-33,
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reconstructions include the Commodity Futures Trading Commission (“CFTC”) and SEC’s
analysis of the May 6, 2010 “Flash Crash,”# analysis of equity market volatility on August 24,
4 324

2015,%# and the multi-agency report on the U.S. Treasuries market on October 15, 201

b. Market Analysis and Research

In the Adopting Release, the Commission described how it expected CAT Data to
improve the ability of regulators to monitor overall market structure and better understand its
relationship with market behavior, so that the Commission and the SROs could be better
informed in their policy decisions.**® The Commission and SRO Staffs conduct data-driven
analysis on market structure, in direct support of both rulemaking and other regulatory decisions
such as SRO rule approvals as well as retrospective analyses of rules and pilots. The
Commission also relies on data analysis to inform its market structure policy. SROs also

conduct market analysis and research on their own regulatory initiatives. Examples of data-

%2 gee Findings Regarding the Market Events of May 6, 2010: Report of the Staffs of the
CFTC and SEC to the Joint Advisory Committee on Emerging Regulatory Issues
(September 30, 2010) (“Flash Crash Analysis™), available at
http://www.sec.gov/news/studies/2010/marketevents-report.pdf.

33 See Staff of the Office of Analytics and Research, Division of Trading and Markets,
Research Note: Equity Market Volatility on August 24, 2015 (Dec. 2015) available at
http://www.sec.gov/marketstructure/research/equity market volatility.pdf; see also
Austin Gerig and Keegan Murphy, The Determinants of ETF Trading Pauses on August
24™ 2015, White Paper (February 2016) available at
http://www.sec.gov/marketstructure/research/determinants_eft_trading_pauses.pdf.

34 See U.S. Department of the Treasury, Board of Governors of the Federal Reserve

System, Federal Reserve Bank of New York, U.S. Securities and Exchange Commission,
and U.S. Commodity Futures Trading Commission, Joint Staff Report: The U.S.
Treasury Market on October 15, 2014 (July 13, 2015), available at
http://www.sec.gov/reportspubs/special-studies/treasury-market-volatility-10-14-2014-
joint-report.pdf.

35 gSee Adopting Release, supra note 9, at 45733.
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http://www.sec.gov/reportspubs/special-studies/treasury-market-volatility-10-14-2014-joint-report.pdf
http://www.sec.gov/reportspubs/special-studies/treasury-market-volatility-10-14-2014-joint-report.pdf

driven market analysis include reports on OTC trading,* small capitalization stock trading, **’

the Limit Up-Limit Down Pilot,*?® short selling,** and high frequency trading.**

C. Market Surveillance and Investigations

Regulators perform market surveillance and investigation functions that rely on access to

multiple types of market data. In the Adopting Release, the Commission discussed how data
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See Laura Tuttle, Alternative Trading Systems: Description of ATS Trading in National
Market System Stocks (October 2013) available at
http://www.sec.gov/divisions/riskfin/whitepapers/alternative-trading-systems-10-
2013.pdf; Laura Tuttle, OTC Trading: Description of Non-ATS OTC Trading in
National Market System Stocks (March 2014), available at
http://www.sec.gov/dera/staff-papers/white-papers/otc-trading-white-paper-03-2014.pdf.

See Securities Exchange Act Release No. 74892, Order Approving the National Market
System Plan to Implement a Tick Size Pilot Program (May 6, 2015), 80 FR 27514,
27534, 27541 (May 13, 2015); see also Charles Collver, A Characterization of Market
Quality for Small Capitalization US Equities (September 2014), available at
http://www.sec.gov/marketstructure/research/small_cap_liquidity.pdf.

See SRO Supplemental Joint Assessment, available at http://www.sec.gov/comments/4-
631/4-631.shtml; Memo to File from the Division of Economic and Risk Analysis
regarding the Cornerstone Analysis of the Impact of Straddle States on Options Market
Quiality (February 8, 2016), available at http://www.sec.gov/comments/4-631/4631-
42.pdf; see also Gerig and Murphy, supra note 323.

See Memo to Chairman Christopher Cox from Daniel Aromi and Cecilia Caglio
regarding an Analysis of Short Selling Activity during the First Weeks of September
2008, (December 16, 2008) available at http://www.sec.gov/comments/s7-08-09/s70809-
369.pdf; Memo to Chairman Christopher Cox from Daniel Aromi and Cecilia Caglio
regarding an Analysis of a Short Sale Price Test Using Intraday Quote and Trade Data
(December 17, 2008) available at http://www.sec.gov/comments/s7-08-09/s70809-
368.pdf; Memo from the Office of Economic Analysis regarding an Analysis of the July
Emergency Order Requiring a Pre-borrow on Short Sales (January 14, 2009) available at
http://www.sec.gov/spotlight/shortsales/oeamemo011409.pdf.

See Austin Gerig, High-Frequency Trading Synchronizes Prices in Financial Markets,
available at http://www.sec.gov/dera/staff-papers/working-papers/dera-wp-hft-
synchronizes.pdf; see also Staff of the Office of Analytics and Research, Division of
Trading and Markets, Research Note: Equity Market Volatility on August 24, 2015
(December 2015) available at

http://www.sec.gov/marketstructure/research/equity _market volatility.pdf.
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limitations impact surveillance and investigations, including risk-based examinations, market
manipulation investigations, tips and complaints, and cross-market and principal order
surveillance.®* The following Sections update and broaden the discussion from the Adopting
Release to describe the current state of SRO surveillance and SRO and Commission
examinations and enforcement investigations.

1) Current SRO Surveillance

Rule 613(f) requires the SROs to develop and implement a surveillance system, or
enhance existing surveillance systems, reasonably designed to make use of the CAT Data.*** For
the purposes of this economic analysis, the Commission considers surveillance to involve SROs
running automated processes on routinely collected or in-house data to identify potential
violations of rules or regulations. As such, surveillance does not include processes run on data
that the SROs request only when needed. SRO surveillance can help protect investors by having
systems in place that can be used to detect fraudulent behavior and anomalous trading. For
instance, SROs use surveillance systems, developed internally or by a third party, to detect
violations of trading rules, market abuse, or unusual behavior, in real time, within one day, or
within a few weeks of the activity in question. The exchanges are responsible for surveillance of
their own exchanges, and FINRA is responsible for off-exchange and cross-market surveillance.
FINRA also provides surveillance services to U.S. equity and options exchanges through

regulatory services agreements with nearly every equity market and all options exchanges.***

%L See Adopting Release, supra note 9, at 45730-32.

%2 See 17 CFR 242.613(f).

33 See Richard G. Ketchum, FINRA Chairman and CEO, Testimony Before the
Subcommittee on Capital Markets and Government Sponsored Enterprises Committee on
Financial Services (May 1, 2015), available at
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FINRA also currently conducts several cross-market surveillance patterns, such as surveillance
focused on wash sales, front running, relationship trading, and high frequency trading.

FINRA has responsibility to oversee and regulate OTC trading of exchange-listed and
non-exchange-listed securities, as well as trading in corporate and municipal debt instruments
and other fixed income instruments. Also, FINRA conducts cross-market surveillance for
approximately 99% of the listed equity market and approximately 70% of the listed options
market.*** To conduct cross-market surveillance, FINRA uses a variety of online and offline
surveillance techniques and programs to reconstruct market activity, using trading data and quote
information that is captured throughout the trading day, as well as order audit trail data reported
daily. FINRA'’s cross-market surveillance is able to identify a single broker-dealer’s
manipulative activity across multiple markets, as well as manipulative activity of multiple
market participants acting in concert across multiple markets.®

Additional surveillance is conducted by exchange-operating SROs, some of it conducted

as trading activity occurs. This surveillance can include detection of market manipulation,

https://www.finra.org/newsroom/speeches/050115-testimony-subcommittee-capital-
markets-and-government-sponsored-enterprises; Richard G. Ketchum, FINRA Chairman
and CEO, Testimony Before the Subcommittee on Securities, Insurance and Investment,
United States Senate (March 3, 2016), available at
http://www.finra.org/newsroom/speeches/030316-testimony-subcommittee-securities-
insurance-and-investment-united-states.

34 See Richard G. Ketchum, FINRA Chairman and CEO, Testimony Before the
Subcommittee on Securities, Insurance and Investment, United States Senate (March 3,
2016), available at http://www.finra.org/newsroom/speeches/030316-testimony-
subcommittee-securities-insurance-and-investment-united-states.

35 See FINRA 2015 Regulatory and Examinations Priorities Letter, at 14, available at

https://www.finra.org/sites/default/files/p602239.pdf; see also FINRA 2016 Regulatory
and Examinations Priorities Letter, at 12, available at
https://www.finra.org/sites/default/files/2016-requlatory-and-examination-priorities-

letter.pdf.
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violations of trading rules, and other unusual behavior.

2 Examinations

In the Adopting Release, the Commission explained how it expected CAT Data to
facilitate risk-based examinations.**® SROs currently conduct exams of broker-dealers for
violations of trading-related federal laws, rules, and regulations and for violations of SRO rules
and regulations.®*’ In 2015, FINRA’s Member Regulation Department conducted approximately
2,400 broker-dealer examinations.**® The Commission currently conducts exams of broker-
dealers, transfer agents, investment advisers, investment companies, municipal advisers, clearing
agencies, the national securities exchanges, other SROs such as FINRA and the Municipal
Securities Rulemaking Board, and the Public Company Accounting Oversight Board
(“PCAOB”). The Commission conducted 493 broker-dealer examinations in 2014 and 484 in
2015, 70 exams of the national securities exchanges and FINRA in 2014 and 21 in 2015. In
addition, the Commission conducted 1,237 investment adviser and investment company

examinations in 2014 and 1,358 in 2015. Virtually all investment adviser examinations and a

%6 see Adopting Release, supra note 9, at 45730-31.

%7 SEC Rule 17d-2 permits SROs to propose joint plans among two or more SROs for the

allocation of regulatory responsibility. Where 17d-2 agreements are in place, SROs have
joint plans with respect to their common members (i.e., members of both/all the SROs
party to an agreement under Rule 17d-2) for common rules (i.e., rules that are identical or
substantially identical). Commission approval of a plan filed pursuant to Rule 17d-2
relieves an SRO of those regulatory responsibilities allocated by the plan to another SRO.
See 17 CFR 240.17d-2. Exchanges also enter into Regulatory Services Agreements
(“RSAs”) whereby one SRO contractually agrees to perform regulatory services for
another. However, RSAs do not relieve the contracting SRO from regulatory
responsibility for the performance of any regulatory services allocated pursuant to the
RSA and are not filed with the Commission for approval.

38 This estimate is based on Staff discussions with FINRA. See also FINRA overview of

Member Regulation available at http://www.finra.org/industry/member-regulation.
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significant proportion of the Commission’s other examinations involve analysis of trading and
order data.

Examinations of broker-dealers and investment advisers involve intensive analysis of
trading data. Examinations seek to determine whether the entity being examined is: conducting
its activities in accordance with the federal securities laws, rules adopted under these laws, and
SRO rules; adhering to the disclosures it has made to its clients, customers, the general public,
SROs and/or the Commission; and implementing supervisory systems and/or compliance
policies and procedures that are reasonably designed to ensure that the entity’s operations are in
compliance with the applicable legal requirements.3*

The Commission and certain SROs, such as FINRA, use a risk-based approach to select
candidates and to determine exam scope and focus.>*® “Risk-based examinations” seek to
increase regulatory efficiency by using preliminary data analysis to direct examination resources
towards entities and activities where risks of violative or illegal activity are the highest. The
Commission uses risk and data analysis before opening an exam to identify broker-dealers and
investment advisers for areas of focus such as suspicious trading, as well as during an exam to

identify the particular activities of a broker-dealer or investment adviser that could trigger certain

compliance and supervisory risks.

339 See SEC, Examination Information for Entities Subject to Examination or Inspection by

the Commission (June, 2014), available at
http://www.sec.gov/about/offices/ocie/ocie exambrochure.pdf.

#0  FINRA conducts regulatory examinations by contract on behalf of all the options and

equities exchanges, except for the Chicago Stock Exchange, Inc. (“CHX”) and the
National Stock Exchange, Inc. (“NSX”). Accordingly most exchanges also employ a
risk-based approach to examination selection and scope. CHX examines members on a
cycle basis. NSX recently resumed operations in December, 2015. See Securities
Exchange Act Release No. 76640 (December 14, 2015), 80 FR 79122 (December 18,
2015).
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Because of the data-intensive nature of examinations, the Commission and SROs have
systems, such as the Commission’s National Exam Analytics Tool (“NEAT”), to combine,
standardize, and analyze exam data. The NEAT system allows examiners to import trade blotter
data to conduct commission analysis, cross trades analysis, bunch price analysis, trading pattern
analysis, and restricted trade analysis. However, as discussed further below, there are limitations

on the trade blotter data imported by the NEAT system.**!

3 Enforcement Investigations

The Adopting Release details how the Commission expects the CAT Data to aid in the
analysis of potential manipulation.®** The Commission and SROs undertake numerous
investigations to enforce the securities laws and related rules and regulations, including
investigations of market manipulations (e.q., marking the close, order layering, spoofing,*** wash

sales, trading ahead), insider trading, and issuer repurchase violations. As noted below, the

Commission estimates that 30-50% of enforcement investigations use trade and order data, and
any of these types of investigations, in addition to numerous other investigations, could
potentially utilize CAT Data.>*

SROs rely primarily on surveillance to initiate investigations based on anomalies in the

trading of securities. The Commission initiates enforcement investigations when SROs or others

%1 gee Section IV.D.2.b, infra.

%2 gsee Adopting Release, supra note 9, at 45731.

343 Layering and spoofing are manipulations where orders are placed close to the best buy or

sell price with no intention to trade in an effort to falsely overstate the liquidity in a
security.

344 See infra note 345 and accompanying text. The percentage of enforcement investigations

that could be expected to utilize CAT Data depends on the percentage of investigations
that involve broker-dealers, investment advisers and investment companies.
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submit reliable tips, complaints, or referrals, or when the Commission becomes aware of
anomalies indicative of manipulation. After the detection of potential anomalies, a tremendous
amount of time and resources are expended in gathering and interpreting trade and order data to
construct an accurate picture of when trades were actually executed, what market conditions
were in effect at the time of the trade, which traders participated in the trade, and which
beneficial owners were affected by the trade. In 2015, the Commission filed 807 enforcement
actions, including 39 related to insider trading, 43 related to market manipulation, 124 related to
broker-dealers, 126 related to investment advisers/investment companies, and one related to
exchange or SRO duties. In 2014, the Commission filed 755 enforcement actions, including 52
related to insider trading, 63 related to market manipulation, 166 related to broker-dealers, and
130 related to investment advisers/investment companies, many of which involved trade and
order data.** Similarly, FINRA brought 1,397 disciplinary actions in 2014 and 1,512 in 2015.34

4 Tips and Complaints

The Adopting Release discussed how the Commission expected CAT Data to improve
the processes used by the SROs and the Commission for evaluating tips and complaints.®*’
Market participants or those with experience in analyzing market data sometimes notice atypical

trading or quoting patterns in publicly available market data, and these observations sometimes

result in a tip or complaint to a regulator. Regulators investigate thousands of tips and

35 See Year-by-Year SEC Enforcement Statistics, available at

https://www.sec.gov/news/newsroom/images/enfstats.pdf. The total number of actions
filed is not necessarily the same as the number of investigations. An investigation may
result in no filings, one filing, or multiple filings. Additionally, trade and order data may
be utilized in enforcement investigations that do not lead to any filings.

%6 gSee FINRA statistics available at http://www.finra.org/newsroom/statistics.

%7 See Adopting Release, supra note 9, at 45731-32.
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complaints each year. In fiscal years 2014 and 2015, the Commission received around 15,000
entries in its Tips, Complaints and Referrals (“TCR”) system, approximately one third of which
related to manipulation, insider trading, market events, or other trading and pricing issues.

Analysis of tips and complaints follows three general stages. First, regulators ensure that
the tip or complaint contains sufficient information to facilitate analysis. The second stage
involves a triaging effort in which regulators may use directly accessible data or make phone
calls and other informal queries to determine if the tip or complaint is credible. For tips and
complaints that seem credible, the third stage involves a more in-depth investigation or
examination, which follows the processes described above for examinations and enforcement
investigations.

2. Current State of Trade and Order Data

To assess how and to what degree the CAT NMS Plan would affect the trade and order
data available to regulators, the economic analysis considers what data regulators use currently
and the limitations in that data.

a. Current Sources of Trade and Order Data

The SROs and the Commission currently use a range of trading and order data sources
for the regulatory activities discussed above. The types of data and ease of use can vary widely
from one source to the next. Some data sources provide access to in-depth information on a
narrow slice of the market, while others reveal more limited information but with broader market
coverage. This Section reviews the primary sources of data currently available to regulators,
describing the content of the data provided and examples of their specialized uses. There are
limitations on each of the data sources discussed below that reduce their usefulness for

regulatory purposes. These limitations and their impact on the ability of the SROs and the
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Commission to use the data sources for regulatory purposes are explained in Section IV.D.2.b

below.

(@D SRO Data

Most SROs maintain audit trails that contain the trade and order data that they obtain

from members. Regulators have access to at least three sources of audit trail data. First, the

National Association of Securities Dealers (“NASD”)3* established its Order Audit Trail System

(“OATS”)** in 1998, which required NASD (n/k/a FINRA) members to report certain trade and

order data regarding NASDAQ-listed equity securities.**® OATS was later expanded to include

OTC equity securities and all NMS stocks.** Second, beginning in 2000, several of the current

348

349

350

351

In 2007, NASD and the member-related functions of NYSE Regulation, Inc., the
regulatory subsidiary of New York Stock Exchange LLC (“NYSE”), were consolidated.
As part of this regulatory consolidation, the NASD changed its name to FINRA. See
Securities Exchange Act Release No. 56146 (July 26, 2007), 72 FR 42190 (August 1,
2007). FINRA and the National Futures Association (“NFA”) are currently the only
national securities associations registered with the Commission; however, the NFA has a
limited purpose registration with the Commission under Section 15A(k) of the Exchange
Act. 15 U.S.C. 780-3(k); see also Securities Exchange Act Release No. 44823
(September 20, 2001), 66 FR 49439 (September 27, 2001).

See Securities Exchange Act Release No. 39729 (March 6, 1998), 63 FR 12559 (March
13, 1998) (order approving proposed rules comprising OATS) (“OATS Approval
Order™).

The FINRA website states: “FINRA has established the Order Audit Trail System
(OATS), as an integrated audit trail of order, quote, and trade information for all NMS
stocks and OTC equity securities. FINRA uses this audit trail system to recreate events
in the life cycle of orders and more completely monitor the trading practices of member
firms.” FINRA, OATS, available at http://www.finra.org/industry/oats (listing further
information on OATS).

See Securities Exchange Act Release No. 63311 (November 12, 2010), 75 FR 70757
(November 18, 2010) (order approving proposed rule change by FINRA relating to the
expansion of OATS to all NMS stocks).
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options exchanges implemented the Consolidated Options Audit Trail System (“COATS”).**?

Finally, each equity and options exchange keeps an audit trail of orders and trades that occur on
its market.*>*

Specifically, for each of these stages in the life of an order, FINRA Rule 7440 requires
the recording and reporting of the following information, as applicable, including but not limited
to: for the receipt or origination of the order, the date and time the order was first originated or
received by the reporting member, a unique order identifier, the market participant symbol of the
receiving reporting member, and the material terms of the order;*** for the internal or external

routing of an order, the unique order identifier, the market participant symbol of the member to

which the order was transmitted, the identification and nature of the department to which the

%2 See, e.q., In the Matter of Certain Activities of Options Exchanges, Order Instituting

Public Administrative Proceedings Pursuant to Section 19(h)(1) of the Securities
Exchange Act of 1934, Making Findings and Imposing Remedial Sanctions, Securities
Exchange Act Release No. 43268 (September 11, 2000) (“Options Settlement Order™);
Securities Exchange Act Release No. 50996 (January 7, 2005), 70 FR 2436 (January 13,
2005) (order approving proposed rule change by Chicago Board Options Exchange,
Incorporated (“CBOE”) relating to Phase V of COATYS).

See, e.q., infra notes 358-364 and accompanying text. For example, the NYSE tracks
counterparties on every trade in its Consolidated Equity Audit Trail Data (“CAUD”)
system, and records electronic order events in a System Order Data (“SOD”) database.
See Proposing Release, supra note 9, at 3256468 (proposing Consolidated Audit Trail
and discussing equity exchange audit trails). The SROs provided data in various
proprietary formats to the Commission in support of the investigation of the May 6",
2010 “Flash Crash.” These data sources are briefly discussed in the Flash Crash
Analysis, supra note 322.

353

324 The specific information required to be reported includes: the number of shares;

designation as a buy or sell or short sale; designation of the order as market, limit, stop,
or stop limit; limit or stop price; date on which the order expires and if the time in force is
less than one day, the time when the order expires; the time limit during which the order
is in force; any request by a customer that a limit order not be displayed, or that a block
size limit order be displayed, pursuant to Rule 604(b) of Regulation NMS; any special
handling requests; and identification of the order as related to a program trade or index
arbitrage trade. See FINRA Rule 7440(Db).
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order was transmitted if transmitted internally, the date and time the order was received by the
market participant or department to which the order was transmitted, the material terms of the

order as transmitted, **°

the date and time the order was transmitted, and the market participant
symbol of the member who transmitted the order; for the modification or cancellation of an
order, a new unique order identifier, original unique order identifier, the date and time a
modification or cancellation was originated or received, and the date and time the order was first
received or originated;>*® and for the execution of an order, in whole or in part, the unique order
identifier, the designation of the order as fully or partially executed, the number of shares to
which a partial execution applies and the number of unexecuted shares remaining, the date and
time of execution, the execution price, the capacity in which the member executed the
transaction, the identification of the market where the trade was reported, and the date and time
the order was originally received. FINRA Rule 7440 also requires reporting of the account

357

type,™"’ the identification of the department or terminal where an order is received from a

customer, the identification of the department or terminal where an order is originated by a

35 The specific information required includes the number of shares to which the

transmission applies, and whether the order is an intermarket sweep order. See FINRA
Rule 7440(c).

For cancellations or modifications, the following information also is required: if the open
balance of an order is canceled after a partial execution, the number of shares canceled,
and whether the order was canceled on the instruction of a customer or the reporting
member. See FINRA Rule 7440(d).

“Account type” refers to the type of beneficial owner of the account for which the order
was received or originated. Examples include institutional customer, individual
customer, employee account, market making, and proprietary. See FINRA, OATS
Reporting Technical Specifications, at 4-2, available at
http://www.finra.org/sites/default/filessf OATSTechSpec _01112016.padf.

356

357
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reporting member, and the identification of a reporting agent if the agent has agreed to take on
the responsibilities of a reporting member under Rule 7450.
A majority of options exchanges require their members to provide the following

information with respect to orders entered onto their exchange: (1) the material terms of the

358 359

order;™" (2) order receipt time;>” (3) account type; (4) the time a modification is received; (5)
the time a cancellation is received; (6) execution time; and (7) the clearing member identifier of
the parties to the transaction.*®°

Although SROs that operate exchanges collect much of their audit trail information
directly from their internal systems, broker-dealers also have the responsibility to report
regulatory data to SRO audit trails. Some broker-dealers perform nearly all of these data
reporting requirements in-house, whereas others contract with service bureaus to accomplish this
data reporting.*®* This reporting can represent a significant burden on broker-dealers.

Audit trail data have become more useful to regulators over time. As noted above,

FINRA expanded OATS from covering only NASDAAQ listed securities to include OTC equity

38 The specific information required includes option symbol; underlying security; expiration

month; exercise price; contract volume; call/put; buy/sell; opening/closing transaction;
price or price limit; and special instructions. See, e.q., BATS Exchange, Inc. (“BATS”)
Rule 20.7; BOX Options Exchange LLC (“BOX") Chapter V, Section 15; CBOE Chapter
VI, Rules 6.24 and 6.51; NASDAQ Options Market (“NOM”) Rule Chapter V, Section 7;
NYSE Amex Rules 153, Commentary .01, and 962; NYSE Arca Rules 6.67, 6.68, and
6.69; and NASDAQ OMX PHLX LLC (“Phix) Rules 1063 and 1080.

The required information also includes identification of the terminal or individual
completing the order ticket. See id.

360 See id.
361

359

See Section IV.F.1.c(2), infra, for a discussion of how broker-dealers decide whether or
not to outsource their regulatory reporting.
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securities and all NMS stocks.**? Commission Staff understands that FINRA has also begun

collecting additional SRO audit trail data, provided voluntarily from most exchanges, to

supplement OATS data. In addition, NYSE, NYSE Amex LLC (n/k/a “NYSE MKT LLC”)

(“NYSE Amex”), and NYSE ARCA, Inc. (“NYSE Arca”) eliminated their OTS audit trail

requirements and replaced them to coordinate with the OATS requirements, so that members

who are also members of either FINRA or NASDAQ (and therefore subject to OATS

requirements) are able to satisfy their reporting obligations by meeting the OATS

requirements.®®® As a result of all of these changes, the combined data from these different audit

trails

364

now cover most order events in equities.

362

363

364

See supra note 351.

See Securities Exchange Act Release No. 65523 (October 7, 2011), 76 FR 64154
(October 17, 2011) (concerning NYSE); Securities Exchange Act Release No. 65524
(October 7, 2011), 76 FR 64151 (October 17, 2011) (concerning NYSE Amex);
Securities Exchange Act Release No. 65544 (October 12, 2011), 76 FR 64406 (October
18, 2011) (concerning NYSE Arca).

Other SRO audit trails have varied reporting requirements. Some exchanges have
detailed audit trail data submission requirements for their members covering order entry,
transmittal, and execution. See CHX Article 11, Rule 3(b); NASDAQ Rules 6950-6958
(substantially similar to the OATS rules); NASDAQ OMX BX Rules 6950-6958
(substantially similar to OATS rules). The audit trail rules of the other exchanges
incorporate only standard books and records requirements in accordance with Section 17
of the Exchange Act, 15 U.S.C. 78g. See, e.q., NSX Chapter VI, Rule 4.1.; BATS
Chapter IV, Rule 4.1; CBOE Rule 15.1 (applicable to CBOE Stock Exchange
(“CBSX™)); International Securities Exchange, LLC (“ISE”) Rule 1400; NYSE Arca
Equities Rule 2.24. One exchange only requires its members to make and keep books
and records and other correspondence in conformity with Section 17 of the Exchange Act
and the rules thereunder, with all other applicable laws and the rules, regulations and
statements of policy promulgated thereunder, and with the exchange’s rules. See NSX
Chapter VI, Rule 4.1. Though not an audit trail, the Large Options Position Report
(“LOPR”) is also a source of SRO data that is used for surveillance, examination, and
enforcement purposes by SRO and Commission staff. The data is collected pursuant to
FINRA Rule 2360(b)(5), Reporting of Options Positions, under which each member must
file a report for each account in which they have an interest in a position of 200 or more
options contracts, on the same side of the market. Any increases or decreases in this
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SRO audit trail data is used for market reconstructions and market analyses, and to
inform policy decisions, both by the Commission and by SROs. Regulators also use SRO audit
trail data extensively for surveillance, examinations, investigations, and other enforcement
functions. Current SRO market surveillance relies primarily on data from the SRO audit trails,
generated directly from the exchange servers and from OATS. Likewise, SRO examinations and
investigations pull information from their own audit trails before seeking data from others.
Commission examinations and investigations also rely heavily on SRO audit trails to start the
process of tracing a particular trade from its execution to the order initiations and customer
information, and the audit trails can be useful for manipulation investigations or other regulatory
activities that require analyses of microcap securities trading activity. There are, however,
limitations on SRO audit trail data that reduce their usefulness to regulators. For example, for
the examinations mentioned above, Commission examination Staff may undertake a laborious
process of linking SRO audit trail data with EBS data, because SRO audit trail data does not
contain customer information.**> These and other limitations are discussed in Section IV.D.2.b,
infra.

@) Equity and Option Cleared Reports

The SROs and Commission also have access to equity and option cleared reports.

Clearing broker-dealers report their equity and option cleared data on a daily basis and the NSCC

position must also be reported. The Options Clearing Corporation (“OCC”) is the service
provider for the processing of these reports, which are used at will by the SROs for
surveillance purposes. The Commission also frequently uses LOPR for enforcement
investigations of insider trading and market manipulation cases.

%5 See Section IV.D.2.b, infra.
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and the OCC aggregate the data across the market and generate the reports.®®® The reports show
the number of trades and daily cleared trade and share volume, by clearing member, for each
equity and listed option security in which transactions took place. Regulators can query these
reports directly through an internal online system that interfaces with the Depository Trust and
Clearing Corporation (“DTCC”) data by security name and CUSIP number.**” The originating
source of the DTCC cleared equity data is the Securities Information Automation Corporation
(“SIAC”) and the originating source of the cleared options data is the OCC.

Equity and option cleared reports provide a way for regulators to directly access a dataset
to see how much trading volume is accounted for by a particular clearing broker. As such, these
data are often used at the beginning of an examination or investigation to start identifying the
market participants that may have additional data needed to pinpoint a particular activity. But
there are limitations on these reports that reduce their usefulness to regulators. For example, the
information available on the reports is limited to the date, the clearing firm, and the number of
transactions cleared by each clearing firm on each SRO. These and other limitations are

discussed in Section 1VV.D.2.b, infra.

366 NSCC provides clearing, settlement, risk management, central counterparty services and

a guarantee of completion for certain transactions for virtually all broker-to-broker trades
involving equities, corporate and municipal debt, American depositary receipts,
exchange-traded funds, and unit investment trusts. See DTCC, About DTCC, NSCC,
available at http://www.dtcc.com/about/businesses-and-subsidiaries/nscc.aspx. The OCC
IS an equity derivatives clearing organization that is registered as a clearing agency under
Section 17A of the Act, 15 U.S.C. 78g-1, and operates under the jurisdiction of both the
Commission and the CFTC. See OCC, About OCC, available at
http://www.optionsclearing.com/about/corporate-information/what-is-occ.jsp.

37 A CUSIP number is a unique alphanumeric identifier assigned to a security and facilitates

the clearance and settlement of trades in the security. See SEC, Fast Answers, CUSIP
Number, available at www.sec.gov/answers/cusip.htm.
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3 Electronic Blue Sheets

Broker-dealers provide detailed data to regulators in the form of EBS. The EBS data,
provided pursuant to Rule 17a-25 under the Act,*® facilitate investigations by the SROs and
Commission Staff, particularly in the areas of insider trading and market manipulations. The
EBS system provides certain detailed execution information in its electronic format*®*® upon
request by SRO or Commission Staff. This information often includes the employer of the

370 which can be important to insider trading investigations, and

beneficial owner of an account,
in some cases, a tax identification number.3"
The EBS system also provides additional information on market participants who meet

the definition of “large traders” and have self-identified to the Commission as required by Rule

%8 17 CFR 240.17a-25. Rule 17a-25 codified the requirement that broker-dealers submit to
the Commission, upon request, information on their customer and proprietary securities
transactions in an electronic format. The Rule requires submission of the same standard
customer and proprietary transaction information that SROs request through the EBS
system in connection with their market surveillance and enforcement inquiries.

369 For a proprietary transaction, Rule 17a-25 requires a broker-dealer to provide the

following information electronically upon request: (1) clearing house number or alpha
symbol used by the broker-dealer submitting the information; (2) clearing house
number(s) or alpha symbol(s) of the broker-dealer(s) on the opposite side to the trade; (3)
security identifier; (4) execution date; (5) quantity executed; (6) transaction price; (7)
account number; (8) identity of the exchange or market where the transaction was
executed; (9) prime broker identifier; (10) average price account identifier; and (11) the
identifier assigned to the account by a depository institution. See Rule 17a-25(a)(1),
(b)(1)-(3), 17 CFR 240.17a-25(a)(1), (b)(1)-(3). For customer transactions, the broker-
dealer also is required to include the customer’s name, customer’s address, the
customer’s tax identification number, and other related account information. See Rule
17a-25(a)(2), 17 CFR 240.17a-25(a)(2); see also infra note 372 and accompanying text
(discussing additional information on “large traders” reported through EBS).

80 Employer information is required by some SRO EBS rules. See, e.q., NYSE and FINRA

Rule 8211. While employer information is not required under Rule 17a-25, Commission
staff sometimes request and receive this information.

31 Tax identification numbers are not required to be reported in EBS for average price,

allocation, riskless principal, foreign accounts, and subaccounts.
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13h-1.3"2 Large traders who file Form 13H with the Commission are assigned a “large trader
identification number” by the Commission and must provide that number to their brokers for
inclusion in the EBS records that are maintained by the clearing brokers. Rule 13h-1, subject to
relief granted by the Commission,*”® requires that execution time be captured (to the second) for
certain categories of large traders. Large trader data provide the Commission with a way to
acquire information about the activities of large traders and allow the activities of large traders to
be more readily aggregated across or partitioned by multiple broker-dealers. Regulators
generally use data from the EBS system extensively in enforcement investigations, for which
EBS data are vital, particularly insider trading investigations. But again, there are limitations on
EBS data. For example, EBS data are cumbersome to use for broad analyses, such as analysis
and reconstruction of market events, market analysis and research, and some examinations,
because of the fragmentation of the data. These and other limitations are discussed in Section
IV.D.2.b, infra.

4) Trade Blotters and Order Tickets

Investment advisers and broker-dealers maintain data in the form of order tickets and

trade blotters that regulators can obtain on request.®’* Order tickets are in-house records

372 See Securities Exchange Act Release No. 64976 (July 27, 2011), 76 FR 46960 (August 3,
2011). A “large trader” is defined as a person whose transactions in NMS securities
equal or exceed 2 million shares or $20 million during any calendar day, or 20 million
shares or $200 million during any calendar month. SEC Rule 13h-1, 17 CFR 240.13h-1,
requires those market participants who meet the definition of “large traders” to comply
with a number of requirements, including filing Form 13H with the Commission to
receive a large trader identification number. Id.

318 see Securities Exchange Act Release No. 76322 (October 30, 2015), 80 FR 68590
(November 5, 2015).

Rule 204-2 requires investment advisers to maintain a memorandum of each order given
by the investment adviser for the purchase or sale of any security. 17 CFR 275.204-

374
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maintained by investment advisers and broker-dealers that provide order details, including time
stamps of order initiation and placement, special order types, any special instructions for the
order, and plans for the allocation of shares and prices across accounts and subaccounts. Order
tickets also identify account owners. Commission Staff collects order tickets regularly for
examinations, and occasionally also for market manipulation investigations.

Broker-dealers maintain data in trade blotters that are similar to EBS. However, the trade
blotters also contain more information, including the commissions paid in executing each order,
time stamps of when an order is received and when it is executed (and the number of fills), and
the pricing information for all executions in the order.*”> SROs use trade blotters in
examinations of their members. Commission Staff uses trade blotters frequently for
examinations, including in almost every broker-dealer, investment adviser, and hedge fund
examination, as well as for insider trading and market manipulation investigations. Regulators
use trade blotter data to determine the order entry time and execution time for trades by a
particular customer in examinations and enforcement investigations. Trade blotters are also the
primary data source used in regulatory investigations for which subaccount allocation
information is important for determining violative behavior, such as cherry-picking and front-

running cases. There are limitations on trade blotter and order ticket data that reduce their

2(a)(3). Rule 17a-3(a)(1) requires broker-dealers to maintain a trade blotter. 17 CFR
240.17a-3(a)(1).

Regulators could also request a trade confirmation instead of a trade blotter. A trade
confirmation shows the customer, the symbol, execution price, trade date, settlement date
and commission. A trade blotter is more detailed than a trade confirmation. A trade
blotter is what a firm itself records and the exact information recorded varies by

firm. Typically, regulators look to the trade confirmation when they have questions
about the veracity of a firm’s blotter, but generally prefer to request the trade blotter due
to its greater detail.

375
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usefulness to regulators, however. For example, regulators lack direct access to these data; in
order to acquire trade blotter and order ticket data, regulators need to send a request to each
individual broker-dealer to obtain its data, which can be a lengthy and cumbersome process.
These and other limitations are discussed in Section IV.D.2.b, infra.

5) Trading and Order Handling System Data

Broker-dealers and exchanges also collect and maintain records of activity in their order
handling systems and internal matching systems.®’® This data may include order receipt,
modification or routing information not otherwise reported to SROs. Some elements of these
data exceed the scope of information captured in EBS, SRO audit trail, trade blotter, or order
ticket data; for example, SRO audit trail data sometimes excludes market-making activity. But
certain market making activity is included in the data that broker-dealers and exchanges are
required to maintain pursuant to Section 17(a) of the Act®’” and Rule 17a-3 thereunder.*™
Regulators use these trading and order handling system data in investigations and examinations
to further analyze issues discovered during their analysis of data from other sources. Like other
current sources of data, there are limitations on trading and order handling system data that

reduce their usefulness to regulators. For example, a lack of standardization results in variations

3% Internal matching systems of broker-dealers may include Alternative Trading Systems

(“ATSs”) or automated trading systems that provide liquidity to received orders without
interacting on a registered exchange. The Commission understands that some broker-
dealers rely on their clearing firms to collect and maintain records relating to routed
orders on their behalf. Broker-dealers that operate their own internal matching systems
are more likely to collect and maintain their own records.

317 15U.8.C. 78q(a).

318 17 CFR 240.17a-3. For example, market makers are only required to report information

on orders that are executed.
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in trading and order handling system data across broker-dealers. These and other limitations are
discussed in Section IV.D.2.b, infra.

(6) Public Data

Exchanges and SROs also make data available to the public, in some cases on a

379 that regulators could access for their regulatory activities. One

commercially-available basis,
type of public data is “consolidated” data feeds that are disseminated by registered Securities
Information Processors (“SIPs™) pursuant to joint SRO plans.®® For a fee, the SIPs distribute
consolidated market data on recent equity and option transactions and the prevailing best quotes
at each exchange to market data subscribers. In addition, all exchanges also make data available
through direct data feeds. These feeds contain all data included in the SIP feed, but also include
depth of book information®* and, depending on the exchange, may include additional data, such
as the submission, cancellation and execution of all displayed orders and auction imbalance
information on the exchange, among other things.

The SEC’s Market Information Data Analytics System (“MIDAS”) uses information

disseminated by the SIP feeds, as well as exchange direct feeds consisting of data that individual

379 In other words, the exchanges and SROs sell the data publicly and regulators can

purchase it.

%0 |CE serves as the operator for the Consolidated Tape Association (“CTA™) Plan SIP and

the Consolidated Quote System (“CQS”) Plan SIP. These SIPs collect and disseminate
information on quotes and trades in listed securities, other than NASDAQ listed
securities. The NASDAQ Stock Market LLC serves as the operator for the Unlisted
Trading Privileges (“UTP”) Plan SIP, which collects and disseminates quote and trade
information in NASDAQ listed securities.

An exchange’s order book consists of all unexecuted orders at each price. Order book
data typically includes the depth (aggregated number of shares) of the displayed orders at
each price and might include all prices in the order book or the depth at each price over a
range of prices. Displayed orders consist of any order in which the submitter did not
instruct that some or all of the order be hidden from display.
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exchanges choose to sell to subscribers. In addition, at the request of Commission Staff, most
equities exchanges produce and make public two datasets with information on short sales: a file
of short selling volume by stock, which contains the short selling and total volume on that
exchange by symbol, and a file of short selling transactions, which contains trade information
such as time, volume, and price for each transaction involving a short sale.**

The Commission and SROs use these publicly available trade and order data to conduct
market analyses, market reconstructions, examinations, and investigations. Because of the
accessibility and ease of use of the public data, regulators often use it as a starting point or a
basis of comparison to other data sources. For example, real-time surveillance can rely on SIP
data, and some insider trading surveillance relies on information from other publicly available
sources such as news sources. Further, investigations into short sale market manipulation
sometimes start with an analysis of the short selling data. Some market analyses by regulators
rely on public data alone.®* However, there are limitations on these data that reduce their
usefulness to regulators. For example, they do not provide customer information, order entry

time, information about special order handling codes, counterparties, or member identifiers.

These and other limitations are discussed in Section IV.D.2.b, infra.*

382 See Short Sale Reporting Study, infra note 413, for more information on available short

selling data and the demands for additional short selling data. This study also describes
information regarding data from Form SH filings. For ten months starting during the
financial crisis, the Commission required certain institutional investors to submit weekly
reports of their short selling activity and positions.

%83 See Collver, supra note 327.

%4 See also Staff of the Office of Analytics and Research, Division of Trading and Markets,

Research Note: Equity Market Volatility on August 24, 2015 (December 2015) available
at http://www.sec.qgov/marketstructure/research/equity market volatility.pdf.
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b. Current Limitations of Trade and Order Data

Although regulators have access to trade and order data from the sources described

above,°

the available data are, for various reasons, limited in terms of the four qualities
discussed above. In terms of completeness, current sources do not represent all of the market
activity of interest in sufficient detail in one consolidated audit trail. In terms of accuracy,
current sources may reflect data errors, insufficiently granular clock synchronization and time
stamps, errors introduced in the process of combining data from different sources, a lack of
consistent customer and broker-dealer identifiers, and data that is too aggregated at the record
level to provide the information regulators need. With respect to accessibility, the SROs and
Commission lack direct access to most of the data sources described above, and with respect to
timeliness, obtaining trade and order data from current sources and converting the data into a
form in which they can be analyzed can involve a significant delay from the time of a particular
event of interest.*® The qualities of market data are important to the Commission’s ability to
fulfill its statutory mission in an efficient and effective manner. As a result of the limitations on
current data sources, regulators are limited in their ability to perform the activities outlined in

Section 1V.D.1, above. Table 2: Currently Available Data Sources summarizes the key

characteristics of the currently available data sources, which are discussed in more detail below.

%5 See Section IV.D.2.a, supra.

386 As discussed above and in the Adopting Release, accuracy refers to whether the data

about a particular order or trade is correct and reliable; completeness refers to whether the
data represents all market activity of interest or just a subset, and whether the data is
sufficiently detailed to provide the required information; accessibility refers to how the
data is stored, how practical it is to assemble, aggregate, and process the data, and
whether all appropriate regulators could acquire the data they need; and timeliness refers
to when the data is available to regulators and how long it would take to process before it
could be used for regulatory analysis. See supra note 306.
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Table 2

Routing/ S
Customer Broker- Dealer . 387 Allocation Order Display Buy-to-Cover Special Handling | Modification/ S Direct Access Off-Exchange Timeliness of
o e Time Stamp - ! : 4 . . Entire Lifecycle . 3gg Data
Identifier Identifier information Information Indicator Instructions Cancellation for Regulators Activity L. agg
; ] Compiling
information
Yes ( before
Yes (majority in Yes (for limit g)r(((i;er:];:]ezc)hes ’l;‘l?\l(FixAC)ep,t’-\ccess Raw Data: T+1
OATS No Yes milliseconds but | No d No Yes (conditional) | Yes 9 d ke | Yes Corrected Data:
some in seconds) orders) No (once order can take severa T+6
reaches weeks
exchange)
No e
COATS No Yes Yes No No No No Yes No SROs w/r/t their No ay, P
own members) file transmitted
at latest T+1
No (except
. Yes (majority in No (only once SROs wi/r/t their
_lS_E;CiJISAudlt No Yes milliseconds but No No No No Yes order reaches own trails). No ﬁ; dseoiosneiisute d
some in seconds) exchange) Access can take '
several weeks
Equity and o
Option Cleared No No No No No No No No No Yes Yes Equ_lty.l T+3
Option: T+1
Reports
Yes (but not
Yes (but not No (except for .
Electronic Blue alwa_ys always certain No. Access can 10 business d_ays
consistent across K Yes No No No No . No take several Yes after request is
Sheets consistent across cancellation R
broker- broker-dealers) information) weeks or months submitted
dealers)
Trade Yes (but not Yes (but not Yes (can be
Blotters/Order always always requested, No No No No No No No. Access can Yes Same-day
. consistent across | consistent across | although not take several days
Tickets .
broker-dealers) broker-dealers) always reliable)
No. Regulators
Trading and must request this
Order Handling Depends on the Yes Yes No No No No Yes Yes (WEP‘ data (SEC asks Yes Same-day
trader allocations)
System Data for the data
within 10 days)
Yes (varied
Publlc_/ No No between seconds No No No No Yes (except non- No Ves Yes Same-day
Proprietary Data and displayed orders)

microseconds)

*7 The CAT NMS Plan also requires CAT Reporters to synchronize their time clocks to the time maintained by the NIST with an allowable drift of 50 milliseconds
survey conducted by the FIF, 39% of responding broker-dealers currently synchronize their clocks with less precision than what is called for by the CAT NMS Plan
stamps used by certain broker-dealers. See supra note 127.

%8 Off-exchange activity includes currently reportable events that are not handled by a registered securities exchange.

. See CAT NMS Plan, supra note 3, at Section 6.8. According to a
. Thus, the CAT NMS Plan would also increase the accuracy of the time

9 In this instance, “timeliness” refers to when the data are compiled at the source in question (e.g., when OATS receives data from reporting broker-dealers), not when they become available to regulators because that timeline can vary
depending on the regulator in question. As shown in the “Direct Access for Regulators” column, it may still take several days, weeks, or months for regulators to be able to access the data. For example, while OATS reporters provide the
data at T+1, the SEC must request OATS data in order to access it, which may take several days or weeks. This narrower definition of timeliness is not used throughout this economic analysis.

¥0 Guidance from FINRA indicates that broker-dealers must “identify the party to the trade” through EBS fields such as “Primary Party Identifier,” but that party may be another broker-dealer rather than the ultimate customer. See

FINRA, Electronic Blue Sheet Submissions, FINRA and ISG Extend Effective Date for Certain Electronic Blue Sheet Data Elements, Regulatory Notice 12-47 (Oct. 2012), available at

https://www.finra.org/sites/default/files/NoticeDocument/p194655.pdf. Similarly, under the large trader rule, persons exercising “investment discretion” are reported through EBS, but in some cases such persons are investment advisers

rather than their customers. See supra note 372 and accompanying text (discussing the large trader rule).
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1) Completeness

“Completeness” refers to whether the data represents all market activity of interest or just
a subset, and whether the data is sufficiently detailed to provide the required information.**
While current data sources provide trade and order data specified by existing rules and
regulations, those sources do not contain all market activity that might be required for certain
market inquiries, in sufficient detail, within one consolidated audit trail. To obtain information
regarding a particular market event, regulators may have to piece together information from
different data sources. Further, some data is not required to be reported at all under existing
regulations.>* Therefore, current data sources either cover only a limited number of events and
products, or lack some data fields that would be useful to regulators, each of which impedes
effective market surveillance.

A. Events and Products

There is currently no single data source that covers all market activities. EBS data
contains executed trades but does not contain information on orders or quotes (and thus does not

provide information on routes, modifications, or cancellations). Similarly, trade blotters and

%1 See supra note 306.

See, e.q0., Adopting Release, supra note 9, at 45726-30, 45741, 45750 n.286, 45756 n.361
(discussing the incompleteness of the data recorded by existing audit trail systems such as
OATS, acknowledging that “certain elements are not collected by existing audit trails,”
and noting that “existing SRO audit trails do not require customer information to be
reported”); see also Proposing Release, supra note 9, at 32564-66, 32603 (discussing
gaps in current required audit trail information and stating that the proposed rule would
require “national securities exchanges, national securities associations, and their members
to capture . . . information that is not currently captured under the existing audit trail or
other regulatory requirements”).
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order tickets contain only information recorded by that particular broker-dealer or investment
adviser and may contain limited information about full order lifecycles. SRO audit trail data are
limited to identifying the activity of their members, can have incomplete information concerning
their members, lack order lifecycle information occurring prior to receipt by an exchange, and
may not contain information regarding principal trading. Furthermore, public consolidated and
direct data feeds provide data about the entire market, but lack information regarding non-
displayed orders and do not provide sufficient information to identify the different lifecycle
events of a single order.

Individual SRO audit trails are extensive but still incomplete in their coverage of the
activities of the market participants they cover; they contain only activity of their own members
and many do not necessarily contain all activity by their members. For example, FINRA’s
OATS data does not include proprietary orders originated by a trading desk in the ordinary
course of a member’s market making activities, or options data. And while OATS collects data
from FINRA members with respect to orders and trades involving NMS and OTC stocks, OATS
does not include trade or order activity that occurs on exchanges or at broker-dealers that are not
FINRA members.®*®* In addition, while broker-dealers who are not members of FINRA must be

members of an exchange SRO, an individual exchange SRO’s audit trail data is generally limited

393 See CAT NMS Plan, supra note 3, at Appendix C, Section B.7(b)(ii)(A). OATS includes
records showing the routing of an order to an exchange, but not the outcome of that
routing. In performing its regulatory oversight of the markets, FINRA has created an
internal process in which it augments the data it collects via OATS with trade execution
data from other exchanges with which it has regulatory service agreements. This process
provides FINRA with a wider view of the markets than OATS previously provided, but
linking data across these sources does not yield fully accurate results. See
Section 1V.D.2.b(2), infra for a discussion of the accuracy of linking across data sources.
See infra note 1060 for a discussion of FINRA’s RSAs.
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to activity taking place on that exchange.*** Because broker-dealers who are not members of

FINRA may engage in trading activity in off-exchange markets, a substantial portion of the

trading activity that an exchange SRO supervises is not reported to the supervising SRO.*%
Further, not all FINRA members are obligated to report to OATS. FINRA'’s rules exempt

from reporting certain members that engage in a non-discretionary order routing process.*®

%94 Currently, Rule 15b9-1 offers an exemption from FINRA membership that applies if the

firm is a member of a national securities exchange, carries no customer accounts, and has
annual gross income of no more than $1,000 that is derived from securities transactions
effected otherwise than on a national securities exchange of which it is a member (the ‘de
minimis allowance’). Income derived from transactions for that dealer’s own account
with or through another registered broker-dealer do not count toward the $1,000 de
minimis allowance. However, the national securities exchanges have not generally
supervised their members’ activity outside of the markets they operate. The Commission
has proposed modifications to Rule 15b9-1 that would require a dealer to be a member of
a registered national securities association to conduct most off-exchange activity. See
Securities Exchange Act Release No. 74581 (March 25, 2015), 80 FR 18035, 18042
(April 2, 2015) (“Exemption for Certain Exchange Members™) (proposing to amend rule
15b9-1 and noting that “[n]Jon-Member Firms are not subject to oversight by [FINRA]
and their off-exchange transactions typically are not overseen by the exchanges of which
they may be members,” and that “[e]xchanges traditionally have not assumed the role of
regulating the totality of the trading of their member-broker-dealers . . .”).

%5 1d. at 18043 n.85. Broker-dealers that are not FINRA members accounted for 48% of
orders sent directly to ATSs in 2014. Therefore, OATS includes incomplete information
on a substantial portion of off-exchange trading. As of March 2015, 125 of the
approximately 4,209 registered broker-dealers were not members of FINRA. Id. at
18052. Orders from non-FINRA members accounted for 40% of orders sent directly to
ATSs in 2013, and 32% in 2012. Id. at 18038 n.21.

See FINRA Rule 7410 (Definitions). The Rule specifically excludes from the definition
of “Reporting Member” members that (1) engage in a non-discretionary order routing
process and route all of their orders either to a single receiving Reporting Member or two
Reporting Members, provided orders are routed to each receiving Reporting Member on
a pre-determined schedule and the time period for the schedule does not exceed one year;
(2) do not direct or maintain control over subsequent routing or execution by the
receiving Reporting Member; and (3) have a written agreement with the receiving
Reporting Member that specifies the respective functions and responsibilities of each
party to effect full compliance with the OATS recording and reporting rules. Finally, the
receiving Reporting Member must record and report all required information pertaining
to the order.
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Additionally, FINRA has the authority to exempt other members who meet specific criteria from

the OATS recording and reporting requirements, and has granted approximately 50 such

exemptions.**’

Exchange audit trails also lack information on the order lifecycle events that occur prior

to receipt at the exchange.**® SRO audit trail data available from the Intermarket Surveillance

Group (“ISG™)** does not capture quotes/orders away from a market’s inside market (i.e., those

397
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See FINRA Rule 7470 (Exemption to the Order Recording and Data Transmission
Requirements). The Rule provides that, for good cause shown, FINRA may exempt a
member from its recording and reporting requirements if: (1) the member and current
control affiliates and associated persons of the member have not been subject within the
last five years to any final disciplinary action, and within the last ten years to any
disciplinary action involving fraud; (2) the member has annual revenues of less than $2
million; (3) the member does not conduct any market making activities in NMS stock or
OTC securities; (4) the member does not execute principal transactions with its
customers; and (5) the member does not conduct clearing or carrying activities for other
firms. This authority sunsets on July 10, 2019. Approximately 799 firms that are
excluded or exempt from OATS would incur CAT reporting obligations if the Plan were
approved; see also infra note 931, Section IV.F.1.c(2)B.i, infra.

The Commission understands that exchange routing broker-dealers, which route orders
from exchanges to other Execution Venues, do substantial business, but it is very hard in
current data sources to track orders sent to one exchange that are then sent to another
exchange or off-exchange venue by the exchange routing broker-dealer.

The ISG was established in the early 1980s and is comprised of over 50 international
exchanges, market centers, and market regulators that perform market surveillance in
their respective jurisdictions. The purpose of the ISG is to provide a framework for the
sharing of information and the coordination of regulatory efforts among exchanges
trading securities, options on securities, security futures products, and futures and options
on broad-based security indexes, to address potential inter-market manipulations and
trading abuses. In effect, the ISG is an information-sharing cooperative governed by a
written agreement. 1SG also provides a forum for ISG members to discuss common
regulatory concerns, thus enhancing members’ ability to efficiently fulfill their regulatory
responsibilities. As a condition to membership, every ISG member must represent that it
has the ability to obtain and freely share regulatory information and documents with other
ISG members, generally unencumbered by rules, nationally imposed blocking statutes or
bank secrecy laws. Regulatory information is only shared on an as-needed basis and only
upon request, and any information shared through ISG must be kept strictly confidential
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quotes/orders below the best bid or above the best offer); currently identify market participants in
a trade only to the clearing broker level; do not provide information on the executing broker; and
contain certain data fields that are not mandatory. *®

Additionally, some SRO audit trails do not include and are not required to include
activity associated with principal trading, such as market-making activity. This may result in the
exclusion of a significant amount of activity, particularly for firms with substantial market-
making business activities. Principal trading activity represents a significant portion of market
activity and there are aspects of the current market regime that may result in the underreporting
of this trading activity. Indeed, an analysis by Commission Staff estimates that principal trading
accounted for 40.5% of all reported transactions and principal activity accounted for 67% of all
exchange message traffic.””* And, because these figures do not capture principal activity done
by trading on-exchange through other broker-dealers, these estimates are likely to be biased

downwards.*%

and used only for regulatory purposes. The SEC is not a member of ISG, nor is ISG
subject to regulatory oversight by the SEC.

40 See Comment Letter from FINRA and NYSE Euronext regarding Proposing Release

(August 9, 2010), available at https://www.sec.gov/comments/s7-11-10/s71110-46.pdf.

The analysis used audit trail data (where orders are identified at the broker-dealer level),
from 10 exchanges, excluding CHX, and OATS reported off-exchange activity. Message
traffic was defined as order placement, cancellation, or amendment.

401

402 The fact that off-exchange principal trading of non-FINRA member broker-dealers is not

fully reported in OATS, may also bias these estimates downwards.
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Finally, no single current data source integrates both equities and options. The lack of
any combined equity and options audit trail data is a significant impediment to regulators
performing cross-product surveillance.*®

B. Data Fields

Each of the available data sources discussed above*** is missing certain data fields that
are useful for conducting a variety of regulatory activities. Furthermore, certain valuable data
fields are not contained in any of the data sources discussed above. For example, the lack of
completeness in the data sources makes it impossible to use certain key information, such as
customer identifiers and allocation information, in market surveillance. Further, even for single-
security events within a single trading venue, regulators may need to seek data from multiple
sources such as an SRO audit trail and EBS.*%°

Most notably, the identity of the customer is unavailable from all current data sources
that are reported to regulators on a routine basis. A unique customer identifier could be useful
for many types of investigations and examinations such as market manipulation investigations
and examinations of investment advisers. As noted above, some data sources—specifically

Large Trader, EBS, trade blotters, and order tickets—identify customers.*® But these data

403 Likewise no single audit trail combines futures with NMS Securities either. See

Adopting Release, supra note 9, at 45744 for a discussion of the potential inclusion of
futures in CAT Data.

404 See Section IV.D.2.a, supra.

45 see Section IV.D.2.a, supra, and Section 1V.D.2.b(3) infra, for a discussion of how

regulators access such data.

406 Trade confirmation data also identifies customers, but trade confirmation data are much

more basic than a trade blotter. See supra note 375.
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sources are not reported on a routine basis, provide only one part of the order lifecycle, and have
other inherent limitations.
Because there is currently no data source that includes customer identities across multiple

parts an order lifecycle,*”’

regulators must engage in a process of linking EBS, trade blotters and
order tickets with SRO audit trails, which can be a burdensome and imperfect process.*®® For
example, trade blotter and order ticket data that identifies customers from one broker-dealer may
only include customer names and thus may not be readily matched to similar data from another
broker-dealer, or may require substantial effort and uncertainty to reconcile across firms.
Further, EBS data’s limited coverage of trading activity and lack of some detailed trade
information creates inefficiencies in insider trading investigations. These investigations often
begin with a request for EBS data of trades before a significant corporate news event that
affected a company’s stock price. After identifying accounts that made suspicious trades,
investigators often request additional EBS data of all trades by the accounts during the same
period. If the additional data reveal suspicious trades by the accounts of the securities of other
companies, investigators often must make a third round of EBS requests for data of trades by all

accounts in those securities. If trading is done in an omnibus account, Commission Staff must

ask firms to provide the identity of the account holder, and then request account information. To

407 The Commission approved a FINRA rule that would require broker-dealers to report to

OATS the identity of U.S. registered broker-dealers that are not FINRA members and
broker-dealers that are not registered in the U.S. but have received an SRO-assigned
identifier in order to access certain FINRA trade reporting facilities, from whom they
receive or route an order. See Securities Exchange Act Release No. 77523 (April 5,
2016), 81 FR 21427 (April 11, 2016) (Order Approving FINRA Rule to Report Identity
of Certain Broker-Dealers to OATS). CAT would similarly capture this information
upon full implementation.

498 For further discussion of the problems associated with linking, see Section 1V.D.2.b(2)C,

infra.
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investigate for manipulation (e.g., marking the close, order layering, spoofing, **® wash sales,

trading ahead), Commission Staff may also link data from multiple sources. First, Commission
Staff obtains equity and option cleared reports from an internal online system that interfaces with
data provided by the DTCC. Because the equity and option cleared reports do not have trade
details, Commission Staff may also request trade information through EBS submissions from
one or multiple firms. If a trade was executed on behalf of another firm, Commission Staff may
then contact the other firm, until Staff can find out who placed the trade and the account holder.
The Commission may then obtain granular trade information that contains order entry time and
order execution time from firms or brokers via request or subpoena. *'°

The methods for obtaining such information significantly reduce its utility, particularly
for surveillance and market reconstruction purposes. Market reconstructions, for example,
cannot take advantage of the detail in the EBS and trade blotter data because of the resources
required to link so many data sources, lack of necessary elements (such as time stamps in
milliseconds) needed to link data sources (for example, matching large trader reports to activity
on a particular exchange), or the absence of standardized format. To examine a tip or complaint,
regulators may consolidate data from each affected market participant to determine the identities
of those responsible for the atypical activity in question. To the extent that the activity originates

from several market participants, regulators must request data from each of those market

499 See supra note 343.

0 The process to obtain detailed trade information from firms and brokers via requests or

subpoenas generally takes anywhere from two to four weeks depending on the size of the
request.
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participants, and possibly other market participants, to obtain information that could identify the
customer(s) originating the orders that created the atypical activity.

For many regulatory activities, lack of completeness results in regulators initially relying
upon the most accessible data sources, with significant information contained only in data
sources made available by request. Starting regulatory functions with incomplete data sources
requires regulators to later make data requests and link such data request responses. More
importantly, however, incomplete or unconsolidated data interferes with effective surveillance.
Access to data through non-routine means makes investigations and examinations less efficient,
and makes automated surveillance less accurate and less effective. For example, the publicly

available data discussed above*!

identify exchanges but lack most of the fields found in some
SRO audit trails or EBS, such as customer information, order entry time, order execution time,
information about special order handling codes, counterparties, and member identifiers.
Similarly, equity cleared reports contain only the date, the clearing firm, and the volume cleared
by each clearing firm and not the trade size, trade time, or trade location. Option cleared reports
contain only the date, the clearing firm, number of customer contracts, and number of firm
contracts for the options.

Some valuable data fields, such as modifications that make an order non-displayed and

other special handling instructions are consistently available on only a few data sources or

require linking different data sources.*? The lack of direct, consistent access to order display

ML See Section 1V.D.2.a(6), supra.

“2 - Order display information (i.e., whether the size of the order is displayed or non-

displayed) is indicated in the “Customer Instruction Flag” and special handling
instructions are indicated in the “Special Handling Code” of an OATS report. The
Customer Instruction Flag is mandatory if a limit or stop price is provided. A Special
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information and special handling instructions creates inefficiencies in surveillances,
examinations, and investigations that examine hidden liquidity and the treatment of customer
orders. Data that are not directly accessible by regulators at all include buy-to-cover information
and subaccount allocation information, including the allocation time. For example, no current
data source allows regulators to directly identify when someone is buying to cover a short sale.
Regulators could use this information to better understand short selling and for investigations of
short sale manipulation. Indeed, the absence of this information during the financial crisis in
2008 reduced the efficiency of the reconstruction of investor positions in financial companies.***

Subaccount allocation information needed for regulatory activities can be difficult for
regulators to collect and compile. SRO audit trails currently do not require allocation reports and
broker-dealers may not have records of the time of a subaccount allocation. When regulators
require an understanding of subaccount allocations for a regulatory task, they generally request
and sift through trade blotter or EBS data in an attempt to identify allocations and the details of
those allocations. Current trade blotter data contains limited customer information on allocations
and is not required to contain allocation time information at the subaccount level. While the

Commission is sometimes able to acquire allocation time on trade blotters, not all broker-dealers

Handling Code is required for order modifications, reserve size orders, when the order is
routed electronically to another member, or when the terms and conditions of the order
were derived from a related options transaction. See FINRA, OATS Reporting Technical
Specifications, at Appendix A (June 26, 2015), available at
http://www.finra.org/sites/default/files/TechSpec_20150825.pdf. This data is not directly
available to all regulators. The Commission must request this data from FINRA.

43 Having access to buy-to-cover information was also one of the subjects of a Dodd-Frank-

mandated study on short sale reporting. See SEC, Short Sale Position and Transaction
Reporting (June 5, 2014) (“Short Sale Reporting Study”), available at
http://www.sec.gov/dera/reportspubs/special-studies/short-sale-position-and-transaction-

reporting.pdf.
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keep records in a manner that facilitates efficient regulatory requests for allocation time
information.

The difficulty in obtaining allocation information and the difficulty in reconstructing
allocations with data from broker-dealers limits the efficiency of certain surveillances and
examinations. Allocation time at the subaccount level is critical for determining whether some
customers are systematically given more favorable allocation treatment than others. For
example, when a broker-dealer places an order or series of orders for multiple customer accounts
that generates multiple executions at multiple prices, it is possible that different customers
receive different prices in the allocation process. However, if some customers systematically
receive less favorable prices than others when they should be receiving the same prices for their

executions, this could indicate that the broker-dealer is handling allocations improperly.***

@) Accuracy
In the Adopting Release, the Commission noted that while “to some extent, errors in
reporting audit trail data to the central repository will occur,” the CAT NMS Plan would improve
the quality of data including improvements to accuracy. *** Therefore, the economic analysis
carefully considers the Baseline of the accuracy of data regulators currently use in order to
consider whether and to what degree the CAT NMS Plan would provide more accurate data.
The prospect of inaccurate data can result in regulators expending extra resources to run

additional quality checks to ensure reliable data and conclusions in enforcement investigations,

4a If a group of orders are bundled together for execution, when those same orders are

allocated, they should receive the same (usually average price) allocations. However, if
executions are for orders that are not bundled together, it might be appropriate that
customers for those separate orders would receive differently-priced allocations.

M5 See Adopting Release, supra note 9, at 45730.
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or being unable to draw reliable conclusions at all. In addition, risk-based analysis may not
properly identify a potential risk that justifies further examination if the underlying data suffers
from inaccuracies. Ultimately, inaccurate data results in less efficient investigations as well as
less effective surveillance and risk analyses. This economic analysis considers several forms of
data inaccuracy, including data errors, inaccurate event sequencing, the inability to link data

accurately, inconsistent identifiers, and obfuscating levels of irreversible data aggregation.

A. Data Errors*®

Based on Staff experience, the Commission preliminarily believes that data errors affect
most current data and can persist even after corrections. For example, Commission Staff has
investigated instances where information was inaccurately reported by broker-dealers, most
notably in EBS data given to the Commission.**’ In addition, the Commission believes that data

sources that depend on data translated from back-office systems can be less accurate than those

416 As used herein, the term “data errors” refers to instances where data reflect false

information or are missing information such that they do not reflect order events that
occurred in the market fully and accurately. Under this definition of “data errors,” a
trading error or an order entry error would not be a “data error.” For example, if a trader
submitted an order to an exchange with an order size of 100,000, an accurate order record
would contain an order size of 100,000. If the trader actually intended to enter the order
size as 1,000, the accurate order record would still be 100,000 because that would reflect
the actual state of the market at the time. In other words, the 100,000 order size is not a
“data error.” If the trader later corrected the order size, accurate data would reflect the
subsequent corrections while still preserving the accurate state of the market at the time.

L For example, Commission staff have experienced frequent errors in EBS data such as

omitted variables, decimals in the wrong places, blank account information, and data for
the wrong securities. The Commission has instituted actions against entities in
connection with inaccurate EBS data. See, e.q., Securities Exchange Act Release No.
75445 (July 14, 2015), In the Matter of OZ Management, LP, Administrative Proceeding
File No. 3-16686 (OZ Management, LP admitted submitting inaccurate data to four of its
prime brokers); see also Section 1V.D.2.b(4), infra, for a discussion of one impact of
inaccurate data.
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that come from trading systems, such as trade blotters and data sourced from exchanges’
electronic trading systems, because the data translation process creates an additional source of
potential errors in code that may not work as intended. Data from trading systems can also
contain errors resulting from a coding error in the query pulling the data. Such coding errors can
affect any data including trade blotters. For example, trade blotters are stored using the ticker
symbol in effect at the time of the trade. If the ticker symbol changes between the trade and the
data request, the coding may fail to take the ticker symbol change into account and fail to
retrieve the correct data. The Commission has found that trade blotter data can often be
inaccurate due to improper inclusion of cancelled orders or corrections, making accurate
reconciliation difficult. Furthermore, trade blotter data can lack security information including
CUSIP, symbol, or description at the subaccount level, which are important features for helping

regulators determine potential violations.*®

8 In cases where Commission staff has used these data, it has found that the frequent

omission of these important fields in trade blotter data is generally due to the manner in
which the data is queried by broker-dealers. There are a variety of reasons why these
fields may be excluded from a query. For example, over time firms make changes to
their software systems; records stored by previous versions, particularly when the records
are archived in a secondary location, may not be fully compatible with software that is
written to access more current versions of this data. Additionally, sometimes when a
broker-dealer or clearing firm merges or is acquired, its trade data may be compromised
due to incompatible systems or inadequate data storage issues. This problem was
particularly relevant following the financial crisis. Consequently, staff does not currently
believe that this missing information is caused by a failure of broker-dealers to collect
and retain these variables, but rather that over time this data becomes less accessible by
software tools and may require hand processing by broker-dealers providing this
information.
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Audit trail data contain errors, as well. The CAT NMS Plan reports that 2.42% of order

419

events submitted to OATS fail validation checks,™™ resulting in the rejection of almost 425,000

420 \While FINRA sends these records back to its members to correct,

reports per day, on average.
not all data errors are identified because OATS limits error correction requests to records with
internal inconsistencies within a given member’s submission. In particular, significant error
rates in event linking are common because there is no cross-participant error resolution process;
FINRA estimates that 0.5% of OATS routing reports directed to another FINRA member broker-
dealer cannot currently be linked.*”* The CAT NMS Plan reports that, following the rollouts of

three major updates to OATS, 0.86% of Trade Reporting Facility (“TRF”) reported trades could

not be matched to OATS execution reports, 3.12% of OATS route reports could not be matched

9 See CAT NMS Plan, supra note 3, at Appendix C, Section A.3(b). When FINRA
receives an end-of-day OATS file from a member, it performs over 152 validation checks
on each order event reported to OATS. Each of these checks can result in rejecting an
OATS data submission and generating an error message. In addition to validation
checks, FINRA determines whether a file that is syntactically correct nevertheless
contains errors in content related to internally inconsistent information about processing,
linking, and routing orders. For some errors, FINRA requires the member to provide
corrections within five business days after rejections are available. See OATS Reporting
Technical Specifications, supra note 357, at 6-1-6-10. Duplicate records and records
with symbols that are not reportable to OATS may result in rejections that do not require
repair. Id. at 6-4. Validation checks refer to tests of whether data is consistent with a set
of rules that specify conditions that should be met by valid data. Validation checks are
typically limited to detecting errors that can be discovered by a concise set of logical
rules using data within scope at the time the validation test is run. An incorrect price that
is negative would likely be detected by a validation check, while a price that was a few
cents too low may not. Validation checks that apply across multiple records may be
difficult to apply across data that is submitted at different times.

40 gSee CAT NMS Plan, supra note 3, at Appendix C, Section A.3(b); see also Adopting
Release, supra note 9 at 45729.

2L See Section IV.D.2.b(2)C, infra.
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to exchange orders, and 2.44% of inter-firm routes could not be matched to a record of the
receiving firm’s receipt of a routed order.*?

Other audit trail data may also contain errors. For example, the Commission notes that
exchange SROs populate most of the information with data from their in-house order and trading
records, but a few of these exchange SROs also rely on members to complete their audit trails.

B. Event Sequencing

The ability to sequence market events is crucial to the efficacy of detecting and
investigating some types of manipulation, particularly those involving high frequency trading,
those in liquid stocks in which many order events can occur within microseconds, and those
involving orders spread across various markets. In today’s market, high frequency and
algorithmic traders can react to changes in the market in a few milliseconds or less.*?®
Investigations involving algorithmic trading, therefore, can require the ability to sequence the
order and trade events to within a few milliseconds; however, regulators relying on currently
available data may have difficulty sequencing events that occur within a second on different
trading venues or broker-dealer systems.*** In addition, in one type of trade-based manipulation,
a manipulator might build a short position in a stock, submit sell orders designed to decrease the

stock price, and finally buy at an artificially low price. To analyze this activity, except when

422 See CAT NMS Plan, supra note 3, at Appendix C, Section A.3(b).
423

See, e.g., Joel Hasbrouck and Gideon Saar, Low-Latency Trading, 16 Journal of
Financial Markets 646 (2013) in which the authors report apparent HFT response times to
market events of 2-3 milliseconds. Given technology advances, it is likely that response
times have decreased since their sample period, which ends in June 2008.

4 Regulators can sequence events occurring on the same venue or on the same systems at

broker-dealers, but sequencing across venues or broker-dealer systems that could have
clocks that are not synchronized with each other is more difficult.
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cover orders precede the sell activity, it would be necessary to determine whether the orders
intending to create an artificial price came before the orders intending to profit from the artificial
price, which becomes difficult when the systems on which order events occurring close in time
to each other have clocks that are not synchronized. Further, insufficiently granular time stamps
can make sequencing events across venues impossible.

Thus, the sequencing of order events requires both sufficient clock synchronization
across market participants and time stamps that are granular enough for accurate sequencing.*
As discussed below, current clock synchronization standards make this process difficult.

I. Clock Synchronization

Clock synchronization refers to the synchronization of the business clocks used by
market participants for the purposes of recording the date and time of market events to a
centralized benchmark clock, often that maintained by the NIST. Clock synchronization helps to
ensure that the time stamps used by various participants are consistent, thereby allowing
regulators to compare time stamps across participants and to use multiple time stamps to
determine the sequence of market events. The ability of regulators to accurately sequence events
can be limited by the permitted “offset” between the clocks—i.e., the length of the gap that is

permitted between a participant’s clock and the time maintained by a centralized benchmark

425 For example, if two market participants report that two non-simultaneous events

happened at 10:15:45, then the time stamps are not granular enough to sequence the
events and regulators would need sub-second time stamp granularity to distinguish them.
If the two market participants each have up to one-second clock drift from the actual
time, the 10:15:45 time stamps only show that the event happened between 10:15:44 and
10:15:46. Only when regulators have both adequate time stamp granularity and sufficient
clock offset tolerances can events be sequenced using time stamps.
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clock.*?® For example, if the offset between the clocks is one second, regulators cannot

accurately determine the correct sequence of events in the market occurring within a two-second

period, because each clock may be up to one second fast or slow.

Current rules require most broker-dealers to synchronize their system clocks to within

one second. In particular, FINRA specifies a clock offset tolerance of one second,**” and the

426

427

For example, if a participant’s clock records a point in time as 11:00:00 and the NIST
clock records the same point in time as 11:00:01, then the offset between the clocks is
one second.

See FINRA Rule 7430 (requiring each member to “synchronize its business clocks that
are used for purposes of recording the date and time of any event that must be recorded
pursuant to the FINRA By-Laws or other FINRA rules, with reference to a time source as
designated by FINRA, and shall maintain the synchronization of such business clocks in
conformity with such procedures as are prescribed by FINRA.”). Section 2 of the OATS
Technical Specifications states that all computer system clocks and mechanical time
stamping devices must be synchronized to within one second of the NIST clock and must
be synchronized every day. See OATS Reporting Technical Specifications, supra note
357, at 2-1. In November 2014, FINRA issued a Regulatory Notice seeking comment on
a proposal to change the clock offset tolerance to be 50 milliseconds. This proposal also
proposed to move the clock offset tolerance from the OATS Technical Specifications to
FINRA'’s books and records rules so that the requirements apply to the recording of the
date and time of any event that FINRA By-Laws or Rules require, not just OATS
requirements. See FINRA, Equity Trading Initiatives: Synchronization of Business
Clocks, Regulatory Notice 14-47, available at
http://www.finra.org/sites/default/files/notice_doc_file_ref/Notice Regulatory 14-
47.pdf. On February 9, 2016, FINRA filed a proposed rule change with the Commission.
The proposal would reduce the clock offset tolerance for members’ computer clocks that
are used to record events in NMS securities, including standardized options, and OTC
Equity Securities, from within one second of the NIST atomic clock to within a 50-
millisecond tolerance of the NIST atomic clock. FINRA would require firms with
systems that capture time in milliseconds to comply with the new 50-millisecond clock
offset tolerance within six months of the effective date; remaining firms that do not have
systems which capture time in milliseconds would have 18 months from the effective
date to comply with the 50-millisecond standard. The proposal would not change the
current one-second clock offset tolerance of the NIST clock requirement for mechanical
clocks or time stamping devices. The proposal would consolidate and codify the clock
synchronization requirements in new FINRA Rule 4590. The Commission has published
notice of this proposed rule change. See Securities Exchange Act Release No. 77196
(February 19, 2016), 81 FR 9550 (February 25, 2016).
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NASDAQ Stock Market and NASDAQ OMX BX require members to comply with FINRA

clock synchronization rules.*”® CHX specifies a clock offset tolerance of 500 milliseconds.

429

NYSE MKT and NASDAQ OMX PSX require members to synchronize their clocks relative to a

time source designated by the Exchange, but do not specify the standard.**® NYSE Arca allows

428

429

430

See NASDAQ Rule 7430A (“(a) Nasdag members shall comply with FINRA Rule 7430
as if such Rule were part of Nasdaq’s rules. (b) For purposes of this Rule, references to
‘the FINRA By-Laws or other FINRA rules’ shall be construed as references to ‘the
Nasdaq Rules’); NASDAQ OMX BX Rule 6953 (“(a) Exchange members shall comply
with NASD Rule 6953 [superceded by FINRA Rule 7430] as if such Rule were part of
the Exchange’s rules. FINRA is in the process of consolidating certain NASD rules into
a new FINRA rulebook. If the provisions of NASD Rule 6953 are transferred into the
FINRA rulebook, then Equity Rule 6953 shall be construed to require Exchange
members to comply with the FINRA rule corresponding to NASD Rule 6953 (regardless
of whether such rule is renumbered or amended) as if such rule were part of the Rules of
the Exchange. (b) For purposes of this Rule, references to ‘the By-Laws or other rules of
the Association’ shall be construed as references to ‘the Rules of the Exchange.’”).

See CHX Rule 3, Interpretations and Policies .03 (“These rules shall not apply to orders
sent or received through the Exchange’s matching system or through any other electronic
systems that the Exchange expressly recognizes as providing the required information in
a format acceptable to the Exchange. The Exchange will not recognize a non-Exchange
system as providing information in an acceptable format unless that system has
synchronized its business clocks for recording data with reference to a time source
designated by the Exchange and maintains that synchronization in conformity with
procedures prescribed by the Exchange.”); Rule 4, Interpretations and Policies .02 (“Each
Participant or layoff service provider shall synchronize its business clocks that are used
for purposes of recording the date and time of any event that must be recorded pursuant
to this provision with reference to a time source as designated by the Exchange, and shall
maintain the synchronization of such business clocks in conformity with such procedures
as are prescribed by the Exchange.”); Rule 5, Interpretations and Policies .01(a) (“Clock
synchronization and timing of the determination of improper trade-throughs. The
Exchange’s systems shall routinely, throughout the trading day, use processes that
capture the time reflected on the atomic clock operated by the National Institute of
Standards and Technology and shall automatically make adjustments to the time recorded
in the Exchange’s Matching System to ensure that the period between the two times will
not exceed 500 milliseconds. The Exchange shall determine whether a trade would
create an improper trade-through based on the most recent NBBO that has been received
and processed by the Exchange’s systems.”).

See NYSE Rule 123, Supplementary Material .23 (“Any vendor or proprietary system
used by a member or member organization on the Floor to record the details of an order
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options traders to use any time provider source for clock synchronization as long as the business
clocks it uses on the Exchange are accurate to within three seconds of the NIST clock or the
United States Naval Observatory Master Clock in Washington D.C.**

In practice, some broker-dealers currently synchronize their clocks to smaller clock offset
tolerances. FIF surveyed market participants to gather information on current broker-dealer

clock synchronization practices.*** The survey found that 29% of respondents currently

or report for purposes of this rule must be synchronized with reference to a time source as
designated by the Exchange.”); NYSE MKT Rule 7430 (“Each member organization
shall synchronize its business clocks that are used for purposes of recording the date and
time of any event that must be recorded pursuant to the Rules of the Exchange, with
reference to a time source as designated by the Exchange, and shall maintain the
synchronization of such business clocks in conformity with such procedures as are
prescribed by the Exchange.”); NASDAQ OMX PSX Rule 3403 (“Each member
organization shall synchronize its business clocks that are used for purposes of recording
the date and time of any event that must be recorded pursuant to the rules of the
Exchange, with reference to a time source as designated by the Exchange, and shall
maintain the synchronization of such business clocks in conformity with such procedures
as are prescribed by the Exchange.”).

4L See NYSE Arca Options Rule 6.20 (“(a) Each OTP Holder and OTP Firm must
synchronize, within a time frame established by the Exchange, the business clocks that it
uses for the purpose of recording the date and time of any event that must be recorded
pursuant to the Rules of the Exchange. OTP Holders and OTP Firms may use any time
provider source. Each OTP Holder and OTP Firm must, however, ensure that the
business clocks it uses on the Exchange are accurate to within a three-second [sic] of the
National Institute of Standards and Technology Atomic Clock in Boulder Colorado
(“NIST Clock’) or the United States Naval Observatory Master Clock in Washington
D.C. (*USNO Master Clock’). This tolerance includes all of the following: (1) the
difference between the NIST/USNO standard and a time provider’s clock; (2)
transmission delay from the source; and (3) the amount of drift of the OTP Holder or
OTP Firm’s business clock. For purposes of this Rule, ‘business clocks” mean an OTP
Holder or OTP Firm’s proprietary system clocks. OTP Holders and OTP Firms must set
forth in their written supervisory procedures, required by Rule 11.18, the manner in
which synchronization of business clocks will be conducted, documented and
maintained.”).

482 See FIF Clock Offset Survey, supra note 127. The Commission notes limitations to the

survey that could result in downward bias and imprecision. Specifically, the broker-
dealers represented by the survey are primarily complex and large broker-dealers in terms
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synchronize their clocks to permit a maximum clock offset of one second from NIST time.**?
The survey further found that 10% of market participants permit a maximum offset from NIST
time that is between 50 milliseconds and one second, 21% of respondents permit a 50-
millisecond maximum offset, and 18% of respondents permit a maximum offset that is less than
50 milliseconds. The remaining 22% of survey respondents utilize multiple clock offset
tolerances across their systems, ranging from five microseconds to one second. FIF noted that
69% of firms that achieve a maximum clock offset of 50 milliseconds or less are large firms
reporting more than three million OATS records per month.

Certain exchanges, the SIPs, and FINRA synchronize their clocks for their trading,
recordkeeping, and other systems. According to FIF, all exchange matching engines meet a
clock offset tolerance of 50 milliseconds.*** However, NASDAQ recently stated that all
exchanges trading NASDAQ securities synchronize their matching engines and quotation
systems to within 100 microseconds.**®> The Commission understands that the NYSE, the

options exchanges, and the SIAC SIP have comparable clock synchronization standards. In

of market activity levels; consequently, smaller broker-dealers are underrepresented.
But, as discussed below, the exclusion of small broker-dealers is unlikely to materially
affect industry costs because smaller broker-dealers are unlikely to incur significant
clock-synchronization costs because the majority of broker-dealers rely on service bureau
clocks to time stamp their CAT Reportable Events.

433 |d

434 Id

4 See NASDAQ, UTP Vendor Alert #2015-7 (April 24, 2015), available at
https://www.nasdagtrader.com/TraderNews.aspx?id=UTP2015-07 (describing additional
time stamps to be reported to the SIP, including information on exchange clock
synchronization, and stating that “[e]xchanges use a clock sync methodology ensuring
that timestamps are accurate within tolerances of 100 microseconds or less.”).
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conversations with Commission Staff, the Participants stated that absolute clock offset on
exchanges averages 36 microseconds. **°

Because multiple order events can occur within timeframes of less than one second,
current clock synchronization requirements and practices greatly limit the ability of regulators to
accurately sequence order events. To examine, among other things, how many events can be
synchronized with current clock offset tolerances, Commission Staff conducted an analysis of
the frequency of events using MIDAS data.**’ In the analysis, events are all real-time messages,
consisting of trades, orders, modifications, cancellations and updates from exchange direct feeds

and trades from the FINRA TRFs. The analysis focused on identifying whether, for each order

event, an event at another venue occurred within a given time range.**® For the purposes of the

46 In response to questions from Commission Staff, the Participants surveyed the exchanges

to establish their current average clock offset. All exchanges that currently operate
matching engines responded to the survey, which measured the offset from the exchange
clock to NIST. The Participants noted that the frequency with which exchanges measure
their clock offset ranges from once per second to once per fifteen minutes, and the
procedures to correct for clock offset vary. Some exchanges correct by slewing, in which
the offset is gradually corrected, while others use stepping, in which the offset is
immediately corrected. The process by which clock offset is corrected can impact the
ability to order events time stamped by a single clock because stepping could result in a
backwards adjustment in recorded time.

7 The MIDAS system does not contain all of the events in a given security that would be in

CAT. Therefore, the analysis is limited, but still provides useful insights.

438 The methodology to calculate these percentages starts with sorting all event messages for

every day chronologically by exchange time stamp. (MIDAS does not report the
exchange time stamp; but it provides the difference between the MIDAS time stamp and
the exchange or TRF time stamp; the analysis uses this value to derive the exchange time
stamp.) For each event, it calculates the difference (A) between the current time stamp
(to) and the last time stamp (t.1) in the same security on a different venue.

Anearest last = to,venue A — MaxXimum(t.1,venue 8, t-1,venue ¢y t-1,venue Dy t-1,venue E)

This is the shortest time difference (Anearest 1ast) Detween an event on venue A and a
preceding event on any venue, except for venue A. Next, the analysis calculates the time
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analysis, events at another venue were called an “unrelated event.” The Commission recognized

that order events occurring on the same venue have sequence numbers that allow sequencing

even if orders have the same time stamp. Therefore, the analysis considered only whether any

unrelated orders existed within a given time range that could complicate the sequencing across

the market.

439

439

difference (Anearest next) DetWeen the current time stamp (tp) and the next time stamp (ty) in
the same security on a different venue.

Anearest next = MINIMUM(t1,venue B, t1.venue ¢, t1,venue Dy t1.venue £) - tovenue A

Finally, the analysis uses the shorter of the time differences to evaluate whether an event
occurs within a particular time period of another event in the same security on a different
venue.

Anearest = MINIMUM (Anearest lasts Anearest next)

Values are aggregated over one week (June 15, 2015 through June 19, 2015) for the
equities analysis; and the options analysis data is from one day (June 15, 2015).

Within the analysis, events reported to the TRF are treated as occurring on a different
trading venue than other recent events because TRF data comprises many separate venues
(such as ATSs and off-exchange market makers). While events within a single exchange
with identical time stamps can potentially be sequenced through record identifiers
recorded by the exchange, for TRF trades this is often untrue because many venues with
independent clocks contribute to the aggregate TRF data.
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Table 3

Percentage of Events Close to Unrelated Events

% of Unrelated Events

Nearest Event Time Stamped Within: | Equities | Options
2 seconds 98.69% 93.03%
1 second 97.95% 90.99%
100 milliseconds 92.16% 81.17%
50 milliseconds 89.12% 76.59%
10 milliseconds 83.49% 64.46%
5 milliseconds 81.28% 58.26%
2 milliseconds 77.92% 49.30%
1 millisecond 74.31% 41.13%
200 microseconds 57.53% 21.58%
100 microseconds 48.09% 14.51%
10 microseconds 21.42% 3.13%
5 microseconds 14.44% 3.12%

Table 3 shows that 97.95% of the order events for listed equities and 91% of order events
for listed options in the samples occurred within one second of another unrelated order event in
the same security. At the other extreme in Table 3, 14.44% of the unrelated order events for
listed equities and 3.12% of the unrelated order events for listed options in the same security
occurred within 5 microseconds of another order event in the same security. The Commission
notes that Table 3 underestimates the true frequency of unrelated events within the given time
frames because it includes only order events that are included in the MIDAS data. As such, the
analysis is unable to include events such as the placing of hidden orders on exchanges, the

placing of orders on an ATS, order originations, order routes, order receipts, and order
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cancellations and modifications for any order not displayed on an exchange order book. Despite
this limitation, Table 3 illustrates how the current frequency of order events makes sequencing
unrelated order events difficult.
i. Time Stamps

Given the frequency with which order events can occur, regulators need sufficiently
granular time stamps to sequence events across orders and within order lifecycles. As noted
above, even if the clocks recording time stamps have no clock offset, the granularity of the time
stamp can limit regulators’ ability to sequence events accurately.**°

Current data sources have different time stamp granularity standards. Many public data
sources report time in seconds or milliseconds and some, including direct data feeds, report time
in microseconds or nanoseconds. For example, the Options Price Reporting Authority
(“OPRA”) allows for time stamps in nanoseconds and the other SIPs require time stamps in
microseconds for equity trades and quotes, whereas the short sale transactional data released by

exchanges contains time stamps in seconds.*** Currently, OATS requires time stamps in

milliseconds for firms that capture time in milliseconds, but does not require members to capture

40 In addition, Craig W. Holden and Stacey Jacobsen, Liquidity Measurement Problems in

Fast, Competitive Markets: Expensive and Cheap Solutions, 69 Journal of Finance 1747
(2014), shows that using time stamps in seconds instead of milliseconds can yield
liquidity measurement problems.

#1 " See OPRA Option Price Reporting Authority Binary Participant Interface Specification

Version 1.7 (January 2015), available at

http://www.opradata.com/specs/opra_binary part_spec.pdf; see also NYSE, Modified
Timestamps and Additional Timestamp Information for Daily TAQ (June 22, 2015),
available at http://www.nyxdata.com/nysedata/default.aspx?tabid=993&id=2784; UTP
Vendor Alert #2015-7, supra note 435, regarding additional time stamps to be reported to
the SIP.
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time in milliseconds.*** EBS trade times are recorded only to the second; other EBS records
must contain time stamps containing only the transaction date. The lack of uniform and granular
time stamps can limit the ability of regulators to sequence events accurately and to link data with
information from other data sources.

C. Linking and Combining Data

Sometimes one order or market activity event may be reflected in information contained
in various data sources or in different fields within the same data source, and fully understanding
that activity requires linking information across the different data sources. Therefore, regulators
analyzing an event or running a surveillance pattern often need to link data. For example, cross-
market examinations require the cumbersome and time-consuming task of linking many different
data sources.*** Regulators combine trading data from sources such as public feeds, SRO audit
trails, EBS data, and trade blotters when reviewing surveillance alerts to determine whether

444

violations of rules such as Rule 611 of Regulation NMS occurre or to examine, for example,

42 See FINRA Rule 7440 (providing that “[e]ach required record of the time of an event

shall be expressed in terms of hours, minutes, and seconds; provided that the time of an
event shall be expressed in hours, minutes, seconds, and milliseconds if the member’s
system captures time in milliseconds.”). The Commission approved the requirement that
time be expressed in milliseconds if the member’s system captures time in milliseconds
on February 27, 2014. See Securities Exchange Act Release No. 71623 (February 27,
2014), 79 FR 12558 (March 5, 2014); see also, FINRA, Equity Trade Reporting and
OATS, Regulatory Notice 14-21 (May 2014), available at
http://www.finra.org/sites/default/files/NoticeDocument/p506337.pdf.

Such linking is typically conducted electronically with an algorithm unless the size of the
data set is small. This requires the person attempting to combine and link the data to
write computer code to identify and match the records that need to be linked. This task
involves extensive testing and debugging the first time that person tries to combine and
link those specific data sources. Further, given the variation in formats across broker-
dealers and other data sources, the code may need to change for each investigation,
requiring a repeat of the extensive testing and debugging process.

44 17 CFR 242.611.
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whether an entity availing itself of a market maker exemption is engaging in bona fide market
making. In fact, the data needed for an examination often consist of many audit trails and are
stored in non-uniform formats.**> In addition, the analysis and reconstruction of market events
could require linking many different data sources, such as a dozen SRO audit trails.

Regardless of whether order lifecycle reports are reflected in the same or different data
sources, the process of linking lifecycle events is complex and can create inaccuracies. Merging

448 \which

different data sources often involves translating the data sources into the same format,
can be a complex process that is prone to error. Linking records within or across data sources
also requires the sources to share “key fields” that facilitate linkage, along with a successful
linking algorithm. Regulators may be unable to link some data source combinations accurately
because the data sources do not have key fields in common or the key fields are not sufficiently
granular. For example, regulators cannot always link trade records accurately to EBS records.
The EBS records contain a symbol and date, but the price and size on the records may reflect
multiple trades spread over a period of time. Sometimes, different data sources may have key
fields in common but the relationship between the fields is not straightforward. In these cases,

the algorithm to link them may be necessarily complex and not entirely successful. Further,

within a single order lifecycle, the order number may change when a broker-dealer routes the

45 In the context of the CAT NMS Plan, the Commission does not distinguish data format

from data taxonomy. See Section I11.B.3, supra. In discussing data format, the
Commission combines data format with data taxonomy. Id. The distinction between
format and taxonomy is not significant in the context of the CAT NMS Plan because the
Plan does not specify either for incoming data and the Plan effectively requires
uniformity in both for regulator access. Id. SRO audit trails currently differ in both
format and taxonomy as do many other trading and order data sources.

446 For example, different data sources can format dates and times differently or may use

different notations to signify that the field contains no value.
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order to another broker-dealer or exchange or even to another desk at the same broker-dealer.
The inability to link all records affects the accuracy of the resulting data and can force an
inefficient manual linkage process that would delay the completion of the data collection and
analysis portion of the examination, investigation, or reconstruction.

D. Customer and Broker-Dealer Identifiers

The data sources described in Section 1V.D.2.a also lack consistent customer and broker-
dealer identifiers, which limit regulators’ ability to track the activity of one client or broker-
dealer across the market. There is no standard convention for how broker-dealers identify
customers.

Regulators face challenges in tracking broker-dealers’ activities across markets due to
inconsistent identifiers and a lack of a centralized database. These challenges occur primarily in
the context of regulatory activities that require manual or ad hoc data analysis, as is often the
case in particular investigations, examinations, and market studies. In the case of broker-dealers,
SROs generally identify their members within their data using market participant identifiers
(“MPIDs”). However, the MPIDs that identify broker-dealers on Execution Venues are not
standardized across venues; consequently, a broker-dealer identified as “ABCD” on one venue
may be identified differently on another venue, where “ABCD” may refer to a different broker-
dealer entirely. Therefore, aggregating a broker-dealer’s activity across venues requires
verifying the MPIDs assigned to a broker-dealer on each venue, usually referencing the broker-

dealer by its Central Registration Depository (“CRD™) number.**’ In the course of manual data

7 The CRD is an automated database operated by FINRA that stores and maintains

information on broker-dealers and their registered persons relating to their licensing,
registration, complaints, professional background, and disciplinary history. Each broker-
dealer and their registered persons are assigned a CRD number for identification.
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analysis, the Commission notes that its Staff have experienced challenges in identifying broker-

dealers using CRD numbers. These challenges can be due to the fact that, although every

broker-dealer has a CRD number, a broker-dealer that routes an order seldom, if ever, provides a

CRD number to the broker-dealer that accepts the order.**®

448

The Commission and the SROs have generally overcome these challenges in the context
of automated regulatory data analysis, and found ways to reduce these challenges in some
manual data analysis and can efficiently track broker-dealers across venues. The
Commission understands that FINRA can track broker-dealers across venues pursuant to
its responsibilities under a plan for allocating regulatory responsibilities pursuant to Rule
17d-2. On September 12, 2008, the Commission declared effective a plan for allocating
regulatory responsibilities pursuant to Rule 17d-2 filed by the American Stock Exchange,
LLC, Boston Stock Exchange, Inc., CBOE Stock Exchange, LLC, CHX, FINRA, ISE,
NASDAQ, NSX, NYSE, NYSE Arca, NYSE Regulation, Inc., and Philadelphia Stock
Exchange, Inc. (the “Participating Organizations,” which have since been updated to be
the following SROs: BATS, BY X, CBOE, CHX, EDGA, EDGX, FINRA, NASDAQ
OMX BX, NASDAQ OMX PHLX, NASDAQ, NSX, NYSE, NYSE MKT [f/k/a NYSE
Amex], and NYSE Arca) (“Insider Trading Rule 17d-2 Plan”). The Insider Trading Rule
17d-2 Plan allocates regulatory responsibility over common FINRA members (members
of FINRA and at least one of the Participating Organizations) (collectively “Common
FINRA Members”) for the surveillance, investigation, and enforcement of (i) Federal
securities laws and rules promulgated by the Commission pertaining to insider trading,
and (ii) the rules of the Participating Organizations that are related to insider trading
(“common insider trading rules”). Under that Plan, the Participating Organizations, other
than FINRA, have been relieved of regulatory responsibility over Common FINRA
Members (i.e., the broker-dealer and its associated persons) for surveillance,
investigation, and enforcement of the common insider trading rules over such persons
with respect to “Listed Stocks” (as defined in that Plan). Accordingly, FINRA retains
regulatory responsibility for Common FINRA Members with respect to the common
insider trading rules—irrespective of the market(s) on which the relevant trading may
occur. Separately, FINRA performs investigations and enforcement with respect to non-
Common FINRA Members pursuant to a regulatory services agreement between FINRA
and several of the other Participating Organizations. See Securities Exchange Act
Release No. 58536 (September 12, 2008), 73 FR 54646 (September 22, 2008); see also
Securities Exchange Act Release Nos. 58806 (October 17, 2008), 73 FR 63216 (October
23, 2008); 61919 (April 15, 2010), 75 FR 21051 (April 22, 2010); 63103 (October 14,
2010), 75 FR 64755 (October 20, 2010); 63750 (January 21, 2011), 76 FR 4948 (January
27, 2011); and 65991 (December 16, 2011), 76 FR 79714 (December 22, 2011).

256



Regulators sometimes find it necessary to analyze trading activity at the customer level
instead of the broker-dealer level. Consistently identifying customer account owners across the
multiple broker-dealers with whom they transact is difficult and prone to error. Although, for
example, the EBS system provides the names associated with each account traded, these names
are drawn from the separate records of each broker-dealer providing data to the EBS system, and
the same party may be identified by a different name across multiple broker-dealers. Further, the
lack of tax identification numbers in many EBS records limits the ability for regulators to trace
the trading activity of customers across broker-dealers. Tax identification numbers are not
required to be reported in EBS for average price, allocation, riskless principal, foreign accounts,
and subaccounts. In fact, when one broker-dealer executes for a second broker-dealer, the tax
identification number is that of the second broker-dealer regardless of whether the second
broker-dealer is trading for a customer.

E. Aggregation

The practice used in some data records of bundling together data from different orders
and trades also can make it difficult to distinguish the different orders and trades in a given
bundle. As an example, brokers frequently utilize average-price accounts to execute and
aggregate multiple trades for one or more customers. In these cases, for example with EBS data,
the system does not reflect the details of each individual trade execution, because it reports only
the average aggregate prices and volumes of the various trades within a series that have been
bundled together for reporting purposes. Further, information on trade allocations aggregate the
trade information to such an extent that it is difficult for regulators to identify when particular
clients may be afforded preferential treatment because it is challenging to link subaccount

allocations to orders and trades.
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Equity and options cleared reports provide valuable data to regulators, but aggregation

reduces their usefulness, because the reports do not have detailed trade information and do not

include activity that does not require clearing.**® The volume in these reports cannot be fully

disaggregated and reconciled with the equity trade execution volume from other data sources

used by the Commission, e.g., TAQ and MIDAS, because the volume in the cleared reports is

not necessarily a summation of all trades. For example, the same trade can be reported two or

more times, by both the buy and the sell sides, for some OTC transactions and for all trades in

NASDAQ exchanges.*° Similarly, option cleared reports bundle together multiple executions

by compressing or netting them to facilitate clearing. This aggregation limits regulators’ ability

to link records across data sources, as well as limiting the accuracy with which the data source

reflects market events, which is particularly problematic in applications that require market

reconstruction.

Finally, issuer repurchase information is aggregated at the monthly and quarterly level.**

This aggregation limits the use of such data in investigations of the timing of issuer repurchases

449

450

451

The option cleared volume from the OCC contains the clearing firm, number of customer
contracts, and number of firm contracts for the options.

This scenario of a trade being reported several times is generally the result of agreements
that permit a broker-dealer to clear trades on behalf of another broker-dealer and send
trades directly to the NSCC. Broker-dealers often enter into these agreements to simplify
their clearing processes, achieve lower transaction costs, and take advantage of extended
hours of service.

Issuers report quarterly and monthly repurchases pursuant to Item 703 of Regulation S-K.
This data includes all issuer repurchases, including tender offers and open market
repurchases, but does not distinguish the type of repurchase. The Commission notes that
Item 703 provides, in part, that issuers must disclose “the number of shares purchased
other than through a publicly announced plan or program and the nature of the transaction
(e.g., whether the purchases were made in open-market transactions, tender offers, in
satisfaction of the company’s obligations upon exercise of outstanding put options issued
by the company, or other transactions.” See 17 CFR 229.703.
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and issuer stock price manipulation and in analysis of the use of the Rule 10b-18 issuer

repurchase safe harbor.*2

3) Accessibility

The SROs and Commission also lack direct access—meaning the ability to log into a
system in a manner that would allow them to gather and analyze the data they need—to many of

the data sources described above. SROs generally have direct access only to their own audit

453

trails and the public data feeds.™ While SROs control the manner in which they access their

own data, their investigations in some cases require access to the data of other SROs because

firms could trade across multiple SROs. To access another SRO’s data, SROs must send

454

requests to the other SROs** or to the 1SG.**®> SROs needing information not included in their

audit trails or the audit trail of another SRO must request such information from their members.

The SROs might not be able to acquire data from entities that are not members of that SRO; non-

456

members are not obligated to provide SROs with data, ™" any data provided by the regulator of

452 Rule 10b-18 provides issuers with a “safe harbor” from liability for manipulation under

Section 9(a)(2) of the Act, 15 U.S.C. 78i(2), and Rule 10b-5 thereunder, 17 CFR
240.10b-5, solely by reason of the manner, timing, price, and volume of their repurchases
when they repurchase common stock in the market in accordance with the Section’s
manner, timing price, and volume conditions. See 17 CFR 240.10b-18.

493 FINRA does receive data from certain SROs on a daily basis and subsequently has direct

access to that data.

%4 Commission staff understands that SROs receiving information requests from other SROs

will typically provide the information, although they are not required to do so.

45 See supra note 399.

6 See, e.q., NYSE Rule 2.A.xvi. — Jurisdiction (noting that the exchange has jurisdiction

over matters related to non-member broker-dealers that choose to be regulated by the
exchange). The Commission may, by rule or order, subject non-members to the rules of
national securities exchanges if it deems it necessary or appropriate in the public interest
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the non-member firm would be on a voluntary basis, or pursuant to the terms of the ISG
Agreement.

The Commission has direct access only to the public data feeds and the equity and option
cleared data; it lacks direct access to information provided in EBS or contained in trade blotters,
order tickets, order handling data, SRO audit trails, and OATS data. Unlike the SROs, the
Commission can subpoena data from entities that are not registered with the Commission, such
as professional traders that are neither broker-dealers nor investment advisers.

If a regulator does not have direct access to data it needs, the regulator would request it.
This can result in many data requests to broker-dealers, SROs, and others,*” which are
burdensome to fill. The Commission recognizes that data requests could impose burdens on the
entities responding to the request, in addition to the burden on the regulators to put the request
together. Broker-dealers, investment advisers, and SROs responding to a data request must incur
costs in order to produce, store, and transmit the data for the Commission or SRO.**® Further, as

indicated above, regulators may need to request the data needed from many different data

and for the protection of investors, to maintain fair and orderly markets, or to assure
equal regulation. Section 6(f)(2) of the Act, 15 U.S.C. 78f(f)(2); see also Sections
6(b)(1), 15A(b)(2) of the Act, 15 U.S.C. 78f(b)(1), 780-3(b)(2) (requiring national
securities exchanges and securities associations, respectively, to have the capability to
enforce compliance by their members with applicable Exchange Act requirements and
exchange or association rules).

7 In the context of an investigation or a court, in litigation, the Commission can request or

subpoena information from entities, including those not registered with the Commission.
See SEC Rule of Practice 232. Pursuant to their rules, SROs can request information
from their registered entities; see also supra notes 454-456 and accompanying text
(discussing how SROs request information from other parties, including other SROs).

8 See, e.q., CAT NMS Plan, supra note 3, at Appendix C, Section B.7(b)(ii)(B) (discussing

the current process for broker-dealers and SROs to respond to data requests, and stating
that broker-dealers must commit staff to respond to requests for EBS or large trader data
and may take varied approaches to fulfilling their regulatory reporting obligations).
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providers because of fragmentation in the data, and thus one analysis, such as an investigation,
can generate many data requests.

Fragmentation in trade and order data can take many forms. First, an analysis may
require the same type of data from many market participants. Second, the required data fields for
an analysis may be reflected in different types of data. Finally, an analysis may require data on
different products covered in separate data sources. The fragmentation in the data across market
participants is a function of the fragmentation of trading and broker-dealer services. In today’s
equity markets, trades execute across 12 exchanges, more than 40 ATSs, and around 250
dealers.**® With its RSAs, FINRA can consolidate much of the SRO audit trails in equities.*®
In the options markets, 14 different exchanges trade listed options with no off-exchange trading
of standardized options and no entity aggregating each audit trail into one dataset. The vast
majority of stocks trade in more than one location and most options trade on multiple exchanges.

Exchange SROs generally limit their data collection to securities traded on their own
exchanges, and limit the scope of their audit trails to transactions occurring on their exchanges.
While ATSs and dealers report order events in equities to OATS, each of the 12 equities
exchanges has its own audit trail. As a result of this structure, a market reconstruction for a
single security may involve data requests to multiple exchanges. Likewise, a project involving

options data may require data from each of the 14 options exchanges.

%9 See Securities Exchange Act Release No. 76474 at 81008, 81112, “Regulation of NMS
Stocks” (November 2015), available at http://www.sec.gov/rules/proposed/2015/34-
76474.pdf; see also Laura Tuttle, OTC Trading: Description of Non-ATS OTC Trading
in National Market System Stocks (March 2014), available at
http://www.sec.gov/dera/staff-papers/white-papers/otc-trading-white-paper-03-2014.pdf.

%0 FINRA has access to data from OATS and each equities exchange except CHX. See

supra note 333 and accompanying text. This reduces the data fragmentation as it relates
to the number of data requests for equities.
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To acquire broker-dealer order records, EBS, trade blotters, and order tickets, regulators
need to send a request to each broker-dealer to obtain its data. In the Commission’s experience
requested data can suffer from missing variables, truncations, and formatting problems due to the
way that the data is queried by the broker-dealer. These problems can lead to substantial delays
in using data and loss in regulatory productivity. Many different broker-dealers could have
trading records in a given security on a given day of interest, so one narrow investigation could
generate many data requests. As a result, in 2014 the Commission made 3,722 EBS requests that
generated 194,696 letters to broker-dealers for EBS data. Likewise, the Commission
understands that FINRA requests further generate about half this number of letters. In addition,
for examinations of investment advisers and investment companies, the Commission makes
approximately 1,200 data requests per year. Further, an investigation that requires tracing a
single trade or a set of trades back to an investor or investors can generate many data requests.
For such investigations, regulators would first need to request data from the exchanges or market
participants executing the trades. This data would tell the regulators which members,
subscribers, or broker-dealers sent the orders that led to the executions. Regulators would then
need to go to the members, subscribers, and broker-dealers to get information on the orders and
repeat until they get to the broker-dealer who initiated the order to see the customer behind the
order.

Finally, some regulatory activities require data on both equities and options. Because
current data sources do not contain information regarding both equities and options, regulators
needing data on both types of securities would need to make several data requests. Closely
related securities are sometimes traded on entirely different exchanges, complicating cross-

product analyses. For example, COATS data covers options trades but excludes the trading of
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the underlying assets. Often investigations or analyses require examining both options and their
underlying assets, creating the need for regulators to request data from multiple sources.

This data fragmentation also results in disparate requirements for industry members to
record and report the same information in multiple formats. Because each SRO has its own data
requirements, a market participant that is a member of multiple SROs may be required to report
audit trail data in numerous formats and interact with multiple regulators in response to normal
data queries. That said, the Commission understands that the number of disparate formats faced
by each member may have reduced over the past several years.***

4 Timeliness

In order to respond promptly to market events, regulators must be able to obtain and
analyze relevant data in a timely fashion. Currently, obtaining trade and order data and
converting the data into a form in which they can be analyzed can involve a significant delay
from the time of a particular event of interest. Indeed, in some cases the length of time from
when an event occurs until regulators can use relevant data in an investigation or analysis can be
weeks or months. This is especially true for trading data that includes customer information.

Some of the data sources described above can be accessed by SROs and the Commission
without significant delay. For example, SROs and the Commission have some real-time direct
access to public data and, through MIDAS, the Commission has next-day direct access to

analytics that are based on public data, such as volumes over various time horizons. Regulators

461 For example, some exchange audit trails require floor brokers who operated on their own

systems to submit order records to the exchange. These same floor brokers could be
members of other SROS that require different formats for submitting order reports. The
Commission understands that the volume of trading conducted on an exchange but not on
the exchange’s systems has declined sharply. Therefore, the activity generating the
disparate reporting requirements has declined.
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can also sometimes request and receive trade blotter data on the same day as the trade(s) of

interest because trade blotters are generally stored in systems immediately.*®* Further, the

Commission understands that FINRA receives audit trail data from exchanges pursuant to RSAs

at the end of each trading day. However, it has been the Commission’s experience that trade

blotter data requests can take weeks or in excess of a month depending on the scope of the

request and how accustomed the broker-dealer is with fulfilling such requests.

Corrected FINRA OATS data may be available less than two weeks after an event and

uncorrected data on day T+1. In particular, FINRA members submit OATS data on a daily

basis, submitting end-of-day files by 8:00 a.m. Eastern Time the following day or they are

marked late by FINRA.*®* FINRA acknowledges receipt of the data an hour after the member

submits it, before running its validation process. FINRA then takes approximately four hours

after acknowledging receipt of OATS data to determine if the data contain any syntax errors.“*

In addition to the four hours needed to identify errors within a report, it takes another 24 hours

for context checking, which identifies duplicates or secondary events without an originating

event. Once a context rejection is available, the member has up to five business days to repair

462

463

464

The regulated entities that respond to data requests need to query data to respond to the
request while still maintaining normal operations. Large data requests can take
significant computing time and thus, may require the respondents to time the queries to
minimize disruptions. Further, respondents need to write code to execute the query.
More experienced respondents would have existing code that they could modify without
significant debugging whereas less experienced respondents would need to take time to
code and debug their queries.

FINRA currently receives exchange data from most SROs at the end of the trading day.
Information on broker-dealer data reporting timeframes is available at OATS Reporting
Technical Specifications, supra note 357, at 8-1; see also Adopting Release, supra note 9,
at 45768 n.504.

See Section IV.D.2.b(2)A, supra (providing more detail on the validation and error
checking process for OATS and other data sources).
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the rejection.*® Reports for files that contain internally inconsistent information about
processing, linking, and routing orders may be available within two business days. FINRA
attempts to match the inconsistent information against any additional data received up to day
T+2 for linking errors and day T+30 for routing errors. The timing for surveillance programs
varies depending on the type of surveillance being performed; data is assumed to be completely
processed and corrected at day T+8.4%®

Because market participants generally do not report or compile datasets immediately after
an order event, there is a delay before regulators may access some data sources. For example,
the compilation of equity and option cleared reports occurs on day T+1 for options and day T+3
for equities (i.e., the clearing day) and the electronic query access for equities is available from
SIAC on day T+3. Additionally, when broker-dealers receive a request for EBS, the firm must
first fill in the EBS report and then, if it does not self-clear, pass the reports on to its clearing
firm to compile and send to SIAC. The EBS submission process can take up to ten business
days. More immediate requests for cleared options data can be submitted to FINRA, but even
this process takes up to two days. Because EBS data do not contain order entry time and order
execution time, regulators must obtain this information from firms and brokers using either data
requests or subpoenas, and this process generally can take from two to four weeks depending on

the size of the request.

45 See OATS Reporting Technical Specifications, supra note 357, at 6-3. Other types of

errors and corrections adhere to slightly different time-lines. See, e.g., id. at 6-12.

466 FINRA has the capability to query data that is not fully corrected, processed and linked to

investigate market activity at T+1.
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As discussed above, ¢’

the lack of direct access to most data sources may further delay
the ability of regulators to use data in certain cases. When regulators have direct access to a data
source, the time needed to receive data is only the time it takes for a query to run. For example,
depending on the scope of the search, it can take just a few minutes to return the results of a
query of equity and option clearing data.*®® As a result of direct access to their own audit trails,
some SRO surveillance occurs on the same day as the trading activity. FINRA, however,
typically gets direct access to exchange data, uncorrected OATS data, and corrected OATS data
at the time it receives it, unlike the exchanges and broker-dealers that have some access to the
data as it is generated.*®® However, when regulators lack direct access, their data requests can

consume significant time, including both the time required to put the request together and

response times from the SROs, broker-dealers, and others producing the data.*”® For example,

87 See Section IV.D.2.h(3), supra.

468 MIDAS, one example of a direct access data source, queries return data in seconds for

single ticker, intraday queries and within hours for complex multi-ticker, multi-day
queries. The data response times from MIDAS vary depending on the format of the
resulting data and the number of other users on the system. A query that pulls all
message traffic in an equity on a single day would take around thirty minutes.

469 FINRA typically collects exchange data at the end of the trading day and, as noted above,

OATS on T+1. FINRA can begin to access each data source, but, as discussed below,
FINRA has direct access to combined data only after the completion of the OATS error
process and the processing necessary to reformat and merge the data sources.

410 As discussed above, because analysis of some events requires the collection of data from

numerous sources, the time to request and receive data may be significant. The more
fragmented the necessary data is, the longer it would take regulators to put together the
data request. Putting together an E