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R. Corey Booth 
Directatchief bfonnation Officer 
Ofice of Information Technology 
U.S. Securities & Exchange Comrni.ssion OFFICE OF THE SECRETARY 

450 Fifth Street, N.W. 
Wadlington, D.C. 20549 

Re: SEC Request for Comment on Propoped Callection of h f o m t i o n  

Dear Mr. Booth, 

SJA appreciates the opportunity to respond to the Comission's Notice soliciting 
comments on the collection of information pursuant to SEC recordkeeping rules (Rules 
17a-3 md 17ah4), Wc understand that the Commission will be submitting the collection 
of information to the Office of Management and Budget for extension and approval, and 
that the SEC must cedify compliance with 5 CFR 1320.9and the related pravisions of 5 
CFR 1320.8@)(3). The Notice requests written comments on: (a) Whether the proposed 
collection of information is necessary for the proper perfamaace of the fimctions of the 
agency, including wllether the infonmaiion shall have practical utility; (b) the accuracy of 
the agency's estimate of the burden of the proposed collection of information; (c) waB to 
enhance the quai@,utility, and clarity of the hfonalion to be collected; and (d) ways to 
minimize the Lw&n o f  the collection of information on respondents, including through 
the use of automated collection techniques or other forms of  information technology, 
Our comments are focused on two aspects of the collection of information: 

Rvle 174-4@)(4), vhich requires every broker and dealer to preswe for not less 
than three years "originals of all communications received and copies of all 
cornm~cationssent . . . by the member,broker or dealer (including interoffice 
manormda and communications) relating to its business as such." This is bown 
as fie "~usiness as Such Rule." 

Rule 17a-4(f), which enables brokers or dealers to store records in "electronic 
storage media" only if certain conditions are met, including the use of a particular 
form of technology lrnown as 'krite once, read many." "is is known as the 
"WORMRule." 
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The SBC sbould review and update its annual reporting and estimate of the annual 
hourly recprdlceeping burden and total annual cost estimates for the Business as 
Such and WORM rules. 

An agemy is required to demonstrate to OMB ''that the collection of information 
is the least burdensome way of obtaining information necessary for the proper 
performance of its function, that the collection is not duplicative of others, and that the 
oollection has practical utility." Additionally, an agency i 6  required to certify that a 
colleat,ion of information "reduces to the extent practicable md qppropriate the bwden on 
respondents." Over iile last three years the SEChas expanded its interpretation of the 
scope of the Business a~ Such Rule to include virtually all internally and externally sent 
email cofxllnunications and instant messaging communications, This expansive 
intespreta~on became clear through informal statements and enforcement: actians rather 
thaq through a formal rulemaking. 

At the same time, in May 2001 the SEC rea#inned that the standard mandated by 
the W O W  Rqle i s  the only method by which brokers and dealers may retain records -
including millions and millions of emails - electronically despite the technology 
neytxality standards for record tora age under the Electronic Sig~latws in Global and 
National Cowerce  Act of 2000. Given these developments, it i s  not clear vhether the 
SBC has updated for OMB review its annualburden estimate for Rule 17a-4 of 254 hours 
per broker-deJer per year and cost estimates (including capital, start-up, operating, and 
maintenmce costs), SIA believes that the bwdens and costs of this collection of this 
infomati.on are vastly underestimated. These burdens and costs could be significantly 
reduced, and the quality of the information collected materially enhanced, by eliminating 
restrictions on tbe use of electronic storage media, as indicated below. 

The SEC should clarify the recordkeeping rules relating to email retention in order 
to minimize the burdens of recordkeeping. 

Under the Paperwork Reduction Act, an agency is required to use "plain, 
coherent, and umnbiguous language that is understandable to respondents." W l e  most 
of the SEC's books and records mles identify specific documents that mwt be kept, the 
standard for the Bysiness as Such rule is vague and subject to varying interpretations, 
especially as relates to email communications, The applicable SEC rule (enacted in 1939 
in the context of record keeping mles) sratcs that communications are subject to retenrion 
if they relate to the firm's "business as Thishighly subjective standard does not 
lend ifelf to a hard and fast compliance solution since each communication would 
thewetically have $0be reviewed to determine if it relates to the finds "b~sin,em as suchu 
before being archived. Moreover, the lack of SEC guidance exposes firms to 
unnecessary regulatory risk since a broker-dealer's good fdth attempt to define "business 
as such" in its retention policy could be found to be lacking by enforcement staff with a 
different interpretation. 
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The SEC sbould elirninatc restrictions on the use of electronic storage media in 
order to improve the quality of information collected. 

Uncles the Paperwork Reduction Act, an agency must assure thqt its collection of 
information burdens 'hake appropriate use of information technology to reduce burden." 
$XA member fmsbelieve that storage solvtions that meet the technical requirements of 
the current SEC rule are woefully inadequate for storing the volume of electronic 
documents, particularly ernail, tlmt 8 e  SEC requires to be retained today. Moreover, 
f i m s  are exposed to greater regulatory and litigation risks as a result of having to 
maintain discoverable data on systems that are ineffticient for purposes of search and 
retrieval. Finally, the SBC rule requirements for storage are significantly more expansive 
than those established under ESIGN. Other federal agencies, such as banking regulators 
and the Defknse Department that have an equally strong interest in document integrity, 
have not imposed sim,ilar storage rules on their constituents, The specific problems 
identified with the storage technology mandated by the SEC are explained in greater 
detail in the attached letter, which $LA sent to the SBC in February, 2003, The 
s~bsequent interpretive guidance issued by th.e SEC in May, 2003,was widely viewed ns 
reaffirming existing SEC policy, As a result, broker-dealers still lack the flexibility to 
select e1,ectronic storage technologies that would permit them to efficiently save, archi,ve 
and retrieve the d,ocurnentsthat regulators require. 

SIA would welcome the opportunity to continue what has been a constructive 
dialogue with tbe SEC on the issues of record retention and storage. If you have any 
question$ or cowents  regarding the opinions expressed in this leteer, please contact 
Scott Ih-srnan, $lAVice President and Associate General Counsel, at 212-618-0508. 

Vice President 
& Associate Generd Counsel 

Cc: John D. Graham, Administrator, Office of Infomation and Regulatov Affairs, 
Office of Management and Budget 
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February 21,2003 

Annette L. Nazareth, Director, Division of Market Regulation 
L ~ r iA. Richards, Director, Office of Compliance, Inspections, and Examinations 
Stephen M,Cutler, Director, Division of Bnforcemeut 
U. $. Securities a d  Exclmge Commission 
450 Fifth Street, N,W. 
Washington, DC 20549 

Re; SEERecord Storage Rule 

Dear Annette, Lori, and Steve; 

I am Mting on behalf of SIA's member fmslto ask for your aspiptance in 
completing the work of modernizing die SEC's Electronic Storage Rule (Rule 17a-40). 
SI.A member firms believe that the storage sohtions that meet the technical requirements 
of the current rule are woefully inadequate for storing the vol~une of electronic 
documents, particvlarly email, that the SEC requires to be retained today. Moreover, the 
technology madated by the SEC is actually hindering fm compliance with other 
regulations, industry initiatives, a d  internal riak management practices. We believe t l ~ ~ t  
the time has come to resolve these iasnes expeditiously, 

In June of 2001, SIA submitted a letter to each of you with proposed language for 
a new rule b replace the current rule, which mandates a non-rewritable, norrerqsnble 
technology for electronic record storage.' That proposal was developed at your urging 
and was submitted in expedited manner in accordance with your request, $LA again 
mote to senior staff fmm the Division of Market Regulation in September of 2002 
following up with the views and recommendations of t ebo logy  record managers at our 
member Neither letter received a formal response and, despite the mutual 
recognition of the inherent difficulty of storing internal email, liability concerns for 

The Sccwritioe Industry Association brings together the shared intoroetsaf more than 600 spamities firms 
to elccsmplish common goals, SIA member-firms (inchding investmenr banks, brokafi?ealen, and mvtual 
fund companiog) arc aurive in all U.S.and forcign markets and in all phuos of corporate and public 
finance. Collecrively they employ mare than 495,000 individmls, represmtipg 97 gnptnt of total 
employment iq secytities brokars and dealers. The U.S.securilios industry manages tho accounre of nearly 
93-million investors directly and indirectly through corporate, thrift, and pension plqns. In 2001, tho 
industry gmerated$280 billion in U.S.revenue and $383 billion in global revanws. (More information 
about SIA is available on its home page: w w , s i a m )  

Letter from Stuart I. Kaswell. Senior V% Prasidenr and General Counsel, SIA, to Annetto N w c t h ,  Lon 
Richards, Staven Cutler, SEC (June 29,2001). 

~ t&I/www. ~,cmn/electronic s v h a ncw.hml 
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failure to keep such records has only worsened. As explained further below, this 
ind~stsy's need for a cqpable record storage solution has become more acute in the past 
yea. SIA believes it is therefore critical that the SBCmove swiftly to update its rule. 
Below we suqpnarige our existing position and suggest new avenues for rule clmnges for 
your camideration, 

We s h w  the Commission's view that docwent integrity is of critical importance 
to the Commission's mission and a firm's ability to serve its customers, It is SIA's 
contention, however, that the Commission's belief that document integrity cqn be 
guaranteed tluough n, particular method of storage is unrealistic, Only those firms that 
actually retain records even need worry about how such records must be stored. In other 
words, the storage rule is a nonissue for bad actm who do not keep records, but it is a 
huge butden for thoae firms that are dutifidly attempting to retain records and ask only 
tlut they be permitted to do so in an efficient manner. 

BACKGROUND 


Wid1 regard to record storage requirements, "a page sflistmy is worth a volume 
of logic." Befow the development of elec~onic storage media, the Commission had no 
requirement dictating how records muat be preserved. The Commission only specified 
that broker-deJars must keep records for three y e w  and tlwt they must keg them in an 
easily accegsible place for the f is t  two of those three yean. Indeed, there is no mems of 
gumteeing the authenticity of paper records or microfiche since replacement records 
can be easily generated and placed in files andor microfilmed, Thus, the SEC Ins 
dways accepted the document integrity risks inherent in storing paper documents - flood, 
fire or deliberate destruction are possibilities- but seems unwilling to accept a 
comparable level of ribfor electronic documents. 

The SBC'BT i t  electronic storage rules allowing the use of micrographic media 
wqe  developed not for the purpose of guaranteeing document integrity, but rather to 
permit an alternative to physical paper storage." Document integrity was also not the 
motive when *e SEC later adopted tlie no-action positions that led to today's electronic 
storage mrle,6 Ta the contrary, the SEC had to change the rule because firms were nlready 
generating records using computers and could not very well be expected to print out 
paper copies of such records for storing or microfilming as the existing regulation 
required, Yet, despite the fact that existing rules for paper and microfiche did not include 

Exchange Act Release No.8875 (Apr. 30,1970), 35 FR 7644 m a y  16, 1970).'Lattor fromMiobael Macchioroli, Associate Director, Pivision of Market Regplation, to Michael D. 
UdoM, Chairma, ,4d Woc Rccsrd Retention Committee, SIA (June 19,1993). 
%xohange Act Release No. 38245.62 FR 6469 (Feb. 12,1997), 
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8torage format requirements, the SEC proceeded to apply such requirements to 
electronically stared documents.' 

Congress sougl~t to address the unequal treatment of paper and electronic records 
when it passed the Electronic Signature in Global and,National Commerce Act (?l3sign'' 
or "AC~").' Under Section 10 1 of Esign,any law or regdation requiring retention of 
records i s  deemed satisfied by retention of an electronic record that is accurate and 
accessible, Eaign permitted o federal agency, like the SEC, to interpret this requirement 
with respect t~ ~e d e s  it administers, but with certain limitations, Fir& the 
interpetation must be consistent with Section 101 of the Act. Second, the agency 
interprdation may not add to the requirements of that section. Third, Section 
104(b)(2)(C) pquires the agency issuing the interpretation to make all of the following 
fow findings;(1) there is substantial justification for fhe interpretation; (2) the 
requirements are substaqtially similar to those imposed on non-electroniu records; (3) 
requirements do not impose umea~onable costs on the acceptance and use of electronic 
records; and (4) the requirements do not require or accord greater legal atus us or effect ta 
the use of a specific teclmology or technical specification. 

Tlz SBC issued its Intapretation in May 2001 and concluded that its Rule 17a-
4(f) met the guidelines required by Esip .  Because the SEC rule requirements an 
significantly more expansive than those eatabliohed in Esign, SIA respectfidly disagrees 
with this conclueion, First, SIA believes tlmt, contrnry to the SECas assertion in the 
release, Rule 17a-4(f) does add requirements to Section 101(d) in contravention of the 
Act. As the SEC release notes, Section 101 requires only that a record be stored in a ' 

manner That e n s w s  it is accurate, accessible and capable of being qccurotely repr~duced 
for l a b  reference. l o  But Section 101 of Esign does not specify the means by which a 
regulated entity should ensure accuracy and accessibility. The SEC rule specificaIly 
requires the use of a norrrewritable no~wasable format to ensure accuracy and 
accessibility. The SEC rule thus adds to the requirement of Section 101 in contravention 
of Esign. 

Second, SIA respectfully suggests tlxtt the $EC lm not satisfied the four-pronged 
test oytlined in Section 104, Each prong i s  discussed inturn below. 

(1) There is substantialjustificationfor the interpretation -- SZA does not dispute 
that investor protection is at the core of the agency's missioh ;md that accurate 

* 
Id. 
Pub. L. 106229, 114 Stat. 464 (2000). 
Exchangc Act Release No.44238 (May 1,2001), 66 FR 22916 (May 7,2001). 

l o  Supra note 8. 
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records are essential to cawing out that mission. However, Esign already 
requires such records to be accurate and accessible. The SBC Znterpstation 
does not offer substantial justification for departing in such a significant way 
fxbm the Esign standard. Fwherm~re,it is difficult to see how investor 
protection could substantially justifl expanded rules for electronic, but not 
paper records. It is also difficult to see how investor protection would 
subatnntirJly justify heightened rules for broker-dealers, but no other regulated 
entities. The two cases of document tanapering cited by the Commission do 
not provide a ~4bstantial ju~tification for imposing storage format restrictions 
since t a n  d n g  and destruction can occur before documents are ever 
archived.r: 

( 2 )  The requirements are substantiully similar to those imposed on non-electronic 
recotds -- The SEC argues in the Interpretation that: its electronic stQrage 
requirements are substantially equivalent to the rsquirements for norr 
eleqtronic records. However, as we have noted above, the SEC has no format 
storage requirements for noselectrsnic documents. The SEC even 
aclcnowledges its differential treatment of paper and electronic records in the 
release when it states that its requirements "adclress the uniaue characteristics 
of each stora~emetb.od(emphasis added)."12 Tl~us, the SEC's rulea for paper 
and electrunic records are not s~rbstantialIysimilar, in contravention of Bsign, 

(3) The reqyirements do not impose unreasonable costs on the acceptance and 
use of electrunic records -- The SEC asserts in the Interpretation that its Rule 
17aq4(f) requirements do not impose unreasonable costs on the acoeptance and 
use of electronic records. Althoug4 the SEC offas no estimate af costs of its 
requirement, Esign's requirements, or comparative electronic storage 
m e ~ o d s ,it nevertheless concludes that the costs arc reagonable, Moreover, 
the SEC fails to test the reasonableness of the costs of its rule relative to the 
costs of Esign's accurate and accessible requirement. As discussed f d e r  
below, the cost of complying with t h ~SEC rule is unreasonable given the 
increseed amount of data that must be stored and the comparative cost 
advantages of nomWORM systern~. '~ Since Esign does not specify 4 WORM 
storage format as the SEC rule does, firmsfollowing the SEC rule are limited 

' ' Neithq case alleges t h ~ tthe particnlar storage medic\ used played a rolo in facilifning the wrongdoing
an4 neither cnse indicates whether t l~cpqrucular storage media was of my relevance ta regulqtbra 
investigating th6 wrongdoing. Exchange Act Rclease No. 44238 (MayI ,  2001), 66 FR 22916 (May 7, 
2001).
I ? Supra noto 9. 
l3One SLA wemter firm ostimrrtcs that WORM ~pticalis  three timca more expensive than DASD tape and 
tco times slower in terms of archival writing speed. 



- - -  

Annette L. Nazmeth, Director, Division of Mqket Regulqtion 
Lori A. Richards, Director, Office of Compliance, Inspections, and Examinations 
Stephen M. Cutler, Director, Division of Enforcement 
Febna~y2 1,2003 
Page 5 of 11 

to just a few vendors wliose products meet the SECk strict requirements, 
Esign?einterpretation would provide firms with many mop record storage 
options to consider, Time, file SEC rule imposes costs that could be 
considered unreasonable cornpared with the storage options tlnt are available 
to nombroker dealers that need only comply with the Esign req~irements.'~ 

(4) The requirements do not require or accord greater legal stqtus or eff'ecf to the 
use of a specific technology pr technical specijication -- The SEC argues that 
its requirements do not require or accord greater legal status or effect to the 
use of a specific technology or t ecbca l  specification. The Ofice of 
Management & Budget memorandw regarding Esip Wed WORM as an 
example o f  a specific recllnology or technical specification.l 5  Becaqse nom 
WORM storage solutions are available tlut would meet Eaign" criteria for 
document integrity, the SEC rule fails this last test of Section 104 because it 
clearly requires and accords greater status to the use of WORM technology. 

The SBC has not imposed a similar requirement on record keeping for inVeament 
adviser$ or muWl Moreover, despite the well-publicized instances of document 
deshuction of Emomrelated documents by Mlur Andersen, the SEC chose not to 
inclvde a stomge requirement in the auditor record retention rules it recently approved. l7 
In contrast to ~e SEC's position with respect to broker-dealers, the Federal Reserve 
Board issued mterpretive pdance pursuant to Esign and refused to apply storago rules to 
the banks that it regulates. The SEC rule thus unfairly singles out broker-dealers for 
technology-specific @torage rules. As n result, f m s  with banking,mutual fund., and 
broker dealer svbsidiaries face separate record storage rules at a time wheu firms are 
looking to find enterprise-wide record management solutions to better conhin costs and 
increase efficiency. The rule, thus, requires such finns to choose between using diffrent 
data storage systems or using a WORM-compliant system for the entire enterprise. 

l4  In addition to the requiromonts of Esign, ,Section 3(f) of the Securities Exchange Act of 1934provides 
that "whenever pursuant to this ritlc he Commission is engaged in rulemaking .,.and i s  ~bquiradto 
c~qsidoror determine whether an ~c t ionis necessary or appropriate in the public interest, rhc Commission 
shall also consider,in addition t the protection of investors, whether the ~c t ionwill promote efficiency, 
competition, and c~pitalformorion. SIA does not believe h a t  Commiseios's rceord storage rcquiromonts 
coqld yitlstand sowtiny wder rhis stnndard, for the reasons ourlined in rhis letter. 
I' M-00-15, Officeof Management k Budget (Soptamber 25,2000). 
16 Exchange Act Release No. 44227,66 FR 2 1648 (May 1,2001 1; Relcasc Nos.IC2499 1 and M-2945,66 
FR 29224 (May30,2001). 
l 7  Release Nos. 33-8180; 3447241; IC-25911 (January 24,2003)
''Board of Govtnors of  the Fodard Rosowo System, Regulation B; Doclcet No. R-1041 (Mnrch 27, 2001). 
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TECHNOLOGY MANDATED BY THE CURRENT RULE IS IEJADEQUATETO 
MEET TODAY" $CORDKEEPING BURDEN 

Even if we concede for purposes of discussion that the Commission has satisfied 
it4 legal obligation under Esign or that there is some jwtification for treating broker- 
dealers differently, SIA still believes that the inherent flaws of WORM-compliant 
systemsshould compel the SEC to amend its broker-dealer record storage rule, By 
altering Rule 17a-4(Q, the Commission could permit broker-dealers to store electronic 
documents more effectively at subsQ.ntially lower costs, We simply see no investor 
protectios benefit for the Cornmiasion to insist that broker-dealers continue to operate a 
parqllel record storage system using antiquated technology that is unduly expes.ive, 
difficult to search, and whose supposed benefit of no~;rlterability is illusory. Indeed, we 

the oppo6it.e is true i.e.,that the Commission could enhance investor protection by 
modernizing its record storage rule. 

I am sure you are familiar with the disadvantpges previously cited by SIA with the 
technology mandated by the cwent rule. To surnrnarjze, W O W  storage systems are 
inefficient from the atandpoint of archiving speed (transferrates), setuclmbility, and 
retrievability, Most of these problems flow Born the fact that electronic reconjs are not 
born on WORM medis, but have to be archived to that format from the point of creation 
(i.e,, the email system). The volume of emails genemted today'g bas the capacity to 
overwhe1.mthe rate at which emails can be successfilly archived (or written) to the 
WORM media, which createa enormous backlogs or queues. For example, one SIA 
member finn estimated the time it takes to mcllive 2.5 gigabytes of email (the average 
doily mount  of email produced by the firm's 3,200 email accounts) to a WORM optical 
disk is 25 mhute$ while the estimated time it takes to archive h t  same amount of 
materid to DASD lape i s  one second, 

WORM optical disk architecture complicates searchability nnclretrievability of 
documents. Most brokerage firms use optical disks that hold 5,2 gigabytes of dab, 
These disks we h o w d  in '3ulceboxes," the largest of which can hold 250 or more &ks 
(or 1.3 terabytes of data) but can only "play" 6 disks at my one time. Thus, the number 
of users wlm can access the data and the mount  of data that can be accessed at any one 
time is quite limited, While higher capacity opticaI disks are becoming avRilable (albeit 
at higher costa), existing jukeboxes may not be qble to house or play them. Moreover, 
regwdlcss of the capacity of mi individual disk, limitations still apply to the number of 

According to 1nfqWorld (Septambor 25.2000), there were an cstirnatcd 260 million ernpil boxbs in North 
America at the end o f  2000. By the end of 2005, there am oxptatcd ro be nearly 500 million. Similsrty, 
daily cmail mcseqges sent in North Ameriaa qt thc en4 o f  2000 were estimated at 6 billion. That n~imbaris 
expected to qwell to I 8  billion by 2005. 
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di~ksthat can. be accessed for search and retrieval at any om time, Thus, f inng  with data 
that must be accegsible to more thanj~lsta few people at a time must also qchive the 
same data to DASD tRpe or an equally flexible media, The necessity of dual archiving 
makes the cost of pqrchasing and maintaining SO muchhardware expensive mxl unwieldy 
Ibrn  a docutnent management perspective. 

NO TECHNOLOGY CAN G U A W T E E  DOCUMENT INTEGRITY 

There i.3 no such thing a[; a L'buIIet proof' Storage solution. We appreciate and 
sllsre the Commission's view that broker-dealers should create documents that are 
accwte and not subject to alteration. Nonetheless, we do not believe that there is any 
storage system or feature that reduces tlre rislc o f  deliberate or accidental alteration to 
zero, Bec~use of the nece~sity of a transfer to WORM from the point of creation (i.e.,the 
mail server), it i s  n.ot at all clear what guarantee of document integrity thip nrle or any 
storage medium rule can provide. Even if documelits are successfblly bmsfened to 
WORM media, there is nn gumtee  o f  safe storage. The evolutionwy nature of 
technology dictstea that whatever new solutions are developed today will be found to be 
vul~lerabletomomw. Moreover, claimed difference8 in the degree of tamperability 
among storage devices (i.e.,hardware features us. software features) are meaningless as 
long as there is at least one engineer alive who b o w s  how to override or deactivate the 

And once such a flaw is discovered, the technical h o w h o w  tends to become 
comrnov knowledge almost instantly. 

20 '+Everystorage medium in existonco can ba altered. Optical storage and otller compur~r-bqsed 
rechnologies are na e~oeption... a WORM diek is much harder to alter tllm a signature, bur in fecr both @re 
vl~lnerablero Borncone wirh sufficient access, the right tools, and adcquarc knowledge." (Safeguarding Data 
with W O W ,  Hewlett Paclcard, 1999)', 
"Any record c a ~be al le~tdwith enough effort and knowledge o f  technology. In that sense any storage 
mediem is y lne~abjeto intentional alteration when security and internal controls fail." (Evidentiary 
Bcncfirs and Ryajness Implications of WORM Opciul Disk Stmgc for Records Management, Cohassot 
Asso~iotos,August 2000). 
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RECENT DEVELOPlWZNT8 DEMONBTRATE NEED WOR RULE C W G E  

Several events during flle past year have made the need for a rule chmge even 
more urgent, Most significantly, the expansive view of email retention requirements that 
the Commission applied in fining five broker-dealers for violations of record keqipg 
rules has pmmpted d l  f irms to enhance their email retention ca~abilities.~' Second, 
compliance with the new SEC Books and Record Rule (implementation date of May 2, 
2003) will require firms to be able to produce more documents in a shorter time kame, 
Given the acces$ibiliq and retrievability lmdicaps of WORM storage, compliance with 
the "pramptness" requirements of this rule will be daunting, Tlird, recent oourt rulings 
in discovery motions have ruled against record keepers on the basis of less-thanefficient 
storage medin," Firms are thus exposed to greater regulatory and litigation risks as a 
result of having to maintain discoverable data on systems that are ineff~cienf for purposes 
of search and retrieval, A leading vendor of storage systems estimates that a large 
broker-dealer with 10,000 email users produces three terabytes (or h e  thousand billion 
bytes) of data per year,23 If o single regulatory investigation requires this firm to produce 
three years worth of email, or 9-10 terabytes, this vendor estimates the cost at $300,000 -
500,000 per teyabyte to restore, produce, search, and produce again thia volume of 
Fourth, data managers face new risk management and regulatory considerations since the 
attacks of September 11. These considerntio~s require extra emphasis on the speed of 
data transmiasion and the capacity of data back-up technology. No firm hoping to 
achieve a rapid recovery of its data following a disruption would rely on the SEC-
mandated WORM storage system, and indeed most f m s  maintain a separate system 
(like DASD tape storage described above) for such no~regulatory purposes. 

The SEC frequently cites the industry's early support for the current record 
storage rule in sErming its relevance today.25 AS noted above, the no-action letter the 
industry sought in 1991, ~ h i c l l  led to a rule proposal in 1995 and ultimately to the 
adoption of file; current rule in 1997, was considered a mark of progress at the time, 
Indeed, such a revision was a virtual necessity given thqt rrecord~were already being 
created via computer and thenexisting rules contemplated only physical documents and 
microfilm pichuep of those same documents. Moreover, differences in performance 
stqdards between WORM and NonWORM systems at that time were not nearly as 
dramatic ns they we today. Because of the xapid evolution of technology, any industry 
support for a rule that wos based on technology available in 1991 can hardly be deemed 

'' Exchgngc Act Rcloq~oNo,46937 (December 3, 2002), 
""Respondingto Electronic Discovery" (New York Law Journal, May 6,  2002),
"Sec~ntiesInhstry vows,Febnrary 20,2002. 
z+ Id. 

supr~lnote 9, 



FEE. 4.2005 5:16PM SECURITIES INDUSTRY NO.928 P. 131'15 

Annette L. Nazareth, Director, Division of Market Regulation 
Lori A, Richards, Director, Office of Compliance, Inspections, and Examinatious 
Stephen M. Cutler, Director, Division of Enforcement 
February 2 1,2003 
Page 9 of 11 

relevant today. The fact that corporate email systems were pmctically nowxiqtent at t h ~ t  
time and thnt commercial use of the Internet wodd not occur until 1.995ought to provide 
some frame of reference for the continued utility or practicality of this rule. Finally, 
Storage capacity needs at the time of the 2001 Interpretation, and even more so today, are 
radically different flwn storage needs of just s few yeas earlier. EMC egtimqted that "in 
1995,95percent of storage was anal.og (films, tapes, and microfiche) and unsuited for 
tmnsrnission over the Internet. Today, 95 percent of storage is digital.. .."2" 

RECOMMENDATION 

In SIA's view, the Commission will not ~olve tlle record storage problem by 
attempting to @-etch existing rule langyage to pennit ~e use of companyspecific storage 
devices featusing the latest document integrity device, SIA respectfully suggests that the 
only way for fhe Copmission to harmonize its broker-dealer rules with its other rules and 
with current legal trends" is for the SEC to adopt a document integrity rule, as opposed 
to a storage technology rule, That is to say that b s ought to be required to adhere to 
policies that reasonably ensure document integrity throughout the storage procese. This 
approach would have the added benefit of provicbg some auditable safeguwds around 
the whole transfer process instead of just the ultimate storage destination. The d e  could 
state that n firm's guidelines must consist of reasanable steps tlnt are designed to: (1) 
safeguard the security ahd integrity of records; (2) limit access to records to properly 
outllorized personnel; and (3) ensure that electronically stored documents are complete, 
true, and legible when retrieved, In sum, the goal of regulation should be to require a 
level of integrity that can reasonably be achieved; not an unrealisHc one that must be 
guaranteed. The SEC already permits other entities it regulates to apply a policy and 
procedures approach to ensuring, but uot guaranteei,n.g, document integrity, Moreover, 
the Commission has successfully wed this regulatory approach in a host of other contexts 
(e.g. SRO rules relating to communications with the public) that are arguably more 
central to die Comiss ion~s  mission ~f investor protection than record storage. 

Possible Basis for Compromise 

While SJAbelieves it is necessary to put broker-dealers on an even footing with 
banks, investment companies and other similarly situated financial institutisns that are 
not so constrained in terms of record storage options, we are open to other methods of 

""Metaalfe's Exaflo~d"(Gildsr Tachsology Repon, .rune 2001).''"Congidet that in a US Court of Law, evidence is coqsidorod admissible or inadmissible bawd on how it 
is handled, not on ?he medium or technology tlmt stores rhe evidence .. . . The kay then i s  more about 
process (the woy we handla data) and less about technology (the way we record data)." ("Safegqding 
deta with W O W . "  Hewlatr Packatd, 1999.) 
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accomplishing tlis goal, Under SIA's proposal, f m s  would be requjred to have 
"proce4wes that are reasonably intended to safegard the security wd integrity of record^ 
by means of mnunl or automated controls designed to ensure the authenticity and quality 
of the electronic facsimile; reasonably safeguard the records for alteration, loss or 
destruction; reasonably detect attempts to alter, remove or deaixoy records; and 
reasonably,,%rovide the means to recover altered, damaged, or lost records resulting from 
any cause. 

In addition, SXA believes it may be appropriate, inthe case of larger fkms, to 
require that the procedures specify whether the electronic storage me*od in uee inchtdes 
a dacument integtity feature or features reasonably designed to safeguard security and 
integrity, and ensue authenticity and quality of records. This w ~ u l dhave fix benefit of 
focusing attention on the importmce of a system-based document integrity fe~ture as part 
of a fin'sconpols and procedures, while preserving a firm's flexibility to choose from 
more storage options than are available under the current rule. Smaller firms, and f m s  
who~e document storage needs do not warrant the significant cost of such Systems, would 
still be able to demonstrate compliance through procedures alone. Moreover, storage 
vendors wvuld in turn compete to provide new and better document integrity features to 
customers. Examples of document integrity features that meet this criteria might include 
P 60Rwre or hardware control to prevent or detect changes; an anhiving process t h t  
causes a physicJ and permanent change in the media; an automatically generated log 
sliowhg any m4 all changes to a document fram the h e  it is created; or any other 
mews yet to be devised for this purpose. Such technology-neubal language that 
recognizes the realistic limits of document integrity measures offers the best hope for 
achieving the goals of effective and eficient regulation. 

Anather alternative, which we previously raised with you, is the creation of a 
separate record storage rule in accordance with the recommendations discussed above 
exclusively for elecbonic mail, as dietinct from other types of records. 4 sepmate xvle 
would be justified by the extreme difference between specific, regulated documents m d  
email in terms of volume of data generated, the physical properties of each as it relates to 
the difficulty of archiving, search and retrieval, and the degree ofepecificity in the rules 
governing retentiqn. 

SXA is eager to resume a dialogue on the issues we have raised so that the 
Commission can conclude its work on this issue and our firms can begin to respond to the 
enQmous record-keeping challenge they face with the benefit of state-of the-art 
technology. We believe that it is in the best interests of investors, regularors, and broker-
dealers to cvmplete this rulemaking effort promptly. If you have my questions or if SIA 
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can of qny pssjstance, please contact me at (202) 296-9410 or skas,weJl@sia.com or 
contact Scott Kursman at (212) 618-0508 or skursrnanlisiil.com 

Stuart J. Ksswell 
Senior Vice President 
md General Counsel 

cc : The Honorable William Donaldson, Chairman 
The Honorqble Cynthia A. Glassman, Commissioner 
The Honorable Harvey I. Goldachmid, Commissioner 
The Hono~qb1.ePaul S. Atkins, Commissioner 
The Honorable Roe1 C. Campos, Commissioner 
Giovanni P. Prezioso, General Counsel 
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