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EXHIBIT M.4. 

PAXOS SECURITIES SETTLEMENT COMPANY, LLC REGULATION SYSTEMS 
COMPLIANCE AND INTEGRITY COMPLIANCE SUMMARY 

 
I. PSSC’S REGULATION SCI COMPLIANCE POLICY  

 
Regulation Systems Compliance and Integrity (“Regulation SCI”) under the Securities 
Exchange Act of 1934 (“Securities Exchange Act”) was adopted by the U.S. Securities and 
Exchange Commission (“SEC”) in November 2014 in response to securities markets 
becoming increasingly reliant on technology and automated systems. The rules in Regulation 
SCI seek to, among other things, reduce the occurrence of systems issues, improve resiliency 
when systems problems do occur and enhance the SEC’s oversight and enforcement of 
securities market technology infrastructure. Compliance with Regulation SCI is required for 
an “SCI Entity,” which includes self-regulatory organizations (“SROs”) such as national 
securities exchanges, registered clearing agencies, certain alternative trading systems, 
disseminators of consolidated market data and certain other entities. Paxos Securities 
Settlement Company, LLC (“PSSC”) will be an SCI Entity in its capacity as a registered 
clearing agency. 
 
The purpose of Regulation SCI is to ensure that an SCI Entity’s “SCI Systems” (defined 
below) and, for purposes of security standards, “Indirect SCI Systems” (i.e., systems of, or 
operated by or on behalf of, an SCI Entity that, if breached, would be reasonably likely to pose 
a security threat to SCI Systems), have levels of capacity, integrity, resiliency, availability and 
security, adequate to maintain the SCI Entity’s operational capability and promote the 
maintenance of fair and orderly markets. The specific rules of Regulation SCI apply to SCI 
Systems (i.e., the computer, network, electronic, technical, automated or similar systems of, or 
operated by or on behalf of, an SCI Entity) that directly support any one (1) of six (6) key 
functions with respect to securities: trading, clearance and settlement, order routing, market 
data, market regulation or market surveillance. 
 
PSSC maintains a Regulation SCI Compliance Policy describing PSSC’s SCI Systems and 
Indirect SCI Systems and PSSC’s procedures which are reasonably designed to comply with 
the requirements of Regulation SCI, including, in particular, the SCI Systems supporting the 
Paxos Settlement Service, which will perform the functions of PSSC in its capacity as an SEC 
registered clearing agency.1 As discussed in greater detail below in Section III, PSSC will rely 
on the services of a cloud services provider in connection with supporting core clearing 
agency services performed by PSSC, including:  
 

 
1 PSSC has separately submitted a request for confidential treatment to the Commission 
regarding the Regulation SCI Compliance Policy. PSSC has provided the Regulation SCI 
Compliance Policy to the Commission in confidential Exhibit M.2. to PSSC’s Form CA-1 
Application for clearing agency registration. This Exhibit M.4. provides a non-confidential 
summary of the Regulation SCI Compliance Policy submitted as confidential Exhibit M.2. 
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 trade capture; 

 pre-settlement processing (e.g., comparison, netting); 

 margin; 

 settlement; and 

 custody of security entitlements to securities and cash (as described in further detail 
below in Section II). 

The PSSC Regulation SCI Compliance Policy sets forth a detailed framework designed to 
ensure compliance with each component of Regulation SCI. In accordance with Rule 1001(a) 
of Regulation SCI, the Regulation SCI Compliance Policy sets forth, where applicable: 
 

 the establishment of reasonable current and future technological infrastructure  
capacity planning estimates; 

 periodic capacity stress tests of such systems to determine their ability to process 
transactions in an accurate, timely and efficient manner; 

 a program to review and keep current systems development and testing methodology 
for such systems; 

 regular reviews and testing, as applicable, of such systems, including backup systems, 
to identify vulnerabilities pertaining to internal and external threats, physical hazards 
and natural or manmade disasters; 

 business continuity and disaster recovery plans that include maintaining backup and 
recovery capabilities sufficiently resilient and geographically diverse and that are 
reasonably designed to achieve next business day resumption of trading (because PSSC 
does not facilitate trading, this does not currently apply to PSSC) and two (2)-hour 
resumption of “Critical SCI Systems” following a wide-scale disruption (Critical SCI 
Systems are SCI Systems of, or operated by or on behalf of, an SCI Entity that: (a) 
directly support functionality relating to: clearance and settlement systems of clearing 
agencies; openings, reopenings and closings on the primary listing market; trading 
halts; initial public offerings; the provision of market data by a plan processor; or 
exclusively-listed securities; or (b) provide functionality to the securities markets for 
which the availability of alternatives is significantly limited or nonexistent and without 
which there would be a material impact on fair and orderly markets); 

 standards that result in such systems being designed, developed, tested, maintained, 
operated and surveilled in a manner that facilitates the successful collection, processing 
and dissemination of market data (this requirement is not currently applicable to 
PSSC); and 

 monitoring of such systems to identify potential “SCI Events” (i.e., events that 
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constitute a systems disruption, systems compliance issue or systems intrusion). 

PSSC’s Regulation SCI Compliance Policy is designed ensure that PSSC’s policies and 
procedures remain consistent with current SCI industry standards (i.e.,  information 
technology practices that are widely available to information technology professionals in the 
financial sector and issued by an authoritative body that is a U.S. governmental entity or 
agency, association of the U.S. governmental entities or agencies or widely recognized 
organization) through, among other things, regular reviews of SCI Systems as part of the 
annual SCI Review (as defined below). 
 
In addition, in accordance with Rule 1001(b) of Regulation SCI regarding systems 
compliance, the PSSC Regulation SCI Compliance Policy sets forth procedures that address, 
where applicable: 
 

 testing of SCI Systems and any changes to SCI Systems; 

 a system of internal controls over changes to SCI Systems; 

 a plan for assessments of the functionality of SCI Systems designed to detect systems 
compliance issues (which are events at an SCI Entity that have caused any SCI System 
to operate in a manner that does not comply with the Securities Exchange Act and the 
rules and regulations thereunder or the SCI Entity’s rules or governing documents, as 
applicable), including by “Responsible SCI Personnel” (i.e., for a particular SCI 
System or Indirect SCI System impacted by an SCI Event, such senior manager(s) of 
the SCI Entity having responsibility for such system, and their designee(s)) and by 
personnel familiar with the rules and governing documents of PSSC and applicable 
provisions of the Securities Exchange Act; and 

 a plan of coordination and communication between regulatory and other personnel of 
PSSC, including by Responsible SCI Personnel, regarding SCI Systems design, 
changes, testing and controls designed to detect and prevent systems compliance 
issues. 

Pursuant to the Regulation SCI Compliance Policy, PSSC’s Chief Compliance Officer 
(“CCO”) is responsible for assessing the designations of any SCI System at least annually. The 
Regulation SCI Compliance Policy also specifies that the CCO will be responsible for 
conducting a review of PSSC’s compliance with Regulation SCI (“SCI Review”) not less than 
once each calendar year. The CCO is responsible for designating “objective personnel” to 
perform the SCI Review that have appropriate experience to conduct reviews of all SCI 
Systems, consistent with Regulation SCI.  
 

In accordance with Regulation SCI, PSSC’s Regulation SCI Compliance Policy provides that 
the SCI Review will, at a minimum, contain: (a) a risk assessment with respect to all SCI 
Systems; (b) an assessment of internal control design and effectiveness of all SCI Systems to 
include logical and physical security controls, development processes and information 
technology governance, consistent with industry standards; (c) a penetration test review of the 
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network, firewalls and production systems at least once every three (3) years; and (iv) as 
applicable, assessments of SCI Systems directly supporting market regulation or market 
surveillance at a frequency determined based on PSSC’s risk assessment, but in no case less 
than once every three (3) years.  
 

To comply with various provisions of Regulation SCI (e.g., Rule 1001(a)(2)(iv) and (vii)) and 
detect potential SCI Events, the PSSC Regulation SCI Compliance Policy provides that PSSC 
will perform systems health monitoring and vulnerability monitoring and scans on its SCI 
Systems. Health monitoring will include system health checks probing each application, 
monitoring and use of alerts. These alerts will be reviewed and evaluated by PSSC’s on-call 
engineering team. Any alerts that could materially impact the performance of the Paxos 
Settlement Service will be escalated to the Chief Information Security Officer (“CISO”) or the 
CISO’s designee. The PSSC Regulation SCI Compliance Policy also provides that PSSC will 
conduct security vulnerability scans using industry-standard vulnerability scanning tools 
across the entire platform environment to scan PSSC’s infrastructure for vulnerabilities and 
automatically notify PSSC’s information security team where required. The CISO or their 
designee will be responsible for running a vulnerability scan after material changes and will 
remediate any identified vulnerabilities, as appropriate. Any reports generated from 
vulnerability scans will be stored by PSSC in its records.  
 

The PSSC Regulation SCI Compliance Policy also details procedures for systems changes, 
including process flows for categorizing the nature of the system change, developing and 
executing testing and review processes for such change prior to implementation. In addition, 
the PSSC Regulation SCI Compliance Policy describes PSSC’s procedures for performing 
periodic systems capacity testing on the Paxos Settlement Service occurring annually or when 
triggered under certain circumstances (e.g., a planned system change is identified by PSSC’s 
engineering or product team as potentially having a material impact on capacity). The PSSC 
Regulation SCI Compliance Policy also describes the stress tests performed by PSSC, which 
are designed to test the Paxos Settlement Service’s capacity under extreme assumptions that 
simulate a load far greater than the estimated maximum capacity need. To address 
requirements related to business continuity and disaster recovery under Regulation SCI, the 
PSSC Regulation SCI Compliance Policy describes PSSC’s procedures for conducting a 
system disaster recovery (i.e., failover) test no less than once per year, including with 
Participants that PSSC determines are at least the minimum necessary to maintain fair and 
orderly markets in a disaster scenario, and coordinating such testing on an industry- or sector-
wide basis with other SCI Entities.  
 
The PSSC Regulation SCI Compliance Policy details the internal escalation procedures for the 
review of potential SCI Events to ensure that incidents are evaluated by Responsible SCI 
Personnel, who are responsible for determining whether an SCI Event has occurred and 
categorizing it as a de minimis SCI Event, SCI Event, or Critical SCI Event. To the extent 
PSSC Responsible SCI Personnel have a reasonable basis to believe that an SCI Event has 
occurred, the PSSC Regulation SCI Compliance Policy sets forth the procedures for notifying 
the SEC and Participants in accordance with the requirements of Rule 1002 of Regulation SCI. 
In addition, the PSSC Regulation SCI Compliance Policy details PSSC’s procedures for 
providing periodic updates to the SEC until an SCI Event is resolved as well as other reporting 
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requirements to the SEC such as the quarterly report of material changes to SCI Systems (and 
the security of Indirect SCI Systems), the annual SCI Review and the quarterly report detailing 
SCI Events determined to be de minimis. Finally, the PSSC Regulation SCI Compliance 
Policy describes PSSC’s procedures for maintaining records in compliance with Regulation 
SCI requirements.   
 
II. PSSC’S USE OF THE DEPOSITORY TRUST COMPANY (“DTC”) AND DTC’S 

STATUS AS AN SCI ENTITY 
 
PSSC will not provide custody services regarding physical securities or physical funds. PSSC 
will be a registered clearing agency and a securities intermediary under Article 8 of the 
Uniform Commercial Code (“UCC”) that will have control over electronic systems used to 
record security entitlements to securities or U.S. dollar cash, as applicable, that it will create 
on its books and records in favor of PSSC Participants. Securities in which PSSC grants 
Participants security entitlements will be required under PSSC’s Rules to be securities that 
PSSC accepts as eligible for PSSC’s services and to which DTC provides book-entry services 
(referred to herein as “Eligible Securities”).  
 
Under PSSC’s Rules, PSSC will be required to be a DTC participant and each Participant will 
also be required to be a DTC participant. DTC is a registered clearing agency that is a 
securities intermediary by virtue of being a “clearing corporation” for purposes of UCC 
Section 8-102. As a registered clearing agency under the Securities Exchange Act, DTC is 
subject to the Securities Exchange Act requirements applicable to a covered clearing agency 
under Rule 17Ad-22 and Regulation SCI under the Securities Exchange Act. Eligible 
Securities in which PSSC grants Participants security entitlements on the Paxos Settlement 
Service will be eligible for services at DTC. Therefore, the Eligible Securities held at DTC, 
will be subject to all the protections specified in the rules, policies and procedures of DTC, 
including as they relate to the requirements of Regulation SCI. The systems that DTC uses to 
create security entitlements for its participants are subject to the requirements applicable to a 
clearing agency under the Securities Exchange Act regarding capacity, integrity, resiliency, 
availability and security, and so, in turn, PSSC as a DTC participant will benefit from the 
application of these requirements to DTC in connection with the security entitlements that 
DTC credits to PSSC’s DTC account. PSSC Participants will in turn benefit from these 
requirements that apply to DTC and will also apply to PSSC, since PSSC will create security 
entitlements for its Participants based on security entitlements that are credited by DTC to 
PSSC’s DTC account and because PSSC Participants will be required to also be DTC 
participants. 
 
III. PSSC’S USE OF CLOUD SERVICES TO SUPPORT CLEARING AGENCY 

FUNCTIONS 
 
In connection with its automated clearing agency functions, PSSC intends to execute a service 
agreement with a cloud services provider through which that provider will provide computer 
system hardware and software services to PSSC. PSSC will rely on the services of a cloud 
services provider in connection with supporting core clearing agency services performed by 
PSSC, including:  



 
6 

 

 
 trade capture; 

 pre-settlement processing (e.g., comparison, netting); 

 margin; 

 settlement; and 

 custody of security entitlements to securities and cash. 

To use cloud services, PSSC will contract with a cloud service provider as a vendor. The use 
of vendors by an SCI Entity are guided by SEC FAQ 2.03 of the “Responses to Frequently 
Asked Questions Concerning Regulation SCI”, which are published by the staff in the SEC 
Division of Trading and Markets. FAQ 2.03 provides that when an SCI Entity contracts with 
third parties in connection with the operation of SCI Systems the SCI Entity may seek to 
comply with Regulation SCI by establishing certain reasonably designed processes and 
requirements as necessary for that purpose, including through establishing appropriate 
contractual terms with the third party.  
 
Therefore, PSSC intends to pursue in its commercial negotiation with the cloud services 
provider contractual terms and conditions that will enable PSSC to satisfy the requirements of 
Regulation SCI for the Paxos Settlement Service, including terms to ensure that the backup 
systems provided by the cloud service provider are designed to prevent interruptions in the 
performance of any function as a result of a technical or other malfunction (including with 
respect to input or output links to the system and precautions with respect to malfunctions in 
any areas external to the system). For example, PSSC will attempt to negotiate terms and 
conditions requiring that the cloud services rely on separate availability zones only within the 
United States. These availability zones will not rely on the same infrastructure components, 
such as for water and electric power. PSSC believes that this would be consistent with the 
requirements in Regulation SCI regarding geographic diversity. Additionally, PSSC would 
intend to change to a multi-region arrangement within the United States within six (6) months 
if the following occurs:  
 

In four (4) of the preceding six (6) calendar months PSSC settles:  
 

(a) for any single National Market System (“NMS”) stock, five percent (5%) or more 
of the average daily dollar volume reported by applicable transaction reporting 
plans; or  

 
(b) for any equity security that is not NMS stock, five percent (5%) or more of the 

average daily dollar volume as calculated by the self-regulatory organization to 
which such transactions are reported. 

 
These thresholds are similar to certain thresholds that the SEC uses under Regulation SCI in 
determining whether an alternative trading system (as defined in 17 CFR 242.300(a)) qualifies 
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as an “SCI alternative trading system” pursuant to 17 CFR 242.1000(a) and is therefore 
required to comply with Regulation SCI within six (6) months of meeting those thresholds.   
 

More generally, PSSC will also seek to negotiate contractual terms and conditions that would 
obligate the cloud services provider to, among other things, establish, maintain and enforce 
written policies and procedures reasonably designed to ensure that each cloud service provided 
to PSSC has a level of capacity, integrity, resiliency, availability and security that is sufficient 
to allow normal operations at all times. In addition, PSSC will seek to establish a right in 
contractual agreements with the cloud service provider to request relevant documents and 
perform regulatory inspections or audits of applicable cloud systems and associated physical 
locations. 
 
While PSSC understands that the use of cloud services by registered clearing agencies is a 
relatively new and evolving practice, the use of cloud services within a variety of industries 
(e.g., healthcare, financial services, manufacturing, education, government) is commonplace. 
In fact, a May 12, 2021 Executive Order stressed the importance of the Federal Government 
accelerating its use of secure cloud services to modernized cybersecurity:  

 
To keep pace with today’s dynamic and increasingly sophisticated cyber threat 
environment . . . the Federal Government must adopt security best practices; advance 
toward Zero Trust Architecture; accelerate movement to secure cloud services, 
including Software as a Service (SaaS), Infrastructure as a Service (IaaS), and Platform 
as a Service (PaaS); centralize and streamline access to cybersecurity data to drive 
analytics for identifying and managing cybersecurity risks; and invest in both 
technology and personnel to match these modernization goals.2 

 
In addition, in August 2021, the Financial Industry Regulatory Authority (“FINRA”) issued a 
report on the use of cloud-based technology in the securities industry, noting that “[f]irms 
hosting or consuming applications on the cloud generally found comfort in the rapid 
scalability of cloud services as well as the geographically distributed nature of cloud 
providers’ data centers so as to provide secure back-up storage and create more of a seamless 
failover solution should one data center or area suffer outages.”3 With respect to cybersecurity, 
FINRA noted that firms using the cloud noted “cybersecurity as a potential benefit to cloud 
computing due to the many security features available in a cloud environment.”4  
 
Other SCI Entities also use cloud-based services. For example, Nasdaq partnered with a cloud-

 
2 Executive Order No. 14028, Section 3 (May 12, 2021), available at 
https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf (emphasis added). 

3 FINRA, Cloud Computing in the Securities Industry, 9 (August 2021), available at 
https://www.finra.org/sites/default/files/2021-08/2021-cloud-computing-in-the-securities-
industry.pdf. 

4 Id. at 10. 
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service provider “to build the next-generation of cloud-enabled infrastructure for the world’s 
capital markets” with a plan to migrate Nasdaq’s North American markets “beginning in 2022 
with one of Nasdaq’s U.S. options markets.”5 In 2024 the Options Clearing Corporation, an 
SCI Entity and a registered clearing agency, also adopted cloud infrastructure for its new 
clearing, risk management and data management applications with an on-demand network of 
configurable information technology resources running on virtual infrastructure hosted by a 
third party.6  Moreover, just a few weeks ago, The Depository Trust Company, Fixed Income 
Clearing Corporation and National Securities Clearing Corporation received authorization 
from the SEC to begin hosting certain core clearance, settlement, and risk applications, 
including SCI Systems and Critical SCI Systems, on the cloud.7 
 
 

 
5 See Nasdaq’s Modernizing Markets in the Cloud, https://www.nasdaq.com/cloud.   

6 Securities Exchange Act Release No. 101621 (November 14, 2024), 86 FR 60503 (November 
20, 2024), https://www.govinfo.gov/content/pkg/FR-2024-11-20/pdf/2024-27012.pdf.  

7 Securities Exchange Act Release No. 103204 (June 6, 2025), 90 FR 24824 (June 12, 2025), 
https://www.govinfo.gov/content/pkg/FR-2025-06-12/pdf/2025-10641.pdf.  


