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Glossary of Key Terms 

Atomic Settlement A settlement mechanism where the transfer of securities and the corresponding 
payment occur simultaneously and interdependently. In this framework, it refers to the synchronized
execution of the securities leg (tokenized delivery) and the monetary leg, ensuring that neither 
occurs without the other, thereby eliminating principal risk.

Baseline Conformance The minimum acceptable level of implementation that meets all mandatory
("must") requirements and substantially all recommended ("should") requirements specified in the 
Reference Implementation Profiles. Achieving baseline conformance is a prerequisite for pilot 
participation.

Change Control Board (CCB) A working-level governance body subordinate to the Pilot Steering 
Committee, comprised of technical experts responsible for managing the evolution of operational 
playbooks, profiles, and conformance criteria. The CCB ensures changes are vetted, tested, and 
communicated to avoid disruptive churn.

Conformance Testing A structured validation program designed to verify that participants, 
intermediaries, and technology providers meet the operational and technical requirements defined in
the playbooks and reference profiles. It includes technical testing, procedural review, and 
operational demonstration.

Crypto-Agility The ability of a security system to switch between cryptographic algorithms or 
parameters without significant disruption to operations. In this track, it specifically refers to the 
capacity to transition from current standards (e.g., ECDSA) to post-quantum resistant algorithms 
(e.g., ML-DSA) through managed lifecycle planning.

Dual-Signature Transition A mechanism used during cryptographic migration periods where 
systems accept signatures generated by both legacy algorithms and new algorithms for a defined 
window. This allows participants to migrate at their own pace while maintaining interoperability 
before the legacy algorithm is deprecated.

Equivalence Mapping A structured process used in cross-jurisdictional contexts to determine 
whether a foreign jurisdiction’s controls achieve the same regulatory outcomes as domestic 
requirements, despite technical or procedural differences. It is used to establish limited bilateral 
corridors.

Evidence Pack A standardized collection of documentation, logs, and artifacts prepared by 
intermediaries to demonstrate compliance with operational requirements. Evidence packs are 
designed to facilitate efficient regulatory examinations and audit reviews.

FCCK (Federated Credential and Compliance Kernel) The underlying architectural framework 
that this Operationalization Track complements. It establishes the foundations for federated identity,
privacy-preserving compliance controls, and tiered supervisory access in tokenized securities 
markets.

Formal Verification The use of mathematical methods to prove that a smart contract satisfies 
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specific properties and behaves as intended across all possible states. This is a mandatory 
requirement for critical contracts governing asset locking, supervisory access, or compliance 
enforcement.

Hold and Release Mechanism Operational procedures and technical controls that allow for the 
temporary restriction of asset transfers in response to regulatory sanctions, court orders, or 
compliance investigations, followed by the restoration of transfer capabilities upon appropriate 
authorization.

Incident Coordination Function A governance structure responsible for facilitating a coordinated 
response to operational incidents that affect multiple participants or reveal systemic vulnerabilities. 
It manages notification channels, information sharing, and post-incident reviews.

ML-DSA (Module-Lattice-Based Digital Signature Algorithm) A post-quantum cryptographic 
signature standard (derived from CRYSTALS-Dilithium) selected as the target algorithm for future 
migration within the pilot’s crypto-agility framework.

Operationalization Track The specific program proposed in this submission, designed as a 
companion to the FCCK Pilot Suite. It focuses on closing the gap between architectural design and 
operational deployment through playbooks, conformance testing, and governance.

Pilot Steering Committee The primary governance body providing strategic direction for the pilot. 
It includes representatives from the Commission (observers), SROs, and participants, responsible 
for approving standards, evaluating pilot performance, and overseeing the Change Control Board.

Qualified Institutional Buyer (QIB) An institutional investor that meets the eligibility thresholds 
defined in Rule 144A under the Securities Act of 1933. Participation in this pilot is strictly limited 
to QIBs and Qualified Purchasers to ensure appropriate financial sophistication.

Reference Implementation Profile Technical specifications that establish the minimum auditable 
baselines for hardware, software, and security postures. These profiles define what a system must 
be capable of doing to achieve conformance.

Secure Element / HSM (Hardware Security Module) Dedicated hardware used to generate and 
store cryptographic keys, protecting them from extraction. The track requires keys to be generated 
and stored in environments meeting specific assurance levels (e.g., FIPS 140-2 Level 3).

Selective Disclosure A privacy-preserving capability that allows a participant to prove possession 
of a credential or specific attributes (e.g., "is a QIB") without revealing unnecessary personal 
information or the full content of the credential.

Signatory Integrity Module A component of the FCCK architecture that ensures the authenticity 
of transaction authorization, incorporating biometric authentication, phishing resistance, and duress 
detection.

Tiered Supervisory Access A regulatory oversight model that segregates access into levels: Tier 0 
for automated aggregate monitoring, Tier 1 for routine event-triggered access, and Tier 2 for 
emergency intervention with strict due process safeguards and logging.

Verifiable Credential A tamper-evident digital credential that cryptographically binds an identity 
and its attributes to a participant, enabling automated compliance checks and selective disclosure.
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Operationalization & Conformance Track for 
Federated Identity and Compliance 
Infrastructure in Tokenized Securities 
Markets (U.S. Domestic Pilot)
Companion Submission to Previously Submitted FCCK Pilot Suite

Submitted to:
U.S. Securities and Exchange Commission
Strategic Hub for Innovation and Financial Technology (FinHub)

Date: December 17, 2025

Cover Letter
To: Strategic Hub for Innovation and Financial Technology (FinHub)
U.S. Securities and Exchange Commission
100 F Street, NE
Washington, DC 20549

Re: Request for Engagement – Operationalization Track Companion Submission to FCCK Pilot 
Suite

Dear FinHub Staff:

This submission presents a structured Operationalization Track designed to complement the 
previously submitted FCCK Pilot Suite concept paper and technical appendices. While the prior 
submission outlined the architectural framework for federated identity, compliance controls, and 
tiered supervisory access in tokenized securities markets, this companion document addresses a 
critical implementation gap: the operational playbooks, conformance profiles, certification 
procedures, and governance frameworks necessary to translate architectural concepts into safe, 
repeatable, and auditable institutional operations.

The proposed Operationalization Track is designed as a time-limited program focused exclusively 
on U.S. domestic institutional markets. It produces four mandatory deliverable sets: operating 
model and intermediary playbooks, reference implementation profiles with minimum auditable 
baselines, conformance testing and certification programs, and governance structures for 
supervisory coordination. These deliverables are intended to reduce operational risk, enhance 
incident response capabilities, improve audit evidence quality, and establish consistent standards 
across participating intermediaries.

This proposal maintains the conservative, additive posture of the FCCK pilot concept. It does not 
propose replacing existing market infrastructure, mandating specific distributed ledger technologies,
or extending to retail participants. Rather, it seeks to provide regulated intermediaries with clear 
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operational standards, testing frameworks, and governance procedures that align with existing 
regulatory obligations while supporting measured innovation in digitally-native securities 
workflows.

We respectfully request a meeting with FinHub staff to discuss this Operationalization Track 
proposal and propose the formation of a time-limited working group that would include staff from 
the Division of Trading and Markets, relevant SROs including FINRA and MSRB, and qualified 
institutional participants. We believe this track can be approved as a pilot addendum or staff-
supported initiative that runs concurrently with the FCCK pilot over a twelve to eighteen month 
period.

We appreciate FinHub's continued engagement with market participants seeking to modernize 
securities market infrastructure in a manner consistent with investor protection, market integrity, 
and regulatory compliance. We stand ready to provide additional information, clarification, or 
technical detail as needed.

Respectfully submitted,

Daniel Bruno Corvelo Costa

I. Executive Summary & Public Interest Rationale

I.1 Overview and Purpose

The modernization of securities markets through digitally-native instruments and distributed ledger 
technology presents significant operational challenges that extend beyond architectural design. 
While concept papers and pilot frameworks establish theoretical foundations, the transition to safe, 
repeatable institutional operations requires detailed operational playbooks, minimum conformance 
standards, structured certification programs, and clear governance frameworks. This 
Operationalization Track addresses that critical gap.

The proposed track operates as a companion program to the previously submitted FCCK Pilot Suite,
which established the architectural framework for federated identity and compliance infrastructure 
in tokenized securities markets. Where that submission focused on system design, technical 
architecture, and supervisory access models, this submission focuses on implementation readiness: 
how intermediaries onboard participants, manage cryptographic keys, respond to incidents, 
maintain audit evidence, update systems safely, and coordinate with supervisors and SROs.

I.2 Public Interest Alignment

This Operationalization Track serves core public interest objectives that align directly with the 
Commission's mission:

Investor Protection Through Operational Excellence. Standardized playbooks and conformance 
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testing reduce the likelihood of operational errors that could result in asset loss, unauthorized 
transactions, or impaired market access. Clear incident response procedures ensure that credential 
compromise, system failures, or procedural deviations are identified, contained, and remediated 
promptly with appropriate supervisory notification.

Market Integrity Through Consistent Standards. When intermediaries operate according to 
divergent procedures with inconsistent logging, varying hold and release controls, and ad hoc 
change management, systemic risks emerge. Reference implementation profiles and certification 
requirements create baseline operational consistency across participants, reducing fragmentation 
and enhancing market-wide resilience.

Enhanced Auditability and Supervisory Effectiveness. Standardized evidence pack 
specifications, mandatory logging baselines, and conformance testing frameworks provide 
supervisors and examiners with consistent, comparable data across intermediaries. This improves 
examination efficiency, strengthens enforcement capabilities, and supports more effective risk-
based supervision.

Operational Resilience and Reduced Systemic Risk. Clear playbooks for key management 
ceremonies, incident escalation, emergency rollback procedures, and redress workflows reduce the 
probability and severity of operational failures. By establishing minimum standards for backup 
procedures, disaster recovery, and business continuity in the context of digitally-native securities, 
the track enhances overall market resilience.

Support for Safe Innovation. By providing clear operational standards, testing procedures, and 
certification criteria, this track reduces regulatory uncertainty for intermediaries seeking to 
participate in tokenized securities pilots. It creates a defined pathway from concept to operational 
readiness while maintaining strong investor protection and compliance controls.

I.3 Relationship to Existing Regulatory Framework

This Operationalization Track is designed to complement, not replace, existing regulatory 
requirements. Participants remain subject to all applicable provisions of the federal securities laws, 
including broker-dealer financial responsibility rules, custody requirements, recordkeeping 
obligations, anti-money laundering programs, and supervisory standards. The track's deliverables 
are intended to provide additional operational specificity in areas where existing rules do not 
prescribe detailed procedures for digitally-native securities workflows.

The governance structure proposed in this track envisions close coordination with the Commission's
Division of Trading and Markets, engagement with FINRA and MSRB on applicable SRO rules, 
and consultation with other functional regulators where appropriate. The track's conformance 
testing and certification programs are designed to generate evidence that can be integrated into 
existing examination processes rather than creating parallel oversight structures.

I.4 Scope and Limitations

This Operationalization Track focuses exclusively on U.S. domestic institutional markets with 
conservative participant eligibility criteria. It addresses operational readiness for debt instruments 
suitable for institutional pilots, including municipal bonds, agency debt, infrastructure bonds, and 
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similar eligible instruments. It does not address retail participation, speculative tokens, cross-border 
corridors in this phase, or replacement of existing clearing and settlement infrastructure.

The track's timeframe is limited to twelve to eighteen months, with defined milestones, measurable 
outcomes, and clear success criteria. This bounded approach allows for iterative refinement based 
on operational experience while maintaining appropriate regulatory oversight and risk management.

II. Scope and Non-Goals (U.S. Domestic First)

II.1 In-Scope Elements

Geographic Scope. This Operationalization Track is limited to U.S. domestic markets and 
participants subject to U.S. regulatory jurisdiction. All intermediaries, technology providers, and 
infrastructure participants must be registered or qualified under applicable U.S. securities laws and 
subject to Commission and SRO oversight.

Participant Eligibility. Participation is limited to institutional market participants. Investor 
eligibility is restricted to Qualified Institutional Buyers as defined in Rule 144A under the Securities
Act of 1933 and Qualified Purchasers as defined in Section 2(a)(51)(A) of the Investment Company
Act of 1940. Where commodity interest elements are present, Eligible Contract Participant status 
under the Commodity Exchange Act may be noted for compatibility purposes, but is not a primary 
focus of this securities-focused pilot track.

Instrument Scope. The track addresses operational frameworks for digitally-native debt securities 
and tokenized representations of existing debt instruments suitable for institutional markets. 
Examples include municipal securities, agency debt, asset-backed securities with appropriate credit 
enhancement, infrastructure bonds, green bonds, and similar institutional debt instruments. The 
track does not address equity securities, derivatives, commodity interests, or retail-oriented products
in this initial phase.

Intermediary Types. The track anticipates participation by registered broker-dealers with 
appropriate institutional business profiles, qualified custodians with expertise in digital asset 
safeguarding, transfer agents or functional equivalents capable of managing digital instrument 
lifecycles, clearing agencies or CSDs with appropriate risk management frameworks, and 
technology providers subject to intermediary oversight and conformance testing. A conservative 
initial cohort of two to four broker-dealers, two to three qualified custodians, one to two transfer 
agents, and one clearing agency or equivalent is envisioned for Phase One implementation.

Operational Focus. The track produces four mandatory deliverable sets: operating model and 
intermediary playbooks covering onboarding, key management, incident response, hold and release 
procedures, audit support, change management, and redress workflows; reference implementation 
profiles establishing minimum auditable baselines for hardware, key storage, wallet orchestration, 
logging and retention, zero-knowledge selective disclosure, formal verification, and crypto-agility; 
conformance testing and certification programs with defined criteria, test suites, and evidence 
submission formats; and governance structures for pilot steering, change control, incident 
coordination, and supervisory reporting.
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II.2 Explicit Non-Goals

Not a Replacement for Existing Infrastructure. This track does not propose replacing the 
Depository Trust Company, registered clearing agencies, central securities depositories, or the 
central counterparty framework. Digitally-native securities workflows are designed to interoperate 
with existing infrastructure where appropriate and to serve as an additive modernization layer for 
specific instrument types and use cases.

Not Technology-Prescriptive. The track does not mandate a specific distributed ledger technology, 
blockchain protocol, consensus mechanism, or proprietary platform. Reference implementation 
profiles establish functional requirements and minimum assurance levels that can be met through 
various technological approaches, subject to conformance testing and certification.

Not Retail-Focused. This track explicitly excludes retail investors, speculative tokens, volatile 
crypto assets, and products unsuitable for institutional-only markets. The operational playbooks, 
conformance criteria, and governance frameworks are designed for institutional participants with 
appropriate financial sophistication, operational capabilities, and regulatory oversight.

Not a Cross-Border Framework in This Phase. While future phases may address cross-
jurisdictional interoperability, operational corridors with foreign markets, and mutual recognition 
frameworks, this initial Operationalization Track is limited to U.S. domestic markets. Cross-border 
elements are identified as future work contingent on successful domestic implementation.

Not a Mandate or Final Rule. This track is proposed as a time-limited pilot initiative with 
voluntary participation by qualified intermediaries. It is designed to inform future rulemaking, 
generate operational insights, and demonstrate best practices, but does not create new legal 
obligations beyond those required for pilot participation. Participation is conditioned on agreement 
to produce required deliverables, undergo conformance testing, and provide data for evaluation 
purposes.

II.3 Relationship to FCCK Pilot Suite

This Operationalization Track is designed as a companion program to the previously submitted 
FCCK Pilot Suite. That submission established the conceptual and architectural foundation: 
federated identity as a compliance kernel, tiered supervisory access models with due process 
safeguards, signatory integrity modules with biometric authentication and phishing resistance, and 
integration concepts for programmable compliance controls and automated regulatory reporting.

This track takes those architectural concepts and addresses the implementation question: how do 
intermediaries actually operate these systems safely, consistently, and auditably? The relationship is 
complementary: the FCCK pilot defines what should be built and why; the Operationalization Track
defines how it should be operated, tested, certified, and governed. Both tracks share common 
principles of investor protection, market integrity, operational resilience, and regulatory 
transparency, and both maintain a conservative, additive posture that respects existing market 
structure.
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III. Problem Statement: The Operationalization Gap

III.1 The Challenge of Implementation Readiness

Architectural frameworks and concept papers provide essential blueprints for innovation, but they 
do not, by themselves, ensure safe operational deployment. The transition from design to production
requires detailed procedural guidance, operational standards, testing frameworks, and governance 
structures. In the context of digitally-native securities and distributed ledger technology, this 
operationalization gap presents specific challenges that, if unaddressed, create operational risk, 
inconsistency across intermediaries, impaired auditability, and potential investor harm.

The operationalization gap manifests in several categories of risk that this track is designed to 
address.

III.2 Key Risk Categories

Inconsistent Onboarding and Identity Verification. Without standardized playbooks, different 
intermediaries may apply divergent procedures for participant onboarding, identity verification, 
credential issuance, and ongoing monitoring. This creates potential for fraud, regulatory arbitrage, 
and inconsistent application of know-your-customer and anti-money laundering principles. 
Operational playbooks establish clear, auditable procedures that ensure consistent standards across 
intermediaries.

Key Loss and Compromise Risk. Cryptographic key management is foundational to digitally-
native securities operations, yet industry practice varies widely in terms of key generation 
ceremonies, hardware security module usage, backup and recovery procedures, and incident 
response to suspected compromise. The absence of clear standards increases the probability of 
catastrophic key loss, unauthorized transactions, and impaired ability to prove ownership or execute
transfers. Reference implementation profiles and key management playbooks provide minimum 
baselines that reduce these risks.

Signatory Integrity and Authentication Failures. Digital signatures provide non-repudiation and 
transaction authorization, but weak authentication methods, susceptibility to phishing attacks, 
compromised devices, and inadequate duress detection create vulnerabilities. Without standardized 
signatory integrity modules and biometric authentication requirements, systems may be vulnerable 
to business email compromise, credential theft, and unauthorized transaction execution. 
Conformance testing ensures that authentication mechanisms meet defined resistance standards.

Logging Inconsistency and Audit Gap. Effective supervision and examination require consistent, 
tamper-evident logs that capture material events across the transaction lifecycle. When logging 
practices vary by intermediary, with different event taxonomies, retention periods, and chain-of-
custody procedures, examiners face challenges in reconstructing transactions, identifying patterns, 
and detecting exceptions. Logging and retention baselines in the reference implementation profiles 
address this gap by specifying minimum events, formats, and retention requirements.

Unclear Hold and Release Authority. In traditional securities operations, holds on transactions 
due to regulatory sanctions, court orders, or other legal requirements follow established procedures. 
In digitally-native environments, the mechanisms for implementing holds, the authority structures 
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for release decisions, the logging of hold and release events, and the audit trails for after-the-fact 
review require explicit definition. Without clear runbooks, holds may be inconsistently applied, 
releases may lack appropriate authorization, and supervisory visibility may be impaired.

Weak Change Management and Crypto-Agility. Cryptographic algorithms have finite lifespans, 
vulnerabilities are discovered, and systems require updates. In the absence of clear change control 
procedures, crypto-agility governance, rollback capabilities, and testing protocols, system updates 
risk operational disruption, backward incompatibility, and undetected vulnerabilities. Change 
management playbooks and crypto-agility baselines provide frameworks for safe, auditable system 
evolution.

Uneven Incident Response Capabilities. Security incidents, operational errors, and system failures
are inevitable in complex operational environments. The effectiveness of incident response depends 
on clear procedures, defined escalation paths, coordination mechanisms, and post-incident review 
processes. When intermediaries lack standardized incident response playbooks for credential 
compromise, duress events, malware or business email compromise, oracle failures, and smart 
contract vulnerabilities, response times lengthen, containment is less effective, and learning is not 
systematically captured.

Inadequate Audit Evidence and Examination Support. Regulatory examinations require ready 
access to books and records, transaction logs, control evidence, and documentation of supervisory 
procedures. When evidence formats are inconsistent, artifacts are incomplete, or retrieval processes 
are ad hoc, examinations become less efficient and less effective. Evidence pack specifications and 
audit support playbooks ensure that intermediaries can produce standardized, complete, and well-
organized evidence in response to examination requests.

Insufficient Redress and Error Correction Mechanisms. Even well-designed systems experience
errors, disputes arise, and corrections are sometimes necessary. Legal contracts govern ultimate 
rights and obligations, but operational procedures for identifying errors, investigating disputes, 
implementing corrections through compensating transactions or ledger overlays, handling 
complaints, and providing appeals mechanisms require explicit definition. Redress playbooks 
ensure that errors can be corrected in a manner consistent with due process and investor protection.

III.3 Systemic Implications

Individually, each of these risk categories presents operational challenges for specific 
intermediaries. Collectively, they create systemic concerns. When operational standards diverge 
across intermediaries, interoperability becomes fragile, risk aggregates across the system, 
supervisory effectiveness is impaired, and the potential for cascading failures increases.

The Operationalization Track addresses these systemic implications by establishing common 
baselines, shared playbooks, consistent testing frameworks, and coordinated governance. The goal 
is not perfect uniformity—intermediaries retain flexibility to exceed baseline standards and adapt 
procedures to their specific business models—but rather a minimum level of operational 
consistency that supports market-wide resilience, effective supervision, and investor confidence.
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IV. Proposed Operationalization Track: Deliverables and 
Governance (Overview)

IV.1 Program Structure

The Operationalization Track is structured as a time-limited program with defined phases, clear 
deliverables, measurable outcomes, and explicit governance. The program operates concurrently 
with the FCCK pilot, leveraging the architectural foundation established in that submission while 
focusing specifically on operational readiness, conformance testing, and continuous improvement 
based on operational experience.

The track produces four mandatory deliverable sets, each designed to address specific elements of 
the operationalization gap. These deliverables are interdependent: playbooks reference conformance
profiles, conformance testing validates playbook adherence, and governance frameworks ensure 
that all elements evolve coherently based on operational feedback.

IV.2 Four Mandatory Deliverable Sets

Deliverable Set A: Operating Model and Intermediary Playbooks. This set comprises detailed 
procedural guides for critical operational workflows. Playbooks cover participant onboarding and 
recertification, key management and recovery ceremonies with multi-party controls and separation 
of duties, incident response procedures for various threat scenarios, hold and release runbooks with 
defined thresholds and audit logging, audit and examination evidence pack preparation, change 
management and crypto-agility upgrade governance, and redress and error correction workflows 
with complaint handling and appeals processes. Each playbook specifies actors, triggers, step-by-
step procedures, required evidence artifacts, escalation paths, and success criteria.

Deliverable Set B: Reference Implementation Profiles. These profiles establish minimum 
auditable baselines that define the "must have" operational capabilities and security postures 
required for conformance. Profiles address hardware and key storage requirements specifying 
Secure Element, eSIM, smartcard, or portable HSM minimum assurance levels; wallet and 
orchestrator capabilities for credential lifecycle management, revocation checking, and secure 
backup policies; logging and retention standards defining minimum event taxonomies, chain-of-
custody procedures, retention periods, and tamper-evidence mechanisms; zero-knowledge and 
selective disclosure policy baselines governing attribute disclosure, verifier controls, and replay 
protection; formal verification requirements for critical smart contracts governing asset locking, 
view-key activation, and withholding logic; and crypto-agility baselines establishing algorithm 
identifiers, downgrade protection, staged rollout procedures, and optional dual-signature transition 
policies described conservatively.

Deliverable Set C: Conformance Testing and Certification Program. This set defines how 
intermediaries, technology providers, and other participants demonstrate compliance with reference 
implementation profiles and playbook requirements. Conformance test suites are developed for each
participant type: issuers, broker-dealers, custodians, transfer agents, gateways, wallet and 
orchestrator providers, and oracle providers. Certification criteria establish baseline and enhanced 
tiers with defined recertification cadences. Suspension and rollback criteria specify conditions under
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which certifications may be suspended pending remediation. Third-party assessment models and 
evidence submission formats provide frameworks for independent testing and verification. Test 
coverage includes identity lifecycle management, revocation checking, logging integrity, incident 
response readiness, change control procedures, and non-repudiation evidence generation.

Deliverable Set D: Governance and Supervisory Coordination for Operational Track. This set 
establishes the organizational structures, roles, responsibilities, and coordination mechanisms 
necessary to operate the track effectively and maintain alignment with regulatory objectives. A pilot
steering committee charter defines membership, decision rights, meeting cadence, and reporting 
obligations. Change control board procedures govern updates to playbooks, profiles, and 
conformance criteria. Incident reporting channels and timelines ensure that material operational 
events are communicated promptly to appropriate stakeholders. Metrics and reporting templates 
establish quarterly reporting obligations covering control effectiveness, operational resilience 
indicators, conformance pass rates, and incident summaries. Guardrails for due process, privacy, 
and non-surveillance posture are embedded throughout the governance framework.

IV.3 Alignment with FCCK Pilot Architecture

The Operationalization Track is explicitly aligned with the previously submitted FCCK Pilot Suite. 
The FCCK concept established three core architectural elements: the identity and compliance kernel
providing verifiable credentials, privacy-preserving selective disclosure, and programmable 
compliance rules; tiered supervisory access models segregating routine monitoring, event-triggered 
access, and emergency intervention with strict purpose limitation and due process safeguards; and 
signatory integrity modules incorporating biometric authentication, phishing resistance, duress 
detection, and multi-party authorization for high-value transactions.

This track adds the operational dimension. It defines how credentials are issued, updated, and 
revoked in practice. It specifies the procedures for invoking tiered supervisory access, the logging 
requirements for supervisory actions, and the post-event review processes. It establishes 
conformance requirements for signatory integrity implementations, testing procedures for biometric
liveness detection, and incident response playbooks for authentication failures.

The relationship is one of mutual reinforcement: the FCCK architecture provides the technical 
foundation that makes certain operational procedures possible, while the Operationalization Track 
ensures that those procedures are implemented safely, consistently, and auditively across 
participating intermediaries.

IV.4 Measurable Outcomes and Success Criteria

The track is designed to produce measurable outcomes that demonstrate operational improvements 
and support decisions about scaling, refinement, or transition to broader implementation. Success 
criteria include reduction in operational exceptions such as key loss incidents, authentication 
failures, and unauthorized transaction attempts; improved incident response times measured from 
detection to containment to resolution; audit evidence completeness assessed through examination 
readiness reviews and evidence pack evaluations; conformance pass rates across certification 
categories and participant types; and consistency metrics comparing operational procedures, 
logging practices, and control implementations across intermediaries.
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These metrics are reported quarterly to the pilot steering committee and to Commission staff 
through defined reporting channels. The data supports iterative refinement of playbooks, profiles, 
and testing criteria based on operational experience.

V. Deliverable Set A — Operating Model & Intermediary 
Playbooks (Handbooks)

V.1 Purpose and Scope of Playbooks

Operating model playbooks provide detailed, step-by-step procedural guidance for critical 
operational workflows in digitally-native securities environments. These playbooks serve multiple 
purposes: they ensure consistency across intermediaries by establishing common procedural 
frameworks; they reduce operational risk by providing clear guidance for complex procedures 
involving multiple parties and controls; they enhance auditability by specifying required 
documentation and evidence artifacts at each step; they support training and knowledge transfer by 
codifying institutional knowledge in accessible formats; and they provide examination readiness by 
demonstrating adherence to sound operational practices.

Each playbook follows a consistent structure: purpose and scope defining when the playbook 
applies; actors and responsibilities identifying roles and segregation of duties requirements; triggers 
and preconditions specifying when procedures are invoked; step-by-step procedures with decision 
points, controls, and verification steps; evidence and documentation requirements specifying 
artifacts that must be captured and retained; escalation and exception handling defining when 
deviations require supervisory approval; and success criteria defining how completion and 
effectiveness are measured.

V.2 Onboarding and Recertification Playbook

Purpose. This playbook governs the initial onboarding of institutional participants into digitally-
native securities workflows and the periodic recertification processes that ensure ongoing eligibility 
and compliance.

Actors and Responsibilities. The broker-dealer or qualified custodian serves as the onboarding 
intermediary responsible for conducting initial due diligence, identity verification, and credential 
issuance. The transfer agent or functional equivalent maintains the registry of eligible participants. 
Technology providers supply wallet or orchestrator software subject to conformance testing. 
Compliance officers review and approve onboarding decisions and monitor ongoing compliance 
with eligibility criteria.

Triggers. Onboarding is triggered when a qualified institutional buyer or qualified purchaser seeks 
to participate in tokenized securities transactions. Recertification is triggered annually or upon 
material changes to organizational structure, ownership, regulatory status, or operational 
capabilities.

Step-by-Step Procedures. Initial eligibility verification confirms qualified institutional buyer or 
qualified purchaser status through review of audited financial statements, regulatory filings, or other
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appropriate documentation. Enhanced due diligence procedures consistent with know-your-
customer requirements verify organizational identity, beneficial ownership, regulatory registrations, 
and sanctions screening. Credential issuance procedures generate cryptographic key pairs in 
accordance with the hardware and key storage baseline defined in Deliverable Set B, issue 
verifiable credentials containing required attributes such as organizational identifier, jurisdiction, 
and eligibility attestations, and bind credentials to secure hardware elements or portable hardware 
security modules with appropriate backup and recovery procedures. Access provisioning grants 
appropriate permissions based on participant role such as investor, intermediary, oracle provider, or 
technology service provider. Initial conformance validation confirms that participant systems meet 
minimum baselines for wallet orchestration, logging, and incident response capabilities. 
Documentation and record creation captures all verification steps, decisions, evidence reviewed, 
and credentials issued in tamper-evident logs with appropriate retention periods.

Recertification Procedures. Annual review confirms continued satisfaction of eligibility criteria, 
updates organizational information and beneficial ownership records, reviews incident history and 
any remediation actions, and revalidates conformance with updated profiles if baseline requirements
have evolved. Triggering events such as changes in regulatory status, material sanctions or 
enforcement actions, or operational incidents that call into question conformance require immediate
recertification review outside the annual cycle.

Evidence and Documentation Requirements. Required artifacts include eligibility verification 
documentation, identity verification records with chain of custody, credential issuance logs with 
timestamped events and multi-party signatures where applicable, access control matrices showing 
permission assignments, conformance validation results, and recertification review records. All 
artifacts are maintained in accordance with books and records requirements and retention schedules 
appropriate to the jurisdiction and applicable regulations.

Escalation and Exception Handling. Eligibility uncertainties are escalated to senior compliance 
officers with documentation of analysis. Adverse information discovered during due diligence 
triggers enhanced review procedures and may result in denial with appropriate documentation and 
notification. Participants who fail recertification are placed on restricted status with defined 
remediation requirements and timelines.

Success Criteria. Successful onboarding results in a participant with properly issued credentials, 
documented eligibility, validated conformance, and appropriate access permissions. All required 
artifacts are complete, properly retained, and available for examination. No material gaps or 
inconsistencies exist in documentation.

V.3 Key Management and Recovery Ceremonies Playbook

Purpose. This playbook governs the generation, storage, backup, rotation, and recovery of 
cryptographic keys used for transaction signing, identity assertion, and encrypted communications 
in digitally-native securities workflows.

Actors and Responsibilities. Participants generate and control their own signing keys with multi-
party authorization for high-value transactions. Qualified custodians may provide key management 
services subject to custody requirements and conformance testing. Technology providers supply 

17



hardware security modules, secure elements, or key management infrastructure subject to 
certification. Backup and recovery services may be provided by qualified entities under documented
service level agreements with appropriate liability and insurance provisions.

Triggers. Key generation is triggered during initial onboarding or when establishing new 
transaction authority. Key rotation is triggered according to defined schedules, upon algorithm 
deprecation, or following security incidents. Key recovery is triggered by lost, damaged, or 
compromised devices or by duress events that require transaction authority reassignment.

Step-by-Step Procedures for Key Generation. Ceremony initiation requires multiple authorized 
parties in accordance with separation of duties requirements. Entropy generation uses 
cryptographically secure random number generation meeting NIST SP 800-90A or equivalent 
standards. Key pair generation occurs within secure hardware elements such as Secure Element, 
eSIM, smartcard, or portable HSM meeting the hardware and key storage baseline defined in 
Deliverable Set B. Key certification creates verifiable credentials binding public keys to 
organizational identifiers with appropriate attestations and validity periods. Backup creation follows
secure multi-party split key or threshold signature schemes to prevent single-party recovery with 
each backup share encrypted and stored separately with different qualified custodians or backup 
service providers. Documentation captures all ceremony participants, timestamp evidence, hardware
serial numbers, attestation records, and verification signatures.

Key Rotation Procedures. Rotation planning defines schedules based on key type, algorithm 
lifecycle, and risk assessment. Pre-rotation testing validates new key pairs and confirms 
compatibility with all required systems. Transition period supports dual-signature acceptance during
migration windows defined in the crypto-agility baseline. Old key revocation and archival preserves
keys for signature verification of historical transactions while preventing their use for new 
signatures. System-wide notification ensures all verifiers update their trusted key registries 
promptly.

Key Recovery Procedures. Recovery request initiation requires authenticated identification of the 
authorized requester and documentation of the recovery reason such as device loss or damage. 
Multi-party authorization threshold reconstruction requires cooperation of defined quorum of 
backup share holders with no single party able to recover keys independently. New device 
provisioning reinstalls recovered keys into secure hardware with equivalent or higher assurance 
level. Transaction authority verification tests recovered keys against known signatures or test 
transactions before full authority restoration. Logging and audit trail captures complete recovery 
workflow including all authorization decisions and verifications.

Evidence and Documentation Requirements. Required artifacts include key generation ceremony
logs with multi-party signatures, hardware attestation records proving secure element usage, backup
share distribution records with custodian acknowledgments, rotation schedules and completion 
confirmations, recovery request documentation with authorization approvals, and incident reports 
for any anomalies or failures during key management operations.

Escalation and Exception Handling. Hardware failures during key generation require ceremony 
restart with fresh entropy and new hardware. Suspected key compromise triggers immediate 
revocation procedures, incident investigation, and potential participant suspension pending 
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remediation. Unauthorized recovery attempts trigger security incident response procedures defined 
in the incident response playbook and notification to appropriate supervisory authorities.

Success Criteria. Successfully generated keys are provably stored in secure hardware, properly 
backed up through multi-party schemes, correctly certified and bound to identities, and ready for 
operational use. Recovery procedures successfully restore transaction authority without single-party
control. All procedures are fully documented with appropriate evidence artifacts.

V.4 Incident Response Playbook

Purpose. This playbook governs the identification, containment, investigation, remediation, and 
reporting of security incidents and operational anomalies in digitally-native securities workflows.

Actors and Responsibilities. Incident detection may originate from participants, intermediaries, 
technology providers, monitoring systems, or supervisory authorities. Incident coordinators triage 
events, assess severity, and initiate response procedures. Response teams include technical 
personnel, security specialists, compliance officers, and legal counsel as appropriate to incident 
type. Supervisory authorities receive notifications according to defined timelines and severity 
thresholds. Participants affected by incidents receive notifications with appropriate information 
about impact and remediation.

Triggers. Incidents are triggered by various events including credential compromise or suspected 
unauthorized key usage, duress events or coercion scenarios involving transaction parties, malware 
infections or business email compromise attempts, oracle failures or manipulation attempts 
affecting price feeds or reference data, smart contract vulnerabilities or exploitation attempts, 
logging anomalies or tamper evidence detection, authentication failures exceeding defined 
thresholds, and unauthorized access attempts or privilege escalation events.

Step-by-Step Procedures for Incident Response. Detection and initial triage assess incident type, 
severity, scope, and potential impact. Immediate containment actions isolate affected systems, 
suspend compromised credentials, halt automated processes if necessary, and preserve forensic 
evidence. Severity classification uses defined categories such as critical affecting transaction 
integrity or participant assets, high affecting operational capabilities or compliance controls, 
medium affecting specific functions with workarounds available, and low affecting non-critical 
systems or processes. Escalation and notification follow defined timelines with critical incidents 
reported to supervisory authorities within two hours, high incidents within eight hours, and medium
incidents within twenty-four hours. Investigation procedures identify root causes, affected systems 
and transactions, compromised credentials or keys, and timeline reconstruction from logs and audit 
trails. Containment and remediation implement fixes, revoke and reissue credentials as necessary, 
restore services following validation, and verify effectiveness of remediation actions. Post-incident 
review captures lessons learned, identifies control improvements, updates playbooks and profiles as 
necessary, and provides detailed documentation for examination purposes.

Incident-Specific Guidance for Credential Compromise. Immediate credential revocation 
prevents further unauthorized usage. Transaction review identifies potentially affected trades with 
appropriate hold procedures pending investigation. Key recovery procedures re-establish transaction
authority for legitimate holders. Communication with affected participants provides transparency 
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while protecting sensitive investigation details. Supervisory notification includes details about 
compromised credentials, potentially affected transactions, and remediation timelines.

Incident-Specific Guidance for Duress Events. Duress detection mechanisms identify coercion 
scenarios through biometric anomalies, behavioral patterns, or explicit duress codes. Safe 
suspension procedures halt transactions under investigation without revealing duress detection to 
potential coercers. Law enforcement coordination follows established procedures when coercion 
involves criminal activity. Participant protection measures prioritize safety while maintaining 
transaction integrity. Documentation carefully balances investigation needs with participant 
confidentiality and legal considerations.

Incident-Specific Guidance for Malware or Business Email Compromise. Device isolation 
prevents further compromise or lateral movement. Transaction reversal or hold procedures protect 
assets pending investigation. Authentication re-verification using out-of-band channels confirms 
legitimate transaction intent. Enhanced monitoring of affected participants detects subsequent 
compromise attempts. Participant education provides guidance on recognizing and preventing social
engineering attacks.

Incident-Specific Guidance for Oracle Failures. Oracle redundancy and cross-validation 
procedures identify data discrepancies. Transaction holds pending oracle resolution prevent 
execution based on potentially manipulated data. Alternative data source activation maintains 
operational continuity where available. Investigation of oracle manipulation attempts determines 
whether compromise was technical failure or intentional attack. Oracle provider conformance 
review assesses continued certification appropriateness.

Evidence and Documentation Requirements. Required artifacts include incident detection logs 
with timestamps and triggering events, containment action records with authorization approvals, 
investigation reports with root cause analysis, remediation documentation with validation evidence, 
affected transaction listings, supervisory notification records with timestamps, post-incident review 
reports with identified improvements, and updated playbook or profile versions incorporating 
lessons learned.

Escalation and Exception Handling. Incidents affecting multiple intermediaries trigger 
coordinated response procedures through governance structures defined in Deliverable Set D. 
Incidents involving potential violations of securities laws trigger immediate supervisory notification
and legal review. Incidents with potential customer impact trigger customer notification procedures 
consistent with regulatory obligations. Incidents that exceed response team capabilities trigger 
engagement of specialized external resources with appropriate non-disclosure and evidence 
preservation protocols.

Success Criteria. Successful incident response results in timely detection and containment limiting 
impact, complete investigation identifying root causes and affected systems, effective remediation 
preventing recurrence, appropriate supervisory notification meeting timelines and content 
requirements, and documented lessons learned improving future response capabilities.

V.5 Hold and Release Runbook

Purpose. This playbook governs the placement of holds on securities transactions and positions in 
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response to regulatory sanctions, court orders, law enforcement requests, compliance concerns, or 
dispute resolution requirements, and the subsequent release of holds following appropriate 
authorization.

Actors and Responsibilities. Compliance officers assess hold requests and approve placement 
based on legal authority and documented justification. Operations personnel implement technical 
hold mechanisms in trading, settlement, and custody systems. Legal counsel reviews hold 
justification and release conditions. Qualified custodians maintain segregated positions subject to 
holds. Supervisory authorities provide regulatory guidance on hold requirements and approval for 
releases in certain categories. Technology providers implement hold logic in smart contracts or 
system controls subject to conformance testing and formal verification requirements.

Triggers. Holds are triggered by regulatory sanctions requiring asset freezing or transaction 
restrictions, court orders including restraining orders and judgments, law enforcement requests with 
appropriate legal authority, compliance alerts related to suspicious activity or potential violations, 
dispute resolution pending investigation of transaction errors or conflicts, and contractual events 
requiring temporary restriction of transfer rights.

Step-by-Step Procedures for Hold Placement. Request receipt and validation confirm legal 
authority, specificity of assets or accounts subject to hold, and duration or conditions for release. 
Compliance review assesses completeness of documentation, consistency with applicable 
regulations, and coordination with other holds or restrictions. Technical implementation applies 
holds at appropriate system layers including transaction submission prevention, settlement 
blocking, transfer restriction, and view-key or balance visibility controls where appropriate to hold 
type. Multi-party authorization requires approval from compliance officer and senior operations 
personnel with legal review for holds affecting substantial positions or raising novel issues. Logging
and documentation creates tamper-evident records of hold placement including requestor 
identification, legal authority cited, affected assets or accounts, timestamp of hold activation, 
authorization signatures, and expected duration or release conditions. Notification procedures 
inform affected participants with appropriate detail about hold scope and expected resolution 
process while protecting confidential aspects of investigation or legal proceedings. Segregation 
where applicable moves affected positions to separate custody arrangements pending resolution.

Threshold and Dual Control Requirements. Holds affecting positions exceeding defined 
monetary thresholds require dual approval from compliance and senior management. Holds 
extending beyond defined time periods trigger supervisory review and authorization for 
continuation. Emergency holds placed outside normal business hours require subsequent validation 
within defined timeframes.

Hold Monitoring and Review Procedures. Periodic review ensures continued appropriateness of 
active holds. Status tracking monitors legal or regulatory developments affecting hold conditions. 
Escalation procedures address holds approaching expiration without clear release authority. 
Reporting to supervisory authorities provides transparency about aggregate hold volumes, types, 
and durations.

Step-by-Step Procedures for Hold Release. Release authorization confirms satisfaction of hold 
conditions such as court order lifting, regulatory clearance, completion of investigation, resolution 
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of dispute, or expiration of defined hold period. Documentation review validates completeness of 
evidence supporting release decision. Compliance approval confirms appropriateness of release 
based on current circumstances. Technical release removes hold restrictions at all applicable system 
layers. Verification testing confirms that released assets or accounts have full operational 
capabilities restored. Logging and documentation creates complete release records including 
authorization basis, approvals obtained, timestamp of release activation, and verification results. 
Participant notification informs affected parties of hold release and restoration of transaction 
capabilities.

Evidence and Documentation Requirements. Required artifacts include hold request 
documentation with legal authority and justification, compliance review and approval records, 
technical implementation logs showing hold activation at system layers, multi-party authorization 
signatures, affected asset or account listings, hold monitoring and review records, release 
authorization documentation with supporting evidence, technical release logs with verification 
confirmations, and aggregated reporting for supervisory authorities.

Escalation and Exception Handling. Hold requests with unclear legal authority are escalated to 
legal counsel for interpretation. Holds affecting positions involved in multiple legal or regulatory 
proceedings require coordination across proceedings with appropriate legal guidance. Technical 
failures preventing hold implementation trigger immediate manual controls and escalation to senior 
management. Unauthorized release attempts trigger security incident response procedures.

Success Criteria. Successfully placed holds prevent unauthorized transactions or transfers for 
affected assets, are properly documented with complete legal authority, are monitored appropriately 
for continued appropriateness, and are released promptly upon satisfaction of conditions with full 
restoration of capabilities. All procedures maintain complete audit trails and supervisory 
transparency.

V.6 Audit and Examination Evidence Pack Playbook

Purpose. This playbook governs the preparation, organization, and submission of documentary 
evidence in response to regulatory examinations, supervisory inquiries, or audit requests.

Actors and Responsibilities. Compliance personnel coordinate examination response and evidence
gathering. Operations and technology staff extract relevant logs, transaction records, and system 
documentation. Legal counsel reviews evidence for privilege, confidentiality, or other 
considerations. Senior management approves evidence submission and coordinates with 
examination staff. External auditors may assist in evidence verification or attestation where 
appropriate.

Triggers. Evidence pack preparation is triggered by notification of regulatory examination, receipt 
of document request or information subpoena, internal audit or control testing, conformance 
certification or recertification procedures, and incident investigation requiring documentation of 
controls and procedures.

Step-by-Step Procedures. Request analysis identifies specific evidence items requested, applicable
time periods, and formatting or delivery requirements. Evidence gathering collects transaction logs, 
system logs, configuration documentation, policy and procedure manuals, key management records,
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conformance testing results, incident reports, hold and release records, onboarding and 
recertification documentation, change management records, and supervisory correspondence. 
Organization and indexing structures evidence according to defined taxonomy matching 
examination priorities and facilitates efficient reviewer access. Quality validation confirms 
completeness, accuracy, and internal consistency of evidence. Attestation where required provides 
officer certification of evidence accuracy and completeness. Privilege review identifies attorney-
client privileged materials, trade secrets, or confidential supervisory information requiring special 
handling. Submission preparation formats evidence according to specified requirements, encrypts 
sensitive materials appropriately, and delivers through designated secure channels. Documentation 
of submission maintains records of what was provided, when, and to whom for audit trail purposes.

Evidence Pack Standard Contents. Core evidence packs include executive summary providing 
overview of operations and control environment, organizational charts and role descriptions, 
policies and procedures including all applicable playbooks, system architecture documentation, 
conformance testing results and certifications, transaction logs for specified time periods in 
standardized formats, key management ceremony logs with participant signatures, incident reports 
and post-incident reviews, hold and release records with authorization documentation, onboarding 
and recertification records for sampled participants, change management records showing system 
updates and testing, supervisory correspondence and responses to prior examination findings, and 
attestation letters where applicable.

Evidence Formatting Standards. Transaction logs use standardized schemas with defined field 
names, data types, and timestamp formats. Key events are flagged with severity indicators and 
linkages to related events. Chain of custody documentation proves authenticity and tamper-
evidence. Redaction where necessary protects privileged information while preserving context. File 
organization follows logical structure matching examination request categories.

Evidence and Documentation Requirements. Required artifacts include examination notification 
letters, document request lists, evidence collection checklists confirming completeness, quality 
validation results, attestation letters with officer signatures, privilege logs identifying withheld 
materials, submission receipts proving delivery, and post-examination correspondence addressing 
follow-up requests.

Escalation and Exception Handling. Ambiguous or overly broad requests are addressed through 
dialogue with examination staff to clarify scope. Evidence gaps identified during preparation trigger
investigation of root causes and remediation of underlying control weaknesses. Voluminous 
requests exceeding available resources trigger negotiation of prioritization or phased submission. 
Technical difficulties in evidence extraction engage specialized resources and document limitations.

Success Criteria. Successfully prepared evidence packs contain complete, accurate, and well-
organized materials responsive to examination requests. Submission occurs within required 
timeframes. Examiners can efficiently locate relevant information. Follow-up requests are 
minimized due to initial completeness. Any identified control weaknesses are documented with 
remediation plans.
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V.7 Change Management and Crypto-Agility Upgrade Playbook

Purpose. This playbook governs the controlled evolution of systems, procedures, cryptographic 
algorithms, and operational processes to address vulnerabilities, incorporate improvements, and 
maintain crypto-agility in the face of evolving threats including post-quantum cryptography 
considerations.

Actors and Responsibilities. Change control board reviews proposed changes, assesses risks, and 
approves implementation plans. Technology providers develop and test changes to systems, smart 
contracts, or cryptographic implementations. Operations personnel implement changes in 
production environments following defined procedures. Compliance officers assess regulatory 
implications and notification requirements. Security specialists evaluate cryptographic changes and 
approve algorithm transitions. Participants receive notifications about changes affecting their 
systems or procedures and may be required to update client software or credentials.

Triggers. Changes are triggered by identified vulnerabilities in cryptographic algorithms or system 
components, updated standards or guidance from NIST or other authoritative bodies, operational 
improvements based on lessons learned or performance optimization, regulatory changes requiring 
system or procedural modifications, conformance profile updates affecting baseline requirements, 
and scheduled reviews of cryptographic algorithm lifecycles.

Step-by-Step Procedures for Change Initiation. Change request submission documents proposed 
change, justification, expected benefits, and potential risks. Impact assessment evaluates effects on 
existing systems, compatibility with current implementations, participant notification requirements, 
and examination or supervisory coordination needs. Risk analysis identifies operational risks, 
security implications, rollback scenarios, and contingency plans. Prioritization and scheduling 
considers urgency, resource availability, coordination with other changes, and optimal timing to 
minimize operational disruption.

Change Development and Testing Procedures. Development environment changes are 
implemented in isolated test environments. Unit testing validates individual component 
functionality. Integration testing confirms compatibility with existing systems and data formats. 
Security testing for cryptographic changes includes known-answer tests, algorithm validation using 
NIST test vectors, and assessment of side-channel resistance where applicable. Performance testing 
ensures acceptable transaction throughput and latency. Conformance validation confirms continued 
satisfaction of reference implementation profiles. User acceptance testing by representative 
participants confirms usability and compatibility with their environments.

Approval and Authorization Procedures. Technical review by engineering and security personnel
confirms quality and completeness of testing. Compliance review assesses regulatory implications 
and documentation requirements. Change control board approval provides final authorization based 
on complete review of risks, benefits, and readiness. Stakeholder communication notifies 
participants, supervisory authorities, and examination staff as appropriate about upcoming changes 
and their implications.

Implementation Procedures. Implementation planning defines rollout schedule, participant 
notification timeline, support resource allocation, and rollback triggers. Staged rollout begins with 
limited deployment to subset of participants for validation in production environment before 
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broader release. Monitoring during rollout tracks key metrics including transaction success rates, 
error frequencies, performance characteristics, and participant feedback. Go or no-go decision 
points allow pause or rollback if issues emerge. Full deployment proceeds when staged rollout 
demonstrates stability and participants have successfully updated their systems. Post-
implementation validation confirms successful completion and continued satisfaction of all 
requirements.

Crypto-Agility Specific Procedures. Algorithm lifecycle monitoring tracks NIST guidance, 
cryptographic research developments, and vendor security advisories. Deprecation planning for 
aging algorithms establishes timelines for transitioning to newer standards. Dual-signature 
transition periods support gradual migration by accepting signatures from both old and new 
algorithms during defined windows, allowing participants to update at their own pace within overall
migration timeline. Algorithm identifier management maintains clear labels distinguishing different 
cryptographic schemes and versions. Downgrade protection prevents attackers from forcing use of 
deprecated algorithms by validating algorithm identifiers and rejecting outdated schemes. Post-
quantum readiness ensures systems are designed to support migration to NIST-standardized post-
quantum cryptography algorithms including ML-DSA (CRYSTALS-Dilithium), ML-KEM 
(CRYSTALS-Kyber), and SLH-DSA (SPHINCS+) as these standards mature and implementation 
guidance is finalized.

Rollback Procedures. Rollback triggers include critical bugs discovered post-deployment, 
unacceptable performance degradation, compatibility issues affecting significant participant subset, 
and security vulnerabilities introduced by change. Rollback execution reverts systems to prior stable
version, restores previous configurations and data schemas, and notifies participants about rollback 
and revised timeline. Post-rollback analysis investigates root causes, identifies necessary 
improvements, and documents lessons learned for future change attempts.

Evidence and Documentation Requirements. Required artifacts include change requests with 
justification and impact analysis, test plans and results for all testing phases, change control board 
meeting minutes with approval decisions, implementation plans and rollout schedules, monitoring 
dashboards and metrics from staged rollout, stakeholder communication records, rollback plans and 
any executed rollbacks, post-implementation validation results, and updated system documentation 
reflecting changes.

Escalation and Exception Handling. Changes with substantial risk or participant impact are 
escalated to senior management and supervisory authorities for consultation. Emergency changes 
bypassing normal procedures due to critical security vulnerabilities require abbreviated approval 
with subsequent full review and documentation. Failed implementations that exceed rollback 
capabilities trigger major incident response procedures and may require system suspension pending 
resolution.

Success Criteria. Successfully managed changes improve system security, functionality, or 
efficiency without introducing operational disruption or participant harm. Testing demonstrates 
readiness before production deployment. Rollout proceeds smoothly with high participant adoption.
Cryptographic transitions maintain backward compatibility during transition periods and ultimately 
achieve full migration to stronger algorithms. All changes are completely documented with 
appropriate regulatory notifications.
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V.8 Redress and Error Correction Playbook

Purpose. This playbook governs the identification, investigation, and correction of operational 
errors, disputed transactions, and system malfunctions, ensuring appropriate due process and 
maintaining the principle that legal contracts govern ultimate rights and obligations while 
operational corrections address implementation errors.

Actors and Responsibilities. Participants initiate error reports or dispute claims with supporting 
documentation. Operations personnel investigate reported issues and assess correction 
appropriateness. Compliance officers review corrections for regulatory implications and participant 
fairness. Legal counsel evaluates contractual rights and limitations on operational corrections. 
Senior management approves corrections affecting substantial positions or raising precedential 
issues. Technology providers implement technical correction mechanisms subject to conformance 
testing and formal verification requirements. Supervisory authorities receive notifications about 
material corrections and dispute resolution outcomes.

Triggers. Redress procedures are triggered by participant-reported transaction errors or system 
malfunctions, operations-detected discrepancies in settlement or position records, smart contract 
malfunctions or unintended behaviors, oracle data errors affecting transaction execution, disputed 
transactions where parties disagree about terms or authorization, and post-trade settlement failures 
or allocation errors.

Step-by-Step Procedures for Error Reporting. Participant submission includes description of 
error, affected transactions or positions, supporting documentation, and requested correction. Initial 
screening confirms completeness of submission and identifies error category. Acknowledgment 
provides participant with submission confirmation and expected investigation timeline. Logging 
creates tamper-evident record of complaint receipt and initial categorization.

Investigation Procedures. Data gathering collects relevant transaction logs, smart contract 
execution records, oracle data at time of transaction, participant communications, and system status 
information. Timeline reconstruction establishes sequence of events leading to error. Root cause 
analysis determines whether error resulted from system malfunction, data error, procedural 
deviation, or transaction party mistake. Contractual analysis reviews legal agreements to confirm 
whether proposed correction is consistent with parties' contractual rights and obligations. Impact 
assessment evaluates financial impact on affected parties and any systemic implications. Correction 
options analysis considers compensating transactions, ledger overlays maintaining immutability 
while recording corrections, transaction reversal where legally appropriate and technically feasible, 
and position adjustments with appropriate documentation and approvals.

Approval Procedures. Operations approval confirms technical feasibility and appropriateness. 
Compliance approval ensures correction maintains regulatory standards and participant fairness. 
Legal approval validates contractual authority for correction. Senior management approval for 
corrections exceeding defined thresholds. Participant agreement where correction affects multiple 
parties with potentially conflicting interests. Supervisory notification for corrections with material 
impact or precedential significance.

Implementation Procedures. Technical correction applies approved resolution through appropriate
mechanism preserving audit trail. Verification confirms correction achieved intended result and did 
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not introduce new errors. Position reconciliation validates that all affected accounts reflect correct 
balances. Notification informs affected participants about correction and provides supporting 
documentation. Documentation update records correction in permanent books and records with 
complete justification and approval trail.

Appeals Process. Participant dissatisfaction with correction decision may trigger appeals process. 
Appeals submission requires additional supporting documentation or legal analysis. Independent 
review by senior compliance officer or legal counsel not involved in initial decision. Appeals 
decision is final absent evidence of clear error or new information. Supervisory escalation option 
preserves participant ability to elevate disputes to appropriate regulatory authorities.

Evidence and Documentation Requirements. Required artifacts include error reports with 
participant submission documentation, investigation reports with root cause analysis, contractual 
analysis supporting correction authority, correction approval records with all required signatures, 
technical implementation logs showing correction execution, verification results confirming 
successful correction, participant notifications and acknowledgments, appeals submissions and 
decisions where applicable, and aggregated correction reporting for supervisory oversight.

Escalation and Exception Handling. Corrections affecting positions subject to legal holds or 
regulatory restrictions require coordination with legal counsel and appropriate authorities. 
Corrections that reveal systemic issues rather than isolated errors trigger broader review of affected 
transactions and potential notice to all impacted participants. Corrections that cannot be 
implemented due to technical immutability constraints require exploration of alternative remedies 
including financial compensation subject to contractual and legal frameworks.

Success Criteria. Successfully resolved errors are corrected in a timely manner consistent with 
contractual rights and regulatory obligations. Affected participants receive clear explanations and 
appropriate remedies. Root causes are identified and addressed to prevent recurrence. Appeals 
processes provide fairness and due process. Supervisory authorities are appropriately notified about 
material corrections. All actions are fully documented with complete audit trails.

VI. Deliverable Set B — Reference Implementation Profiles 
(Minimum Auditable Baselines)

VI.1 Purpose and Structure of Reference Profiles

Reference implementation profiles establish minimum auditable baselines that define the 
operational capabilities, security postures, and control frameworks required for conformance with 
the Operationalization Track. These profiles serve as technical complements to the procedural 
guidance provided in playbooks, specifying what systems must be capable of doing rather than how 
operators should use them.

Profiles use normative language to distinguish mandatory requirements from recommendations. 
Terms are defined as follows: "must" indicates an absolute requirement for conformance; "should" 
indicates a strong recommendation that may be deviated from only with documented justification 
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and compensating controls; "may" indicates an optional capability that enhances security or 
functionality but is not required for baseline conformance. "Baseline" conformance represents the 
minimum acceptable implementation that meets all "must" requirements and substantially all 
"should" requirements. "Enhanced" conformance exceeds baseline requirements through additional 
security controls, monitoring capabilities, or operational features.

Profiles are maintained under change control procedures defined in Deliverable Set A and evolve 
based on operational experience, vulnerability discoveries, standards development, and regulatory 
guidance. Updates to profiles trigger recertification requirements for affected participants according
to timelines and procedures defined in Deliverable Set C.

VI.2 Hardware and Key Storage Baseline

Purpose. This baseline specifies minimum requirements for cryptographic key generation, storage, 
and usage to ensure that keys are generated with sufficient entropy, stored in environments resistant 
to extraction, and used in ways that prevent unauthorized access or compromise.

Secure Hardware Requirements. Signing keys used for transaction authorization must be 
generated and stored in one of the following secure hardware environments: Secure Element 
meeting Common Criteria EAL 4+ or FIPS 140-2 Level 2 or higher, typically embedded in mobile 
devices or hardware tokens; eSIM or iUICC implementations providing equivalent secure key 
storage in mobile communications context; smartcards meeting ISO/IEC 7816 standards with 
cryptographic capabilities; or portable hardware security modules meeting FIPS 140-2 Level 3 or 
higher for institutional-grade implementations. General-purpose computing environments such as 
standard laptop or desktop computers without dedicated secure hardware are not compliant with 
baseline requirements.

Key Generation Requirements. Key generation must occur within the secure hardware 
environment using cryptographically secure random number generation meeting NIST SP 800-90A 
or equivalent standards. Keys must not be generated outside secure hardware and imported, as this 
creates opportunities for key compromise or escrow. Key generation ceremonies for institutional 
participants must follow multi-party procedures defined in the key management playbook with 
appropriate separation of duties.

Key Usage Controls. Key usage for transaction signing must require user authentication 
appropriate to transaction value and risk, including biometric authentication meeting the signatory 
integrity baseline for high-value transactions, personal identification numbers or passwords with 
appropriate complexity and rotation requirements, and multi-party authorization for transactions 
exceeding defined thresholds. Key usage must be logged with sufficient detail to support non-
repudiation, including timestamp, transaction identifier, authentication method used, and any 
additional authorization factors applied.

Backup and Recovery Requirements. Key backup must follow secure multi-party schemes such 
as Shamir secret sharing or threshold signature schemes where key recovery requires cooperation of
multiple independent parties with no single party able to recover keys unilaterally. Backup shares 
must be encrypted and stored with geographically and organizationally separate qualified 
custodians or backup service providers. Backup procedures must be tested periodically to confirm 
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recoverability without compromising security. Recovery procedures must require strong 
authentication of recovery requestors and generate audit logs suitable for post-event review.

Attestation Requirements. Secure hardware implementations must provide remote attestation 
capabilities allowing verifiers to confirm that keys reside in genuine secure hardware meeting 
specified assurance levels. Attestation evidence should include hardware manufacturer, model, 
firmware version, and security certifications. Attestation verification must occur during participant 
onboarding and periodically thereafter according to recertification schedules.

Prohibited Practices. Key storage in unencrypted files, standard password managers, cloud storage
without hardware-backed encryption, browser local storage, or other software-only environments 
does not meet baseline requirements. Key escrow arrangements allowing third parties to access 
private keys without participant authorization and cooperation violate self-custody principles and 
are prohibited except in qualified custodian contexts subject to custody rule compliance. Hardware 
security modules shared across organizational boundaries without proper access controls and audit 
logging are non-compliant.

VI.3 Wallet and Orchestrator Baseline

Purpose. This baseline specifies minimum requirements for software applications that manage 
credentials, orchestrate transactions, and provide user interfaces for interacting with digitally-native 
securities systems.

Credential Lifecycle Management. Wallets and orchestrators must support complete credential 
lifecycle including credential issuance from authorized issuers with signature verification, 
credential storage in secure enclaves or encrypted storage with hardware-backed protection where 
available, credential presentation with selective disclosure capabilities allowing disclosure of 
minimum necessary attributes, credential update supporting validity period extensions or attribute 
changes without reissuance, and credential revocation checking before accepting or relying on 
credentials. Credential formats should align with W3C Verifiable Credentials standards or similar 
interoperable frameworks.

Revocation Checking Requirements. Before accepting or relying on a presented credential, 
wallets and orchestrators must verify that the credential has not been revoked. Revocation checking 
must occur at transaction time rather than relying on cached revocation information beyond defined 
freshness thresholds. Revocation mechanisms may include status lists, accumulator-based schemes, 
or blockchain-based registries providing equivalent functionality. Failures in revocation checking 
must result in transaction rejection with appropriate error messaging to participants and logging for 
supervisory visibility. Cached revocation information must not exceed defined staleness limits such 
as one hour for high-risk transactions or four hours for lower-risk transactions, with configurable 
policies based on risk assessments.

Transaction Authorization Workflows. Wallets and orchestrators must present clear transaction 
details to users for review and approval before signature generation. Transaction details must 
include asset identifier, quantity, counterparty, settlement terms, and any fees or additional charges. 
User confirmation must be explicit and require active engagement rather than passive acceptance or 
auto-approval. Multi-party authorization workflows for high-value transactions must enforce 
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separation of duties with sequential or parallel approval paths as appropriate. Duress detection 
mechanisms should be incorporated where feasible, such as alternative authentication codes 
signaling coercion.

Secure Communication Requirements. Communications between wallets or orchestrators and 
other system components must use transport layer security with strong cipher suites and certificate 
validation. End-to-end encryption should be employed for sensitive data transmission. 
Authentication of communication endpoints must prevent man-in-the-middle attacks. Session 
management must include appropriate timeouts and re-authentication requirements for sensitive 
operations.

Logging and Monitoring Requirements. Wallets and orchestrators must log material events 
including credential issuance and update, revocation checks performed and results, transaction 
authorization requests and user responses, authentication attempts and failures, key usage for 
signatures, and software updates and configuration changes. Logs must include sufficient detail for 
forensic investigation including timestamps, user identifiers, transaction identifiers, and event 
outcomes. Logs should be stored in tamper-evident formats and transmitted to centralized logging 
infrastructure for aggregation and analysis where appropriate.

Backup and Recovery Requirements. Wallets and orchestrators must support secure backup of 
wallet state including credential storage, configuration settings, and recovery information. Backup 
encryption must use strong algorithms and key derivation functions resistant to brute force attacks. 
Recovery procedures must balance security and usability, avoiding single points of failure while 
preventing user lock-out due to lost credentials. Recovery options may include encrypted cloud 
backup with user-controlled encryption keys, secure multi-device synchronization, or recovery 
codes generated during initial setup and stored securely by users.

User Interface and Disclosure Requirements. User interfaces must clearly disclose the nature of 
digitally-native securities, risks associated with key loss or compromise, regulatory status of 
instruments, and limitations on recovery or reversal of transactions. Disclosure language should be 
clear, concise, and accessible to institutional users without requiring specialized technical expertise. 
Warnings about irreversible transactions and responsibility for key safeguarding must be prominent 
and explicit.

Update and Patching Requirements. Wallets and orchestrators must support secure software 
updates to address vulnerabilities and incorporate functional improvements. Update mechanisms 
must verify authenticity and integrity of updates through code signing. Critical security updates 
should be applied promptly with appropriate testing in non-production environments before 
deployment. Users should receive notifications about available updates with explanations of 
importance and any breaking changes.

VI.4 Logging and Retention Baseline

Purpose. This baseline specifies minimum requirements for capturing, storing, and retaining event 
logs that support auditability, incident investigation, supervisory examination, and forensic analysis.

Minimum Event Taxonomy. Systems must log the following categories of events at minimum: 
authentication events including successful and failed login attempts, multi-factor authentication 
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usage, biometric authentication with liveness detection, password changes, and session 
establishment and termination; transaction events including transaction submission, authorization 
and signature generation, validation and acceptance, settlement or execution, and rejection or failure
with error codes; credential events including credential issuance, presentation, and verification, 
revocation checks and results, credential expiration, and revocation or suspension; key management
events including key generation ceremonies, key usage for signatures, key rotation or algorithm 
changes, backup creation, and recovery attempts; access control events including permission grants 
and revocations, role assignments, privileged access usage, and access denial due to insufficient 
permissions; hold and release events including hold placement with justification, hold monitoring 
and reviews, release authorization and execution, and affected asset or account identifiers; incident 
events including security incidents detected and categorized, incident response actions taken, 
containment and remediation, and post-incident reviews; and system events including configuration 
changes, software updates and patches, integration with external systems, and system startup, 
shutdown, or restart.

Event Attribute Requirements. Each logged event must include at minimum: unique event 
identifier for precise reference, timestamp with sufficient precision typically to the millisecond and 
synchronized to authoritative time sources, event type or category from defined taxonomy, actor 
identifier for the user, system, or process initiating the event, affected resource identifiers such as 
account, asset, or credential, event outcome indicating success, failure, or pending status, and 
contextual information sufficient for event interpretation such as transaction amounts, 
authentication factors used, or error codes.

Chain of Custody and Tamper Evidence Requirements. Logs must be protected against 
unauthorized modification or deletion through cryptographic hash chaining linking sequential 
events, digital signatures or message authentication codes on log entries, write-once storage or 
immutable append-only logs, and regular attestation or notarization of log integrity. Tamper 
detection mechanisms must alert on attempts to modify or delete logs. Logs should be replicated to 
geographically separate storage to prevent loss due to localized incidents. Access to logs must be 
controlled and audited with logs of log access for forensic purposes.

Retention Requirements. Transaction logs and authentication events must be retained for 
minimum periods consistent with books and records requirements, typically seven years for SEC-
regulated entities. Critical events such as key generation ceremonies, incident investigations, and 
hold and release authorizations should be retained indefinitely or until regulatory retention 
obligations expire. Operational logs supporting troubleshooting may have shorter retention periods 
such as ninety days, but key events should be extracted and retained in permanent archives. 
Retention policies must be documented and enforced through automated retention management. 
Destruction of logs at end of retention periods must be documented and verifiable.

Log Accessibility and Format Requirements. Logs must be stored in formats suitable for analysis
and examination including structured data formats such as JSON or XML rather than unstructured 
text, standardized field names and value encodings for consistency, query interfaces supporting 
filtering, aggregation, and export, and export capabilities producing examination-ready evidence 
packs. Log indexing should support efficient searches for specific events, time ranges, actors, or 
resources. Log visualization tools may enhance analyst and examiner understanding.
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Log Aggregation and Centralization. Multi-system deployments should centralize logs from 
distributed components into consolidated logging infrastructure. Centralized logging improves 
correlation of events across systems, simplifies examination evidence production, enhances incident
investigation capabilities, and provides unified monitoring and alerting. Centralized logging 
infrastructure must itself meet security, availability, and integrity requirements and must not become
a single point of failure through appropriate redundancy and disaster recovery measures.

Privacy and Confidentiality Protections. Logs must not contain sensitive personal information 
beyond what is necessary for their purpose, such as full account numbers, passwords, or biometric 
templates. Logs containing sensitive information must be encrypted at rest and in transit. Access to 
logs must be restricted to personnel with legitimate need and appropriate clearances. Supervisory 
access to logs must follow purpose limitation principles defined in tiered supervisory access 
frameworks with appropriate logging of supervisory access for oversight purposes.

VI.5 Zero-Knowledge and Selective Disclosure Policy Baseline

Purpose. This baseline specifies minimum requirements for privacy-preserving disclosure of 
attributes necessary for compliance, eligibility verification, or transaction authorization while 
minimizing exposure of unnecessary personal or organizational information.

Selective Disclosure Capabilities. Credential and transaction systems must support selective 
disclosure allowing presentation of minimum necessary attributes required for specific purposes. 
Examples include disclosure of qualified institutional buyer status without revealing organization 
name or assets under management, disclosure of jurisdiction without revealing specific location, 
disclosure of sanctions screening results without revealing full customer identification records, and 
disclosure of transaction authorization without revealing signing key or biometric templates. 
Selective disclosure mechanisms may use zero-knowledge proofs, redactable signatures, or 
cryptographic commitments depending on technical approach and privacy requirements.

Attribute Minimization Principles. Systems should require disclosure of only attributes directly 
relevant to the function being performed. Verifiers must document justifications for attribute 
requests and may not require disclosure of attributes not necessary for their function. Participants 
must have ability to review and consent to attribute disclosures before presentation. Unnecessary 
attribute requests should trigger compliance review and participant notification.

Verifier Controls and Authentication. Verifiers requesting attribute disclosures must be 
authenticated and authorized through verifier registration processes. Verifier credentials should 
include organizational identity, regulatory authority or contractual basis for verification requests, 
and specific attributes the verifier is authorized to request. Verifier credentials may themselves be 
verifiable credentials issued by appropriate authorities. Unauthorized verifiers must not be able to 
trigger attribute disclosures or obtain access to confidential information.

Replay Protection Requirements. Attribute presentations must include mechanisms preventing 
replay attacks where previously captured presentations are reused in unauthorized contexts. Replay 
protection may use nonces or challenges provided by verifiers and incorporated into presentations, 
timestamps limiting presentation validity to defined time windows, or contextual binding tying 
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presentations to specific transactions or sessions. Presentations used outside their intended context 
must be detectably invalid.

Audit Trails and Disclosure Logging. Systems must log attribute disclosures with sufficient detail 
to support accountability and privacy compliance including verifier identity, attributes disclosed, 
timestamp, purpose or context of disclosure, and participant consent or authorization. Disclosure 
logs should be accessible to participants for review of their disclosure history. Excessive or 
unjustified disclosure requests should trigger alerts for compliance review. Aggregated disclosure 
statistics should inform privacy risk assessments and policy refinement.

Granularity and Precision Controls. Where exact attribute values are not necessary, systems 
should support disclosure of ranges, categories, or thresholds instead. Examples include disclosure 
that assets under management exceed qualified institutional buyer thresholds without precise 
amount, disclosure of approximate jurisdiction such as North America without specific country, and
disclosure of age or seniority without exact dates. Precision reduction enhances privacy while 
maintaining sufficient information for compliance purposes.

Participant Consent and Control. Participants must have transparency into what attributes are 
being requested and for what purposes. Consent mechanisms should provide meaningful choice 
rather than all-or-nothing disclosure. Participants should be able to review their disclosure history 
and revoke consent for ongoing disclosures where legally permissible. Unauthorized disclosures 
must be treated as security incidents and investigated appropriately.

VI.6 Formal Verification Baseline for Critical Smart Contracts

Purpose. This baseline specifies minimum requirements for mathematical verification of smart 
contracts implementing critical functions such as asset locking, transaction authorization, 
supervisory access controls, or compliance rule enforcement to reduce risks of logical errors, 
vulnerabilities, or unintended behaviors.

Scope of Formal Verification Requirement. Smart contracts must undergo formal verification if 
they implement any of the following critical functions: control over asset transfers or position 
changes affecting participant holdings, implementation of hold and release mechanisms restricting 
transaction capabilities, activation or usage of supervisory view keys or tiered access controls, 
enforcement of compliance rules determining transaction eligibility, cryptographic key management
or recovery functions, or oracle data validation and integration affecting transaction outcomes. 
Smart contracts implementing non-critical functions such as data storage, event logging, or 
informational queries may be tested through conventional methods without formal verification 
requirements.

Verification Methodologies and Tools. Formal verification may employ various methodologies 
including theorem proving to demonstrate that contracts satisfy specified properties across all 
possible inputs and states, model checking to exhaustively explore contract state spaces and verify 
safety and liveness properties, symbolic execution to analyze contract behaviors under symbolic 
rather than concrete inputs identifying potential vulnerabilities, or equivalence checking to confirm 
that contract implementations match their specifications or higher-level models. Verification tools 
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appropriate to the programming language and platform should be selected from established 
toolchains with peer-reviewed foundations and active maintenance.

Specification Requirements. Smart contracts subject to formal verification must be accompanied 
by formal specifications defining intended behaviors, invariants that must hold at all times, 
preconditions that must be satisfied before functions execute, postconditions that must hold after 
function execution, and prohibited behaviors or vulnerability categories that must be proven absent. 
Specifications should be written in precise logical formalisms appropriate to verification tools. 
Specifications must be reviewed and approved by appropriate technical and compliance personnel 
before verification proceeds.

Verification Evidence and Documentation. Verification processes must produce documented 
evidence including verification tool outputs with proved properties and identified issues, proof 
artifacts demonstrating successful verification, specifications used for verification, assumptions 
made during verification and their justifications, limitations of verification scope including any 
unverified components, and remediation actions for any identified issues. Verification evidence 
becomes part of conformance testing and certification submissions.

Verification by Qualified Personnel or Third Parties. Formal verification must be performed or 
reviewed by personnel with appropriate training and experience in formal methods, smart contract 
security, and the specific verification tools used. Critical contracts or complex verification efforts 
should engage independent third-party specialists to provide additional assurance. Verification 
personnel should be identified in verification reports with credentials and experience summaries.

Continuous Verification and Regression Testing. Smart contract updates or modifications must 
trigger re-verification to confirm that changes did not introduce vulnerabilities or violate proven 
properties. Regression verification should focus on affected components while leveraging prior 
verification work for unchanged elements. Version control must link smart contract versions to 
corresponding verification evidence. Deployed contracts must match verified versions with 
cryptographic hash comparisons providing assurance.

Integration with Conformance Testing. Formal verification evidence is a required component of 
conformance certification for technology providers implementing smart contracts. Certification 
submissions must include verification reports, specifications, tool outputs, and attestations that 
deployed contracts match verified versions. Conformance testing includes validation that 
verification was appropriately scoped and that identified issues were adequately remediated.

VI.7 Crypto-Agility Baseline

Purpose. This baseline specifies minimum requirements for maintaining cryptographic agility, 
enabling timely transitions to stronger algorithms in response to vulnerability discoveries or 
evolving threat landscapes including post-quantum cryptography considerations.

Algorithm Identification and Versioning. All cryptographic operations must explicitly identify the
algorithms and parameters used through algorithm identifiers embedded in signatures, encrypted 
data, or protocol messages, version numbers distinguishing different parameter sets or 
implementation variants, and metadata supporting algorithm negotiation and compatibility 
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checking. Implicit algorithm selection or reliance on default parameters without explicit 
identification is non-compliant.

Downgrade Protection Requirements. Systems must prevent attackers from forcing use of weaker
or deprecated algorithms through explicit algorithm negotiation with minimum acceptable 
algorithm specification, validation that negotiated algorithms meet current security baselines, and 
rejection of attempts to downgrade to weaker algorithms. Downgrade attacks must be logged as 
security events and trigger incident response procedures.

Algorithm Deprecation and Migration Planning. Organizations must maintain awareness of 
cryptographic algorithm lifecycles through monitoring of NIST guidance, academic research, and 
industry security advisories. Deprecation planning must establish timelines for phasing out 
algorithms approaching end of life and transitioning to stronger alternatives. Migration planning 
must consider backward compatibility requirements, participant coordination needs, testing and 
validation requirements, and regulatory notification obligations. Algorithm deprecation should 
proceed in phases with ample advance notice to participants and support for dual-algorithm 
acceptance during transition periods.

Dual-Signature Transition Policies. During algorithm migration periods, systems should support 
dual-signature acceptance where both old and new algorithms are accepted for defined transition 
windows. Dual-signature capabilities allow participants to migrate at their own pace while 
maintaining interoperability. Transition windows should be long enough to accommodate 
participant migration schedules, typically three to six months, but not so long that deprecated 
algorithms remain in production indefinitely. End of transition windows must be clearly 
communicated with final cutoff dates for old algorithm acceptance. Signatures using deprecated 
algorithms beyond cutoff dates must be rejected with clear error messaging.

Post-Quantum Cryptography Readiness. Systems must be designed with awareness of post-
quantum cryptography requirements and eventual need to transition to quantum-resistant 
algorithms. Post-quantum readiness considerations include algorithm-agnostic architectures 
avoiding hardcoded dependencies on specific algorithms, key and signature size flexibility 
accommodating larger post-quantum constructs, protocol extensibility supporting new algorithm 
types without breaking changes, and monitoring of NIST post-quantum cryptography 
standardization progress. Systems should be prepared to support migration to NIST-standardized 
post-quantum signature algorithms including ML-DSA based on CRYSTALS-Dilithium, SLH-DSA 
based on SPHINCS+, and other standardized algorithms as implementation guidance and 
cryptographic libraries mature. Full post-quantum migration is not required during the initial 
Operationalization Track pilot phase, but systems must not create barriers to future migration.

Testing and Validation of Algorithm Transitions. Algorithm migrations must be thoroughly tested
before production deployment including generation and verification of signatures using new 
algorithms, interoperability testing across system components and participant implementations, 
performance benchmarking to identify any throughput or latency impacts, and rollback testing to 
confirm ability to revert if critical issues emerge. Conformance testing for algorithm transitions 
validates that implementations correctly support negotiation, dual-signature acceptance, and 
downgrade protection.
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Governance and Change Control for Cryptographic Changes. Cryptographic algorithm changes
follow change management playbooks defined in Deliverable Set A with additional scrutiny due to 
security criticality. Change control board must include cryptographic expertise. Security review 
must validate algorithm selection and implementation quality. Compliance review must assess 
regulatory implications. Participant notification must be clear about migration timelines, required 
actions, and support resources. Post-migration validation must confirm successful transition and 
absence of compatibility issues.

VII. Deliverable Set C — Conformance Testing & 
Certification Program

VII.1 Purpose and Structure of Conformance Program

The conformance testing and certification program provides structured validation that participants, 
intermediaries, and technology providers meet the operational and technical requirements defined in
reference implementation profiles and playbooks. Conformance certification serves multiple 
purposes: it provides assurance to supervisors and examiners that participants meet minimum 
standards; it reduces operational risk by identifying deficiencies before production deployment; it 
creates competitive neutrality by establishing clear, objective criteria; it supports continuous 
improvement through periodic recertification and remediation; and it generates data for evaluating 
effectiveness of standards and identifying areas for refinement.

The program uses a tiered approach with baseline certification representing minimum requirements 
for participation and enhanced certification recognizing implementations that exceed baseline 
standards through additional controls or capabilities. Certification is participant-type specific, 
recognizing that requirements differ for broker-dealers, custodians, transfer agents, technology 
providers, and other market participants.

VII.2 Conformance Testing by Participant Type

Broker-Dealer Conformance Requirements. Broker-dealers participating in digitally-native 
securities workflows must demonstrate conformance in several categories. Participant onboarding 
procedures must follow playbook requirements with documented due diligence, identity 
verification, credential issuance, and conformance validation. Transaction authorization controls 
must enforce appropriate authentication based on transaction size and risk with multi-party 
authorization for high-value transactions. Hold and release capabilities must implement defined 
procedures with appropriate logging, authorization, and supervisory notification. Audit evidence 
preparation capabilities must enable production of standardized evidence packs responsive to 
examination requests. Incident response readiness must demonstrate capability to detect, contain, 
investigate, and remediate security incidents with appropriate escalation and notification. Change 
management procedures must govern system updates with testing, approval, and rollback 
capabilities. Customer protection procedures must ensure appropriate segregation, custody 
arrangements, and books and records maintenance. Conformance testing includes review of policies
and procedures, technical testing of system capabilities, simulated transactions and incident 
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scenarios, evidence pack preparation exercises, and examination of actual operational history where
available.

Qualified Custodian Conformance Requirements. Qualified custodians providing key 
management or custody services must demonstrate conformance in key generation and storage 
meeting hardware and key storage baseline requirements with remote attestation capabilities, 
backup and recovery procedures using multi-party schemes with tested recoverability, access 
controls preventing unauthorized key usage with appropriate authentication and authorization, 
incident response capabilities for key compromise or loss scenarios, audit trails logging all key 
lifecycle events, and integration with hold and release mechanisms. Conformance testing includes 
hardware attestation verification, key generation ceremony observation or review, backup and 
recovery testing, access control validation, and audit trail completeness assessment.

Transfer Agent Conformance Requirements. Transfer agents or functional equivalents managing 
digitally-native securities registries must demonstrate conformance in registry maintenance 
accuracy and completeness, credential lifecycle management including issuance, update, and 
revocation, revocation list or registry maintenance with defined freshness requirements, integration 
with hold and release mechanisms affecting transfer capabilities, reporting capabilities supporting 
regulatory filings and supervisory inquiries, and audit trails documenting all registry changes and 
administrative actions. Conformance testing includes registry accuracy validation, credential 
operations testing, revocation checking verification, and reporting capability review.

Technology Provider Conformance Requirements. Technology providers supplying wallet 
software, orchestrator platforms, smart contracts, oracle services, or infrastructure components must
demonstrate conformance appropriate to their specific role. Wallet and orchestrator providers must 
meet the wallet and orchestrator baseline requirements. Smart contract developers must provide 
formal verification evidence for critical contracts. Oracle providers must demonstrate data accuracy,
redundancy, manipulation resistance, and incident response capabilities. Infrastructure providers 
must demonstrate security controls, availability and resilience, logging and monitoring capabilities, 
and change management procedures. Conformance testing is tool-specific but generally includes 
security assessments, functional testing, stress testing, and review of operational procedures.

Clearing Agency or CSD Conformance Requirements. Clearing agencies or central securities 
depositories participating in digitally-native securities workflows must demonstrate conformance in 
settlement finality and risk management consistent with existing regulatory obligations, integration 
with distributed ledger systems while maintaining central records, participant default procedures 
adapted to digital contexts, collateral management and segregation appropriate to instrument types, 
and supervisory reporting meeting regulatory requirements. Conformance testing respects existing 
Commission oversight of clearing agencies while addressing incremental requirements specific to 
digitally-native instruments.

VII.3 Certification Criteria and Tiers

Baseline Certification Requirements. Baseline certification represents the minimum requirements 
for participation. Requirements include compliance with all "must" requirements in relevant 
reference implementation profiles, compliance with substantially all "should" requirements with 
documented justifications for any deviations, demonstration of playbook implementation for critical
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operational workflows, successful completion of conformance test suites appropriate to participant 
type, evidence of operational controls including policies, procedures, training, and audit 
mechanisms, and incident response capabilities with documented procedures and contact points. 
Baseline certification is required for all participants and must be achieved before operational 
deployment in the pilot.

Enhanced Certification Recognition. Enhanced certification recognizes implementations that 
exceed baseline requirements. Enhanced features may include adoption of advanced security 
controls beyond baseline requirements such as hardware security modules exceeding minimum 
assurance levels, implementation of proactive monitoring and threat detection capabilities, formal 
verification of additional smart contracts beyond critical functions, enhanced privacy protections 
through zero-knowledge proofs or advanced cryptographic techniques, operational excellence 
demonstrated through low incident rates and rapid remediation, or contributions to standards 
development and operational best practices. Enhanced certification is voluntary but may be 
recognized in conformance reporting and may support expedited approval for additional capabilities
or expanded operational scope.

Recertification Requirements and Cadence. Baseline certification must be renewed annually to 
confirm continued conformance with requirements. Recertification includes review of operational 
performance including incident history and remediation actions, validation of continued 
conformance with updated profiles if baseline requirements have evolved, testing of any material 
system changes or upgrades, and audit of policies, procedures, and controls. Recertification is less 
intensive than initial certification, focusing on changes and ongoing performance rather than 
complete re-validation. Enhanced certification may be renewed on similar cadence or may require 
demonstration of continued excellence through performance metrics.

Provisional Certification for New Participants. New participants without operational history may
receive provisional certification for defined periods such as ninety days, allowing limited 
operational deployment under enhanced monitoring and supervision. Provisional certification 
transitions to full baseline certification upon successful demonstration of operational capabilities 
and absence of material incidents. Provisional certification may have operational restrictions such 
as transaction size limits or limited counterparty sets to contain risk during initial deployment.

VII.4 Suspension, Remediation, and Rollback Criteria

Certification Suspension Triggers. Certifications may be suspended for several reasons including 
material security incidents indicating control failures, non-compliance with operational playbooks 
or baseline requirements, failure to address identified deficiencies within defined remediation 
timelines, regulatory enforcement actions or supervisory concerns, or voluntary participant request 
pending remediation efforts. Suspension does not necessarily imply permanent decertification but 
requires resolution of triggering issues before operational capabilities are restored.

Suspension Procedures. Suspension decisions are made by the conformance oversight committee 
defined in governance structures or by appropriate supervisory authorities. Affected participants 
receive written notification of suspension with explanation of triggering issues, required 
remediation actions, expected timelines, and appeals process. Operational impact of suspension 
depends on severity of issues, potentially including complete operational halt for critical security 
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failures, partial restrictions limiting transaction types or sizes for moderate issues, or enhanced 
monitoring without operational restrictions for minor issues. Other participants are notified of 
suspensions as appropriate to allow them to assess counterparty risks and adjust operations 
accordingly.

Remediation Requirements and Timeline. Suspended participants must develop remediation 
plans addressing root causes of suspension, implementing corrective actions, enhancing controls to 
prevent recurrence, and demonstrating readiness for restoration through re-testing or operational 
validation. Remediation timelines are established based on issue severity and complexity, typically 
thirty days for moderate issues and sixty to ninety days for significant control failures. Extensions 
may be granted for complex remediation efforts with demonstrated progress and commitment. 
Failure to complete remediation within timelines may result in certification revocation and 
participant removal from pilot.

Re-Certification After Suspension. Following successful remediation, participants undergo re-
certification processes tailored to the nature of suspension. Re-certification may include focused 
testing of remediated controls, independent third-party assessment of improvements, operational 
demonstration period under enhanced monitoring, and compliance review confirming policy and 
procedure updates. Successful re-certification restores full operational capabilities though enhanced 
monitoring may continue for defined periods to confirm sustained compliance.

Rollback of Certifications for Systemic Issues. If vulnerabilities or deficiencies are discovered 
that affect multiple participants or technology components, coordinated rollback procedures may be
invoked. Rollback may include temporary suspension of affected capabilities across all participants,
coordinated remediation efforts with shared resources and timelines, enhanced supervisory 
oversight during remediation period, and phased restoration of capabilities beginning with 
participants demonstrating successful fixes. Rollback decisions are made at governance committee 
level with supervisory consultation and are communicated clearly to all stakeholders with 
transparency about issues and remediation plans.

VII.5 Evidence Packs and Third-Party Assessment

Evidence Pack Specification. Conformance certification submissions include standardized 
evidence packs documenting compliance with requirements. Evidence packs contain organizational 
information including legal structure, regulatory registrations, and key personnel, policies and 
procedures implementing playbooks and baseline requirements, system architecture documentation 
describing technical components and interactions, hardware attestation evidence for secure key 
storage, formal verification reports for critical smart contracts where applicable, logging and 
monitoring evidence demonstrating conformance with retention baseline, test results from 
conformance test suites, operational history including incident reports and remediation actions 
where available, and attestation letters from senior management certifying accuracy and 
completeness of submission.

Evidence Pack Review Process. Submitted evidence packs undergo structured review by 
conformance assessment teams. Review includes completeness checking to confirm all required 
sections are present, technical validation to verify that documented capabilities meet baseline 
requirements, test result analysis to confirm successful completion of test suites, policy and 
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procedure review to assess reasonableness and completeness of operational controls, and risk 
assessment to identify any areas of concern requiring enhanced monitoring or conditional approval. 
Review findings are documented with clear identification of compliant areas, deficiencies requiring 
remediation, and recommendations for enhanced certification consideration.

Third-Party Assessment Model. While initial conformance assessments may be conducted by 
pilot governance bodies or regulatory staff, the program envisions eventual involvement of 
qualified third-party assessors. Third-party assessors would be independent entities with appropriate
technical expertise, assessment methodologies, and quality assurance procedures, accredited or 
approved through pilot governance processes, subject to oversight and quality control by 
supervisory authorities, and required to follow standardized assessment frameworks and evidence 
requirements. Third-party assessment enhances program scalability and credibility while 
maintaining consistency through oversight and standardization. Assessor qualifications, 
responsibilities, and accountability mechanisms are defined in governance frameworks with 
provisions for assessor performance monitoring and remediation of assessment quality issues.

Assessment Documentation and Reporting. Third-party assessors produce detailed assessment 
reports documenting evaluation methodology, scope and limitations of assessment, detailed findings
by conformance category, identified deficiencies and recommended remediation, certification 
recommendations with any suggested conditions or restrictions, and assessor attestation certifying 
independence and adherence to standards. Assessment reports become part of permanent records 
and are made available to supervisory authorities for examination purposes. Summary information 
from assessments informs program evaluation and standards refinement.

VII.6 Conformance Test Suite Categories

Identity Lifecycle Conformance Tests. Tests in this category validate credential issuance 
procedures including proper verification of eligibility, secure key generation in compliant hardware,
correct binding of credentials to identities, and attestation evidence generation. Credential 
presentation and verification tests confirm selective disclosure capabilities, verifier authentication, 
and replay protection. Credential update tests validate modification procedures maintaining security
and integrity. Credential revocation tests confirm that revoked credentials are promptly detected and
rejected. Test suites include both positive tests confirming correct operation and negative tests 
attempting to bypass controls or use invalid credentials.

Revocation Checking Conformance Tests. Tests validate that systems perform revocation 
checking at appropriate frequency and fail safely when revocation information is unavailable. Tests 
include scenarios with fresh revocation data confirming valid credentials are accepted, scenarios 
with stale revocation data exceeding freshness thresholds triggering rejection, scenarios with 
revoked credentials confirming prompt detection and rejection, and scenarios with revocation 
service failures confirming appropriate fallback behaviors. Performance tests validate that 
revocation checking does not create unacceptable latency in transaction processing.

Logging Integrity Conformance Tests. Tests validate that required events are captured with 
appropriate detail, timestamps are accurate and synchronized, chain of custody mechanisms 
function correctly, and tamper detection identifies modifications. Tests include event capture 
completeness comparing logged events to known transaction sequences, timestamp accuracy 
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validation, hash chain integrity verification, and attempted log modification detection. Log export 
and evidence pack generation is tested for completeness and format compliance.

Incident Response Readiness Conformance Tests. Tests validate that incident response 
procedures can be executed effectively through tabletop exercises simulating various incident 
scenarios, technical tests confirming containment capabilities such as credential revocation or 
system isolation, escalation testing validating that appropriate parties are notified within timelines, 
and documentation review confirming that procedures are complete and accessible. Incident 
categories tested include credential compromise, duress events, malware or business email 
compromise, oracle failures, and smart contract vulnerabilities.

Change Control Conformance Tests. Tests validate that change management procedures are 
followed through documentation review of recent changes, testing environment validation 
confirming that changes are tested before production deployment, approval workflow verification 
confirming appropriate authorizations, and rollback testing demonstrating ability to revert changes 
safely. Crypto-agility testing validates algorithm identification, downgrade protection, dual-
signature acceptance during transitions, and migration procedures.

Non-Repudiation Evidence Conformance Tests. Tests validate that transaction signatures provide 
legally sufficient non-repudiation through signature generation and verification using compliant 
algorithms, binding of signatures to transaction details preventing signature reuse, timestamp 
integration proving signature timing, and audit trail completeness providing context for signature 
generation. Tests include attempts to forge signatures, reuse signatures on modified transactions, 
and repudiate validly signed transactions to confirm that non-repudiation mechanisms function as 
intended.

VIII. Deliverable Set D — Governance & Supervisory 
Coordination (U.S. Domestic)

VIII.1 Governance Structure Overview

The Operationalization Track requires governance structures that provide clear decision authority, 
facilitate coordination among stakeholders, ensure regulatory alignment, and support continuous 
improvement based on operational experience. Governance structures are designed to be time-
limited and pilot-specific, operating for the duration of the track with clear sunset provisions while 
establishing patterns that could inform future permanent governance if the pilot succeeds and scales.

Governance principles include regulatory primacy recognizing Commission and SRO oversight 
authority, stakeholder representation providing voice to participants while maintaining regulatory 
decision authority, transparency and documentation ensuring governance decisions are recorded and
accessible, accountability with clear assignment of responsibilities and consequences for non-
performance, and adaptability allowing governance processes to evolve based on experience while 
maintaining stability and predictability.
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VIII.2 Pilot Steering Committee Charter

Purpose and Authority. The pilot steering committee provides strategic direction, resolves policy 
issues, approves major deliverables and standards updates, coordinates with supervisory authorities,
and oversees program evaluation and reporting. The committee operates in an advisory capacity to 
regulators and does not supersede Commission or SRO authority. Committee recommendations are 
subject to regulatory review and approval before implementation.

Membership and Composition. Committee membership includes Commission staff 
representatives from Strategic Hub for Innovation and Financial Technology and Division of 
Trading and Markets in non-voting observer capacity, SRO representatives from FINRA and MSRB
as appropriate to pilot scope, participant representatives from broker-dealers, qualified custodians, 
and transfer agents participating in pilot selected through nomination and approval process, 
technology provider representatives contributing technical expertise, and independent experts in 
cryptography, cybersecurity, or market structure providing objective perspectives. Committee size is
maintained at manageable level, typically ten to fifteen members, with balanced representation 
across stakeholder categories. Members serve in individual capacity rather than as formal 
representatives of organizations, though their perspectives reflect operational realities.

Roles and Responsibilities. The committee reviews and approves operational playbooks, reference 
implementation profiles, conformance testing criteria, and governance procedures, evaluates pilot 
performance through quarterly metrics and reporting, considers proposed modifications to standards
or procedures through change control processes, addresses escalated operational issues or disputes 
that cannot be resolved at working level, coordinates communication with participants and broader 
market about pilot progress, and provides recommendations to Commission regarding pilot 
continuation, modification, or conclusion. The committee does not have authority over individual 
certification decisions, which are handled through conformance assessment processes, or 
supervisory determinations, which remain with regulatory authorities.

Meeting Cadence and Procedures. The committee meets quarterly during pilot operation with 
additional meetings convened as needed for urgent issues or milestone decisions. Meetings follow 
structured agendas distributed in advance with supporting materials. Formal decisions require 
quorum as defined in charter, typically majority of members or supermajority for significant 
changes. Meeting minutes document discussions, decisions, and action items with copies provided 
to Commission staff. Meetings may include closed sessions for confidential supervisory matters or 
sensitive commercial information with appropriate participation restrictions.

Decision-Making Processes. Routine matters may be approved through consensus or majority 
vote. Significant changes to standards, procedures, or pilot scope require supermajority support and 
regulatory review. Deadlocks or disputed decisions are escalated to Commission staff for resolution.
Participant representatives recuse themselves from decisions presenting conflicts of interest such as 
certification appeals involving their own organizations. Transparency in decision-making is 
balanced with confidentiality needs, with decisions and rationales made public where appropriate 
while protecting sensitive information.
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VIII.3 Change Control Board

Purpose and Authority. The change control board manages the evolution of operational playbooks,
reference implementation profiles, conformance testing criteria, and governance procedures based 
on operational experience, vulnerability discoveries, standards developments, or regulatory 
guidance. The board ensures that changes are appropriately vetted, tested, and communicated while 
maintaining stability and avoiding disruptive churn.

Membership and Operation. The change control board is a working-level body subordinate to the 
steering committee, comprised of technical experts from participants, technology providers, and 
pilot support staff. Board membership includes representatives with expertise in relevant domains 
such as cryptography, smart contract development, operational risk management, and regulatory 
compliance. The board meets monthly or more frequently as change volume requires. 
Recommendations from the change control board are forwarded to the steering committee for 
approval of significant changes or implemented directly for minor updates within delegated 
authority.

Change Request Process. Changes are initiated through formal change requests documenting 
proposed change, justification including problem addressed or improvement provided, impact 
assessment evaluating effects on participants and systems, implementation approach including 
timeline and resource requirements, testing and validation plans, and rollback provisions. Change 
requests are reviewed by the board for completeness, technical soundness, and alignment with pilot 
objectives. Approved changes are prioritized and scheduled for implementation with appropriate 
participant notification.

Change Categories and Approval Thresholds. Minor changes such as clarifications, error 
corrections, or non-substantive updates may be approved at board level without steering committee 
escalation. Moderate changes such as addition of optional capabilities, refinement of existing 
requirements, or updates reflecting new standards require board approval with steering committee 
notification. Major changes such as modification of baseline requirements, addition of new 
mandatory controls, or changes affecting certification status require steering committee approval 
and regulatory review. Emergency changes addressing critical vulnerabilities may be expedited with
abbreviated review and post-implementation validation.

Implementation Coordination. The board coordinates change implementation to minimize 
disruption through advance notification providing participants with adequate preparation time, 
staged rollout beginning with subset of participants to identify issues before broader deployment, 
migration support including technical assistance and updated documentation, and monitoring during
transition to identify and address implementation problems. Recertification requirements triggered 
by changes are communicated clearly with defined timelines and support resources.

Version Control and Documentation. All playbooks, profiles, and standards are maintained under 
formal version control with version numbers, effective dates, and change histories clearly 
documented. Participants must implement specific versions with conformance testing validating 
compliance with applicable version. Historical versions are archived for reference and audit 
purposes. Documentation updates accompany all substantive changes with clear explanations of 
modifications and implications for participants.
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VIII.4 Incident Coordination and Reporting

Incident Reporting Channels and Timelines. Material operational incidents must be reported to 
supervisory authorities through defined channels and timelines as specified in incident response 
playbooks. Critical incidents affecting transaction integrity, participant assets, or compliance 
controls are reported within two hours of detection to Commission staff contact points identified in 
pilot documentation. High severity incidents affecting operational capabilities are reported within 
eight hours. Medium severity incidents are reported within twenty-four hours. Low severity 
operational issues may be included in routine reporting without expedited notification. Reporting 
formats provide structured information including incident description, affected systems and 
participants, containment actions taken, investigation status, and estimated resolution timeline.

Incident Coordination Among Participants. Incidents affecting multiple participants or revealing 
systemic vulnerabilities trigger coordinated response procedures. The incident coordination 
function, which may be staffed by pilot support personnel or designated participant representatives 
on rotating basis, facilitates communication among affected parties, aggregates information about 
incident scope and impact, coordinates containment and remediation efforts, interfaces with 
supervisory authorities, and documents lessons learned. Coordination respects confidentiality needs 
while ensuring that critical information is shared to protect all participants.

Supervisory Authority Engagement. Commission staff and SRO personnel receive incident 
notifications and participate in incident review as appropriate to severity and type. Supervisory 
engagement may include real-time consultation during active incidents, post-incident review of 
investigation reports and remediation plans, examination of underlying causes and control failures, 
and consideration of whether broader regulatory action or guidance is warranted. Participants are 
expected to cooperate fully with supervisory inquiries related to incidents while maintaining 
appropriate confidentiality for sensitive investigation details.

Incident Aggregation and Trend Analysis. Incident data is aggregated quarterly to identify 
patterns, trends, or systemic issues. Analysis considers incident types and frequencies, root causes 
and contributing factors, effectiveness of containment and remediation, and recurrence of similar 
incidents. Trend analysis informs refinement of playbooks and profiles, identification of training 
needs, and assessment of whether operational standards require strengthening. Anonymized incident
statistics may be shared with participants and broader market to inform risk management practices 
while protecting confidential details.

Post-Incident Review and Continuous Improvement. Significant incidents trigger formal post-
incident reviews conducted by incident coordination function or independent reviewers. Reviews 
assess incident timeline and response effectiveness, adequacy of existing procedures and controls, 
identification of control failures or gaps, and recommendations for improvement. Review findings 
are provided to steering committee and incorporated into change control processes. Participants 
affected by incidents are required to implement recommended improvements and demonstrate 
effectiveness through follow-up assessments.

VIII.5 Metrics, Reporting, and Performance Evaluation

Quarterly Reporting Obligations. All participants submit quarterly reports to pilot governance 
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providing structured data about operational performance and conformance. Reporting templates 
specify required data elements including transaction volumes and values by instrument type, 
operational exceptions and error rates, incident summaries with categorization by type and severity, 
conformance status with any identified deficiencies and remediation progress, change 
implementations with any issues or delays, and key performance indicators related to operational 
resilience and control effectiveness. Reports are submitted within thirty days of quarter end. 
Compilation and analysis is performed by pilot support staff with summary provided to steering 
committee and Commission staff.

Control Effectiveness Indicators. Metrics assess effectiveness of operational controls through 
authentication failure rates indicating unauthorized access attempts or credential issues, revocation 
checking success rates measuring reliability of credential validation, incident detection and response
times evaluating security posture and readiness, key management incidents such as lost keys or 
unauthorized usage attempts, hold and release execution metrics including timeliness and accuracy, 
change implementation success rates and rollback frequencies, and audit evidence completeness 
scores from examination readiness reviews. Targets are established for key metrics with deviations 
triggering investigation and improvement efforts.

Operational Resilience Indicators. Metrics assess system reliability and resilience through system 
availability percentages and downtime events, transaction processing success rates and rejection 
causes, settlement finality metrics and failed settlement resolutions, backup and recovery testing 
results, business continuity exercise outcomes, and third-party service provider performance 
including oracle accuracy and latency. Resilience metrics inform capacity planning, architecture 
improvements, and risk mitigation strategies.

Conformance Pass Rates and Certification Status. Aggregate conformance data tracks 
certification status across participant types, conformance pass rates by testing category, deficiency 
identification and remediation timelines, suspension events and their resolutions, and recertification 
completion rates. Conformance metrics identify systemic issues requiring standards refinement or 
additional training and support. Trends in conformance performance indicate whether standards are 
appropriately calibrated or require adjustment.

Program Evaluation and Success Criteria. The pilot's overall success is evaluated against defined
criteria established at program outset. Success criteria include reduction in operational exceptions 
compared to baseline or traditional systems, improvement in incident response times demonstrating 
enhanced preparedness, high audit evidence completeness facilitating efficient examinations, strong
conformance pass rates indicating standards are achievable and effective, participant satisfaction 
and willingness to continue in scaled implementation, and regulatory confidence that innovations 
are compatible with investor protection and market integrity. Evaluation occurs at pilot mid-point 
and conclusion with reports to Commission providing data-driven assessment and recommendations
for next steps.

Feedback Mechanisms and Continuous Improvement. Reporting structures include mechanisms 
for participant feedback on operational burdens, procedural clarity, technical challenges, and 
suggested improvements. Feedback is solicited through regular surveys, steering committee 
sessions, and informal channels. Governance bodies are expected to respond to feedback through 
standards refinement, provision of additional guidance or support, or explanation of why suggested 
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changes cannot be accommodated. Continuous improvement culture treats the pilot as a learning 
opportunity with expectation that procedures and standards will evolve based on experience.

VIII.6 Guardrails for Due Process, Privacy, and Non-Surveillance

Due Process Principles. All supervisory actions affecting participant rights or operational 
capabilities must follow due process principles including notice of issues or deficiencies with 
specific factual bases, opportunity to respond with explanations, evidence, or corrective action plans
before adverse decisions, neutral decision-makers without conflicts of interest, proportionality of 
responses to severity of issues, and appeals processes providing recourse when participants believe 
decisions were erroneous. Due process does not prevent immediate action in emergencies where 
participant assets or market integrity are at risk, but subsequent review must provide opportunity to 
address actions taken.

Privacy Protections and Purpose Limitation. Access to participant data, transaction logs, and 
other confidential information is strictly limited to legitimate regulatory purposes. Supervisory 
access follows tiered access principles aligned with FCCK architecture with Tier 0 automated 
monitoring for systemic risk identification without individual transaction visibility, Tier 1 event-
triggered access for specific investigations with documented justification and logging, and Tier 2 
emergency access for imminent threats with highest authorization requirements and mandatory 
post-event review. Access requests must specify purpose, scope, and duration. Access beyond 
original purpose requires new authorization. Data minimization principles limit collection and 
retention to what is necessary for regulatory functions.

Non-Surveillance Posture and Proportionality. The pilot is designed to enhance supervisory 
effectiveness and market integrity without creating pervasive surveillance incompatible with 
privacy expectations. Supervisory capabilities focus on detecting patterns indicating potential 
violations or systemic risks, not monitoring lawful participant activities. Bulk data collection and 
analysis respects privacy through aggregation, anonymization where appropriate, and limitations on
individual transaction scrutiny without predicate concerns. Enhanced transparency mechanisms 
including public reporting of supervisory access statistics, opportunities for participant and public 
comment on governance and standards, and clear documentation of access policies and procedures 
ensure accountability while maintaining necessary confidentiality for specific investigations.

Escalation and Oversight of Supervisory Access. Use of tiered supervisory access is subject to 
internal controls and oversight. Access requests require documented justification reviewed by 
supervisory personnel independent of requesting function. Access events are logged with tamper-
evident records. Access logs are periodically reviewed by senior personnel or inspector general 
functions for compliance with policies. Improper access or purpose violations are treated as serious 
misconduct subject to disciplinary action. Participants have right to receive post-hoc notification of 
supervisory access to their data absent ongoing investigations where notification would impair law 
enforcement, with explanations of access purpose and findings where appropriate.
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IX. Pilot Addendum Design (Approval-Friendly, Conservative 
Bounds)

IX.4 Reporting and Transparency Obligations

Participants have extensive reporting obligations to support supervisory oversight and program 
evaluation. Quarterly reports provide operational data, incident summaries, conformance status 
updates, and performance metrics as specified in governance structures. Material incident reporting 
follows timelines defined in incident coordination frameworks with critical incidents reported 
within two hours. Change notifications inform regulators about system updates, procedural 
modifications, or participant changes with appropriate advance notice. Ad hoc reporting responds to
specific supervisory inquiries or examination requests within defined timeframes.

Pilot-level transparency includes quarterly summary reports to Commission describing program 
status, operational performance, conformance outcomes, incident trends, and governance activities. 
Summary reports are made public with appropriate redaction of confidential participant information
or sensitive security details. Annual comprehensive evaluation assesses pilot performance against 
success criteria and provides recommendations for continuation, modification, or conclusion. Public
transparency supports stakeholder confidence and regulatory accountability while protecting 
proprietary information and investigation confidentiality.

IX.5 Measurable Outcomes and Success Metrics

The pilot establishes clear, measurable outcomes that support objective evaluation. Key success 
metrics include operational exception reduction with target decreases in key loss incidents, 
authentication failures, transaction errors, and settlement discrepancies compared to baseline or 
comparable traditional systems. Incident response improvement measures mean time to detection, 
mean time to containment, and mean time to full remediation, with targets reflecting industry best 
practices. Audit evidence completeness assesses readiness for examinations through evidence pack 
quality scores, completeness metrics, and examiner feedback on sufficiency and organization.

Conformance pass rates track certification outcomes across participant types and testing categories, 
with high pass rates indicating achievable standards and low rates suggesting need for refinement or
additional support. Participant satisfaction surveys measure operational burden, procedural clarity, 
support quality, and willingness to continue in scaled implementations. Additional outcome 
measures include transaction cost efficiency comparing costs per transaction to traditional processes
while maintaining quality and controls, settlement finality achievement measuring successful 
settlement rates and resolution of exceptions, control effectiveness validation through examination 
findings and remediation effectiveness, and innovation enablement assessing whether operational 
frameworks support intended pilot activities without undue constraint while maintaining appropriate
risk management.

IX.6 Risk Mitigation and Safeguards

The pilot incorporates multiple risk mitigation measures and safeguards. Participant caps limit 
exposure and concentration risk. Instrument eligibility restrictions exclude speculative or high-
volatility products. Institutional-only participation ensures sophisticated counterparties capable of 
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understanding risks. Conformance certification requirements ensure baseline operational 
capabilities before production deployment. Continuous monitoring through quarterly reporting and 
incident coordination provides early warning of emerging issues. Suspension and rollback 
mechanisms allow rapid response to control failures or systemic concerns.

Additional safeguards include segregation requirements ensuring participant assets are 
appropriately protected and separately maintained, hold mechanisms enabling regulatory 
intervention when necessary, audit trail completeness supporting investigation and enforcement 
when violations occur, and contractual primacy maintaining principle that legal agreements govern 
ultimate rights and obligations regardless of technical implementations. Conservative scaling 
approach begins with small cohort, validates operational procedures, and expands only after 
demonstrating success and stability.

X. Risk Management & Investor Protection (Heavy Emphasis)

X.1 Operational Risk Mitigation

The Operationalization Track addresses operational risks through comprehensive controls and 
procedures. Key management standards prevent catastrophic loss through secure hardware 
requirements, multi-party backup schemes, tested recovery procedures, and incident response 
protocols. Authentication and authorization controls prevent unauthorized transactions through 
biometric authentication for high-value transactions, multi-party authorization above thresholds, 
duress detection mechanisms, and phishing-resistant credential systems.

Incident response capabilities enable rapid detection and containment through defined procedures, 
clear escalation paths, coordination mechanisms, and post-incident learning. Change management 
procedures prevent introduction of vulnerabilities through testing requirements, staged rollout, 
rollback capabilities, and crypto-agility frameworks. Logging and auditability requirements ensure 
supervisory visibility through comprehensive event capture, tamper-evident storage, defined 
retention periods, and standardized evidence formats.

X.2 Cybersecurity and Fraud Prevention

Cybersecurity controls are embedded throughout operational frameworks. Secure hardware 
requirements protect cryptographic keys from extraction. Multi-factor authentication and biometric 
verification resist credential theft and phishing attacks. Revocation checking prevents use of 
compromised credentials. Tamper-evident logging detects unauthorized modifications. Network 
security and encryption protect data in transit and at rest. Formal verification of critical smart 
contracts reduces exploitation risk.

Fraud prevention measures include identity verification during onboarding, ongoing monitoring for 
suspicious patterns, hold mechanisms enabling intervention, supervisory access for investigation, 
and cooperation with law enforcement when criminal activity is suspected. The combination of 
technical controls, operational procedures, and supervisory oversight creates defense in depth 
against cybersecurity threats and fraudulent conduct.

48



X.3 Governance and Model Risk

Governance risk is addressed through clear organizational structures, defined decision authority, 
stakeholder representation with regulatory primacy, transparency and documentation requirements, 
and accountability mechanisms. The pilot steering committee provides strategic oversight while 
respecting regulatory authority. Change control boards manage standards evolution with appropriate
vetting and testing. Incident coordination ensures effective response to problems. Quarterly 
reporting and evaluation maintain supervisory visibility.

Model risk from reliance on algorithms, smart contracts, or automated systems is mitigated through 
formal verification requirements for critical contracts, testing and validation before deployment, 
monitoring of operational performance, procedures for identifying and correcting errors, and 
contractual primacy ensuring that legal agreements govern when technical implementations deviate 
from intended behavior. Human oversight and intervention capabilities prevent excessive 
automation risk.

X.4 Compliance Risk Management

Compliance risk is managed through alignment with existing regulatory obligations, enhancement 
rather than replacement of existing controls, clear documentation of procedures and standards, 
conformance testing validating compliance capabilities, audit evidence requirements supporting 
examinations, and supervisory coordination ensuring regulatory awareness and input. Participants 
remain subject to all applicable securities laws including broker-dealer financial responsibility rules,
custody requirements, recordkeeping obligations, anti-money laundering programs, and supervisory
standards.

The Operationalization Track provides additional specificity for digitally-native securities 
workflows but does not reduce compliance obligations. Hold and release mechanisms support 
sanctions compliance and regulatory intervention. Tiered supervisory access aligned with FCCK 
architecture provides regulatory visibility while respecting due process and privacy principles. 
Incident reporting ensures timely notification of compliance concerns. Conformance certification 
validates that participants have appropriate policies, procedures, and controls before operational 
deployment.

X.5 Auditability with Due Process

Auditability requirements ensure supervisory effectiveness while respecting participant rights. 
Comprehensive logging captures material events with sufficient detail for investigation and 
enforcement. Tamper-evident storage preserves log integrity. Defined retention periods ensure 
availability of historical records. Standardized evidence formats facilitate examination efficiency. 
Chain of custody documentation proves authenticity.

Due process protections balance auditability with fairness. Supervisory access follows tiered 
principles with purpose limitation, documented justification, and logging of access events. 
Participants receive notice of issues with opportunity to respond before adverse actions. 
Proportionality ensures responses match severity of problems. Appeals processes provide recourse 
for disputed decisions. Privacy protections prevent surveillance incompatible with reasonable 
expectations. Evidence minimization limits collection to regulatory needs.
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X.6 Investor Asset Protection

Investor protection is paramount throughout operational frameworks. Segregation requirements 
ensure participant assets are appropriately protected and separately maintained from intermediary 
assets. Custody arrangements meet qualified custodian standards with appropriate insurance, 
bonding, and financial resources. Key management procedures prevent unauthorized access to 
investor holdings. Hold mechanisms enable intervention to protect assets when compliance 
concerns arise.

Transaction authorization controls require explicit investor consent with clear transaction details 
and confirmation. Authentication requirements prevent unauthorized transactions through biometric 
verification and multi-factor authentication. Incident response procedures address credential 
compromise or key loss with rapid containment and asset protection. Redress mechanisms provide 
fair processes for correcting errors, resolving disputes, and addressing investor complaints. 
Contractual primacy ensures investors retain legal rights regardless of technical implementation 
details.

XI. Implementation Roadmap (Phased)

XI.1 Phase 1: Foundation and Initial Deployment (Months 1-6)

Phase One establishes foundational elements and initiates limited operational deployment with 
small participant cohort. Key activities include finalization of operational playbooks, reference 
implementation profiles, and conformance testing criteria incorporating feedback from preliminary 
review and stakeholder consultation. Governance structures are formally established with pilot 
steering committee and change control board membership confirmed, charter documents finalized, 
and initial meetings conducted.

Initial conformance testing and certification begins with two broker-dealers, two qualified 
custodians, and one transfer agent undergoing baseline certification. Technology providers 
supporting these intermediaries complete certification for wallet software, smart contracts, and 
infrastructure components. First issuances occur with one or two municipal securities or agency 
debt offerings in fifty million dollar range serving as operational validation. Transaction volumes 
are deliberately limited to allow focus on procedural execution and control validation rather than 
scale.

Enhanced monitoring during Phase One includes weekly status reviews, rapid incident response, 
close supervisory engagement, and detailed documentation of operational experiences. Success 
criteria for Phase One include successful conformance certification of initial cohort, completion of 
first issuances without material operational failures, validation of incident response procedures 
through tabletop exercises or actual events, and generation of baseline performance data for 
comparison in later phases.
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XI.2 Phase 2: Expansion and Refinement (Months 7-12)

Phase Two expands participant cohort and refines operational procedures based on Phase One 
experience. Additional intermediaries undergo conformance certification bringing total to four 
broker-dealers, three qualified custodians, and two transfer agents. Investor participation expands to
twenty to thirty qualified institutional buyers. Issuance activity increases to monthly rather than 
quarterly frequency with aggregate notional value approaching pilot cap limits.

Operational refinement incorporates lessons learned from Phase One including playbook updates 
addressing identified gaps or ambiguities, profile adjustments calibrating requirements based on 
conformance testing experience, conformance testing enhancement adding test cases or refining 
criteria, and governance process improvements streamlining decision-making or reporting. Change 
control procedures are exercised through implementation of refined standards with participant 
migration and recertification.

Phase Two emphasizes examination readiness with mock examinations conducted for representative
participants, evidence pack preparation exercises validating sufficiency and organization, examiner 
feedback collected on evidence quality and accessibility, and remediation of any identified 
documentation gaps. Success criteria for Phase Two include successful expansion to larger cohort 
without degradation in operational performance, demonstration of effective change management 
through standards refinement and implementation, validation of examination readiness through 
mock examinations, and continued low rates of operational exceptions and incidents.

XI.3 Phase 3: Steady-State Operations and Evaluation (Months 13-18)

Phase Three operates at steady state with full participant cohort, regular issuance activity, and 
mature operational procedures. Focus shifts from establishment to optimization and evaluation. 
Operational metrics are analyzed for trends including reduction in exception rates over time, 
improvement in incident response times, enhancement in audit evidence quality, and increase in 
conformance pass rates for new certifications.

Comprehensive evaluation occurs at month fifteen with mid-point assessment and again at pilot 
conclusion. Evaluation addresses achievement of success criteria, identification of operational best 
practices, assessment of standards effectiveness, analysis of costs and benefits, participant feedback 
and satisfaction, and regulatory assessment of compatibility with investor protection and market 
integrity. Evaluation results inform recommendations for pilot continuation, scaling to broader 
implementation, modifications to approach, or conclusion if objectives are not achieved.

Phase Three also includes preparation for potential transition to broader implementation or cross-
jurisdictional expansion. This preparation work includes documentation of operational lessons 
learned, identification of requirements for permanent governance structures, assessment of 
technology maturity and readiness for scale, consideration of cross-border interoperability 
requirements, and dialogue with international regulators regarding potential mutual recognition 
frameworks. Transition preparation does not presume approval for expansion but ensures readiness 
if regulatory decisions support continuation.
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XI.4 Optional Future Phases: Cross-Jurisdiction Preparation

While not part of the initial Operationalization Track scope, successful domestic implementation 
may lead to future phases addressing cross-jurisdictional interoperability. Preparation activities that 
could inform future work include assessment of foreign regulatory frameworks and compatibility 
with U.S. approach, identification of legal and regulatory barriers to cross-border transactions, 
development of mutual recognition principles or equivalence assessments, technical standards for 
cross-jurisdictional messaging and settlement, and coordination mechanisms among supervisors in 
multiple jurisdictions.

Cross-jurisdictional expansion would require separate regulatory proposals and approvals. It would 
need to address legal enforceability of contracts across borders, resolution of disputes in multi-
jurisdictional contexts, currency settlement and foreign exchange considerations, tax reporting and 
withholding obligations, and anti-money laundering coordination among jurisdictions. These 
complexities underscore the wisdom of establishing strong domestic operational foundations before 
attempting international expansion.

XII. Conclusion & Request for Engagement

XII.1 Summary of Proposal

This submission proposes an Operationalization Track that complements the previously submitted 
FCCK Pilot Suite by addressing the critical gap between architectural design and safe, repeatable 
operational deployment. The track produces four mandatory deliverable sets: comprehensive 
operational playbooks for critical workflows, reference implementation profiles establishing 
minimum auditable baselines, conformance testing and certification programs validating readiness, 
and governance structures coordinating stakeholders and supervisors.

The track operates as a time-limited pilot focused on U.S. domestic institutional markets with 
conservative participant caps, eligible instrument restrictions, and extensive reporting obligations. It
maintains a posture of additive modernization respecting existing market infrastructure and 
regulatory frameworks. Success criteria are clearly defined and measurable. Risk mitigation 
measures and investor protection safeguards are embedded throughout.

XII.2 Alignment with Public Interest

The Operationalization Track serves core public interest objectives. It enhances investor protection 
through standardized operational procedures reducing risk of errors and asset loss. It strengthens 
market integrity through consistent standards and enhanced auditability. It improves operational 
resilience through defined incident response and business continuity frameworks. It supports 
supervisory effectiveness through standardized evidence and examination readiness. It enables safe 
innovation by providing clear operational pathways for regulated intermediaries.

These benefits align directly with the Commission's mission to protect investors, maintain fair and 
orderly markets, and facilitate capital formation. The track provides a structured approach to 
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modernizing securities market infrastructure while maintaining the regulatory safeguards that 
protect market participants and ensure public confidence.

XII.3 Request for Meeting and Working Group Formation

We respectfully request a meeting with FinHub staff and appropriate personnel from the Division of
Trading and Markets to discuss this Operationalization Track proposal in detail. The meeting would 
provide opportunity to address questions, clarify technical elements, discuss implementation 
approaches, and explore coordination with the FCCK pilot and other Commission initiatives.

We further propose formation of a time-limited working group that would include Commission 
staff, SRO representatives from FINRA and MSRB, qualified intermediaries interested in 
participation, technology providers with relevant expertise, and independent subject matter experts 
in areas such as cryptography, operational risk management, and market structure. The working 
group would refine deliverable specifications, develop detailed conformance testing criteria, 
establish governance procedures, and support pilot implementation and oversight.

XII.4 Next Steps and Timeline

Following FinHub review and meeting, we propose the following indicative timeline. Initial 
working group formation and charter development would occur over two to three months. 
Deliverable development including playbook drafting, profile specification, and conformance 
testing design would span three to four months with stakeholder consultation. Pilot approval and 
participant onboarding would require two to three months including conformance certification of 
initial cohort. Phase One implementation would commence thereafter and proceed according to the 
phased roadmap described in this submission.

We recognize that this timeline is subject to regulatory priorities, resource availability, and 
coordination needs. We are prepared to work flexibly with Commission staff to accommodate 
scheduling and procedural requirements. We are committed to providing whatever additional 
information, analysis, or technical detail is needed to support regulatory evaluation of this proposal.

XII.5 Stakeholder Engagement

The Operationalization Track contemplates engagement with a broad range of stakeholders. 
Potential participants from broker-dealer, custodian, and transfer agent communities would provide 
operational expertise and participate in deliverable development and testing. Technology providers 
would contribute technical knowledge about distributed ledger systems, cryptographic 
implementations, and infrastructure components. SROs would provide perspective on existing rules 
and examination practices informing conformance requirements.

Independent experts in cryptography, cybersecurity, operational risk, and market structure would 
strengthen technical rigor and provide objective assessment. Investor representatives, while not 
expected to participate directly in an institutional-only pilot, could provide input on investor 
protection considerations and transparency requirements. Academic researchers in financial 
technology and market microstructure could contribute analytical frameworks and evaluation 
methodologies.
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We are prepared to facilitate stakeholder engagement through workshops, consultations, public 
comment opportunities, or other mechanisms that Commission staff believe would be valuable. 
Broad stakeholder input will strengthen deliverable quality and enhance likelihood of successful 
implementation.

XII.6 Commitment to Regulatory Objectives

We emphasize our commitment to advancing the Commission's regulatory objectives through this 
Operationalization Track. Investor protection is paramount in all design decisions. Market integrity 
and fair dealing principles guide operational procedures. Transparency and auditability support 
supervisory effectiveness. Risk management and operational resilience reduce systemic concerns. 
Safe innovation creates opportunity while maintaining appropriate safeguards.

We recognize that the Commission and its staff bear ultimate responsibility for determining whether
this proposal advances public interest and merits approval. We stand ready to work collaboratively, 
respond to concerns, make modifications as appropriate, and support successful implementation if 
the proposal moves forward. We appreciate the Commission's consideration of this submission and 
look forward to continued dialogue.

Appendix A — Operational Playbooks Index
The following playbooks comprise Deliverable Set A, providing detailed procedural guidance for 
critical operational workflows:

A.1 Onboarding and Recertification Playbook. Governs initial participant onboarding with 
eligibility verification, identity validation, credential issuance, and access provisioning. Includes 
annual recertification procedures and triggering event reviews. Specifies actors, procedures, 
evidence requirements, and success criteria.

A.2 Key Management and Recovery Ceremonies Playbook. Addresses cryptographic key 
generation within secure hardware, multi-party backup procedures, key rotation schedules and 
processes, and recovery procedures following device loss or compromise. Emphasizes separation of
duties and ceremony documentation.

A.3 Incident Response Playbook. Provides comprehensive procedures for detecting, containing, 
investigating, and remediating security incidents. Includes specific guidance for credential 
compromise, duress events, malware or business email compromise, oracle failures, and smart 
contract vulnerabilities. Establishes severity classifications and notification timelines.

A.4 Hold and Release Runbook. Details procedures for placing holds on securities positions in 
response to regulatory sanctions, court orders, compliance concerns, or disputes. Specifies 
authorization requirements, dual control, logging obligations, and release procedures. Addresses 
segregation and monitoring during hold periods.

A.5 Audit and Examination Evidence Pack Playbook. Guides preparation of standardized 
evidence packs for regulatory examinations. Specifies required contents, organization and indexing 
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approaches, quality validation procedures, and submission formats. Supports examination readiness 
and efficient regulatory review.

A.6 Change Management and Crypto-Agility Upgrade Playbook. Governs system changes 
including software updates, cryptographic algorithm transitions, procedural modifications, and 
conformance profile updates. Emphasizes testing requirements, staged rollout, monitoring, and 
rollback capabilities. Addresses post-quantum readiness.

A.7 Redress and Error Correction Playbook. Establishes procedures for investigating and 
correcting operational errors, disputed transactions, and system malfunctions. Balances due process 
with timely resolution. Maintains principle of contractual primacy while enabling appropriate 
operational corrections.

Each playbook follows standardized structure including purpose and scope, actors and 
responsibilities, triggers and preconditions, step-by-step procedures, evidence and documentation 
requirements, escalation and exception handling, and success criteria. Playbooks are maintained 
under change control and updated based on operational experience.

Appendix B — Minimum Conformance Profiles Summary
The following reference implementation profiles comprise Deliverable Set B, establishing 
minimum auditable baselines:

B.1 Hardware and Key Storage Baseline. Specifies requirements for secure key generation and 
storage including Secure Element, eSIM, smartcard, or portable HSM meeting defined assurance 
levels. Addresses key generation entropy, usage controls, backup and recovery through multi-party 
schemes, attestation capabilities, and prohibited practices.

B.2 Wallet and Orchestrator Baseline. Defines requirements for credential lifecycle management, 
revocation checking with defined freshness limits, transaction authorization workflows, secure 
communication, logging and monitoring, backup and recovery, user interface disclosures, and 
update mechanisms.

B.3 Logging and Retention Baseline. Establishes minimum event taxonomy covering 
authentication, transactions, credentials, key management, access control, holds and releases, 
incidents, and system events. Specifies event attributes, chain of custody and tamper evidence 
requirements, retention periods, accessibility and format requirements, and privacy protections.

B.4 Zero-Knowledge and Selective Disclosure Policy Baseline. Addresses privacy-preserving 
attribute disclosure including selective disclosure capabilities, attribute minimization principles, 
verifier controls and authentication, replay protection, disclosure logging, granularity and precision 
controls, and participant consent mechanisms.

B.5 Formal Verification Baseline for Critical Smart Contracts. Defines scope of verification 
requirement for critical functions, acceptable verification methodologies and tools, specification 
requirements, evidence and documentation standards, qualified personnel requirements, continuous 
verification for updates, and integration with conformance testing.
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B.6 Crypto-Agility Baseline. Specifies algorithm identification and versioning requirements, 
downgrade protection mechanisms, algorithm deprecation and migration planning procedures, dual-
signature transition policies, post-quantum readiness considerations, testing and validation 
requirements, and governance for cryptographic changes.

Each profile distinguishes mandatory requirements using "must" language from strong 
recommendations using "should" and optional enhancements using "may." Baseline conformance 
requires satisfaction of all "must" requirements and substantially all "should" requirements. 
Enhanced conformance recognizes implementations exceeding baseline standards.

Appendix C — Evidence Pack Specification
C.1 Purpose and Scope. Evidence packs provide standardized documentation of conformance with
operational playbooks and reference implementation profiles. They support certification decisions, 
regulatory examinations, and audit functions. Evidence packs are prepared during initial 
certification, annual recertification, and in response to examination requests.

C.2 Standard Evidence Pack Contents. Core evidence packs include executive summary 
providing operation overview, organizational information and key personnel, complete policies and 
procedures implementing playbooks and profiles, system architecture documentation, hardware 
attestation evidence for secure key storage, formal verification reports for critical smart contracts, 
comprehensive logging and monitoring evidence, conformance test results by category, operational 
history including incidents and remediation, and senior management attestation certifying accuracy 
and completeness.

C.3 Evidence Formatting and Organization. Evidence is organized according to conformance 
categories matching testing frameworks. Transaction logs use standardized schemas with defined 
field names and timestamp formats. Key events are flagged with severity indicators and event 
linkages. Chain of custody documentation proves authenticity. Redaction protects privileged 
information while preserving context. File organization follows logical structure facilitating 
reviewer navigation.

C.4 Evidence Submission and Review. Evidence packs are submitted electronically through 
secure channels to conformance assessment teams or regulatory examiners. Submissions include 
manifest listing all included files and documents. Review processes assess completeness, technical 
compliance, policy reasonableness, and evidence quality. Review findings identify compliant areas, 
deficiencies requiring remediation, and enhancement opportunities.

C.5 Retention and Update Requirements. Evidence packs are retained according to books and 
records requirements, typically seven years. Updates are required following material system 
changes, significant incidents, or upon recertification. Version control tracks evidence pack 
revisions with clear identification of changes from prior versions. Historical evidence packs are 
archived for audit trail purposes.
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Appendix D — Conformance Testing Catalog
D.1 Testing Categories and Objectives. Conformance testing validates participant compliance 
with operational playbooks and reference implementation profiles across multiple categories 
including identity lifecycle management, revocation checking, logging integrity, incident response 
readiness, change control, and non-repudiation evidence generation. Testing combines technical 
validation, procedural review, and operational demonstration.

D.2 Participant-Type Specific Test Suites. Test suites are tailored to participant types. Broker-
dealer testing addresses onboarding procedures, transaction authorization, hold and release 
capabilities, audit evidence preparation, incident response, change management, and customer 
protection. Qualified custodian testing focuses on key management, backup and recovery, access 
controls, incident response, and integration with hold mechanisms. Transfer agent testing validates 
registry maintenance, credential lifecycle operations, revocation management, and reporting 
capabilities. Technology provider testing addresses security controls, formal verification, 
availability and resilience, and change management.

D.3 Test Methodologies. Testing employs multiple methodologies including documentation review 
of policies and procedures, technical testing of system capabilities through automated test scripts 
and manual validation, simulated transactions and scenarios exercising operational workflows, 
tabletop exercises for incident response and business continuity, and examination of actual 
operational history where available. Both positive tests confirming correct operation and negative 
tests attempting to bypass controls are conducted.

D.4 Test Execution and Reporting. Conformance testing is performed by qualified assessors 
following standardized test plans. Test execution generates detailed results documenting tests 
performed, outcomes observed, deficiencies identified, and remediation recommendations. Test 
reports become part of evidence packs supporting certification decisions. Failed tests trigger 
remediation with retesting required before certification approval.

D.5 Continuous Testing and Recertification. Conformance testing is not one-time activity. Annual
recertification includes abbreviated testing focusing on changes and ongoing performance. Material 
system changes trigger focused retesting of affected capabilities. Incident investigations may reveal 
conformance gaps requiring remediation and retesting. Continuous testing culture encourages 
ongoing validation rather than point-in-time compliance.

Appendix E — Governance Charter Template
E.1 Pilot Steering Committee Charter. The charter establishes committee purpose providing 
strategic direction and oversight, membership composition including regulatory observers, SRO 
representatives, participant representatives, technology providers, and independent experts, roles 
and responsibilities covering standards approval, pilot evaluation, issue escalation, and stakeholder 
communication, meeting cadence and procedures for quarterly meetings and decision-making 
processes, and sunset provisions defining committee dissolution at pilot conclusion or transition to 
permanent governance.
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E.2 Change Control Board Charter. The charter defines board purpose managing evolution of 
playbooks, profiles, and conformance criteria, membership comprising technical experts from 
participants and technology providers, operation including monthly meetings and change request 
processes, change categories and approval thresholds distinguishing minor, moderate, and major 
changes, implementation coordination for staged rollout and participant support, and version control
procedures maintaining clear documentation of standards evolution.

E.3 Incident Coordination Function Charter. The charter establishes function purpose facilitating
coordinated response to incidents affecting multiple participants or revealing systemic 
vulnerabilities, staffing through pilot support personnel or rotating participant representatives, 
notification channels and timelines for supervisory reporting, coordination procedures among 
affected parties, investigation and documentation requirements, and post-incident review processes 
capturing lessons learned.

E.4 Conformance Assessment Committee Charter. The charter defines committee purpose 
overseeing conformance testing and certification programs, membership including technical 
assessors and regulatory observers, responsibilities for certification decisions, suspension and 
remediation oversight, and third-party assessor accreditation, procedures for evidence pack review 
and certification determinations, and appeals processes providing recourse for disputed decisions.

E.5 Governance Principles and Limitations. All governance charters emphasize regulatory 
primacy respecting Commission and SRO oversight authority, stakeholder representation providing 
voice while maintaining regulatory decision authority, transparency and documentation ensuring 
decisions are recorded and accessible, accountability with clear responsibilities and consequences 
for non-performance, and due process protections including notice, opportunity to respond, and 
appeals mechanisms.

Appendix F — Metrics & Reporting Template
F.1 Quarterly Reporting Fields. Standard quarterly reports include participant identification and 
status information, transaction volumes and values by instrument type, operational exception 
metrics including key management incidents, authentication failures, transaction errors, and 
settlement discrepancies, incident summaries with categorization by type and severity, conformance
status updates including certification status, deficiencies identified, and remediation progress, 
change implementation summary describing updates deployed and any issues encountered, and key 
performance indicators addressing control effectiveness, operational resilience, and examination 
readiness.

F.2 Control Effectiveness Indicators. Metrics assess control performance through authentication 
failure rates and trends, revocation checking success rates and latency, incident detection times from
occurrence to identification, incident response times from detection to containment to resolution, 
key management incident frequency and severity, hold and release execution timeliness and 
accuracy, change implementation success rates and rollback frequency, and audit evidence 
completeness scores from readiness reviews.
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F.3 Operational Resilience Indicators. Metrics measure system reliability through system 
availability percentages and downtime events, transaction processing success rates and rejection 
cause analysis, settlement finality achievement and failed settlement resolution, backup and 
recovery testing results, business continuity exercise outcomes, and third-party service provider 
performance including oracle accuracy and latency.

F.4 Conformance Metrics. Aggregate conformance data tracks certification status across 
participant types, conformance pass rates by testing category, deficiency identification and 
remediation timelines, suspension events and resolutions, recertification completion rates, and 
trends in conformance performance over time. Metrics identify systemic issues requiring standards 
refinement or additional support.

F.5 Program Evaluation Metrics. Overall pilot success is assessed through operational exception 
reduction compared to baselines, incident response time improvements, audit evidence quality 
enhancements, participant satisfaction and engagement, regulatory confidence assessments, and 
achievement of defined success criteria. Evaluation metrics inform decisions about pilot 
continuation, scaling, modification, or conclusion.

F.6 Reporting Procedures and Timelines. Quarterly reports are submitted within thirty days of 
quarter end through designated electronic channels. Material incidents are reported within defined 
timelines ranging from two hours for critical incidents to twenty-four hours for medium severity 
events. Ad hoc reports respond to supervisory inquiries within specified timeframes. Annual 
comprehensive evaluations provide detailed assessments at pilot mid-point and conclusion.

Appendix G — Example Hold/Release Runbook (Step-by-
Step)
G.1 Hold Placement Scenario: Regulatory Sanctions Alert

Step 1: Receipt of Sanctions Alert. Compliance monitoring system identifies match between 
participant account and updated sanctions list. Alert is automatically routed to compliance officer 
with participant details, matched sanctioned entity information, and confidence score of matching 
algorithm.

Step 2: Initial Validation. Compliance officer reviews alert within thirty minutes to assess whether
match appears legitimate or is false positive based on name variations, date of birth if available, and
jurisdictional indicators. High confidence matches proceed immediately to hold placement. 
Uncertain matches trigger enhanced review by sanctions specialist.

Step 3: Enhanced Review for Uncertain Matches. Sanctions specialist reviews additional 
participant information, consults commercial sanctions screening databases, and documents 
analysis. Determination is made within four hours whether hold is warranted. False positives are 
documented and closed. Confirmed or probable matches proceed to hold placement.

Step 4: Documentation of Legal Authority. Compliance officer documents specific sanctions 
program providing legal authority such as Office of Foreign Assets Control list designation or 
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similar regulatory requirement, applicable executive order or regulatory citation, and scope of 
restrictions such as complete asset freeze or specific transaction types prohibited.

Step 5: Hold Approval and Authorization. Compliance officer and senior compliance manager 
provide dual approval for hold placement. For holds exceeding defined threshold such as one 
million dollars in affected positions, legal counsel review is also required. Approvals are 
documented electronically with timestamps and digital signatures.

Step 6: Technical Hold Implementation. Operations personnel implement hold through multiple 
system layers including transaction submission interface preventing new transaction initiation, 
settlement system blocking pending settlements, custody system marking positions as restricted, 
and wallet or orchestrator systems disabling transaction authorization for affected accounts. 
Implementation is verified through testing that hold prevents unauthorized activity.

Step 7: Segregation of Held Assets. If applicable, affected positions are moved to segregated 
custody accounts with enhanced monitoring and separate recordkeeping. Segregation protects other 
participant assets and provides clarity for potential future resolution processes.

Step 8: Participant Notification. Affected participant receives written notification within twenty-
four hours describing hold scope, legal authority basis, estimated duration or release conditions, and
contact information for compliance inquiries. Notification language is carefully crafted to provide 
transparency while protecting confidential investigation details.

Step 9: Supervisory Notification. Commission staff and relevant SRO personnel are notified of 
hold placement within two business days with summary information about hold basis, affected 
assets, and expected resolution timeline. Notification respects confidentiality of ongoing 
investigations.

Step 10: Ongoing Hold Monitoring. Compliance personnel monitor hold status weekly reviewing 
developments in underlying sanctions matter, assessing whether hold scope remains appropriate, 
and documenting monitoring activities. Holds extending beyond sixty days trigger mandatory 
review by senior management.

G.2 Hold Release Scenario: Sanctions Clearance Obtained

Step 1: Receipt of Clearance Documentation. Participant provides documentation demonstrating 
that sanctions concern has been resolved such as delisting notification from Office of Foreign 
Assets Control, administrative determination of mistaken identity, or judicial order requiring 
release. Documentation is received and logged with timestamp.

Step 2: Validation of Clearance Authority. Legal counsel reviews clearance documentation to 
confirm authenticity, specificity to the affected participant, and sufficiency as legal authority for 
release. Validation typically requires two to five business days depending on documentation 
complexity.

Step 3: Compliance Review and Release Approval. Compliance officer and senior compliance 
manager review clearance documentation and approve release. Approval is documented with 
timestamp and digital signatures.
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Step 4: Technical Hold Release. Operations personnel remove hold restrictions across all system 
layers in coordinated manner. Release is implemented simultaneously at transaction interface, 
settlement system, custody system, and wallet or orchestrator level to prevent inconsistencies.

Step 5: Verification Testing. Test transaction is executed to confirm that released account has full 
operational capabilities restored. Verification includes transaction submission, authorization, and 
settlement to confirm end-to-end functionality.

Step 6: Participant Notification of Release. Affected participant receives written notification that 
hold has been released, full operational capabilities are restored, and documentation supporting 
release is available upon request. Notification typically occurs within two hours of technical release 
completion.

Step 7: Documentation and Record Retention. Complete hold lifecycle documentation including 
placement authorization, monitoring records, clearance documentation, release approval, and 
verification results is compiled and retained in accordance with books and records requirements. 
Documentation is indexed for easy retrieval during examinations.

Step 8: Post-Release Monitoring. Enhanced monitoring of released accounts continues for defined
period such as thirty days to confirm normal operational patterns and absence of anomalies 
suggesting underlying issues were not fully resolved.

Appendix H — Example Change-Control Procedure (Crypto-
Agility Upgrade and Rollback)
H.1 Scenario: Migration from ECDSA to ML-DSA Post-Quantum Signatures

Month 1: Algorithm Selection and Planning

Change request is initiated by technology provider based on NIST finalization of post-quantum 
signature standards and industry readiness assessments. Request documents migration from ECDSA
secp256r1 to ML-DSA (CRYSTALS-Dilithium) as primary signature algorithm. Justification cites 
quantum computing threat timeline projections and proactive risk mitigation. Impact assessment 
identifies need for signature size increases, potential performance implications, and participant 
software updates.

Change control board conducts initial review. Cryptographic expert validates ML-DSA selection as 
appropriate based on NIST standardization, security analysis, and industry adoption trajectory. 
Board approves progression to detailed planning phase.

Migration plan is developed specifying twelve-month timeline, staged rollout approach, dual-
signature transition period, testing requirements, and rollback triggers. Plan identifies participants 
for initial pilot phase, establishes success criteria for proceeding to broader rollout, and defines 
monitoring metrics.

Month 2-3: Development and Laboratory Testing
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Technology provider implements ML-DSA signature generation and verification in wallet software, 
smart contracts, and infrastructure components. Implementation undergoes internal testing 
including known-answer tests using NIST test vectors, interoperability testing across components, 
performance benchmarking comparing transaction throughput and latency, and security review 
assessing side-channel resistance.

Formal verification of updated smart contracts confirms that signature verification logic correctly 
validates both ECDSA and ML-DSA signatures during transition period and properly rejects invalid
signatures regardless of algorithm. Verification reports document proved properties and identified 
limitations.

Month 4: Conformance Testing and Pilot Participant Preparation

Updated software components undergo conformance testing validating compliance with crypto-
agility baseline requirements. Testing confirms algorithm identification, downgrade protection, 
dual-signature acceptance, and proper error handling. Conformance assessment generates evidence 
pack documenting successful testing.

Two broker-dealers and one qualified custodian are selected as pilot participants for initial rollout. 
Participants receive detailed migration guides, updated software packages, training materials, and 
technical support contact information. Pilot participants conduct internal testing in non-production 
environments validating compatibility and operational readiness.

Month 5: Pilot Deployment

Pilot participants deploy updated software in production environments during scheduled 
maintenance windows. Deployment follows defined procedures including backup of existing 
configurations, installation of updated components, verification testing confirming functionality, 
and monitoring for anomalies.

Initial transactions using ML-DSA signatures are executed in controlled scenarios with enhanced 
monitoring. Transaction success rates, signature generation times, verification latency, and error 
frequencies are tracked. Pilot participants report daily on operational status during first week and 
weekly thereafter.

Month 6: Pilot Evaluation and Decision Gate

Pilot performance is evaluated against success criteria including successful generation and 
verification of ML-DSA signatures for all transaction types, transaction processing times within 
acceptable thresholds typically within fifteen percent of ECDSA performance, zero critical bugs or 
security vulnerabilities, and successful interoperability across pilot participant systems.

Change control board reviews pilot results and determines whether to proceed with broader rollout. 
Evaluation considers technical performance, operational feedback from pilot participants, 
conformance with standards, and any identified issues requiring remediation. Board approves 
progression to Phase Two rollout.

Month 7-9: Phased Broader Rollout

Remaining participants deploy updated software in waves of two to three participants per month. 
Each wave follows pilot procedures with pre-deployment testing, deployment during maintenance 
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windows, verification testing, and post-deployment monitoring. Earlier participants remain 
available to provide guidance and support to later participants.

Dual-signature acceptance period commences with systems accepting both ECDSA and ML-DSA 
signatures for defined nine-month window. This allows participants to migrate at their own pace 
while maintaining interoperability. New credentials are issued with ML-DSA keys while legacy 
ECDSA credentials remain valid during transition.

Month 10-15: Transition Period Management

During transition period, monitoring tracks adoption rates measuring percentage of transactions 
using ML-DSA versus ECDSA, algorithm distribution across participant types, performance 
metrics confirming acceptable latency and throughput, and incident rates related to signature 
algorithm issues.

Change control board reviews adoption progress quarterly and addresses any barriers to migration 
such as software compatibility issues, performance concerns, or operational difficulties. Support 
resources assist participants with migration challenges. Communication provides regular updates on
transition status and approaching cutoff dates.

Month 16: Transition Completion and ECDSA Deprecation

As transition window approaches end, participants receive prominent notifications that ECDSA 
signatures will no longer be accepted after specified cutoff date. Final reminder notifications occur 
at ninety days, sixty days, thirty days, and one week before cutoff.

On cutoff date, systems are updated to reject ECDSA signatures and accept only ML-DSA. Final 
verification testing confirms that ECDSA signatures are properly rejected with clear error 
messaging. Legacy ECDSA keys are archived for historical signature verification but cannot be 
used for new signatures.

Month 17-18: Post-Migration Validation and Retrospective

Post-migration monitoring confirms successful transition with metrics including continued high 
transaction success rates, stable performance within acceptable parameters, low incident rates 
related to signature verification, and complete participant migration. Any holdout participants 
unable to complete migration by cutoff date are addressed through expedited support and potential 
operational restrictions until compliance is achieved.

Retrospective review captures lessons learned including what worked well in migration process, 
challenges encountered and resolutions, timeline appropriateness, effectiveness of dual-signature 
transition approach, and recommendations for future algorithm migrations. Retrospective findings 
inform updates to change management playbook and crypto-agility baseline.

H.2 Rollback Scenario: Critical ML-DSA Vulnerability Discovered

Trigger Event. During Month 8 of broader rollout, academic researchers publish paper identifying 
mathematical vulnerability in ML-DSA parameter set being used. Vulnerability potentially allows 
signature forgery under specific conditions. NIST issues advisory recommending immediate 
migration to alternative parameter set or temporary reversion to classical signatures.
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Immediate Response (Hour 0-2). Change control board convenes emergency meeting within two 
hours of vulnerability disclosure. Cryptographic expert assesses severity and confirms that 
vulnerability affects production implementation. Board makes immediate decision to halt further 
ML-DSA rollout and revert to ECDSA pending implementation of remediation.

Communication (Hour 2-4). Participants receive urgent notifications describing vulnerability, 
immediate rollback decision, and required actions. Technology provider releases emergency 
software update reverting to ECDSA signatures. Supervisory authorities are notified of vulnerability
and rollback plan.

Rollback Execution (Hour 4-24). Participants deploy rollback software update on emergency 
basis. Rollback procedures include installation of ECDSA-only software version, verification 
testing confirming ECDSA functionality, validation that existing ECDSA keys are operational, and 
confirmation that no ML-DSA signatures are being generated or accepted. Deployment proceeds as 
rapidly as possible with participants reporting completion status hourly.

Stabilization (Day 1-3). All participants successfully revert to ECDSA-only operation within 
twenty-four hours. Enhanced monitoring confirms stable operations with transaction processing 
success rates returning to pre-migration baselines. Incident investigation documents rollback 
timeline, participant compliance, and any operational disruptions.

Remediation Planning (Week 1-2). Technology provider and cryptographic experts develop 
remediation approach involving migration to secure ML-DSA parameter set recommended by NIST
advisory, enhanced testing and validation procedures, and revised migration timeline. Remediation 
plan undergoes security review and conformance validation.

Re-Deployment (Month 1-2). Following successful remediation, migration to secure ML-DSA 
implementation is reinitiated using lessons learned from rollback experience. More conservative 
rollout approach is adopted with smaller pilot cohort, extended testing period, and enhanced 
monitoring. Participants exercise greater caution given prior vulnerability experience.

Lessons Learned. Retrospective analysis credits successful rollback to advance preparation of 
rollback procedures, clear decision authority enabling rapid response, established communication 
channels facilitating urgent notifications, participant readiness to execute emergency updates, and 
dual-signature capability that could have been leveraged if rollback had been infeasible. Lessons 
learned inform enhanced testing requirements, vulnerability monitoring procedures, and rollback 
planning for future changes.

Appendix I — Cross-Jurisdiction Corridor Pack (Conditional 
Deliverable Following Successful U.S. Domestic Pilot)

I.1 Purpose and Status

This Appendix defines a Cross-Jurisdiction Corridor Pack as a conditional, Phase-2 deliverable
that may be developed only after successful completion of the U.S. domestic pilot and associated 
operationalization track. The purpose is to provide a repeatable, sovereignty-preserving 
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framework for limited, regulator-coordinated cross-border participation in tokenized securities 
workflows, without implying global deployment, harmonization, or automatic mutual recognition.

This Corridor Pack is not a request for immediate cross-border authorization. Rather, it is a 
proposed set of templates, equivalence-mapping methods, and minimum requirements that can 
be used to structure bilateral or narrow multilateral corridors where regulators determine that (i)
policy objectives are aligned, (ii) supervisory cooperation is feasible, and (iii) operational controls 
meet a minimum baseline.

I.2 Corridor Pack Components (Deliverables)

I.2.1 Template Set (Regulator-to-Regulator and Regulator-to-SRO)

The Corridor Pack includes model templates intended for adaptation to corridor-specific facts and 
legal constraints. Templates are modular; corridors may adopt only those modules required for their 
scope.

A) Memorandum of Understanding (MoU) Template — Supervisory Cooperation & 
Information Sharing
Core clauses (modules):

1. Purpose & Scope (corridor instruments, participants, activities)

2. Supervisory Cooperation (points of contact, escalation paths, meeting cadence)

3. Information Sharing (request formats, confidentiality, permitted uses, onward transfer 
restrictions)

4. Purpose Limitation & Minimization (data elements, retention guidance, auditability)

5. Incident & Breach Notification (timelines, severity thresholds, evidence pack 
expectations)

6. Enforcement Coordination (referrals, emergency coordination, preservation requests)

7. Dispute/Redress Coordination (cross-border complaints handling and due process 
alignment)

8. Change Management (corridor updates, equivalence mapping revisions, 
revocation/suspension)

9. Termination / Suspension (criteria, notice periods, wind-down procedures)

B) Corridor Charter Template — Governance & Operating Model
Defines the corridor’s governance structure, including:

• Corridor steering committee membership and voting rules

• Change control board and release management

• Incident coordination roles and responsibilities

• Annual review requirements and control effectiveness reporting
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• Corridor risk limits (caps, eligible participants, eligible instruments)

C) Participant Eligibility & Attestation Template
Provides a corridor-consistent method for confirming that a participant is:

• a regulated intermediary or eligible institutional participant;

• subject to robust controls (custody, AML/sanctions interfaces, cybersecurity); and

• capable of producing audit evidence packs and meeting corridor reporting obligations.

D) Supervisory Access Addendum Template (Tier Alignment)
Describes how tiered supervisory access expectations are aligned across corridor jurisdictions, 
emphasizing:

• Tier 0 as default (selective disclosure / proofs)

• Tier 1 for routine supervisory analytics under strict controls

• Tier 2 identity reveal only under objective triggers, dual control approvals, immutable 
logging, and post-event review (subject to local law)

E) Incident Coordination & Evidence Pack Template
Standardizes cross-border incident classification, severity, and the evidence artifacts required 
(minimal necessary), with timelines and secure transfer procedures.

I.3 Equivalence Mapping Framework (Methodology)

I.3.1 Objective

Equivalence mapping is a structured process used to determine whether a corridor can be formed 
for a specific activity scope (e.g., limited secondary transfers of tokenized debt among eligible 
institutional participants) while preserving each jurisdiction’s sovereign legal requirements and 
supervisory authority.

Equivalence is activity-specific and control-specific; it is not a general statement that legal systems
are interchangeable.

I.3.2 Mapping Approach

Each corridor uses a “Control-to-Outcome” mapping methodology:

1. Define Corridor Activity Scope

• Instruments: e.g., tokenized municipal/agency/infrastructure debt

• Activities: onboarding, custody, transfer, settlement, corporate actions

• Participants: regulated intermediaries + institutional buyers

2. Define Required Regulatory Outcomes (Per Activity)
Examples:

• custody/customer protection outcomes;
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• record integrity and auditability outcomes;

• sanctions screening and prohibited participation outcomes;

• market integrity and manipulation prevention outcomes;

• due process and redress outcomes.

3. Map Controls to Outcomes
For each outcome, map the minimum controls required (e.g., logging, revocation checks, 
incident response, segregation practices, supervisory access governance).

4. Identify “Delta Controls” and Compensating Measures
Where a jurisdiction’s framework differs, specify compensating controls (e.g., enhanced 
evidence pack requirements, additional certification, tighter caps, shorter retention, extra 
recertification cadence).

5. Document Equivalence Decision and Review Cadence
Equivalence determinations include: scope, assumptions, accepted deltas, compensating 
controls, and a scheduled review (e.g., annually or upon major regulatory changes).

I.3.3 Output Artifacts

Each corridor produces:

• Equivalence Mapping Matrix (Narrative + Structured Annex)

• Control Baseline Checklist

• Participant Eligibility Policy

• Incident & Evidence Pack Protocol

• Change Control & Suspension/Wind-Down Policy

I.4 Minimum Requirements Baseline (Corridor Entry Criteria)

The following minimum requirements are proposed as corridor entry criteria. They are deliberately 
conservative and intended to be adjusted upward where needed.

I.4.1 Governance and Accountability

• A corridor charter with clearly defined roles, voting rules, and change control procedures.

• A cross-jurisdiction incident coordination process with defined SLAs and escalation points.

• A documented suspension/wind-down protocol for corridor operations.

I.4.2 Participant Controls (Institutional-Only)

• Participants must be regulated intermediaries and/or eligible institutional participants as 
defined by the corridor scope.
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• Demonstrated operational resilience: incident response readiness, access recertification, and 
audit support capability.

• Required ability to produce standardized evidence packs for audits and dispute resolution.

I.4.3 Identity, Authority, and Lifecycle Controls

• Credential lifecycle controls: issuance, update, revocation, and mandatory revocation 
checks.

• Delegation/authority controls: scope-bound, time-bound delegations; revocation 
mechanisms; separation of duties for privileged actions.

• Redress mechanisms: complaint intake, correction overlays, appeals timelines, and cross-
border coordination (where applicable).

I.4.4 Tiered Supervisory Access Alignment

• Tier 0 default: selective disclosure / proofs for routine operations.

• Tier 1: routine supervisory analytics under RBAC/ABAC, immutable access logs, purpose 
limitation, and retention minimization.

• Tier 2: identity reveal only under objective triggers and dual control approvals, with 
immutable logging and post-event review, consistent with local law.

I.4.5 Interoperability and Gateway Safety

• Message-based, policy-enforced gateway interoperability; no uncontrolled bridges.

• Strict schema validation and allowlisting of corridor messages and permitted activities.

• Circuit breakers, rate limiting, and anomaly detection for corridor traffic.

I.4.6 Logging, Evidence, and Record Integrity

• Minimum event logging baseline for cross-border actions, including timestamping and 
tamper-evidence.

• Evidence pack specification for incidents, disputes, and supervisory inquiries, emphasizing 
minimal necessary disclosure.

• Retention schedules aligned to corridor requirements and local law, with minimization 
principles.

I.4.7 Cryptographic Resilience and Upgrade Governance

• Crypto-agility: explicit algorithm identifiers, downgrade protection, and governance-
controlled upgrades.

• Staged migration planning for post-quantum readiness as standards mature, including 
controlled pilot testing, rollback plans, and audit evidence of change control decisions.
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I.5 Corridor Limits (Conservative Guardrails)

To ensure risk-proportionate experimentation and reduce cross-border contagion risk, corridors 
should begin with conservative bounds, such as:

• tight caps on notional and participant count;

• restricted instrument set (eligible debt only);

• institutional-only participation;

• enhanced reporting cadence and incident drill requirements;

• rapid suspension capability with clear wind-down rules.

I.6 Phase-2 Gating Criteria (Condition to Initiate Corridor Pack Work)

Corridor Pack drafting and any corridor formation discussions should be gated by objective 
outcomes from the U.S. domestic pilot, such as:

1. Demonstrated control effectiveness (e.g., conformance pass rates above defined thresholds).

2. Evidence pack completeness and audit readiness across participating intermediaries.

3. Stable incident response performance (severity-tier SLAs met; post-incident remediation 
completed).

4. No unresolved material governance failures or repeated misuse of emergency controls.

5. Documented lessons learned and adopted control refinements.

Only after these gating conditions are met should regulators consider initiating corridor-specific 
equivalence mapping and MoU negotiations.

I.7 Non-Commitment Statement

This Appendix does not request or presume cross-border authorization. Any corridor would be 
subject to:

• jurisdiction-specific legal requirements;

• independent regulatory discretion;

• corridor-specific equivalence determinations; and

• ongoing supervisory cooperation and review.

The Corridor Pack is proposed solely as a structured, conservative method to facilitate future, 
limited cross-jurisdiction pilots if regulators determine it is appropriate and in the public interest.
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Appendix J — Operational Refinements and Specifications
Companion Technical Addendum to:
Operationalization & Conformance Track for Federated Identity and Compliance Infrastructure in 
Tokenized Securities Markets (U.S. Domestic Pilot)

Status: Technical Clarifications
Date: December 2025

J.1 Purpose and Scope

This appendix provides technical clarifications and operational specifications that enhance the 
precision of requirements established in the main Operationalization Track submission. These 
refinements address specific numerical thresholds, timelines, and procedural details that support 
implementation readiness and regulatory evaluation.

The specifications herein are consistent with and complementary to the framework's core 
deliverables (Appendices A through I) and do not alter fundamental architectural principles or 
governance structures.

J.2 Pilot Participant Caps and Scale Limitations

Reference: Section IX.6 (Risk Mitigation and Safeguards)

The pilot establishes explicit maximum participation thresholds to ensure controlled operational 
validation while maintaining manageable risk exposure and effective supervisory oversight:

J.2.1 Intermediary Caps

Maximum Qualified Intermediaries: 10 total

• Broker-dealers: Up to 5 participants 
• Rationale: Provides diversity in business models and operational approaches while 

maintaining cohort manageability for conformance testing and incident coordination 
• Qualified custodians: Up to 4 participants 

• Rationale: Sufficient to validate diverse custody models (self-custody, third-party, 
hybrid) while enabling focused supervisory engagement 

• Transfer agents: Up to 2 participants 
• Rationale: Transfer agent functions are more standardized; two participants sufficient

to validate integration patterns and recordkeeping requirements 

J.2.2 Investor Caps

Maximum Qualified Institutional Buyers (QIBs): 50 participants
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• Rationale: Provides adequate transaction volume and secondary market activity for 
meaningful operational validation while maintaining institutional-only focus and 
manageable onboarding processes 

J.2.3 Notional Value Caps

Aggregate Outstanding Notional Value: $500 million maximum

• Rationale: Sufficient scale to validate settlement procedures, custody requirements, and 
corporate action processing while limiting systemic exposure during pilot phase 

• Allocation: Individual issuances typically range from $25-75 million; aggregate cap 
accommodates 7-10 concurrent issuances 

J.2.4 Cap Management and Expansion Criteria

Pilot Steering Committee may adjust caps during Phase 3 (months 13-18) based on:

• Demonstrated operational stability (zero critical incidents for 90+ consecutive days) 
• Conformance pass rates exceeding 95% across all participant categories 
• SLA compliance rates exceeding 95% for incident response 
• Successful completion of at least two disaster recovery drills 
• Unanimous approval from SEC staff representatives on Steering Committee 

Maximum expansion: 25% increase in intermediary caps, 50% increase in QIB caps, no change to 
notional cap during pilot period.

J.3 Qualified Institutional Buyer Requirements

Reference: Section II.1 (In-Scope Elements - Participant Eligibility)

J.3.1 Regulatory Definition

Qualified Institutional Buyers as defined in Rule 144A:

• Entities with at least $100 million in securities owned and invested on a discretionary basis, 
OR 

• Registered dealers owning and investing at least $10 million in securities 

J.3.2 Pilot-Specific Participation Requirements

Minimum Initial Commitment: $5 million in tokenized instruments

• Rationale: Ensures meaningful operational validation and substantive testing of settlement, 
custody, transaction workflows, and secondary market activity 

• Prevents participation fragmentation that would not generate statistically significant 
operational data 

• Aligns with typical institutional minimum transaction sizes for debt instruments 
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J.3.3 Onboarding Prerequisites

QIB participants must complete:

• Identity verification and KYC procedures per Onboarding Playbook (Appendix A.1) 
• Biometric authentication enrollment per Baseline specifications (Appendix B.2) 
• Conformance testing for wallet/orchestrator software if self-custodying 
• Signed participation agreement acknowledging pilot terms, risk disclosures, and data sharing

obligations 
• Demonstration of technical capability to interact with pilot infrastructure (sandbox testing) 

J.4 Post-Quantum Cryptography Migration Timeline

Reference: Section VI.7 (Crypto-Agility Baseline) and Appendix H

J.4.1 Strategic Timeline Alignment

Post-quantum cryptography readiness aligns with NIST guidance for migration to quantum-resistant
algorithms by 2030, providing adequate buffer before quantum computing threats are expected to 
materialize (currently estimated 2030-2035 based on quantum computing progress projections).

J.4.2 Phased Migration Schedule

2026: Laboratory Validation Phase

• Lab testing and sandbox validation of ML-DSA (CRYSTALS-Dilithium) implementations 
• Formal verification of updated smart contract signature verification logic 
• Performance benchmarking against current ECDSA implementations 
• Vendor solution evaluation and compatibility testing 

2027-2028: Staged Deployment Phase

• Phased deployment with dual-signature support enabling gradual migration 
• Initial deployment to 2-3 pilot participants (months 1-3 of 2027) 
• Evaluation and expansion to remaining participants (months 4-12 of 2027) 
• Full dual-signature transition period through end of 2028 
• Continuous monitoring of adoption rates and performance metrics 

2029: Completion and Deprecation Phase

• Completion of participant migration to ML-DSA primary signatures (Q1-Q2 2029) 
• ECDSA deprecation notices issued 90, 60, 30 days before cutoff 
• Legacy ECDSA signature acceptance termination (target: July 1, 2029) 
• Post-migration validation and stabilization (Q3-Q4 2029) 

2030: Quantum-Resistant Standard

• ML-DSA as exclusive signature standard 
• Legacy ECDSA keys archived for historical verification only 
• Full operational quantum-resistance achieved 
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J.4.3 Contingency Planning

If quantum computing threat acceleration occurs:

• Emergency migration procedures can compress timeline by 12-18 months 
• Dual-signature period can be shortened to 6 months minimum 
• Regulatory notification and coordination protocols defined in Incident Response Playbook 

J.5 Disaster Recovery and Business Continuity Specifications

Reference: Section X.1 (Operational Risk Mitigation) - New addition

J.5.1 Recovery Objectives

Recovery Time Objective (RTO): 4 hours for critical functions including:

• Transaction authorization and signature verification 
• Hold/release mechanisms and supervisory access 
• Audit trail integrity and availability 
• Incident response coordination 

Recovery Point Objective (RPO): 1 hour maximum data loss

• Log data and audit trails: 15-minute RPO (near-real-time replication) 
• Transaction records: 1-hour RPO (periodic synchronization) 
• Configuration and cryptographic material: Zero RPO (synchronous replication) 

J.5.2 Infrastructure Requirements

Geographic Distribution:

• Primary data center and backup facility separated by minimum 100 miles 
• Network connectivity via diverse carriers and physical paths 
• No shared single points of failure (power grids, telecommunications infrastructure) 

Backup Architecture:

• Hot standby for critical path components (authentication, authorization, logging) 
• Warm standby for transaction processing and settlement functions 
• Cold standby for administrative and reporting functions 

J.5.3 Testing and Validation

Disaster Recovery Drill Schedule:

• Bi-annual full DR drills (every 6 months) involving: 
• Complete failover to backup facility 
• Restoration of all critical functions within RTO 
• Verification of data integrity and RPO compliance 
• Coordination with participants and regulators 
• Documented lessons learned and remediation tracking 
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Drill Success Criteria:

• All critical functions operational within 4-hour RTO 
• Data loss limited to 1-hour RPO 
• Zero data corruption or integrity failures 
• Successful coordination with at least 80% of active participants 
• Complete documentation and post-drill assessment within 5 business days 

J.5.4 Incident Declaration and Invocation

DR plan invoked when:

• Primary facility unavailable for 30+ minutes with no estimated restoration time 
• Data corruption or integrity failures affecting >25% of participants 
• Security compromise requiring complete system rebuild 
• Natural disaster, terrorism, or similar catastrophic events 

Authority to declare disaster and invoke DR plan:

• Any two members of Incident Response Coordination function (Appendix E.3) 
• Automatic invocation if primary facility monitoring fails for 45+ minutes 
• Regulatory notification within 2 hours of DR plan invocation 

J.6 Technology Standards Clarification

Reference: Section II.2 (Non-Goals - Not Technology-Prescriptive)

J.6.1 Standards vs. Vendor Lock-In

While this framework references specific technical standards (e.g., FIPS 140-2 Level 3 for HSMs, 
ML-DSA for post-quantum signatures, ISO 20022 for messaging), these represent industry 
standards rather than vendor-specific technologies.

J.6.2 Implementation Flexibility

Participants retain full flexibility to:

• Select compliant implementations from any qualified vendor 
• Deploy on any distributed ledger platform meeting baseline requirements 
• Utilize any HSM manufacturer certified to FIPS 140-2 Level 3 or higher 
• Choose any biometric authentication provider meeting liveness and local-processing 

requirements 

J.6.3 Conformance-Based Neutrality

The framework is intentionally standards-based rather than vendor-specific. Competitive 
neutrality is maintained through:

• Objective conformance testing criteria (Appendix D) 
• Vendor-agnostic reference implementation profiles (Appendix B) 
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• Technology provider certification independent of specific product choices 
• Interoperability requirements ensuring multi-vendor deployments function cohesively 

Participants using different vendors, platforms, and technical implementations can achieve 
conformance certification provided they meet baseline functional and security requirements 
validated through testing.

J.7 Implementation Notes

J.7.1 Applicability

These specifications take effect immediately upon pilot approval and apply uniformly to all 
participants throughout the 18-month pilot period.

J.7.2 Modification Process

Modifications to specifications in this appendix follow Change Control Board procedures 
(Appendix E.2) and require:

• Documented justification based on operational experience 
• Impact assessment on existing conformance certifications 
• Minimum 60-day notice to participants before effective date 
• Regulatory notification and consultation before implementation 

J.7.3 Relationship to Core Framework

Specifications herein supplement but do not replace requirements in Appendices A through I. In 
case of apparent conflict, the most conservative (risk-reducing) interpretation prevails, subject to 
Pilot Steering Committee clarification.

J.8 Conclusion

These operational refinements provide the numerical precision and procedural specificity necessary 
to translate the Operationalization Track's conceptual framework into actionable implementation 
guidance. They reflect conservative risk management principles, alignment with regulatory 
expectations, and practical operational experience from analogous financial market infrastructure 
projects.

The specifications support the framework's core objectives: investor protection through operational 
excellence, market integrity through consistent standards, enhanced auditability and supervisory 
effectiveness, operational resilience and reduced systemic risk, and support for safe innovation in 
tokenized securities markets.
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Appendix K — Practical Operational Example: End-to-End 
Transaction Scenario
Companion Illustration to:
Operationalization & Conformance Track for Federated Identity and Compliance Infrastructure in 
Tokenized Securities Markets (U.S. Domestic Pilot)

Purpose: Illustrative walkthrough demonstrating integrated system operation
Status: Fictional scenario for demonstration purposes
Date: December 2025

K.1 Scenario Overview

This appendix presents a detailed operational walkthrough demonstrating how the framework's 
components—biometric authentication, HSM key management, incident response, hold/release 
mechanisms, and audit trails—function cohesively in a realistic institutional transaction scenario.

Transaction Summary:
ABC Public Employees Pension Fund acquires $10 million in tokenized City of Denver Green 
Infrastructure Bonds through intermediary Capital Markets Group (broker-dealer), with custody 
provided by Secure Trust Custodian.

Demonstration Elements:

• Initial participant onboarding and credential issuance 
• High-value transaction authorization with biometric authentication 
• Automated sanctions screening and hold placement 
• Compliance investigation and hold release 
• Complete audit trail generation 

Timeline: 5 business days from onboarding to settlement completion

K.2 Day 1 — Participant Onboarding

Morning: ABC Pension Fund Onboarding Initiation

09:00 ET — Sarah Chen, CIO of ABC Public Employees Pension Fund ($4.2B AUM), initiates 
onboarding through Capital Markets Group's portal.

System Actions:

1. Identity Verification (Onboarding Playbook, Appendix A.1)

• KYC documentation submitted: IRS determination letter, audited financials, board 
resolution 

• Qualified Institutional Buyer status verified: $4.2B > $100M threshold (Rule 144A) 
• LEI validated: 549300ABCPENS123456 
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• Beneficial ownership transparency confirmed per FinCEN requirements 
2. Biometric Enrollment (Biometric Baseline, Appendix B.2)

• Sarah completes facial biometric enrollment via authenticated video session 
• ✓Liveness detection score: 94.2% (threshold: 85%)  
• Biometric hash generated and stored locally: SHA-256: 8f4a9c2e... (actual 

biometric data never transmitted or stored) 
• Backup authentication method established (hardware security key) 

3. Cryptographic Key Generation (HSM Baseline, Appendix B.1)

• HSM generates signing key pair: KEY_ABC_PENSION_001 

• Algorithm: ECDSA secp256r1 (current standard) 
• Attestation hash: e7b3d5f1... 

• Key backup distributed to geographically separated HSM facilities (New York, 
Chicago) 

• Multi-party recovery ceremony documented with 3-of-5 threshold 

14:00 ET — Onboarding complete. Credential package issued:

• Verifiable credential with selective disclosure capabilities 
• Transaction authorization limits: $25M per transaction, $100M daily aggregate 
• Compliance tier: Standard institutional (quarterly enhanced due diligence) 

Audit Log Entry:

EventID: EVT_20251201_001
Timestamp: 2025-12-01T14:00:00Z
EventType: ONBOARDING_COMPLETE
Entity: ABC_PENSION_FUND
Action: CREDENTIAL_ISSUED
Metadata: {key_id: KEY_ABC_PENSION_001, qib_status: verified, 
           biometric_enrolled: true, limits: {tx: 25M, daily: 100M}}
PreviousHash: 7a8c9d2f...
CurrentHash: 3f5e7b1a...

K.3 Day 2 — Transaction Initiation and Authorization

Morning: Bond Offering Announced

08:30 ET — City of Denver announces $50M Green Infrastructure Bond offering through Capital 
Markets Group:

• Instrument: 10-year, 3.75% coupon, AA rated (S&P) 
• Purpose: Solar installation program for municipal buildings 
• Minimum investment: $5M 
• Settlement: DvP (Delivery versus Payment) via pilot infrastructure 

10:15 ET — Sarah Chen reviews offering memorandum and decides to acquire $10M allocation.
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Afternoon: High-Value Transaction Authorization

13:45 ET — Sarah initiates $10M purchase order through Capital Markets Group portal.

System Actions:

1. Biometric Authentication (Signatory Integrity Module)

• Facial biometric capture initiated 
• ✓Liveness detection: 91.7%  
• Biometric hash match confirmed 
• ✓Duress pattern check: Negative  
• Authentication successful: AUTH_20251202_ABC_001 

2. Multi-Party Authorization (Hold/Release Baseline, threshold >$5M)

• Primary authorization: Sarah Chen (CIO) 
• Secondary authorization required: David Park (CFO) 
• Notification sent to David via authenticated channel 

14:30 ET — David Park completes secondary authorization:

• ✓Biometric authentication: 89.3%  
• Transaction details confirmed 
• Dual authorization complete 

3. Transaction Signature (HSM)

• Transaction payload prepared: {buyer: ABC_PENSION, amount: 10M, 
instrument: DENVER_GIB_2035, settlement_date: T+2} 

• HSM signs with key KEY_ABC_PENSION_001 

• Digital signature: 3045022100a7f8c9... (ECDSA) 

• ✓Signature verification: Valid  
4. Compliance Screening Initiated

• Transaction submitted to programmable compliance layer 
• Automated checks begin... 

Audit Log Entries:

EventID: EVT_20251202_045
Timestamp: 2025-12-02T13:45:23Z
EventType: TRANSACTION_INITIATED
Entity: ABC_PENSION_FUND
Action: PURCHASE_ORDER
Metadata: {amount: 10000000, instrument: DENVER_GIB_2035, 
           auth_primary: S_CHEN, auth_secondary: PENDING}
PreviousHash: 3f5e7b1a...
CurrentHash: 9c4d2e8f...

EventID: EVT_20251202_046
Timestamp: 2025-12-02T14:30:17Z
EventType: DUAL_AUTH_COMPLETE
Entity: ABC_PENSION_FUND
Action: SECONDARY_AUTHORIZATION
Metadata: {auth_secondary: D_PARK, biometric_score: 89.3, 
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           tx_signature: 3045022100a7f8c9...}
PreviousHash: 9c4d2e8f...
CurrentHash: 2b7f3a5c...

K.4 Day 2 — Incident Detection and Hold Placement

Afternoon: Sanctions Screening Alert

14:35 ET — Automated sanctions screening identifies potential name match.

System Detection:

• Entity name in transaction metadata: "Denver Green Infrastructure" 
• OFAC screening algorithm identifies partial match: "Green Infrastructure Ltd" (sanctioned 

entity, different jurisdiction) 
• Confidence score: 62% (threshold for manual review: 60%) 
• Automated hold triggered per compliance protocols 

14:36 ET — Transaction status: ON HOLD (pending compliance review)

Notification Cascade:

1. Sarah Chen (ABC Pension) - transaction on hold notification 
2. James Morrison (Capital Markets Group compliance) - review required 
3. Maria Rodriguez (Secure Trust Custodian compliance officer) - supervisory notification 
4. Regulatory notification prepared (if hold exceeds 24 hours) 

Hold Placement Actions: (Hold/Release Playbook, Appendix A.4)

14:40 ET — Maria Rodriguez reviews automated alert:

1. Initial Assessment

• Sanctioned entity: "Green Infrastructure Ltd" (Country: Jurisdiction X) 
• Transaction entity: "City of Denver Green Infrastructure Bond Program" (USA) 
• Preliminary assessment: Likely false positive (different jurisdiction, different entity 

type) 
2. Enhanced Review Initiated

• Legal authority documented: OFAC compliance protocol Section 4.2.1 
• Hold approval obtained from Senior Compliance Officer (dual control requirement) 
• Hold placement timestamp: 2025-12-02T14:40:00Z 

3. Asset Segregation

• $10M funds moved to segregated compliance hold account 
• Transaction signature preserved but settlement blocked 
• Hold duration: Maximum 72 hours per policy (then escalation required) 

Participant Notification:

TO: Sarah Chen, ABC Public Employees Pension Fund
FROM: Compliance Operations, Secure Trust Custodian
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RE: Transaction Hold - DENVER_GIB_2035

Your transaction initiated 2025-12-02T13:45:23Z for $10M 
City of Denver Green Infrastructure Bonds has been placed on 
temporary hold pending enhanced due diligence review per OFAC 
screening protocols.

Hold Reason: Automated sanctions screening match (62% confidence)
Expected Resolution: Within 24 hours
Contact: Maria Rodriguez, Senior Compliance Officer
Status Portal: https://compliance.securetrust.pilot/hold/HTX_20251202_001

This is a routine compliance procedure. No action required from 
your organization at this time.

Audit Log Entry:

EventID: EVT_20251202_047
Timestamp: 2025-12-02T14:40:00Z
EventType: HOLD_PLACED
Entity: ABC_PENSION_FUND
Action: SANCTIONS_SCREENING_HOLD
Metadata: {hold_id: HTX_20251202_001, reason: "OFAC_MATCH_62PCT", 
           amount: 10000000, authority: "COMPLIANCE_PROTOCOL_4.2.1",
           approvers: ["M_RODRIGUEZ", "T_WILLIAMS"], 
           max_duration: "72H"}
PreviousHash: 2b7f3a5c...
CurrentHash: 6e9a1d4b...

K.5 Day 3 — Compliance Investigation and Resolution

Morning: Enhanced Due Diligence

08:00 ET — Maria Rodriguez conducts detailed investigation:

1. Entity Verification

• City of Denver: U.S. municipal entity, verified LEI 
• Bond program: Official city website confirmation 
• Green Infrastructure program: Public records verified 
• No connection to sanctioned entity "Green Infrastructure Ltd" 

2. Documentation Review

• Offering memorandum: Official city seal, verified signatures 
• Legal opinion: Reviewed bond counsel documentation 
• Underwriter verification: Capital Markets Group (registered BD) 

3. Jurisdictional Analysis

• Sanctioned entity: Jurisdiction X (non-US) 
• Transaction entity: United States, Colorado 
• Conclusion: False positive - naming similarity only, no actual relationship 

10:30 ET — Investigation complete. Clearance determination made.
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Hold Release Process: (Hold/Release Playbook, Appendix A.4)

1. Clearance Documentation

• Investigation summary report: CLEARANCE_DOC_20251203_001 

• Legal basis for release: No sanctions violation identified 
• Supporting evidence: Municipal records, legal opinions, jurisdictional analysis 

2. Dual Authorization for Release (required for all hold releases)

• Primary approval: Maria Rodriguez (Senior Compliance Officer) 
• Secondary approval: Thomas Williams (Chief Compliance Officer) 
• Release timestamp: 2025-12-03T10:45:00Z 

3. System Release Actions

• Hold status updated: RELEASED 
• Funds returned from segregated hold account to transaction processing 
• Settlement authorization: APPROVED 
• Transaction proceeds to settlement phase 

11:00 ET — Participants notified of hold release and settlement authorization.

Audit Log Entries:

EventID: EVT_20251203_012
Timestamp: 2025-12-03T10:45:00Z
EventType: HOLD_RELEASED
Entity: ABC_PENSION_FUND
Action: COMPLIANCE_CLEARANCE
Metadata: {hold_id: HTX_20251202_001, 
           clearance_doc: "CLEARANCE_DOC_20251203_001",
           investigation_duration: "20H_05M",
           release_approvers: ["M_RODRIGUEZ", "T_WILLIAMS"],
           determination: "FALSE_POSITIVE_CONFIRMED"}
PreviousHash: 6e9a1d4b...
CurrentHash: 4c8f2a7e...

EventID: EVT_20251203_013
Timestamp: 2025-12-03T11:00:00Z
EventType: SETTLEMENT_AUTHORIZED
Entity: ABC_PENSION_FUND
Action: PROCEED_TO_SETTLEMENT
Metadata: {amount: 10000000, instrument: DENVER_GIB_2035, 
           settlement_date: "2025-12-04", dvp_mode: "ATOMIC"}
PreviousHash: 4c8f2a7e...
CurrentHash: 1d5b9c3f...

K.6 Day 4 — Settlement and Custody Transfer

09:00 ET — T+2 settlement day (two business days after trade initiation)

Atomic DvP Settlement:

1. Pre-Settlement Verification
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• Buyer funds confirmed: $10M available in ABC Pension settlement account 
• Seller tokens confirmed: City of Denver digital bonds in escrow 
• ✓Smart contract validation: All conditions met  

2. Atomic Settlement Execution (09:15 ET)

• Payment: $10M transferred from ABC Pension to City of Denver 
• Delivery: 10,000 tokenized bond units transferred to ABC Pension custody 
• Transaction finality: Irreversible settlement confirmed 
• Settlement ID: SETTLE_20251204_ABC_DEN_001 

3. Custody Confirmation

• Tokens deposited to Secure Trust Custodian on behalf of ABC Pension 
• Custody receipt issued 
• Segregation confirmed: ABC Pension beneficial ownership recorded 
• Insurance coverage active: FDIC-equivalent protection 

09:20 ET — Settlement complete. All parties notified.

Audit Log Entry:

EventID: EVT_20251204_089
Timestamp: 2025-12-04T09:15:43Z
EventType: SETTLEMENT_COMPLETE
Entity: ABC_PENSION_FUND
Action: DVP_ATOMIC_SETTLEMENT
Metadata: {settlement_id: "SETTLE_20251204_ABC_DEN_001",
           payment: 10000000, delivery: 10000_tokens,
           finality: "IRREVERSIBLE", custody: "SECURE_TRUST",
           insurance: "ACTIVE"}
PreviousHash: 1d5b9c3f...
CurrentHash: 7f2e4b9a...

K.7 Day 5 — Audit Trail and Evidence Pack Generation

Post-Settlement: Automated Compliance Documentation

14:00 ET — Quarterly audit preparation: Evidence pack auto-generated for ABC Pension Fund 
transaction history.

Evidence Pack Contents: (Evidence Pack Playbook, Appendix A.5)

EVIDENCE PACK: ABC_PENSION_Q4_2025
Period: 2025-12-01 to 2025-12-04
Transaction Count: 1
Generated: 2025-12-05T14:00:00Z

=== TRANSACTION SUMMARY ===
TX_ID: SETTLE_20251204_ABC_DEN_001
Instrument: City of Denver Green Infrastructure Bonds
Amount: $10,000,000
Status: SETTLED
Incidents: 1 (HOLD - False Positive Sanctions Match)

=== AUTHENTICATION RECORDS ===
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• Primary Auth: S_CHEN - Biometric 91.7% - 2025-12-02T13:45:23Z
• Secondary Auth: D_PARK - Biometric 89.3% - 2025-12-02T14:30:17Z
• Duress Checks: NEGATIVE
• Phishing Resistance: VERIFIED

=== COMPLIANCE ACTIONS ===
• Hold Placed: 2025-12-02T14:40:00Z (HTX_20251202_001)
• Hold Duration: 20 hours, 5 minutes
• Resolution: False Positive Confirmed
• Hold Released: 2025-12-03T10:45:00Z
• Dual Authorization: M_RODRIGUEZ + T_WILLIAMS

=== CRYPTOGRAPHIC VERIFICATION ===
• Signing Key: KEY_ABC_PENSION_001 (ECDSA)
• Attestation: e7b3d5f1... VALID
• Signature: 3045022100a7f8c9... VERIFIED
• Timestamp Integrity: CONFIRMED

=== AUDIT CHAIN INTEGRITY ===
• Chain Verification: PASSED
• Hash Continuity: UNBROKEN
• Event Count: 47
• Tamper Evidence: NONE DETECTED

=== REGULATORY NOTIFICATIONS ===
• Hold >24hrs: NOT REQUIRED (resolved in 20H)
• Settlement Confirmation: Filed with SRO
• Quarterly Reporting: Included in Q4 2025 submission

=== EVIDENCE PACK SIGNATURE ===
Generated: 2025-12-05T14:00:00Z
Pack Hash: 9d3a7f2c...
Certification: Complete and tamper-evident

Regulatory Readiness:

• Evidence pack available for SEC/FINRA examination on demand 
• All logs immutable and verifiable via hash chain 
• Complete transaction reconstruction possible from audit trail 
• Compliance with recordkeeping requirements: 7-year retention 

K.8 Key Observations and Lessons

Demonstrated Capabilities

1. Phishing-Resistant Authentication

• Biometric authentication with liveness detection prevented credential theft risk 
• Multi-party authorization ensured no single point of compromise 
• Local-only biometric processing protected participant privacy 

2. Automated Compliance Controls

• Sanctions screening operated in real-time without manual bottlenecks 
• Hold mechanisms protected against potential violations 
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• False positive resolved efficiently (20 hours vs. industry average 3-5 days) 

3. Operational Transparency

• Complete audit trail from onboarding through settlement 
• Every action logged with tamper-evident hash chaining 
• Evidence pack generation automated, reducing examination burden 

4. Participant Experience

• Hold notification clear and informative 
• Resolution timeline communicated effectively 
• Minimal friction for legitimate transactions 

Performance Metrics

Metric Target Actual Status
Onboarding Time <24 hours 5 hours ✓

Authentication Success >95% 100% ✓

False Positive Resolution <48 hours 20 hours ✓

Settlement Finality T+2 T+2 ✓

Audit Chain Integrity 100% 100% ✓

Risk Mitigation Demonstrated

• Operational Risk: Multi-party authorization prevented unauthorized transactions 
• Compliance Risk: Automated screening caught potential sanctions issue 
• Reputational Risk: Efficient false positive resolution maintained participant confidence 
• Cybersecurity Risk: Phishing-resistant authentication eliminated credential theft vector 

K.9 Conclusion

This end-to-end scenario demonstrates the Operationalization Track's integrated capabilities across 
all critical operational dimensions: participant onboarding, transaction authorization, incident 
detection and response, compliance controls, settlement execution, and audit trail generation.

The framework successfully balanced operational efficiency with rigorous risk management. The 
sanctions screening hold—a false positive—demonstrated the system's conservative approach to 
compliance while the 20-hour resolution time showed efficient investigation processes. The 
complete audit trail provides the transparency and accountability essential for regulatory 
confidence.

This operational pattern—repeated across diverse participants, instruments, and transaction types—
validates the framework's readiness for scaled deployment within the carefully controlled 
parameters of the 18-month U.S. domestic pilot program.
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Appendix L — Cross-Jurisdictional Illustrative Use Case 
(Conditional Corridor Scenario)
Companion Illustration to:
Operationalization & Conformance Track for Federated Identity and Compliance Infrastructure in 
Tokenized Securities Markets (U.S. Domestic Pilot)

Purpose: Conceptual demonstration of cross-jurisdictional operational workflow
Status: Illustrative scenario contingent on successful domestic pilot completion
Scope: Limited bilateral corridor example (United States ↔ United Kingdom)
Date: December 2025

L.1 Scenario Overview and Prerequisites

L.1.1 Operational Context

This appendix presents a conceptual cross-jurisdictional scenario demonstrating how the 
Operationalization Track's framework could extend to a limited bilateral corridor between the 
United States and the United Kingdom. This illustration is conditional and non-prescriptive—it 
assumes successful completion of the U.S. domestic pilot, establishment of a bilateral supervisory 
cooperation agreement (Memorandum of Understanding), and mutual recognition of equivalent 
regulatory standards.

Scenario Premise:
[Institutional Investor], a U.S.-domiciled pension fund with $8 billion in assets under management, 
establishes [UK Subsidiary], a wholly-owned subsidiary in the United Kingdom to facilitate 
European investment operations. [UK Subsidiary] seeks to acquire sovereign-style eligible debt 
instruments issued in the UK market while maintaining governance oversight and risk management 
coordination with its U.S. parent entity.

Instrument Type:
[Issuer], a UK government agency, offers £25 million (approximately $32 million USD) in 7-year 
infrastructure bonds via tokenized issuance on pilot-approved distributed ledger infrastructure. The 
bonds meet corridor eligibility criteria: sovereign/agency-style debt, institutional-only distribution, 
standardized disclosure frameworks, and regulatory oversight in both jurisdictions.

Key Operational Challenge:
Cross-border credential portability, jurisdictional compliance verification, delegation of authority 
between parent and subsidiary, dual regulatory oversight coordination, and cross-currency 
settlement execution while maintaining investor protection, operational resilience, and due process 
standards.

L.1.2 Corridor Prerequisites (Established Before Scenario)

Regulatory Cooperation:
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• Bilateral Memorandum of Understanding between [Regulator A] (U.S. Securities and 
Exchange Commission) and [Regulator B] (UK Financial Conduct Authority) 

• Mutual recognition of equivalent conformance testing standards 
• Incident coordination protocols and supervisory information sharing agreements 
• Agreed equivalence mapping for participant eligibility, custody standards, and compliance 

controls 

Technical Interoperability:

• Gateway infrastructure enabling secure message exchange between jurisdictional systems 
• Standardized API protocols for cross-border transaction authorization and settlement 
• Compatible audit logging frameworks with jurisdictional sovereignty preservation 

Governance Framework:

• Corridor Steering Committee with representatives from both regulatory authorities 
• Change Control Board with bilateral approval requirements for corridor-specific standards 
• Incident Coordination Function with defined escalation paths and notification timelines 

Equivalence mapping and MoU governance are treated as gated prerequisites established only
after successful domestic pilot validation in both jurisdictions. This appendix assumes these 
prerequisites are operational.

L.2 Monetary Settlement Options (Illustrative, Non-Prescriptive)

Cross-jurisdictional transactions require settlement of both the securities leg (delivery of tokenized 
bonds) and the monetary leg (payment transfer). The framework supports multiple settlement 
approaches, preserving participant choice and integration with existing financial infrastructure.

L.2.1 Primary Approach: Tokenized Bank Deposits

Used in this illustrative example:
Settlement via tokenized deposits issued by [Qualified Bank], a dual-licensed banking institution 
authorized in both jurisdictions. Tokenized deposits represent traditional bank account balances 
with enhanced programmability for atomic settlement coordination.

Operational characteristics:

• Deposits remain subject to traditional banking regulation and supervision 
• Tokenization layer enables DvP (Delivery versus Payment) atomic settlement 
• Currency conversion handled through foreign exchange markets or authorized 

intermediaries 
• Depositor protection, reserve requirements, and AML/KYC standards unchanged 
• Integration with existing payment systems (Fedwire, CHAPS) for funding and redemption 

Regulatory oversight:
Dual supervision by banking regulators ([Banking Regulator A], [Banking Regulator B]) and 
securities regulators for the transaction layer, preserving existing institutional safeguards.
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L.2.2 Alternative Approaches (Not Used in This Example)

Regulated Payment Stablecoins:
Payment stablecoins issued under jurisdiction-specific regulatory frameworks (e.g., licensed 
payment institutions subject to reserve, audit, and redemption requirements). May offer operational 
efficiency but require established regulatory clarity in both jurisdictions.

Wholesale CBDC Corridors:
Central bank digital currency arrangements enabling direct settlement between central bank 
accounts. Represents potential long-term infrastructure development contingent on central bank 
policy decisions, international coordination, and wholesale CBDC deployment timelines (currently 
experimental in most jurisdictions).

Note: Framework design is monetary-leg-agnostic, supporting any approach meeting baseline 
standards for: regulatory authorization, supervisory oversight, audit trail generation, 
reversibility/dispute resolution procedures, and participant protection requirements. Choice among 
approaches reflects institutional preference, regulatory comfort, and market availability rather than 
technical constraint.

L.3 Step-by-Step Operational Workflow

Step 1: Subsidiary Establishment and Initial Credential Issuance

[Institutional Investor] establishes [UK Subsidiary] under UK Companies House registration. [UK 
Subsidiary] completes onboarding with [Broker] (UK-authorized broker-dealer) and [Qualified 
Custodian] (dual-licensed custodian authorized in both jurisdictions).

Actions:

• [UK Subsidiary] submits corporate formation documents, beneficial ownership transparency
filings, and institutional investor qualification evidence to [Regulator B] 

• [Broker] conducts KYC verification and confirms qualified institutional buyer status under 
UK regulations 

• [UK Subsidiary] completes biometric enrollment for authorized signatories and establishes 
multi-party authorization thresholds consistent with corporate governance 

Verification:

• [Regulator B] validates qualification status and issues regulatory acknowledgment 
• Initial credential package issued to [UK Subsidiary] with UK jurisdictional attributes 

Step 2: Delegation of Authority and Governance Coordination

[Institutional Investor] (U.S. parent) establishes formal delegation of authority to [UK Subsidiary] 
for European investment operations while maintaining consolidated risk oversight and compliance 
monitoring.

Actions:
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• Board resolution documented authorizing [UK Subsidiary] investment activities within 
defined parameters (asset class, concentration limits, geographic scope) 

• Delegation credentials issued enabling [UK Subsidiary] to act on behalf of consolidated 
entity while preserving jurisdictional compliance segregation 

• Parent-subsidiary reporting framework established for consolidated risk management and 
regulatory reporting 

Governance Controls:

• Delegation scope-bound to eligible instruments and authorized counterparties 
• Transaction limits established: £10 million per transaction, £50 million monthly aggregate 
• Escalation procedures defined for transactions exceeding subsidiary authority requiring 

parent approval 

Step 3: Cross-Border Credential Portability Request

[UK Subsidiary] requests recognition of certain credential attributes from [Institutional Investor]'s 
U.S. credentials to streamline onboarding while completing UK-specific requirements.

Portable Elements (Subject to Equivalence Recognition):

• Corporate beneficial ownership verification (if jurisdiction standards deemed equivalent) 
• AML/KYC documentation for parent entity officers (supplemented with UK-specific 

checks) 
• Institutional investor financial capability attestations (subject to currency conversion and 

local thresholds) 

Non-Portable Elements (Requiring Local Verification):

• UK regulatory qualification status (confirmed independently by [Regulator B]) 
• UK tax residency determination and withholding obligations 
• Local custody arrangements and segregation confirmations 
• UK-specific disclosure acknowledgments and investor protection confirmations 

Process:

• [UK Subsidiary] submits portability request via [Gateway] infrastructure 
• Equivalence mapping applied per bilateral MoU standards 
• [Regulator B] validates portable credentials and issues supplemental UK credential 

attributes 
• Combined credential enables operations in UK jurisdiction while maintaining U.S. parent 

relationship visibility 

Step 4: Transaction Initiation and Corridor Eligibility Verification

[UK Subsidiary] initiates £25 million acquisition of [Issuer] infrastructure bonds through [Broker].

Actions:

• Transaction details submitted: instrument identification, quantity, price, settlement date 
• Corridor eligibility verification executed automatically: 
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• Instrument confirmed as eligible debt (sovereign/agency-style, corridor-approved
category)

• Participant status confirmed (qualified institutional buyer in both jurisdictions)
• Transaction size within corridor caps (individual and aggregate notional limits)
• No prohibited counterparties or sanctioned entities

Automated Checks:

• Sanctions screening (OFAC, UK HM Treasury, EU consolidated list)
• Concentration limit validation (consolidated exposure across parent and subsidiary)
• Jurisdictional restriction verification (no prohibited investor categories)

Result:

• Eligibility confirmation issued
• Transaction proceeds to authorization phase

Step 5: Multi-Party Authorization with Biometric Authentication

[UK Subsidiary] authorized signatories complete transaction authorization following governance 
procedures established in Step 2.

Authorization Sequence:

• Primary authorization: [Subsidiary CIO] completes biometric authentication (liveness
detection, duress check)

• Secondary authorization: [Subsidiary CFO] completes independent biometric authentication
• Transaction value £25M exceeds £10M threshold, triggering parent notification requirement
• [Institutional Investor] parent entity acknowledges transaction (monitoring oversight, no

blocking unless policy violation)

Controls Applied:

• Phishing-resistant authentication via biometric credentials
• Multi-party authorization enforcing segregation of duties
• Parent-subsidiary coordination maintaining consolidated risk visibility
• Complete audit trail of authorization chain across jurisdictions

Step 6: Monetary Leg Funding and Validation

[UK Subsidiary] funds monetary settlement obligation via tokenized deposits at [Qualified Bank].

Funding Process:

• [UK Subsidiary] holds GBP deposits at [Qualified Bank] UK branch
• Deposit tokenization request submitted for £25 million plus transaction fees
• [Qualified Bank] validates available balance, regulatory compliance, and issues tokenized

deposit instrument
• Tokenized deposits locked in escrow pending securities delivery confirmation

Compliance Validations:
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• Source of funds verification (legitimate institutional treasury operations) 
• Currency controls compliance (if applicable under UK regulations) 
• Tax withholding obligations calculated and reserved 
• AML transaction monitoring applied consistent with banking standards 

Alternative Path (Not Used Here): If using cross-currency settlement, [Institutional Investor] 
could fund in USD with FX conversion via authorized intermediary, subject to additional currency 
risk management and regulatory notifications.

Step 7: Atomic DvP Settlement Execution

Securities delivery and payment transfer execute simultaneously via atomic settlement protocol 
coordinated through [Gateway] infrastructure.

Settlement Sequence (Atomic Transaction):

• Smart contract validation: all conditions satisfied (eligibility confirmed, authorizations 
complete, funds escrowed, securities available) 

• Simultaneous execution: 
• Securities Leg: £25M tokenized bonds transferred from [Issuer]/[Broker] to 

[Qualified Custodian] on behalf of [UK Subsidiary] 
• Monetary Leg: £25M tokenized deposits transferred from [UK Subsidiary] escrow 

to [Issuer]/[Broker] settlement account 
• Transaction finality confirmed in both systems 
• Irreversibility achieved (settlement cannot be unwound except through subsequent 

transaction) 

Fallback Coordination: If atomic settlement fails (technical error, validation failure), both legs 
automatically reverse to pre-transaction state with complete audit trail of failure reason. Participants
notified for remediation or manual coordination.

Dual-Mode Settlement Note:
While this example demonstrates atomic DvP for operational clarity and principal risk mitigation, 
the framework also supports netting and multilateral settlement when preferred by participants or 
required for integration with existing clearing agencies. The framework maintains compatibility 
with traditional clearing and settlement infrastructure, enhancing rather than replacing existing 
institutional processes.

Step 8: Custody Confirmation and Segregation

[Qualified Custodian] confirms receipt of tokenized bonds and establishes segregated custody on 
behalf of [UK Subsidiary].

Custody Actions:

• Securities deposited to [UK Subsidiary] segregated account 
• Beneficial ownership recorded: [UK Subsidiary] as direct owner, [Institutional Investor] as 

ultimate parent 
• Custody receipt issued with insurance coverage confirmation 
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• Regulatory reporting obligations triggered (position reporting to [Regulator B], consolidated
reporting to [Regulator A]) 

Cross-Border Custody Considerations:

• Assets held under UK custody regulations with [Regulator B] supervision 
• Parent entity [Institutional Investor] maintains consolidated risk reporting to [Regulator A] 
• Custody arrangements meet qualified custodian standards in both jurisdictions per 

equivalence determination 

Step 9: Tax Reporting and Withholding Coordination

Cross-jurisdictional tax obligations addressed through automated coordination between [Tax 
Authority A] and [Tax Authority B].

Tax Processing:

• UK withholding tax calculated on bond coupon payments (if applicable based on instrument 
and treaty provisions) 

• U.S. tax reporting obligations for [Institutional Investor] parent entity (FATCA, beneficial 
owner reporting) 

• Treaty benefit claims processed if applicable (U.S.-UK tax treaty provisions) 
• Withholding certificates and tax documentation maintained in audit trail 

Automation:

• Tax attributes embedded in credentials enable automated withholding calculation 
• Treaty eligibility verified against credential attributes and bilateral tax authority coordination
• Reporting templates auto-generated for regulatory submissions in both jurisdictions 

Step 10: Routine Supervisory Monitoring (Tier 0/Tier 1)

Transaction data flows to supervisory monitoring systems in both jurisdictions consistent with 
tiered supervisory access model.

Tier 0 (Default Baseline):

• Aggregate statistical reporting (transaction volumes, asset class distribution, geographic 
exposure) 

• No individual transaction details or participant identity revealed 
• Privacy-preserving analytics support market surveillance and systemic risk monitoring 

Tier 1 (Routine Supervisory Analytics):

• [Regulator B] accesses transaction-level data for UK-jurisdictional participants ([UK 
Subsidiary], [Broker], [Qualified Custodian]) 

• [Regulator A] accesses consolidated reporting for U.S. parent entity [Institutional Investor] 
• Access governed by role-based controls, purpose limitation, immutable access logging 
• Routine monitoring for market integrity, concentration risk, compliance verification 

Cross-Border Coordination:
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• Supervisory data sharing per MoU provisions when transactions span both jurisdictions
• Information exchange requests follow defined procedures with documented justification
• Privacy protections and purpose limitation principles preserved in both jurisdictions

Step 11: Incident Detection and Escalation Path (Tier 2 Trigger Example)

Hypothetical scenario: automated anomaly detection flags transaction pattern requiring enhanced 
supervisory review.

Trigger Condition (Illustrative Only):

• [UK Subsidiary] executes series of transactions totaling £75M over 48-hour period,
exceeding monthly aggregate threshold established in delegation authority

• Automated monitoring system flags pattern as potential unauthorized trading or control
breach

• Materiality threshold met (3x normal transaction velocity + delegation limit exceedance)

Escalation Protocol:

• Tier 2 supervisory access request initiated by [Regulator B] compliance monitoring function
• Dual-control approval required: senior supervisory officer + independent compliance

reviewer
• Justification documented: objective trigger criteria met, proportionality assessment

completed
• Access granted for specific investigation scope (transaction chain related to flagged pattern,

limited time window)

Investigation Actions:

• Supervisory staff review transaction authorizations, delegation documentation, audit trail
• Determination: legitimate business activity (multiple related infrastructure bond offerings

executed within short window), subsidiary properly escalated transactions exceeding
authority to parent for approval, no violation identified

Post-Investigation:

• Tier 2 access terminated upon investigation completion
• Access actions logged immutably (who accessed, what data, when, justification,

determination)
• Post-event review conducted with independent oversight
• Participants notified of investigation closure and determination (no adverse finding)

Due Process Preservation:

• Objective triggers prevent arbitrary surveillance
• Dual-control approval prevents unilateral access
• Immutable logging ensures accountability
• Post-event review provides oversight check
• Participant notification and remediation rights preserved
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Step 12: Audit Trail Generation and Evidence Pack Assembly

Complete transaction record compiled for regulatory examination and compliance documentation.

Audit Trail Components:

• Credential issuance and portability verification records 
• Authorization chain (biometric authentication, multi-party approvals, delegation 

confirmations) 
• Compliance screening results (sanctions, eligibility, concentration limits) 
• Settlement execution logs (securities leg, monetary leg, atomic coordination) 
• Custody confirmations and segregation documentation 
• Tax reporting and withholding calculations 
• Supervisory access events (Tier 1 routine monitoring, Tier 2 incident investigation) 

Evidence Pack Generation:

• Automated compilation per Evidence Pack Playbook standards (Appendix A.5) 
• Hash-chained integrity verification across all logged events 
• Tamper-evidence confirmation (zero integrity failures detected) 
• Standardized format enabling cross-jurisdictional regulatory examination 
• Retention period: 7 years minimum per both U.S. and UK regulatory requirements 

Cross-Border Evidence Coordination:

• Evidence pack accessible to both [Regulator A] and [Regulator B] per MoU provisions 
• Jurisdictional sovereignty preserved (each regulator accesses data relevant to their oversight 

responsibilities) 
• Evidence sharing for joint investigations follows defined procedures with appropriate 

safeguards 

Step 13: Error Correction and Remediation Paths

Framework provides structured processes for addressing errors or regulatory denials.

Technical Error Path (Example: Settlement Failure):

• If atomic settlement fails due to technical error (network interruption, validation timeout), 
both legs automatically reverse 

• Participants notified with detailed error diagnostics and evidence pack of failure sequence 
• Troubleshooting coordination via [Gateway] technical support function 
• Retry procedures after error remediation, or manual settlement coordination if automated 

retry unsuccessful 
• Complete audit trail maintained for examination and dispute resolution 

Regulatory Denial Path (Example: Eligibility Challenge):

• If [Regulator B] determines post-settlement that participant eligibility criteria were not 
properly validated 

• Regulatory notification issued to participant with specific deficiency identification 
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• Participant provided opportunity to respond (submit additional documentation, cure
deficiency, appeal determination)

• Appeals process defined in corridor governance charter with specified timelines and
independent review

• Remediation options: deficiency cure and continued participation, voluntary exit with
orderly wind-down, or regulatory action if violations confirmed

Due Process Protections:

• Notice provided with specific deficiency detail
• Opportunity to be heard before adverse action
• Independent review available for disputed determinations
• Proportional responses (cure opportunities before escalation)
• Documented reasoning for regulatory decisions

Step 14: Ongoing Compliance and Recertification

Participants undergo periodic recertification to maintain corridor eligibility and ensure continued 
compliance with evolving standards.

Recertification Requirements:

• Annual qualification review: financial capability, regulatory standing, operational controls
• Conformance testing updates when standards change (crypto-agility migrations, security

patches)
• Governance documentation refresh (delegation authorities, authorization procedures)
• Disaster recovery drill participation and validation

Continuous Monitoring:

• Real-time compliance screening for all transactions
• Periodic supervisory reporting (quarterly participant status, incident summaries, control

effectiveness indicators)
• Change management coordination when operational procedures or technical standards

evolve

Corridor Governance Evolution:

• Corridor Steering Committee reviews operational experience and adjusts standards as
appropriate

• Change Control Board manages updates with bilateral regulatory approval
• Participant feedback incorporated through defined consultation processes
• Lessons learned from incidents drive continuous improvement

L.4 What Changes vs. What Remains Portable

L.4.1 Elements Requiring Local Re-Authentication

Jurisdictional Regulatory Status:
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• Qualified institutional buyer determination under local regulations
• Regulatory authorization status (broker-dealer license, custodian registration)
• Compliance with local disclosure and investor protection requirements

Tax and Residency Determinations:

• Tax residency classification and withholding obligations
• Treaty benefit eligibility and documentation
• Permanent establishment considerations for cross-border operations

Local Custody and Operational Arrangements:

• Custody relationship establishment with locally-authorized custodian
• Segregation confirmations under local custody regulations
• Local dispute resolution and legal enforceability confirmations

Jurisdiction-Specific Compliance:

• Local market conduct rules and transaction reporting
• Jurisdiction-specific sanctions lists and prohibited counterparties
• Local data protection and privacy law compliance

L.4.2 Elements Remaining Portable (Subject to Equivalence Recognition)

Core Identity and Institutional Verification:

• Beneficial ownership transparency and corporate formation documentation (if jurisdictions
recognize equivalent standards)

• Institutional financial capability assessments (subject to currency conversion and local
thresholds)

• KYC documentation for parent entity and ultimate beneficial owners (supplemented with
local checks)

Credential Infrastructure and Technical Capabilities:

• Biometric enrollment and authentication framework (if technology standards deemed
equivalent)

• Key management and cryptographic attestation (HSM capabilities, signature algorithms)
• Wallet and credential orchestrator software (if conformance-tested under equivalent

standards)

Operational Playbooks and Control Frameworks:

• Incident response procedures (adapted for local regulatory notification requirements)
• Change management processes (bilateral coordination for corridor-affecting changes)
• Audit trail and logging standards (harmonized through equivalence mapping)

Risk Management and Compliance Frameworks:

• AML/KYC policies and procedures (adapted for local regulatory requirements)
• Cybersecurity controls and incident response capabilities
• Business continuity and disaster recovery frameworks
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Portability Determination Process:

• Equivalence mapping conducted by bilateral regulatory authorities per MoU
• Documented in corridor governance charter with specific attribute classifications
• Periodic review and update as regulations evolve in either jurisdiction

L.5 Operational Controls Highlights

L.5.1 Playbooks and Procedures Triggered

Onboarding and Recertification Playbook (Appendix A.1):

• Applied for [UK Subsidiary] establishment and credential issuance
• Cross-border portability procedures invoked for parent-subsidiary coordination
• Annual recertification requirements per corridor standards

Key Management and Recovery Playbook (Appendix A.2):

• Key generation for subsidiary signatories with geographic backup distribution
• Delegation key management enabling scope-bound authority
• Recovery ceremonies coordinated across jurisdictions if key compromise

Incident Response Playbook (Appendix A.3):

• Triggered for anomaly detection and Tier 2 escalation scenario
• Cross-border incident coordination per MoU provisions
• Regulatory notification timelines adapted for multi-jurisdictional context

Hold and Release Playbook (Appendix A.4):

• Invoked if sanctions screening or eligibility issues detected
• Hold placement procedures require bilateral approval for cross-border holds
• Release authorities defined in corridor governance charter

Change Management Playbook (Appendix A.6):

• Crypto-agility migrations coordinated across corridor participants
• Bilateral Change Control Board approval for corridor-affecting changes
• Staged rollout with pilot testing in single jurisdiction before corridor-wide deployment

L.5.2 Conformance Baselines Referenced

Hardware and Key Storage Baseline (Appendix B.1):

• HSM requirements harmonized through equivalence mapping (FIPS 140-2 Level 3 or
equivalent UK standard)

• Attestation procedures adapted for cross-border verification

Logging and Retention Baseline (Appendix B.3):

• Extended to capture cross-jurisdictional transaction attributes
• Retention periods align with longer of U.S. or UK requirements (7 years minimum)
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• Evidence pack format standardized for regulatory examination in both jurisdictions

Zero-Knowledge and Selective Disclosure Baseline (Appendix B.4):

• Enables privacy-preserving credential portability
• Selective disclosure allows revealing only jurisdiction-required attributes
• Supports minimal information sharing consistent with privacy regulations

L.5.3 Governance and Coordination Touchpoints

Corridor Steering Committee (Bilateral Extension of Pilot Steering Committee):

• Quarterly review of corridor operational performance
• Approval authority for corridor cap adjustments or eligibility expansions
• Incident trend analysis and continuous improvement recommendations

Change Control Board (Bilateral Composition):

• Representatives from [Regulator A], [Regulator B], and [Self-Regulatory Organizations]
• Approval required from both jurisdictions for corridor-affecting changes
• Coordination of crypto-agility migrations and security updates

Incident Coordination Function (Cross-Border Protocol):

• Defined notification timelines for cross-border incidents (2 hours for critical, 24 hours for
high severity)

• Information sharing templates preserving privacy and jurisdictional sovereignty
• Post-incident review coordination and lessons learned documentation

Evidence Pack and Examination Coordination:

• Regulatory examination requests follow MoU procedures
• Evidence sharing requires documented justification and purpose limitation
• Participants notified when cross-border information sharing occurs (except where notice

would impede enforcement investigation)

L.6 Closing: Conditional Nature and Regulatory Principles

This appendix presents an illustrative and conditional cross-jurisdictional scenario. 
Implementation of any bilateral corridor arrangement is contingent upon:

1. Successful completion of domestic pilots in both jurisdictions demonstrating operational
stability, conformance compliance, and regulatory confidence

2. Formal bilateral agreement between regulatory authorities establishing equivalence
determinations, supervisory cooperation frameworks, and governance structures

3. Legislative and regulatory authorization in both jurisdictions enabling cross-border
tokenized securities transactions with appropriate investor protections

4. Technical interoperability validation through controlled pilot testing before broader
corridor activation
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The scenario demonstrates how the Operationalization Track's core principles—investor protection
through operational excellence, market integrity through consistent standards, enhanced 
auditability and supervisory effectiveness, operational resilience and reduced systemic risk, 
and support for safe innovation—extend to cross-jurisdictional contexts while preserving critical 
safeguards:

Due Process and Civil Liberties:

• Tiered supervisory access with objective triggers and dual-control approvals 
• Purpose limitation and data minimization in cross-border information sharing 
• Post-event review and independent oversight of supervisory actions 
• Participant notification rights and appeals processes 

Operational Resilience and Risk Management:

• Conservative eligibility criteria and participant caps limiting exposure 
• Dual-mode settlement supporting atomic DvP and clearing agency integration 
• Comprehensive incident response and business continuity frameworks 
• Disaster recovery coordination across jurisdictions 

Regulatory Sovereignty and Coordination:

• Jurisdictional authority preserved (each regulator supervises domestic participants) 
• Information sharing governed by bilateral agreements with appropriate safeguards 
• Equivalence determinations respect different regulatory approaches achieving similar 

outcomes 
• Corridor governance enables coordinated evolution while respecting domestic priorities 

Investor Protection and Market Integrity:

• Qualified institutional buyer limitations ensuring sophisticated participants 
• Comprehensive compliance screening (sanctions, eligibility, concentration limits) 
• Custody and segregation standards meeting rigorous institutional requirements 
• Complete audit trails supporting regulatory examination and enforcement 

Cross-jurisdictional expansion, if pursued, proceeds incrementally with careful evaluation of 
operational experience, regulatory comfort, and demonstrated benefits. This framework provides a 
structured, conservative approach to international coordination while maintaining the investor 
protections, operational safeguards, and supervisory effectiveness essential to well-functioning 
securities markets.

END OF SUBMISSION
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References and Fundamental Standards
The Operationalization Track is grounded in established technical standards, regulatory definitions, 
and industry best practices. The operational frameworks, playbooks, and reference profiles 
presented in this submission adhere to the following standards to ensure interoperability, security, 
and compliance.

I. Regulatory and Legal Frameworks

• Securities Act of 1933, Rule 144A

• Application: Defines the eligibility criteria for Qualified Institutional Buyers 
(QIBs), which serves as the primary participant eligibility standard for this 
institutional-only pilot.

• Investment Company Act of 1940, Section 2(a)(51)(A)

• Application: Defines Qualified Purchasers, serving as a complementary eligibility 
standard for ensuring participant financial sophistication.

• Commodity Exchange Act (CEA)

• Application: Defines Eligible Contract Participant (ECP) status, utilized for 
compatibility purposes where commodity interest elements may be present.

• Bank Secrecy Act (BSA) / FinCEN Regulations

• Application: Establishes the baseline for Anti-Money Laundering (AML) and 
Know Your Customer (KYC) programs, beneficial ownership transparency, and 
suspicious activity reporting referenced in the Onboarding Playbook.

II. Cryptographic and Security Standards

• FIPS 140-2 / FIPS 140-3 (Federal Information Processing Standards)

• Application: Level 3 or higher is required for Hardware Security Modules (HSMs) 
used by institutional participants for key generation and storage. Level 2 is the 
minimum baseline for Secure Elements in mobile implementations.

• NIST SP 800-90A (Recommendation for Random Number Generation Using 
Deterministic Random Bit Generators)

• Application: Defines the mandatory standards for cryptographically secure entropy 
and random number generation during key creation ceremonies.

• NIST Post-Quantum Cryptography Standardization

• Application: Provides the technical basis for the Crypto-Agility Baseline and the 
migration path to ML-DSA (Module-Lattice-Based Digital Signature Algorithm), 
derived from CRYSTALS-Dilithium, and ML-KEM, derived from CRYSTALS-
Kyber.

• Common Criteria (ISO/IEC 15408)
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• Application: EAL 4+ (Evaluation Assurance Level) serves as the minimum
assurance benchmark for Secure Elements where FIPS certification may not be
applicable.

III. Identity, Data, and Messaging Standards

• W3C Verifiable Credentials Data Model

• Application: Defines the standard format for digital credentials, enabling
interoperable issuance, presentation, and selective disclosure of identity attributes
and qualification status.

• ISO/IEC 7816

• Application: Specifies the standards for electronic identification cards and smart
cards, used as a reference for compliant hardware token implementations.

• ISO 20022 (Financial Services – Universal Financial Industry Message Scheme)

• Application: Serves as the reference data model for messaging interoperability,
ensuring that tokenized transaction data can be mapped to traditional financial
messaging formats for reporting and settlement.

IV. Operational and Risk Management Guidelines

• NIST Cybersecurity Framework (CSF)

• Application: Informs the structure of the Incident Response Playbook (Identify,
Protect, Detect, Respond, Recover) and operational resilience metrics.

• SOC 2 (System and Organization Controls)

• Application: While not explicitly mandated as a replacement for pilot certification,
SOC 2 principles regarding security, availability, and processing integrity inform the
Evidence Pack specifications and Third-Party Assessment models.
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