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VIA EMAIL: crypto@sec.gov  
 
Commissioner Hester M. Peirce, Chair of the Crypto Task Force 
U.S. Securities and Exchange Commission  
100 F. Street, NE  
Washington, DC 20549-0213 

Re: Input on Principles for Onchain Security and Investor Protection 
 
Dear Commissioner Peirce and Members of the SEC Crypto Task Force, 
 

Blockaid Ltd. (“Blockaid”) appreciates the opportunity to provide input to the Crypto Task Force (“Task 
Force”) of the Securities and Exchange Commission (the “Commission” or the “SEC”) in response to 
Commissioner Hester Peirce’s February 21, 2025 statement entitled “There Must Be Some Way Out of 
Here” (the “Statement”) which solicits input on issues related to blockchain technology and crypto 
assets.1  Our response focuses on the security risks facing digital asset markets and investor protection, 
and on practical, technology-neutral safeguards that can mitigate such risks in an increasingly onchain 
environment. 

Executive Summary 

Digital asset markets are among the most innovative developments in modern finance, introducing new 
efficiencies, novel forms of economic coordination, and technology-driven models of investor-
participation. Yet these same innovations operate at internet speed, with immutable settlement, self-
custody, and pseudonymous participants—conditions that create risks that differ materially from those of 
traditional securities markets and that remain insufficiently addressed in current financial-sector 
cybersecurity policy and strategy frameworks. The speed and finality of digital asset transactions create 
acute vulnerabilities that expose investors to harm and raise market-integrity concerns. 

Blockaid calls the Task Force’s attention to a simple truth emerging across our datasets, casework, and 
ecosystem analysis:  the overwhelming majority of investor losses in digital assets today arise not from 
illicit finance typologies or traditional AML gaps, but from preventable cybersecurity failures and scams. 

Blockaid recommends that the Task Force consider aligning longstanding SEC investor-protection rules 
with the immutable, real-time nature of onchain environments. In this document we emphasize why 
protection must shift from post-hoc enforcement to pre-execution prevention and how existing obligations 
should be interpreted as we see digital assets being more broadly adopted.  

Blockaid further recommends that the Task Force recognize the following principles of prevention, which 
are technology-neutral and consistent with existing securities laws and SEC cybersecurity resilience 
priorities:2 

1. Real-time, pre-execution mechanisms that assess the risk of a transaction before it is submitted 
for execution (e.g., transaction simulation, analysis and validation) are reasonable safeguards for 

	
1 See Statement, Commissioner Hester M. Peirce, “There Must Be Some Way Out of Here,” U.S. Securities & 
Exchange Commission (Feb. 21, 2025), available at https://www.sec.gov/newsroom/speeches-statements/peirce-
statement-rfi-022125 
 
2 See, e.g., U.S. Securities and Exchange Commission, Division of Examinations, Fiscal Year 2026 Examination 
Priorities, available at https://www.sec.gov/files/2026-exam-priorities.pdf.  

mailto:crypto@sec.gov
https://www.sec.gov/newsroom/speeches-statements/peirce-statement-rfi-022125
https://www.sec.gov/newsroom/speeches-statements/peirce-statement-rfi-022125
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digital-asset intermediaries (that go beyond existing Know Your Transaction (KYT) checks 
which simply review previously labeled destination addresses). 

2. Authorization controls, such as advanced smart contract aware policy engines that are deployed 
alongside multi-party or multi-signature wallets that can perform automated co-signing and 
review of transactions, are an essential risk mitigant. 

3. Continuous monitoring and timely detection of threats promote orderly markets and 
operational resilience. 

4. Clear disclosures and warnings are necessary to reduce fraud and protect retail participants. 

5. Protocols and applications performing trading, execution, governance, or asset-movement 
functions should adopt safeguards proportional to the risks they create.    

These principles do not prescribe a regulatory framework, nor do they require new categories of regulated 
entities. They articulate how core investor-protection values translate into an environment where 
transactions are irreversible, attacks are automated, and investors operate without traditional 
intermediaries. 

Blockaid stands ready to support the Task Force as it evaluates these issues and would welcome the 
opportunity to provide technical demonstrations and further data. 

____________________________________________________________________________________ 

“In a free society, the rules that govern economic life should be knowable, reasoned, and appropriately 
constrained. When we stretch the securities laws beyond their proper scope, when we treat every 
innovation as presumptively suspect, we stray from that core principle. When we recognize the limits of 
our authority, when we acknowledge that investment contracts can end and networks can stand on their 
own merits, we honor it” - Securities and Exchange Commission Chairman Paul Atkins3 

_____________________________________________________________________________________ 
 
 
I. Introduction 
 
The Commission has long understood that investor protection depends on the integrity, resilience, and 
trustworthiness of market infrastructure. In digital asset markets, that infrastructure includes wallets, 
smart contracts, decentralized protocols, custodial systems, and interfaces through which investors access 
blockchain networks. 

In Chairman Atkins’s foundational speech announcing Project Crypto, 4  he stated that “We need a 
regulatory framework for crypto asset securities that allows these products to flourish within American 
markets.” To this end, a fit-for-purpose framework for digital assets must be paired with complementary 
measures that strengthen ecosystem security and resilience, protect investors, and sustain market 
confidence. We are pleased to share our insights on cybersecurity and onchain risk mitigation, as well as to 

	
3 Paul S. Atkins, American Leadership in the Digital Finance Revolution, Speech at the America First Policy 
Institute (July 31, 2025), available at https://www.sec.gov/newsroom/speeches-statements/atkins-digital-finance-
revolution-073125 
4 Speech, Chairman Paul S. Atkins, “American Leadership in the Digital Finance Revolution,” U.S. Securities & 
Exchange Commission (July 31, 2025), available at https://www.sec.gov/newsroom/speeches-statements/atkins-
digital-finance-revolution-073125.  

https://substack.com/redirect/10e27b97-226f-4f8e-87fa-bf8d08614b25?j=eyJ1IjoiNjQza2drIn0.cvikOOn5mRIUBeMuEGT8o_MHoRSM1sUZkcuvXf7YsLc
https://www.sec.gov/newsroom/speeches-statements/atkins-digital-finance-revolution-073125
https://www.sec.gov/newsroom/speeches-statements/atkins-digital-finance-revolution-073125
https://www.sec.gov/newsroom/speeches-statements/atkins-digital-finance-revolution-073125
https://www.sec.gov/newsroom/speeches-statements/atkins-digital-finance-revolution-073125
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discuss how practical, technically sound safeguards can complement existing industry-led solutions and 
ensure that critical protective work happens directly onchain. 
 

Chairman Atkins’s statements reflect the need for a principles-based, technology-neutral understanding of 
prevention—one that ensures investors receive the same fundamental protections they expect in 
traditional markets, even as the technical environment evolves. 

About Blockaid 

Founded in 2022 by cybersecurity and defense veterans, Blockaid is a leading provider of transaction-
level threat prevention and simulation technology for the Web3 ecosystem. Our mission is to safeguard 
users, protocols, and platforms from the growing landscape of malicious activity that threatens the 
integrity of decentralized finance and digital asset markets. Blockaid’s technology leverages advanced 
heuristics, artificial intelligence (“AI”), and real-time behavioral analysis to simulate the outcomes of 
smart contract interactions across multiple blockchains before transactions are executed.   

The Blockaid platform analyzes and protects millions of transactions for some of the most widely used 
digital asset wallets, exchanges, smart contracts, asset managers, and applications in the crypto 
ecosystem. Our direct, interface-level integrations provide proprietary data and unique insights into the 
methods and frequency of onchain attacks. This vantage point enables Blockaid to identify emerging 
threats far earlier than traditional analytic tools. 
 
 
II. The Nature of Security Risks in Digital Asset Markets 
 
Data collected across the industry demonstrates that the dominant source of investor harm in digital asset 
markets today is cyber-enabled fraud, technical exploitation, and deception—not AML gaps or traditional 
money-laundering activity. 

Blockaid’s analysis of onchain behavior, integrated across millions of wallets and thousands of 
decentralized applications, aligns with this finding. For example: 

• In 2024, the crypto ecosystem experienced a record number of security incidents, including   
 three hacks exceeding $50 million.5  
• A global exchange lost $1.5 billion in a single February 2025 incident6. 
• More than $12.4 billion was lost to pig-butchering scams in 2024 alone7. 

 
These risks manifest differently across categories of market participants: 

• Exchanges face risks of signer compromise, insider abuse, and fraudulent withdrawals. 
• Custodians face key-management failures and unauthorized transactions. 
• Decentralized protocols face smart-contract exploits and governance manipulation. 

	
5 See Shahid, Mohammed, “Over $2.3 Billion Stolen in Crypto Hacks and Frauds in 2024,” Be(In) Crypto, 
December 23, 2024, available at https://beincrypto.com/crypto-hacks-2024-losses-reach-over-2-
billion/?utm_source=chatgpt.com.  
6 See Tidy, Joe, “North Korean hackers cash out hundreds of millions from $1.5bn ByBit hack,” BBC, March 9, 
2025, available at https://www.bbc.com/news/articles/c2kgndwwd7lo.  
7 See Mattackal, Lisa Pauline, “Crypto scams likely set new record in 2024 helped by AI, Chainalysis says,” 
Reuters, February 14, 2025, available at https://www.reuters.com/technology/crypto-scams-likely-set-new-record-
2024-helped-by-ai-chainalysis-says-2025-02-14/?utm_source=chatgpt.com.    

https://beincrypto.com/crypto-hacks-2024-losses-reach-over-2-billion/?utm_source=chatgpt.com
https://beincrypto.com/crypto-hacks-2024-losses-reach-over-2-billion/?utm_source=chatgpt.com
https://www.bbc.com/news/articles/c2kgndwwd7lo
https://www.reuters.com/technology/crypto-scams-likely-set-new-record-2024-helped-by-ai-chainalysis-says-2025-02-14/?utm_source=chatgpt.com
https://www.reuters.com/technology/crypto-scams-likely-set-new-record-2024-helped-by-ai-chainalysis-says-2025-02-14/?utm_source=chatgpt.com
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• Wallets face blind-signing and malicious dApp interactions. 
• Financial institutions face unsafe third-party integrations and tokenization vulnerabilities. 

Regardless of venue, once a malicious transaction is executed, assets are irreversibly lost. A blockchain’s 
immutability—while supporting transparency and finality—creates an exceptionally narrow window to 
prevent harm. 
 
 
III. Limitations of Legacy Tools 
 
Traditional securities markets rely on intermediaries, delayed settlement, and reversible instructions. 
Digital assets operate under different conditions: 

• Transactions settle in sub-seconds; subpoenas and post-hoc forensics arrive far too late. 
• Addresses can be created instantly, frustrating traditional sanctions screening. 
• Smart contract interactions are opaque to most investors, making intent hard to verify. 
• Phishing and wallet-drainer kits are deployed at scale using AI-driven tools. 

Tracing, analytics, and sanctions lists remain important—but they cannot prevent investor loss. Once a 
malicious transaction is executed, funds are often irrecoverable. This is why the President’s Working 
Group on Digital Asset Markets has identified pre-emptive transaction simulation and validation as a 
critical safeguard and a foundational component of modern onchain risk mitigation.8 
 
 
IV. Aligning SEC Investor-Protection Frameworks With Digital-Asset Realities 

The Commission’s investor-protection framework is grounded in technology-neutral principles expressed 
through an array of federal securities laws, including the Securities Exchange Act of 1934 (the “Exchange 
Act”), Regulation Systems Compliance and Integrity (“Regulation SCI”), and Regulation S-P, all of 
which were developed for intermediated markets in which regulated entities control customer accounts, 
can cancel or adjust trades, and can contain operational incidents after they occur. 

Digital-asset markets—particularly those involving self-custody, smart contracts, and decentralized 
protocols—operate under materially different technical assumptions. Transactions are authorized directly 
by users, often settle in seconds, and are immutable once confirmed onchain. Malicious activity 
frequently originates at the user-interface or smart-contract level rather than within a single, supervised 
intermediary. To remain effective, the Commission’s longstanding investor-protection duties must 
therefore be translated into safeguards that operate before a transaction is executed onchain. 

A. Exchange Act Investor-Protection Duties 

The Exchange Act and the rules thereunder reflect core expectations that broker-dealers, exchanges, and 
other intermediaries will maintain systems, controls, and supervisory procedures reasonably designed to 
prevent fraud and manipulative practices, protect customer assets, and promote fair and orderly markets.9  

	
8 See Report, President’s Working Group on Digital Asset Markets, “Strengthening American Leadership in Digital 
Financial Technology,” p. 121 (July 30, 2025), available at https://www.whitehouse.gov/wp-
content/uploads/2025/07/Digital-Assets-Report-EO14178.pdf.    
9 See, e.g., Sections 6, 15(c), and 17(a) of the Exchange Act, 15 U.S.C. §§ 78f, 78o(c), 78q(a). 

https://www.whitehouse.gov/wp-content/uploads/2025/07/Digital-Assets-Report-EO14178.pdf
https://www.whitehouse.gov/wp-content/uploads/2025/07/Digital-Assets-Report-EO14178.pdf
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These expectations are traditionally implemented through pre-trade risk controls, surveillance, and 
supervisory review. 

In digital-asset markets, however, there is often no centralized intermediary with unilateral authority to 
halt or reverse an investor-authorized onchain transaction. Investor harm occurs the moment a transaction 
is signed and propagated; after that point, remedies are limited or entirely unavailable.  

Recommendation: In settings where transactions are immutable and investor harm is instantaneous, 
securities-law duties should be understood to encompass reasonable pre-transaction safeguards, including 
simulation and validation of transaction outcomes and real-time behavioral analysis designed to detect 
malicious or anomalous activity before execution. 

B. Regulation SCI (17 C.F.R. §§ 242.1000–242.1007) 

Regulation SCI establishes requirements relating to the capacity, integrity, resiliency, availability, and 
security of critical systems operated by certain key market participants, including national securities 
exchanges and alternative trading systems. It requires, among other things, robust policies and 
procedures, testing, monitoring, and incident-response capabilities for “SCI systems” and associated 
systems. These requirements presuppose that covered entities have centralized visibility into their 
systems, can detect and contain incidents, and can coordinate halts or other remedial actions to protect 
market participants. 

In digital-asset environments, exploitable vulnerabilities may exist not only within centralized 
infrastructure but also within smart contracts, decentralized applications, bridges, and wallet interactions 
that fall outside traditional SCI system boundaries. Attacks can unfold in milliseconds, and once an 
exploit transaction is included onchain, neither the affected protocol nor any centralized venue can 
unilaterally reverse it. The functional analogue of systems integrity and incident containment must 
therefore operate ex-ante. 

Recommendation: The Commission should recognize that, in digital-asset markets, controls consistent 
with the objectives of Regulation SCI include: (1) pre-execution mechanisms such as transaction 
simulation, exploit and anomaly detection, and user-facing warnings that assess risk before a transaction 
is submitted to the network, thereby reducing the likelihood of SCI-type incidents manifesting onchain; 
and (2) ongoing monitoring, testing, and incident-response policies and procedures, consistent with the 
objectives of Regulation SCI, that are reasonably designed to preserve the integrity, resiliency, and 
security of digital-asset systems by detecting misconfigurations, vulnerabilities, and anomalous activity in 
smart contracts and associated infrastructure, and by enabling timely response to malicious or exploitative 
transactions. 

C. Regulation S-P (17 C.F.R. Part 248, including § 248.30) 

Regulation S-P’s Safeguards Rule requires brokers, dealers, investment companies, and registered 
investment advisers to adopt policies and procedures reasonably designed to ensure the security and 
confidentiality of customer records and information and to protect against anticipated threats or 
unauthorized access or use. These obligations assume that the covered institution exercises control over 
customer account access, can identify unauthorized activity through access controls and monitoring, and 
can block or reverse suspicious transfers. 

In digital-asset systems, particularly in non-custodial or hybrid models, users authorize transactions 
directly using private keys. Many successful attacks do not involve traditional account “hacking,” but 
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instead rely on deception—malicious websites, spoofed interfaces, or smart contracts that cause investors 
to sign transactions with unintended effects. Once signed and confirmed, such transactions cannot be 
reversed by the platform, even if promptly detected. In this context, the only meaningful way to “protect 
against unauthorized access or use” is to prevent or intercept malicious transaction requests before they 
are executed. 

Recommendation: Interpreting Regulation S-P in a technology-neutral manner for digital-asset markets 
should include recognizing pre-signature and pre-execution safeguards—such as simulation of the precise 
effects of a transaction, detection of known malicious destinations or behaviors, and real-time alerts or 
blocks when a transaction exhibits high-risk characteristics—as reasonable measures to protect customer 
information and assets in environments where the firm cannot unilaterally halt or reverse onchain activity. 
 
 
V. A Principles-Based Framework for Digital-Asset Investor Protection 

Taken together, these securities laws reflect a consistent, technology-neutral expectation: regulated 
entities should design and maintain systems and controls that are reasonably tailored to the risks of the 
environment in which they operate. In digital-asset markets, that environment is characterized by 
instantaneous, immutable settlement and a high degree of automation. 

Accordingly, the Task Force should articulate principles that: 

1. Prioritize prevention over reaction where transactions cannot be unwound; 
2. Recognize pre-execution analysis and validation as the functional equivalent of traditional 

systems and supervisory controls; 
3. Apply proportional safeguards based on the risks created by particular activities and functions; 

and 
4. Emphasize transparency and auditability of automated risk assessments and decisions. 

Such an approach would not expand the Commission’s mandate or create new categories of regulated 
entities. Instead, it would clarify how longstanding obligations under the Exchange Act, Regulation SCI, 
Regulation S-P, and the cybersecurity disclosure rules should be understood in the context of digital-asset 
markets, and it would provide a clear, principles-based foundation for market participants to design and 
implement effective, prevention-oriented controls. 

Accordingly, Blockaid recommends that the Task Force consider endorsing the following principles as 
applied to investor-protection obligations in digital asset markets: 

1. Real-time, pre-execution mechanisms that assess the risk of a transaction before it is submitted 
for execution (e.g., transaction simulation, analysis and validation) are reasonable safeguards for 
digital-asset intermediaries (that go beyond existing Know Your Transaction (KYT) checks 
which simply review previously labeled destination addresses). 

2. Authorization controls, such as advanced smart contract aware policy engines that are deployed 
alongside multi-party or multi-signature wallets that can perform automated co-signing and 
review of transactions, are an essential risk mitigant. 

3. Continuous monitoring and timely detection of threats promote orderly markets, operational 
resilience as well as risk mitigation and prevention in real-time. 

4. Clear disclosures and warnings are necessary to reduce fraud and protect retail participants. 
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5. Protocols and applications performing trading, execution, governance, or asset-movement 
functions should adopt safeguards proportional to the risks they create.  

These principles update investor protection for a market in which the consequences of failure are 
instantaneous and irreversible. 

Application of Principles to Key Market Participants 

Below we consider some of the key risks for key digital asset market participants and digital asset market 
infrastructure and identify safeguards and solutions that may meet the standards articulated by the 
principles. 

While legislative and regulatory clarity are essential to support responsible growth in digital asset 
markets, such clarity should preserve the flexibility, autonomy, and permissionless design of 
decentralized protocols and self-custodial systems. The examples below are intended to illustrate how 
risk-mitigation principles may be applied in a manner proportional to function and technical role, not to 
suggest that all participants should be treated as intermediaries or subject to uniform regulatory 
obligations. In non-custodial environments, these safeguards are best understood as security-critical, user-
protective measures implemented at the interface or application layer—enhancing user safety and market 
integrity without conferring custodial status or discretionary control. 

Centralized Exchanges (CEXs) 

Key risks include signer compromise, insider threats, and fraudulent withdrawals. Reasonable safeguards 
include:  

• Multi-party authorization and policy-based transaction approvals; 
• Transaction simulation and validation; 
• Fraud-pattern and anomaly detection; and  
• Role-based access controls. 

Custodians 

Key risks include unauthorized transactions and protocol-interaction risk. Reasonable safeguards include:  

• Multi-party computation (MPC) and robust key-management controls;  
• Policy-based co-signing; 
• Protocol-interaction scanning; and  
• Automated alerting and suspicious behavior detection. 

Decentralized Protocols 

Key risks include code vulnerabilities, governance abuse, and integration flaws. Reasonable safeguards 
include:  

• Code-audit and upgrade simulation; 
• Real-time exploit monitoring; 
• Admin-function and privileged call controls;10 and  

	
10 Because decentralized protocols often lack centralized gatekeepers, the ability to detect governance-related or 
admin-function abuse before execution is particularly important.   
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• User-facing warnings for anomalous or high-risk contract interactions. 

Wallets 

Key risks include blind signing and malicious web infrastructure. Reasonable safeguards include: 

• Transaction simulation and interpretation;  
• dApp reputation scanning; 
• Consumer-friendly warnings and prompts; and  
• Integration of threat-intelligence datasets. 

Financial Institutions 

Key risks include stablecoin-contract vulnerabilities and unsafe integrations. Reasonable safeguards 
include:  

• Administrative call simulation;  
• Dual-control approvals; 
• Behavioral monitoring of asset-moving patterns; and  
• Third-party-risk scanning of protocol and integration partners. 

 
 
VII. Conclusion 
 
Digital asset markets offer profound opportunities for efficiency, innovation, and financial inclusion. But 
without preventative safeguards, investors remain exposed to risks that legacy tools cannot mitigate. 
Principles-based, real-time prevention offers a technology-neutral path aligned with the Commission’s 
mission to protect investors and maintain fair and orderly markets. 

Blockaid greatly appreciates the opportunity to share its views on these important investor protection 
issues and the broader evolution of the digital assets markets and stands ready to support the Commission 
and the Task Force in this work. We would greatly appreciate the opportunity to meet with the Task Force 
to provide technical demonstrations of the risks and solutions described herein, including real-time 
simulations of common attack vectors and examples of preventable investor harm.  

Such a meeting would allow the Task Force to see firsthand how pre-execution safeguards function in 
practice, how they complement existing regulatory expectations, and how they can materially reduce risks 
to investors in onchain environments. 

Please do not hesitate to contact Pete Eskew at pete@blockaid.co or (404) 502-7497 with any questions 
or to discuss further. 

 

Sincerely, 

 

Pete Eskew 
Vice President, Government 

mailto:pete@blockaid.copete

