
 

 

 
 
 
 
 

 

 

  

 

          
         

             
   

    

OFFICE OF 

INSPECTOR 
GENERAL 

OFFICE OF AUDITS 

U.S. SECURITIES AND 
EXCHANGE COMMISSION 

REPORT NO. 562 

SEPTEMBER 30, 2020 

Opportunities Exist To Improve 
the SEC’s Management of 

Mobile Devices and Services 

This report contains non-public information about the U.S. Securities and Exchange 
Commission’s information technology program. We redacted the non-public information to 

create this public version. All redactions are pursuant to Freedom of Information Act exemption 
(b)(7)(E) unless otherwise stated. 

REDACTED FOR PUBLIC RELEASE 

EdwardsT
Cross-Out



 

 
 

 

 

  

   

 

  
  

 
 

  
  

  
 

 
  

 
 

 
  

  

 

 
   

  
 

  
 

  
 

 
  

  
 

     

UNITED STATES 

SECURITIES AND EXCHANGE COMMISSION 
 WASHINGTON, D.C. 20549 

OFFICE OF 
INSPECTOR GENERAL 

M E M O R A N D U M 

September 30, 2020 

TO: Kenneth Johnson, Chief Operating Officer 

FROM: Carl W. Hoecker, Inspector General 

SUBJECT: Opportunities Exist To Improve the SEC’s Management of Mobile Devices and 
Services, Report No. 562 

Attached is the Office of Inspector General (OIG) final report detailing the results of our audit of 
the U.S. Securities and Exchange Commission’s (SEC) management of mobile devices and 
services. The report contains seven recommendations that should help improve the SEC’s 
management of mobile devices and services. 

On September 18, 2020, we provided management with a draft of our report for review and 
comment. In its September 25, 2020, response, management concurred with our 
recommendations. We have included management’s response as Appendix V in the final 
report. 

Within the next 45 days, please provide the OIG with a written corrective action plan that 
addresses the recommendations. The corrective action plan should include information such 
as the responsible official/point of contact, timeframe for completing required actions, and 
milestones identifying how management will address the recommendations. 

We appreciate the courtesies and cooperation extended to us during the audit.  If you have 
questions, please contact me or Rebecca L. Sharek, Deputy Inspector General for Audits, 
Evaluations, and Special Projects. 
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EXECUTIVE SUMMARY 
Opportunities Exist To Improve the SEC’s Management of Mobile 
Devices and Services 

REPORT NO. 562 | SEPTEMBER 30, 2020 

WHY WE DID THIS AUDIT 
Executive Order 13589 directed Federal 
agencies to assess information 
technology (IT) device inventories and 
usage, and to establish controls to 
ensure agencies do not pay for unused 
or underused IT equipment, including 
smartphones and tablets (collectively 
referred to as mobile devices). The Office 
of Management and Budget also 
published guidance for acquiring and 
managing mobile devices and services. 
Although mobile devices offer greater 
workplace flexibilities, they are 
susceptible to security compromise; are 
vulnerable to theft, loss, or damage; and 
create challenges for ensuring the 
confidentiality, integrity, and availability of 
the information they access, store, and 
process. 

We conducted this audit to evaluate the 
U.S. Securities and Exchange 
Commission’s (SEC or agency) 
management of mobile devices and 
services. Specifically, we assessed the 
agency’s (1) controls for managing costs 
associated with SEC-issued mobile 
devices in fiscal year (FY) 2019 and in 
the first quarter of FY 2020 (that is, 
between October 2018 and December 
2019); and (2) efforts to safeguard SEC 
information accessed, stored, or 
processed on mobile devices with access 
to the agency’s network in FY 2020. 

WHAT WE RECOMMENDED 
We made seven recommendations to 
improve the SEC’s management of 
mobile devices and services. 
Management concurred with the 
recommendations, which will be closed 
upon completion and verification of 
corrective action. This report contains 
non-public information about the SEC’s 
information technology program. We 
redacted the non-public information to 
create this public version. 

WHAT WE FOUND 
The SEC’s employees and contractors use mobile devices to perform their work and 
access SEC information. According to agency usage reports, between October 2018 
and December 2019, the SEC spent nearly $5 million on about 6,300 mobile devices 
and associated services. The agency used enterprise-wide contracts and a mobile 
device management system to implement safeguards. However, the SEC has not 
effectively managed its mobile devices and associated costs. 

Specifically, about half of the devices on the SEC’s primary wireless service provider 
usage reports during the period we reviewed were either unused or appeared to be 
underused, while other devices appeared to have high data usage, in some cases for 
potentially unauthorized purposes. In addition, the SEC did not (1) provide evidence 
to support and justify international charges; (2) consistently maintain documentation 
to demonstrate the continued business need for devices; and (3) adequately plan for 
the replacement of mobile devices and services. These conditions occurred because 
the agency’s Office of Information Technology (OIT) did not establish and/or 
implement controls, including comprehensive processes and procedures, to 
effectively oversee the SEC’s mobile devices and services. As a result, the SEC: 

• did not leverage available information to effectively manage mobile devices and 
services, thereby wasting almost $732,000 on 1,567 devices with zero usage 
between October 2018 and December 2019; 

• spent nearly $160,000 on international charges between July and December 
2019 without documented justifications to support that those costs were for valid 
business needs; and 

• spent about $1 million in FY 2019 to replace mobile devices at a higher price 
instead of procuring mobile device models available at no or lower additional cost 
without a documented justification. 

To safeguard information accessed, stored, and processed on mobile devices, the 
SEC took steps to improve mobile device security controls during our audit. For 
example, in FY 2020, OIT assessed the security of mobile devices enrolled in the 
mobile device management system, made progress to ensure those devices used 
more recent operating system versions, and incorporated mobile device security into 
the SEC’s annual privacy and information security awareness training program. 
However, additional safeguards are needed to adequately document security controls 
applicable to mobile devices and improve policies and procedures addressing mobile 
device inventory controls, provisioning, applications, sanitization, and operating 
system updates. Also, OIT should implement controls to effectively mitigate the risk of 
allowing certain mobile devices to access the SEC’s network. Because OIT had not 
developed comprehensive policies and procedures specific to mobile device security 
or adequate processes to ensure compliance with recognized major controls affecting 
enterprise mobile device security, the SEC’s processes did not adequately ensure 
compliance, assess risk, identify issues, or mitigate vulnerabilities specific to mobile 
device security. 

We also identified a matter related to the effectiveness of the SEC’s mobile device 
sanitization process that did not warrant recommendations. We discussed this matter 
with agency management for their consideration. 

For additional information, contact the Office of Inspector General at (202) 551-6061 or http://www.sec.gov/oig. 
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Background and Objectives 

BACKGROUND 
The U.S. Securities and Exchange Commission’s (SEC or agency) employees and contractors use 
smartphones and tablets (collectively referred to as mobile devices) to perform their work and to access 
SEC information resources anywhere and at any time. The SEC spends about $3.6 million each year on 
mobile devices and services, and manages an inventory of thousands of mobile devices. Executive 
Order 13589, issued in November 2011, directed Federal agencies to assess device inventories and 
usage, and to establish controls to ensure agencies do not pay for unused or underused information 
technology (IT) equipment, including mobile devices.1 In addition, in May 2012, the Office of Management 
and Budget (OMB) published a digital government strategy governing, among other things, the purchase 
and management of mobile devices across the government.2 As part of the strategy, and to promote 
fiscal responsibility, OMB required agencies to develop and maintain an enterprise-wide inventory of their 
mobile devices and wireless service contracts, and to include an evaluation of government-wide contract 
vehicles in their alternatives analysis for all new mobile-related procurements. In August 2016, OMB 
published additional guidance for acquiring and managing mobile devices and services, noting that the 
Federal Government cannot efficiently and effectively buy mobile devices and services if it does not have 
visibility into what it buys, or if it does not know what it needs to help fulfill agency missions.3 

Although mobile devices with computing capabilities offer greater workplace flexibility, they (1) are 
susceptible to security compromise; (2) are vulnerable to theft, loss, and damage; and (3) create 
challenges for ensuring the confidentiality, integrity, and availability of the information they access, store, 
and process. According to the National Institute of Standards and Technology (NIST), security controls 
and control enhancements focus on the fundamental safeguards necessary to protect information during 
processing, while in storage, and during transmission.4 Therefore, mobile device programs with an 
inadequate set of safeguards may result in the compromise and/or unauthorized access of agency data 
including, but not limited to, non-public or personally identifiable information. 

The SEC uses the U.S. General Services Administration (GSA) Federal Strategic Sourcing Initiative 
(FSSI) Wireless Blanket Purchase Agreement to contract with three wireless service providers (WSPs)—

 (hereinafter referred to as WSP1), (hereinafter referred to as WSP2), and 
(hereinafter referred to as WSP3)—for mobile device cellular voice and data plans. According to agency 
usage reports, between October 2018 and December 2019, the SEC spent nearly $5 million on about 

1 Executive Order 13589, Promoting Efficient Spending; November 2011. 
2 Office of Management and Budget, Digital Government: Building a 21st Century Platform to Better Serve the American People; 
May 2012. 
3 Office of Management and Budget, M-16-20, Category Management Policy 16-3: Improving the Acquisition and Management of 
Common Information Technology: Mobile Devices and Services; August 2016. 
4 NIST Special Publication (SP) 800-53, Security and Privacy Controls for Federal Information Systems and Organizations, 
Revision 4; April 2013. 
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OA to acquire mobile devices and services that meet SEC requirements, and monitoring WSPs’ 
deliverables for compliance with contract terms. 

Customer Services Branch. OIT’s Customer Services Branch provides first-level support for SEC 
customers for general IT needs, including mobile device needs. This includes issuing SEC mobile 
devices to authorized agency and contractor personnel, provisioning and enrolling SEC-issued 
and contractor-issued mobile devices in the MDM,6 and assisting users with making changes to 
their device settings. 

OIT Information Security Organization. The OIT Information Security Organization is responsible 
for implementing and maintaining technical controls to protect SEC information systems, 
networks, and telecommunications. OIT Information Security is also responsible for developing, 
implementing, and maintaining information security policies, procedures, standards, and 
guidelines. This includes establishing, documenting, and approving the security configurations of 
the SEC’s mobile device infrastructure, and defining the agency’s mobile device security policies. 

Infrastructure Engineering Branch. OIT’s Infrastructure Engineering Branch is responsible for the 
MDM infrastructure. This includes implementing mobile device security policies and profiles in 
coordination with the OIT Information Security Organization, and testing and implementing the 
MDM and updates. 

IT Asset Management Branch. The IT Asset Management Branch provides accountability and 
oversight of IT assets across the SEC. This includes receiving IT equipment and assets, including 
mobile devices, and managing and accounting for the agency’s IT equipment and asset 
inventory. 

OBJECTIVES 
Our overall objective was to evaluate the SEC’s management of mobile devices and services. 
Specifically, we assessed the SEC’s: 

1. controls for managing costs associated with SEC-issued smartphones and tablets in fiscal year 
(FY) 2019 and the first quarter of FY 2020 (that is, between October 2018 and December 2019); 
and 

2. efforts to safeguard SEC information accessed, stored, or processed on mobile devices with 
access to the agency’s network in FY 2020. 

To address our objectives, we (1) interviewed staff from OA and OIT; (2) reviewed applicable Federal 
guidance and SEC regulations, policies, and procedures; (3) reviewed OIT and OA risk control matrices 
and management assurance statements for FY 2019; and (4) identified and assessed internal controls 

6 According to NIST SP 1800-4, Mobile Device Security: Cloud and Hybrid Builds (February 2019), mobile device provisioning and 
enrollment includes identifying and associating specific mobile devices with organizational user accounts to ensure that remote 
access is granted only to authorized users using approved devices. 
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relevant to our audit. In addition, we used analytical tools to review mobile device data such as mobile 
device usage reports, MDM reports, electronic invoices, and  inventory reports. We also performed 
other tests and assessments using nonstatistical, judgmental samples to determine whether the SEC 
(1) issued mobile devices to users based on need and in accordance with SEC guidance, (2) consistently 
implemented mobile device security configurations in accordance with agency and Federal security 
baselines, (3) decommissioned lost or stolen mobile devices in a timely manner, and (4) ensured mobile 
devices awaiting to be disposed were effectively sanitized. 

Appendix I includes additional information about our scope and methodology, including our review of 
relevant internal controls and prior coverage. Appendix II summarizes the SEC’s mobile device and 
service costs for the period we reviewed, by WSP and rate plan. Appendix III provides examples of 

 for the SEC’s mobile device program, as further discussed in Finding 2. Appendix 
IV includes our calculation of monetary impact (that is, unsupported costs) we identified during our audit.7 

7 As Appendix IV states, we relied on the Inspector General Act of 1978, as amended (Public Law 95- 452; 5 U.S.C. App.), to define 
unsupported costs. 
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Results 

FINDING 1. THE SEC HAS PROCESSES FOR PROCURING AND ISSUING MOBILE 
DEVICES, BUT HAS NOT EFFECTIVELY MANAGED MOBILE DEVICES AND 
ASSOCIATED COSTS 
An Executive Order and OMB guidance directed agencies to better manage mobile device spending. To 
manage its own operations, the SEC established an acceptable use policy, a high-level directive 
governing mobile devices, and processes for procuring mobile devices and services using enterprise-
wide contracts under the GSA FSSI wireless program. However, the agency has not effectively managed 
its mobile devices and associated costs. This occurred because OIT did not establish and/or implement 
controls, including comprehensive processes and procedures, to effectively oversee the SEC’s mobile 
devices and services based on business needs and good governance.8 As a result, the SEC: 

• did not leverage available information to effectively manage mobile devices and services, thereby 
wasting almost $732,000 on 1,567 devices with zero usage between October 2018 and 
December 2019;9 

• spent nearly $160,000 on international charges between July and December 2019 without 
documented justifications to support that those costs were for valid business needs; and 

• spent about $1 million in FY 2019 to replace mobile devices at a higher price instead of procuring 
mobile device models available at no or lower additional cost without a documented justification. 

Federal Guidance and SEC Policy for Managing Mobile Devices and 
Services 
As previously discussed, Executive Order 13589 addresses the need for agencies to assess current 
device inventories (including mobile device inventories) and usage. The Executive Order also states that 
agencies should take steps to limit the number of IT devices (including mobile devices) issued to 
employees. Moreover, OMB’s 2012 digital government strategy sought to ensure that the government 
seized opportunities to procure and manage devices in smart, secure, and affordable ways. With the 
issuance of OMB Memorandum M-16-20 in 2016, OMB encouraged agencies to: 

• reduce the number of contracts for mobile devices and services; 

• transition to a government-wide solution(s); and 

8 According to the Comptroller General of the United States, good governance in the public sector is critical to fulfill the 
government’s responsibility to citizens and taxpayers (GAO-07-78CG; April 2007). 
9 The 2018 revision to the Government Auditing Standards (GAO-18-568G, July 2018) states, “Waste is the act of using or 
expending resources carelessly, extravagantly, or to no purpose. Importantly, waste can include activities that do not include abuse 
and does not necessarily involve a violation of law. Rather, waste relates primarily to mismanagement, inappropriate actions, and 
inadequate oversight.” 
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• optimize the level of service acquired by analyzing over and under usage and establishing and 
enforcing agency-wide policies for identifying and terminating unused devices and services. 

OMB Memorandum M-16-20 makes it clear that, “the Federal Government cannot efficiently and 
effectively buy mobile devices and services if it does not have visibility into what it buys today or if it does 
not know what it needs to help fulfill agency missions.” According to the Memorandum, “too often, 
agencies buy excessive levels of service, such as unlimited data and minute plans, when a lesser amount 
of data or number of minutes pooled across many thousands of users would meet the demands of the 
agency without risk of overage charges.” 

At the SEC, OIT’s high-level directive governing the agency’s mobile devices discusses the importance of 
establishing a business need before management grants eligible employees a device.10 According to the 
directive, “the SEC offers mobile devices as another tool for performing assigned duties and to facilitate 
the appropriate use of this technology for work-
related purposes.” In addition, according to the 
SEC’s administrative regulation (SECR) on the Government-provided IT resources are 
acceptable use of agency IT resources, for official and authorized purposes 
government-provided IT resources (including 
mobile devices) are intended for official and 
authorized purposes, and employees are permitted to make limited (“de minimis”) use of those resources 
for personal purposes.11 However, the permission for limited personal use does not create a right to use 
SEC IT resources for non-governmental purposes, or extend to modifying equipment, including loading 
personal software or making configuration changes, such as installing video streaming applications 
(apps). 

Despite Federal guidance and agency policy regarding good mobile device governance, the SEC has not 
effectively managed its mobile devices and associated costs. As further discussed in the sections that 
follow, we found that:  

• about half of the devices on the SEC’s WSP1 usage reports from October 2018 through 
December 2019 were either unused or appeared to be underused, while other devices appeared 
to have high data usage, in some cases without validating that such usage was for authorized 
purposes;  

• the SEC did not provide evidence to support and justify international charges incurred by users of 
SEC mobile devices; 

10 OIT Directive 24-4.3-PD-01, Hand Held Communication (Mobile) Devices Operating Procedure; October 2016. 
11 SECR 24-4.3, Acceptable Use Of SEC Information Technology Resources, Revision 5; May 2018. This SECR defines “de 
minimis” as personal use that involves negligible additional expense to the Government and does not disrupt or interfere with 
operations.  
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• the SEC did not consistently maintain documentation to demonstrate the continued business 
need for mobile devices; and 

• the SEC did not adequately plan for the replacement of mobile devices and services.  

Devices Were Either Unused or Were Potentially Underused, While Others 
Had High Data Usage for Potentially Unauthorized Purposes 
OIT receives from each of the three WSPs monthly usage reports that include charges for total data, 
voice, and text messages, as well as international charges. In addition, at least every 6 months, OIT 
receives from each WSP a rate plan analysis report that includes the SEC’s historical spending. As 
previously stated, about 98 percent of the SEC’s mobile device costs were paid to WSP1. Based on the 
two WSP1 rate plan analysis reports we reviewed (covering September 2018 to August 2019), and 
consistent with the WSP1 contract, the data available per user was generally per month 
under the pooling plans.12 We reviewed the SEC’s WSP1 usage reports from October 2018 through 
December 2019, detailing usage for 6,339 mobile devices, and determined the following: 

• 1,573 devices (or about 25 percent) had zero data usage for the entire period reviewed. 
This included 1,567 devices with zero data, no voice, and no text messaging. The remaining 
6 devices each had zero data, less than 330 voice minutes, and less than 90 text messages for 
the entire period reviewed. 

• 1,643 devices (or about 26 percent) appeared to be underused based on their data usage. 
Although OIT did not establish specific definitions or usage thresholds, for the purposes of this 
audit and as Appendix I explains, we defined “potential underuse” as average monthly data usage 
between  and (or data usage of less than  for the entire period reviewed). 

• 199 devices (or about 3 percent) appeared to have high data usage. As previously stated, 
OIT did not establish specific definitions or usage thresholds. For the purposes of this audit and 
as Appendix I explains, we defined “potential high usage” as average monthly data usage above 

• The remaining 2,924 devices (or about 46 percent) had an average monthly data usage 
between and  This included 2,885 devices with average monthly data usage 
within the available per user, and 39 devices with average monthly data usage between 

 and 

Figure 1 on the next page depicts the distribution of the devices within each category. 

12 A small number of users assigned devices had unlimited data plans. According to WSP1’s online calculator, using  of data in 
a month corresponds to sending and receiving about 30,000 e-mails.  
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The SEC Did Not Adequately Plan for the Replacement of Mobile Devices 
and Services 
As part of an agency-wide smartphone refresh initiative, the SEC replaced mobile devices and services in 
FY 2019 without adequate planning. OIT officials told us that they decided to upgrade to mobile devices 
with a higher price instead of procuring mobile device models available at no or lower additional cost, so 
that the agency maintains its ability to update versions, and to avoid performing another agency-wide 
refresh event for a period of time. According to OMB Memorandum M-16-20, the Federal Government 
should evaluate the cost of replacing mobile devices, and “previous generation devices are typically 
equally capable of meeting all the requirements and needs of a Government user” at potentially lower 
prices than the latest models. Agency capital planning processes also address the decision criteria that 
officials should use when selecting IT investments, stating that investment selection criteria should 
include establishing whether and how proposed investments have been evaluated to determine their 
benefits and risks from both business and technical perspectives.20 Although OIT officials provided e-mail 
communications indicating they had discussed the pricing and technical feasibility of upgrading to higher 
priced devices, OIT officials did not perform and document an evaluation to determine (1) the cost, type, 
and quantities of mobile devices and services that needed to be replaced; and (2) the rationale (including 
the benefits and risks) for upgrading to higher priced devices. 

The conditions we observed occurred because OIT did not establish and/or implement controls, including 
comprehensive processes and procedures, to effectively oversee the SEC’s mobile devices and services 
based on business needs and good governance. Specifically, OIT did not have processes requiring 
periodic reviews and reconciliations of mobile device usage reports, rate plan analysis reports, and MDM 
reports. Without such processes, OIT personnel did not review the SEC’s mobile device usage to identify 
and address key indicators of potential inefficient or unauthorized use including overuse, underuse, or 
zero use. In addition, OIT did not have processes requiring periodic reviews of WSPs’ invoices. Without 
such processes, the contracting officer’s representatives responsible for overseeing the SEC’s mobile 
device and services contracts did not review monthly invoices to ensure unusual or additional charges, 
such as international charges, were accurate, were for authorized purposes, and were adequately 
supported. Moreover, existing OIT guidance for issuing mobile devices did not include processes to 
periodically assess and recertify the continued need for mobile devices, did not specify the criteria for 
assigning rate plans to mobile device users, and did not include a process for communicating assigned 
plans. Finally, OIT did not define a mobile device program-level acquisition strategy. Notably, a previous 
OIG audit recommended that OIT establish a uniform refresh plan or a strategic approach for the 
replacement of hardware assets.21 As of the date of this report, the audit recommendation remains open. 

20 SECR 24-02, Information Technology Capital Planning and Investment Control, Revision 2.2; July 2018. 
21 U.S. Securities and Exchange Commission, Office of Inspector General, The SEC Has Processes To Manage Information 
Technology Investments But Improvements Are Needed (Report No. 555, September 2019). 
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As a result, the SEC did not leverage available information to effectively manage mobile devices and 
services, thereby wasting almost $732,000 on 1,567 devices with zero usage between October 2018 and 
December 2019. As further discussed in Appendix IV, the SEC also spent nearly $160,000 on 
international charges between July and December 2019 without documented justifications to support that 
those costs were for valid business needs. In addition, the SEC spent about $1 million22 to replace mobile 
devices at a higher price instead of procuring mobile device models available under the GSA FSSI 
Wireless Blanket Purchase Agreement at no or lower additional cost without a documented justification. 
This procurement, made under the WSP1 contract, included a bulk acquisition of mobile devices for about 
$700,000, which the agency did not capitalize even though this bulk acquisition was above the 
capitalization threshold specified in the Office of Financial Management’s Reference Guide23 and in the 
SECR on property management.24 The Office of Financial Management reviewed all mobile device 
acquisitions over the life of the WSP1 contract during our audit, and determined that the bulk acquisition 
in question was not material to the agency’s financial statements. Moreover, the agency’s position is that 
the cost of mobile devices is an incidental cost which is integral to the service being provided and thus 
should not be capitalized given that the total cost of mobile devices acquired under the WSP1 contract 
represented less than 10 percent of the overall contract value. However, to ensure the agency’s policy is 
clear, the Office of Financial Management proposed to update applicable guidance to specifically exclude 
mobile devices from the SEC’s capitalization rules in the future. 

During our audit, OIT officials stated that the SEC is continuously evolving and improving its processes 
for managing mobile devices, and OIT suspended some of the devices we identified with zero usage. OIT 
also initiated quarterly reviews of mobile device usage. However, the roles, responsibilities, and activities 
involved in the review process were not documented as of the date of this report, and other corrective 
actions are needed as recommended below. 

RECOMMENDATIONS, MANAGEMENT’S RESPONSE, AND EVALUATION OF 
MANAGEMENT’S RESPONSE 
To improve the SEC’s management of its mobile devices and associated costs, we recommend that OIT: 

Recommendation 1: 
Assess the continued business need for the devices we identified as unused and potentially underused; 
and, as appropriate, take action to suspend services to those devices. 

Management’s Response. Management concurred with the recommendation. According to the Chief 
Operating Officer, the Office of Information Technology is continuing to work with the vendors to 
analyze the lines of service identified as unused or potentially underused, and will discontinue 

22 Although the SEC received loyalty credits and credits for turning in old devices (totalling $340,392), the agency would have 
received these credits regardless of the equipment model selected. 
23 The Office of Financial Management’s Reference Guide is the repository for the SEC’s financial policies and procedures, business 
process narratives, issue papers, and reference materials. 
24 SECR 9-2, Property Management Program, Revision 4; October 2018. 
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services to any mobile device deemed to no longer have a business need. The Office of Information 
Technology will also apply the policies and procedures developed pursuant to recommendation 3 to 
perform ongoing reviews of the continued business need for devices. Management’s complete 
response is reprinted in Appendix V. 

OIG’s Evaluation of Management’s Response. Management’s proposed actions are responsive; 
therefore, the recommendation is resolved and will be closed upon verification of the action taken. 

Recommendation 2: 
Establish and implement comprehensive processes and procedures and/or update existing guidance to: 

a. Require periodic reviews and reconciliations of mobile device usage reports, rate plan analysis 
reports, and mobile device management sytem reports to identify and address key indicators of 
potential inefficient or unauthorized use including overuse, underuse, or zero use. 

b. Require periodic reviews of wireless service providers’ invoices to ensure unusual or additional 
charges, such as international charges, are accurate, are for authorized purposes, and are 
adequately supported. 

Management’s Response. Management concurred with the recommendation. According to the Chief 
Operating Officer, the Office of Information Technology will establish and implement processes and 
procedures for performing the periodic reviews described in this recommendation. Management’s 
complete response is reprinted in Appendix V. 

OIG’s Evaluation of Management’s Response. Management’s proposed actions are responsive; 
therefore, the recommendation is resolved and will be closed upon verification of the action taken. 

Recommendation 3: 
Update existing guidance to include periodic assessments and recertifications of the continued need for 
mobile devices, specify criteria for assigning rate plans to mobile device users, and establish a process 
for communicating the plans’ limits to users. 

Management’s Response. Management concurred with the recommendation. According to the Chief 
Operating Officer, the Office of Information Technology will update existing guidance to include 
periodic assessments and recertifications of the continued need for mobile devices, specify criteria for 
assigning rate plans to mobile device users, and establish a process for communicating the plans’ 
limits to users. Management’s complete response is reprinted in Appendix V. 

OIG’s Evaluation of Management’s Response. Management’s proposed actions are responsive; 
therefore, the recommendation is resolved and will be closed upon verification of the action taken. 
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Recommendation 4: 
Define an agency-wide mobile device program-level acquisition strategy, including conditions and criteria 
for approving the procurement of mobile devices that meet defined SEC requirements. 

Management’s Response. Management concurred with the recommendation. According to the Chief 
Operating Officer, the Office of Information Technology will formalize and document its acquisition 
strategy for mobile devices prior to the next program-level acquisition. The strategy will be linked to 
the agency’s capital planning and investment control guidance for steady state acquisitions, and will 
define the proposed timeframes, list the documents required, and identify the steps required for this 
type of investment. Management’s complete response is reprinted in Appendix V. 

OIG’s Evaluation of Management’s Response. Management’s proposed actions are responsive; 
therefore, the recommendation is resolved and will be closed upon verification of the action taken. 
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FINDING 2. THE SEC HAS TAKEN STEPS TO SAFEGUARD INFORMATION 
ACCESSED, STORED, AND PROCESSED ON MOBILE DEVICES, BUT 
ADDITIONAL SAFEGUARDS ARE NEEDED 
NIST SP 800-53 presents the state-of-the-practice safeguards (that is, security controls) for Federal 
information systems and organizations necessary to protect information during processing, while in 
storage, and during transmission. In addition, NIST SP 800-124 identifies controls specific to mobile 
devices.25 To ensure information accessed, stored, and processed on mobile devices is safeguarded, the 
SEC took steps to improve mobile device security controls during our audit. For example, in FY 2020, OIT 
performed a security assessment of mobile devices enrolled in the MDM. In addition, OIT made progress 
in ensuring that mobile devices enrolled in the MDM use more recent operating system versions. 
Furthermore, OIT incorporated mobile device 
security into the SEC annual privacy and 
information security awareness training program. 
However, additional improvements are needed to 
adequately safeguard SEC mobile devices. 
Specifically, OIT needs to adequately document 

device inventory controls, provisioning, apps, sanitization, and operating system updates. 
security controls applicable to mobile devices and improve policies and procedures addressing mobile 

Improvements are needed to 
adequately safeguard SEC mobile 

devices  

Because OIT had not developed comprehensive policies and procedures 
specific to mobile device security or adequate processes to ensure compliance with NIST major controls 
affecting enterprise mobile device security, the SEC’s processes did not adequately ensure compliance, 
assess risk, identify issues, or mitigate vulnerabilities specific to mobile device security. 

Federal Guidance Applicable to Mobile Device Security 

According to NIST SP 800-53, a system security plan (SSP) is a formal document that provides an 
overview of the security requirements for an information system and describes the security controls in 
place or planned for meeting those requirements. NIST also states “the protection of a system must be 
documented in [an SSP].” Mobile device security controls include establishing usage restrictions, 
configuration requirements, connection requirements, and implementation guidance for organization-
controlled mobile devices; and authorizing the connection of mobile devices to organizational information 
systems. Furthermore, NIST SP 800-124 identifies 21 “major controls” in the NIST SP 800-53 control 
catalog that affect enterprise mobile device security. 

25 NIST SP 800-124, Guidelines for Managing the Security of Mobile Devices in the Enterprise, Revision 1; June 2013. 
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reconciled to the MDM during our audit, OIT inventory control processes did not include a periodic 
reconciliation between the  systems. 

Without accurate and complete inventories of mobile devices connected to the agency’s network, the 
SEC may be unable to identify and properly mitigate mobile device vulnerabilities. In addition, the agency 
may not ensure proper accountability over its mobile devices and risks paying for unused or underused 
mobile devices, as Finding 1 discusses. 

 In a previous audit report, we 
recommended that OIT define and implement a process to develop and maintain up-to-date inventories 
that include detailed information necessary for tracking and reporting of hardware assets connected to the 
agency’s network.29 As of the date of this report, the audit recommendation remains open. 

OIT Should Consistently Provision Mobile Devices Enrolled in the MDM 

The SEC uses the MDM to secure and remotely manage mobile devices.30 The MDM allows OIT to 
assign device profiles to each mobile device. Device profiles represent the settings used to enforce SEC 
security and compliance policies. From our judgmental sample of 20 SEC-issued mobile devices out of 
nearly 4,200 SEC devices enrolled in the MDM, we found that 19 
the MDM.31 However, OIT did not provide any documentation supporting these 

Similarly, from our judgmental sample of 10 mobile devices enrolled 
in the MDM, we found that 5 

 supporting 
 these devices. During our audit, OIT initiated efforts to identify 

on devices enrolled in the MDM. 

According to NIST SP 800-124, a mobile device security policy should define how provisioning should be 
handled. In addition, NIST states, “it is important to determine how both new and existing devices will be 
provisioned with client software, authenticators, configuration settings, etc.” 

29 U.S. Securities and Exchange Commission, Office of Inspector General, Audit of the SEC’s Compliance With the Federal 
Information Security Modernization Act for Fiscal Year 2017 (Report No. 546, March 2018). 
30 As previously discussed, the SEC has a small number of mobile devices, which OIT identified as low risk. 
31 During our audit, OIT performed an analysis and identified at least 64 devices with missing or non-standard profiles. 
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OIT Should Effectively Mitigate the Risk From Untrusted Mobile Device 
Apps 

Mobile devices are designed to make it easy to find, acquire, install, and use third-party apps from mobile 
device app stores. However, without adequate safeguards, the use of untrusted apps increases the risk of 
unauthorized access to SEC data. According to NIST SP 800-124, mobile device security considerations 
include restricting which app stores may be used and restricting which apps may be installed through app 
“allow lists” (preferable) or “prohibited lists.”32 In addition, NIST includes app vetting as a major 
consideration for mobile device security. According to NIST, to reduce the risk from untrusted apps, 
organizations can (1) prohibit all installation of third-party apps; (2) allow installation of approved apps 
only; or (3) implement a secure container that isolates the organization’s data and apps from all other 
data and apps on the mobile device. 

To mitigate the risk from untrusted apps, 

32 An agency implements app “allow lists” to allow the installation of apps only if they are contained on a pre-specified list; whereas 
“proh bited lists” allow the installation of all apps except for those contained on a pre-specified list. 
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According to NIST SP 800-124, each organization should make its own risk-based decisions about what 
levels of access should be permitted from which types of mobile devices. NIST also states that 
organizations may have more restrictive requirements for work involving sensitive information, such as 
permitting only organization-issued devices to be used. In addition, the Mobile Security Reference 
Architecture states that the use of non-GFE devices (such as contractor-issued mobile devices) for 
agency work “should be governed by a policy of informed consent with some technical enforcement.” This 
guidance also states that, although there is currently no legal precedent to do so, agencies should work 
with their respective Office of the General Counsel to determine whether their policies or procedures 
could support the confiscation or destruction of non-GFE under specific circumstances, such as spillage 
of controlled unclassified information. 

Overall, by taking additional steps to improve security policies and procedures for its mobile devices, the 
agency will reduce the likelihood of compromise, loss, and/or unauthorized access of agency data 
including, but not limited to, non-public information or personally identifiable information. 

RECOMMENDATIONS, MANAGEMENT’S RESPONSE, AND EVALUATION OF 
MANAGEMENT’S RESPONSE 
To improve safeguards on information accessed, stored, and processed on mobile devices to mitigate 
risks of unauthorized disclosure of SEC non-public information and/or personally identifiable information, 
we recommend that OIT: 
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OIG’s Evaluation of Management’s Response. Management’s proposed actions are responsive; 
therefore, the recommendation is resolved and will be closed upon verification of the action taken. 

Recommendation 7: 
In coordination with the Office of the General Counsel, assess the risk of allowing 

 If the agency’s determination is to continue 

Management’s Response. Management concurred with the recommendation. According to the Chief 
Operating Officer, the Office of Information Technology will analyze the risk 

 and if this 
risk is deemed appropriate, the agency will develop policies and processes addressing the use of 
these devices. Management’s complete response is reprinted in Appendix V. 

OIG’s Evaluation of Management’s Response. Management’s proposed actions are responsive; 
therefore, the recommendation is resolved and will be closed upon verification of the action taken. 
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Other Matter of Interest 

During our audit, we identified a matter that did not warrant recommendations. We discussed this matter 
with agency management for their consideration. The matter, management’s response, and our 
evaluation of management’s response are described below. 

Effectiveness of the SEC’s Mobile Device Sanitization Process 
Mobile devices often need additional protection because their nature generally places them at higher 
exposure to threats than other devices, including the unintentional disclosure of sensitive data on 
decommissioned devices. Sanitization refers to a process that renders access to target data on the media 
infeasible for a given level of effort. According to NIST SP 800-88, parties attempting to obtain sensitive 
information may seek to focus their efforts on alternative access means such as retrieving residual data 
on media that has left an organization without sufficient sanitization efforts having been applied. 
Consequently, applying effective sanitization techniques is a critical aspect of ensuring that sensitive SEC 
data is effectively protected against unauthorized disclosure. 

. We appreciate management’s attention to this 
matter and consider the matter resolved, and may review any actions taken in the future. 
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Appendix I. Scope and Methodology 

We conducted this performance audit from November 2019 through September 2020 in accordance with 
generally accepted government auditing standards. Those standards require that we plan and perform 
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. We believe that the evidence obtained provides a reasonable 
basis for our findings and conclusions based on our audit objectives. 

Objective and Scope 
Our overall objective was to assess the SEC’s management of mobile devices and services. Specifically, 
we assessed the SEC’s (1) controls for managing costs associated with SEC-issued smartphones and 
tablets in FY 2019 and in the first quarter of FY 2020 (that is, between October 2018 and December 
2019); and (2) efforts to safeguard SEC information accessed, stored, or processed on mobile devices 
with access to the agency’s network in FY 2020. 

For the purpose of this audit, we limited our review of mobile device and service costs to smartphones 
and which represented the vast majority of mobile devices that accessed the SEC’s network during 
the period we reviewed. In addition, we did not assess the security controls of smartphones and tablets 
that were not enrolled in the MDM because, according to OIT personnel, those devices had limited 
access to SEC resources. We performed detailed tests of relevant information from the period between 
October 1, 2018, and December 31, 2019, and remained abreast of developments in the SEC’s 
management of mobile devices and services throughout our audit. We performed fieldwork at the SEC’s 
Headquarters in Washington, DC, although our review included mobile devices issued to SEC employees 
from across the agency, including its regional offices. 

Methodology 
To address our objectives, among other work performed, we sent written inquiries to and interviewed 
officials from OIT and OA to gain an understanding of the SEC’s processes for managing mobile devices 
and services, and safeguarding the information accessed, stored, and processed on mobile devices. In 
addition, we: 

• reviewed applicable Federal guidance; 

• reviewed relevant SEC policies, procedures, and administrative regulations, and OIT documents 
addressing mobile device security risks; 

• assessed internal controls relevant to our audit; and 

• used analytical tools to review mobile device data (such as inventory reports, MDM reports, and 
WSPs’ invoices and usage reports) from the period we reviewed. 
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Because OIT did not establish specific definitions or mobile device usage thresholds, for the purposes of 
this audit, we defined “potential underuse” as average monthly data usage between  and 

 (or data usage of less than  for the entire period reviewed), and “potential high use” as 
average monthly data usage above  To determine these ranges/categories, we used the 
frequency distribution to analyze the spread of average monthly data usage reported in WSP1 usage 
reports between October 2018 and December 2019. We did not analyze the average monthly text usage 
because WSP1 service plans provide unlimited text per device. In addition, we did not analyze the 
average monthly voice usage because WSP1 invoices reviewed showed that the SEC received more 
credit from pooling voice than data. 

We also selected and reviewed a number of nonstatistical, judgmental samples. Specifically, to determine 
whether the SEC issued mobile devices to users based on need and in accordance with SEC guidance, 
we judgmentally selected and reviewed information relevant to a sample of 25 users with SEC-issued 
mobile devices out of about 4,100 users included in usage reports during the period we reviewed. To 
assess whether the SEC consistently implemented mobile device security configurations in accordance 
with agency and Federal security baselines, we judgmentally selected and reviewed information relevant 
to 20 SEC-issued mobile devices and 10 mobile devices out of about 4,300 devices 
enrolled in the MDM as of January 17, 2020. In addition, to determine whether the SEC decommissioned 
lost or stolen mobile devices in a timely manner, we judgmentally selected and reviewed information 
relevant to 10 of the 92 devices reported lost or stolen during the period we reviewed. Finally, to 
determine whether mobile devices awaiting disposal were effectively sanitized, we judgmentally selected 
and performed limited testing of five mobile devices collected from OIT in June 2020. Although these 
samples were nonstatistical and our results cannot be projected to the total population for each test 
performed, the evidence we gathered helped support our findings, conclusions, and recommendations. 

Internal Controls 
We identified and assessed internal controls, applicable internal control components, and underlying 
principles significant to our objectives, as described below. 

Control Environment. We assessed the control environment established by OIT’s Network Operations 
Branch, Customer Services Branch, Information Security Organization, Infrastructure Engineering Branch, 
and IT Asset Management Branch, as key OIT groups with separate roles and responsibilities for 
overseeing the SEC's mobile device program.  

Risk Assessment. We obtained and reviewed OIT’s and OA’s FY 2019 management self-assessment 
statements and risk controls matrices to identify risks and controls related to mobile devices or the SEC’s 
mobile device program. OIT and OA did not identify internal control deficiencies related to mobile devices. 
We also reviewed OIT security assessment reports, policies, procedures, guidance, and supporting 
documents to determine whether management identified security risks applicable to mobile devices and 
clearly defined the objectives of the SEC’s mobile device program, including what is to be achieved, who 
is to achieve it, how it will be achieved, and the timeframes for achievement. In addition, we inquired 
about OIT’s processes for ensuring accurate reporting/accounting treatment of mobile device 
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acquisitions, and for ensuring the SEC is not paying for unused or underused devices, or for devices used 
by non-current SEC employees or contractors, or for unauthorized purposes. 

Control Activities. We reviewed applicable Federal guidance and SEC policies, procedures, and 
administrative regulations to identify and test key control activities. We also sent inquiries to responsible 
personnel to obtain written descriptions of the control activities applicable to mobile devices. Control 
activities identified and reviewed included the SEC’s use of enterprise-wide contract mechanisms; top-
level reviews of mobile device usage, including wireless service providers’ invoices; security controls over 
mobile devices; and access restrictions. 

Information and Communication. We determined that OIT communicated policies and procedures 
related to mobile devices to SEC staff through the SEC internal site and the agency’s annual privacy and 
information security awareness training. 

Monitoring. We reviewed SEC policies, procedures, and administrative regulations, and discussed with 
OIT officials their roles and responsibilities for monitoring the cost of SEC mobile devices and services, 
and in implementing safeguards to secure mobile devices used to access, store, or process SEC 
information. Monitoring activities reviewed included invoice reviews, inventory control processes, mobile 
device security baselines and configurations, and security assessment reports. 

Based on the work performed, as noted in this report, we identified internal control deficiencies that were 
significant within the context of our objectives. Our recommendations, if implemented, should correct the 
weaknesses we identified. 

Data Reliability 
GAO’s Assessing Data Reliability (GAO-20-283G, December 2019) states, “data reliability means that 
data are applicable for audit purpose and are sufficiently complete and accurate.” Data primarily pertains 
to information that is entered, processed, or maintained in a data system and is generally organized in, or 
derived from, structured computer files. Furthermore, GAO-20-283G defines “applicability for audit 
purpose,” “completeness,” and “accuracy” as follows: 

“Applicability for audit purpose” refers to whether the data, as collected, are valid measures of the 
underlying concepts being addressed in the audit’s research objectives. 

“Completeness” refers to the extent that relevant data records and fields are present and 
sufficiently populated. 

“Accuracy” refers to the extent that recorded data reflect the actual underlying information. 

To address our objectives, we relied on computer-processed data such as mobile device usage reports, 
MDM reports, electronic invoices, and inventory reports. To assess the reliability of usage reports, 
MDM reports, and electronic invoices, we interviewed OIT officials, performed a walkthrough of the MDM, 
and reconciled usage reports to invoices. In addition, to assess the reliability of  inventory reports, 
we reviewed the SEC OIG report Audit of the SEC’s Compliance With the Federal Information Security 
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Modernization Act for Fiscal Year 2017 (Report No. 546, March 2018), which addressed the need for the 
SEC to define and implement a process to develop and maintain up-to-date inventories that include 
detailed information necessary for tracking and reporting of hardware assets (including mobile devices) 
connected to the agency’s network. We also analyzed and reconciled inventory reports to MDM 
reports. Based on our assessment, we found the data from the usage reports, MDM reports, and 
electronic invoices sufficiently reliable for the purpose of this audit. We incorporated the discrepancies 
noted between inventory reports and MDM reports in Finding 2 of this report. 

Prior Coverage 
Between 2012 and 2020, the SEC OIG and GAO issued the following reports of particular relevance to 
this audit. 

SEC OIG: 
• Audit of the SEC’s Compliance With the Federal Information Security Modernization Act for Fiscal 

Year 2017 (Report No. 546, March 2018). 

• Fiscal Year 2018 Independent Evaluation of SEC’s Implementation of the Federal Information 
Security Modernization Act of 2014 (Report No. 552, December 2018). 

• The SEC Has Processes To Manage Information Technology Investments But Improvements Are 
Needed (Report No. 555, September 2019). 

• Fiscal Year 2019 Independent Evaluation of SEC’s Implementation of the Federal Information 
Security Modernization Act of 2014 (Report No. 558, December 2019). 

GAO: 
• Information Security – Better Implementation of Controls for Mobile Devices Should be 

Encouraged (GAO-12-757, September 2012). 

• Telecommunications: Agencies Need Better Controls to Achieve Significant Savings on Mobile 
Devices and Services (GAO-15-431, May 2015). 

• Federal Personal Property: Opportunities Exist to Improve Identification of Unneeded Property for 
Disposal (GAO-18-257, February 2018). 

These reports can be accessed at https://www.sec.gov/oig (SEC OIG) and https://www.gao.gov (GAO). 
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Appendix V. Management Comments 
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Major Contributors to the Report 
Kelli Brown-Barnes, Audit Manager 
Sara Tete Nkongo, Lead Auditor 
Michael Burger, Auditor 
Douglas Carney, Auditor 
Sharice Cole, Auditor 
David B. Witherspoon, Senior Attorney 

Comments and Suggestions 
If you wish to comment on the quality or usefulness of this report or suggest ideas for future audits, 
evaluations, or reviews, please send an e-mail to OIG Audit Planning at AUDplanning@sec.gov. 
Comments and requests can also be mailed to the attention of the Deputy Inspector General for Audits, 
Evaluations, and Special Projects at the address listed above. 

TO REPORT 

fraud, waste, and abuse 
Involving SEC programs, operations, employees, 
or contractors 

FILE A COMPLAINT ONLINE AT 

www.sec.gov/oig 

CALL THE 24/7 TOLL-FREE OIG HOTLINE 

833-SEC-OIG1 
CONTACT US BY MAIL AT 
U.S. Securities and Exchange Commiss 
Office of Inspector General 
100 F Street, N.E. 
Washington, DC 20549 
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