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UNITED STATES

SECURITIES AND EXCHANGE COMMISSION
WASHINGTON, D.C. 20549
OFFICE OF
INSPECTOR GENERAL

May 23, 2019
TO:

Kenneth Johnson, Chief Operating Officer

FROM:

Carl W. Hoecker, Inspector General

SUBJECT:

Final Management Letter: Update on the SEC’s Progress Toward Redesigning
the Electronic Data Gathering, Analysis, and Retrieval System

In September 2017, the U.S. Securities and Exchange Commission (SEC or agency) Office of
Inspector General (OIG) reported observations about controls over the SEC’s Electronic Data
Gathering, Analysis, and Retrieval (EDGAR) system enhancements and redesign efforts. 1 We
noted that the SEC’s EDGAR Redesign (ERD) program is a multi-year, cross-agency initiative
and, since 2014, the SEC had taken steps to develop and implement a new electronic
disclosure system that meets agency needs. We made one recommendation to strengthen the
agency’s ERD program. 2 Since issuing our September 2017 report, we have continued to
monitor the SEC’s progress toward redesigning the EDGAR system. We have not conducted
an audit or evaluation in conformance with generally accepted government auditing standards
or the Council of the Inspectors General on Integrity and Efficiency’s Quality Standards for
Inspection and Evaluation. However, based on the work performed, we are reporting concerns
that warrant management’s attention. We are also requesting that the SEC provide
information about its plans to redesign the EDGAR system and, in the interim, (b) (7)(E)
in the existing EDGAR system. This letter contains non-public information about
the agency’s efforts to redesign the EDGAR system. We redacted the non-public information
to create this public version.

Executive Summary
Since 2015, the U.S. Government Accountability Office (GAO) has reported that the
management of information technology (IT) acquisitions and operations is a high-risk area
needing attention by the executive branch and Congress. According to GAO, “Federal IT

1

U.S. Securities and Exchange Commission, Office of Inspector General, Audit of the SEC’s Progress in
Enhancing and Redesigning the Electronic Data Gathering, Analysis, and Retrieval System, Report No. 544;
September 28, 2017.
2

To improve the effectiveness of the ERD program, we recommended that the agency address constraints
impacting the timely completion, review, and approval of contractor deliverables, commensurate with the ERD
program’s strategic significance and importance to the SEC. After verifying completion of corrective action taken,
on September 27, 2018, we closed the recommendation for reporting purposes.
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investments too frequently fail or incur cost overruns and schedule slippages while contributing
little to mission-related outcomes.” 3 Moreover, in an April 2017 report, GAO noted that, in
reports issued between fiscal years 2010 and 2015, GAO made 803 recommendations to the
Office of Management and Budget and Federal agencies to address shortcomings in IT
acquisitions and operations. 4
To maintain visibility into this high-risk area with respect to the SEC, we continued to monitor
the agency’s progress toward redesigning the EDGAR system, which is at the heart of the
agency’s mission of protecting investors; maintaining fair, orderly, and efficient markets; and
facilitating capital formation. In 2014, the SEC formally began efforts to redesign the system
and, since that time, has taken several steps to develop a new electronic disclosure system,
including spending about $10.6 million on related contracts. However, we determined that:
•

The agency’s approach to redesigning the EDGAR system is unclear;

•

ERD program cost and schedule estimates presented to agency decision makers and
senior officials were not based on best practices; and

•

The EDGAR Business Office (EBO) created a Grand Functional Requirements
Document (Grand FRD) for the redesigned EDGAR system, but did not include
sufficient detail about the system’s security requirements.

As we reported in September 2018, 5 the existing EDGAR system continues to operate (E)
(b) (7)(E)
. Over the last two years, the EBO and
the SEC’s Office of Information Technology (OIT) initiated a multi-phase “EDGAR Security
Uplift” (b) (7)(E)
. This effort is ongoing.
(b) (7)

To help us determine whether further action by the OIG is warranted, we are requesting that
the SEC clarify and provide to the OIG its approach to redesigning the EDGAR system. We
are also requesting that the SEC describe planned or ongoing actions to:
a. manage the ERD program using reliable cost and schedule estimates based on
established methods and valid data;
b. integrate “functional requirements” with “non-functional requirements,” including those
for security, recoverability, testability, and maintainability, with sufficient detail that future
offerors can propose viable solutions and designs as part of a future competitive
procurement; and
c. further manage (b) (7)(E)

in the existing EDGAR system.

3

U.S. Government Accountability Office, High-Risk Series: Substantial Efforts Needed to Achieve Greater
Progress on High-Risk Areas, GAO-19-157SP; March 6, 2019.
4

U.S. Government Accountability Office, INFORMATION TECHNOLOGY Opportunities for Improving
Acquisitions and Operations, GAO-17-251SP; April 11, 2017.
5

U.S. Securities and Exchange Commission, Office of Inspector General, Evaluation of the EDGAR System’s
Governance and Incident Handling Processes, Report No. 550; September 21, 2018.
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Background
Federal securities laws require public companies to disclose information on an ongoing
basis, and EDGAR is the database of disclosure documents that public companies are
required to file with the SEC. EDGAR’s purpose is to increase the efficiency and fairness of
the securities markets for the benefit of investors, corporations, and the economy by
accelerating the receipt, acceptance, dissemination, and analysis of time-sensitive corporate
information filed with the SEC. The SEC implemented the EDGAR system in 1992, although
development of an “electronic library” began almost a decade earlier. 6
Although the SEC continues to enhance the EDGAR system to accommodate changes in
technology and address the increasing complexity and volume of filings submitted to the
agency, in September 2014, the agency launched a “multi-year initiative to develop the next
generation electronic disclosure system,” called the ERD program. The intent of the ERD
program is to create a new, modernized system that will, among other things:
•

meet requirements for real-time system updates,

•

reduce filer burden by providing simplified search and filing options based on filer
experience,

•

improve data capture by moving to structured formats for various SEC forms that will
reduce the burden of producing and consuming the data, and

•

limit the long-term costs of operating and maintaining the system.

To accomplish these goals, the SEC took several steps, including awarding multiple contracts
at a total cost of about $10.6 million. These contracts have included efforts to (1) review and
analyze the current disclosure environment (at a cost of about $4.4 million), (2) identify
EDGAR system stakeholder needs and prepare a request for proposal (at a cost of $122,500),
and (3) gather functional and non-functional requirements for the new system (at a cost of
about $6.1 million). In addition, as discussed further below, several organizations within the
SEC have shared responsibility for redesigning the EDGAR system.
OIT. OIT supports the Commission and SEC staff in all aspects of IT, including
application development, infrastructure operations and engineering, IT program management,
capital planning, security, and enterprise architecture. OIT operates the EDGAR system and
hosts the EDGAR database for free public access, and (b) (7)(E)
serves as the information system owner. In addition, OIT’s information
security organization provides engineering expertise to help identify strategies for developing
and deploying technology in a secure manner. Security personnel also evaluate controls for

6

According to a May 2016 speech by then SEC Commissioner Kara Stein, the SEC began building an “electronic
library” in 1984. The agency awarded the first contract to build the EDGAR system, as a source of information for
investors, in 1989.
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storing, processing, and transmitting sensitive information, and regularly detect and respond to
security incidents affecting SEC systems, including EDGAR.
EBO. The EBO, which includes the EDGAR Program Office, provides direct executivelevel oversight for the ongoing transformation of specific functions and programs, including
business ownership of the EDGAR system and the ERD program. The EBO Director serves
as the business owner for the EDGAR system. The EDGAR Program Office provides
operational support to the EBO and coordinates between SEC divisions and offices to resolve
EDGAR-related issues. The EDGAR Program Office also serves as a business partner to OIT
and represents the business interests of SEC divisions and offices in the EDGAR software
development lifecycle.
ERD Oversight Board, Cyber Initiative Working Group, and IT Investment Boards. The
ERD Oversight Board provides oversight, including input and support for addressing material
issues or risks, and approves the overall strategic direction of the ERD program. In addition,
although not a formal committee, in 2017, the agency established a Cyber Initiative Working
Group composed of senior officials to centralize and enhance decision-making for information
security agency-wide and to oversee and lead a number of priority cyber initiatives, including
those related to the EDGAR system. Finally, the SEC’s IT investment boards are responsible
for selecting, overseeing, and evaluating IT investments within their purview, including those
related to the ERD program. Such boards include the Information Officers’ Council, which is
responsible for determining which IT investments best meet the needs of the agency, among
other things.

Scope and Methodology
Between October 2018 and May 2019, we continued to monitor the SEC’s progress toward
redesigning the EDGAR system. We interviewed SEC officials, including OIT and EBO
personnel, ERD Oversight Board members, and Cyber Initiative Working Group members. We
also reviewed presentations, meeting minutes, budget submissions, and functional
requirements. Although the work performed did not constitute an audit or evaluation in
conformance with generally accepted government auditing standards or Quality Standards for
Inspection and Evaluation, the observations noted warrant management’s attention and
response.

Results
Agency’s Approach to Redesigning the EDGAR System Is Unclear. Over time, the SEC’s
approach to redesigning the EDGAR system has evolved. For example, from the beginning of
the ERD program in September 2014 until around February 2017, officials described the
preferred approach as a “complete redesign,” “new greenfield solution,” and “completely clean
slate,” noting that the ERD program was “not aimed to identify the issues with current EDGAR
and resolved [sic] them.” Furthermore, in his June 28, 2016, project request before the
Information Officers’ Council, the former EBO Director stated that the SEC was “embarking on
the delivery of a new greenfield electronic disclosure environment” and, therefore, would
require funding to gather and document functional and non-functional requirements. Having
received the Council’s approval, in September 2016, the SEC awarded to Sapient Government
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offerors can propose viable solutions and designs as part of a future competitive
procurement; and
c. further manage (b) (7)(E)

in the existing EDGAR system

We appreciate management’s cooperation and look forward to receiving the information
requested above. If you have questions, please contact Rebecca L. Sharek, Deputy Inspector
General for Audits, Evaluations, and Special Projects.
Attachment
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Jay Clayton, Chairman
Lucas Moskowitz, Chief of Staff, Office of Chairman Clayton
Sean Memon, Deputy Chief of Staff, Office of Chairman Clayton
Peter Uhlmann, Managing Executive, Office of Chairman Clayton
Robert J. Jackson Jr., Commissioner
Prashant Yerramalli, Counsel, Office of Commissioner Jackson
Hester M. Peirce, Commissioner
Jonathan Carr, Counsel, Office of Commissioner Peirce
Elad Roisman, Commissioner
Matthew Estabrook, Counsel, Office of Commissioner Roisman
Gabe Benincasa, Chief Risk Officer
John J. Nester, Director, Office of Public Affairs
Robert B. Stebbins, General Counsel
Bryan Wood, Director, Office of Legislative and Intergovernmental Affairs
Charles Riddle, Acting Director/Chief Information Officer, Office of Information
Technology
Jeffrey Hickman, Acting Director, EDGAR Business Office
Vance Cathell, Director, Office of Acquisitions
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