Please note that the Commission is in the process of replacing Zixmail with Microsoft’s
Purview Message Encryption. Zixmail messages will no longer be available after Sept.
13, 2025. Click to learn more about the SEC’s new encrypted message portal.

Securities and Exchange Commission
Office of Information Technology

SEC External Guide for Using the E-mail
Encryption Solution

The Securities and Exchange Commission
National Exam Program Hotline (202)551-3925
Washington, DC


https://www.sec.gov/about/divisions-offices/division-examinations/secureemailguide.pdf

What is the E-Mail Encryption Solution?

The SEC E-Mail Encryption Solution allows External Users to compose encrypted e-mails to SEC users
by using the E- Mail Encryption Solution.

The functionality covered in this guideis:

How an External User can use the e-mail encryption solution to create a secure e-mailinbox.
How the External User can read, send and receive e-mail messages to/from an SEC employee
using the secure e-mail encryption solution.

What the External User must do to create an e-mail message.

What the External User must do to attach a file to an encrypted e-mail message.
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How to Create an E-mail Account

In order for an External User to communicate with an SEC employee, he/she must create a special e-malil
account to send and receive e-mail to/from the SEC.

1. Inorder to create an e-mail account, the External User must first receive an encrypted e-mail message
from an SEC user. When the user clicks on the message, they will receive an invitation to view the
secure message and can click on the link to register for an account. Click the “Click Here” link.

You have a U.S. Securities and Exchange Commission Secure Email message from
someone@sec.gov.

To view the secure message, click here.

Do not reply to this notification message. This notification message was auto-generated by
the sender's secunty system. To reply to the sender, please go to your secure message by
clicking on the link above.

The secure message expires on Apr 04, 2011 & 01:52 P (GMT).

MOTE: If your mail program does not support active links, you can wiew your secure message by copying and
pasting the text below into the "Address" aor"Location" bar of ywour Internet broveser and press "Enter or click "&ao".

httpstime bl mixmail.net's'ePb=se cfem=ABD TiMANP QY2 jonGkKbhhl 3 p&Ec=
ABAmMCImgvbLEmXpSTzIPpbLEem=be lwod%dD pusjréZecom

2. In the registration window, create a password and a password reminder phrase and thenclick
Submit Password.




Register below for your mailbox to send and receive secure messages.

Email Address:
Juetr N 4 Password Rules

Password: Passwords must be at least 6 characters in
....... length, and meet 2 of the following
conditions:
Re-enter Password: « Contain both alphabetic and numeric
LLLLLEH] characters
« Contain both Lppercase and
Password Reminder Phrase: lowercase characters
Choosze a word or phraze that will help you remember your passwoard. « Contain at least one special
best friend character, such as: ~l@#$ %"&
[ Cancel ] [ Submit Password ]

For Customer Support, email us at supporti@eixcaorp.com. =
"

To create passwords use the following structure:

[0 Alphabetic and numeric characters

[0 Uppercase and lowercase characters

[0 At least one special character such as: $@!&#
O

Password will expire after 60 days, after which you will be prompted for a new one
upon logon. Your account will still be active.

3. Add this web link https://web1.zixmail.net/s/login?b=sec to your Favorites list, so you can easily
enter your e-mail account in the future.



https://web1.zixmail.net/s/login?b=sec

Reading an Encrypted E-mail Message

To read an e-mail message sent by an SEC user:

1. Click the “Click Here” link in the e-mail message from the SEC user

someone@sec.gov.

clicking on the link above.

You have a 3. Securities and Exchange Commission Secure Email message from

To view the secure message, click here.

Do not reply to this notification message. This notification message was auto-generated by
the sender's security systern. To reply to the sender, please go to your secure message by

The secure message expires on Apr 04, 2011 @ 01:52 PM (GMT).

MOTE: If wour mail program does not support active links, you can wiews your secure message by copying and
pasting the text below into the "Address" or"Location” bar of vour Internet browser and press"Enter” or click " Go".

https:fie b ziwm ail netfste P h=se sfm=aB 0 TiAWE Qo n 25 kb bl 3% &=
ABAomCA magvbLEmXpS TP pblL&e m=be o o0 nsjrié? e com

Open Internet Explorer or other web browser application and navigate to the secure e-mail website

(https://web1.zixmail.net/s/login?b=sec).

OR

2. When the logon screens appears, enter the ID (e-mail address) and password.

Email Address:

Password: Fargot your pasaward?

Change your password
Use online help

For Customer Support, email us at suppotEFixcarp.com.

Welcome to the U.S. Securities and Exchange Commission’s Secure Email Portal

U.S. Securities and Exchange Commission

U.S. Securities and Exchange
Commission Secure Email
Registration

For first time users, click here to create your
account.

[

3. Click Signn.

4. After signing-in to the United States Securities and Exchange Commission (SEC) Encrypted E-mail

Portal, the Inbox willappear.

5. To read an Encrypted e-mail message, click on the hyperlink located under the Subject field as

illustrated below.



https://web1.zixmail.net/s/login?b=sec

Address Compose Sent Mail

abbur i ggFaeai it

You have 2 new messages.

|
Ty

Click anthe Subject
N hyperlink.
Select From Subject Date

O vt smail Please complete attached form Jan 04

O o smail Additional Information Required Jan 04

O e smail Required Inforrmation Jan 04

6. Toopen and view an attachment received in the Encrypted E-mail, click on to the hyperlink under the
Attachment field to open.

Inbox | Address || Compose || sentmail || Drafts Il Help 1 Sign Out
igned in a5 MmO
[Reply | [Replyto Al | [Forward | [Delete | | Mare Actians V|
Received: Jan 04, 2011 09:34:52 Ad
Expires: Apr04, 2011 10:34:52 AW
i:?"" AT Click hyperiink to
. e cpen the attachment.
Cc:
Subject: smail Please complete

Attachments: htmlBody htrml, Farm EUD.dDC}{"_

Please complete and send back to me.

Thanks,

John Doe




Replying to an Encrypted E-mail Message

To reply to an e-mail message:

1. Click the Reply or Reply to All buttons as shown in the opened e-mail below.

Address Compose Sent Mail

aibaee s Rl ik

[ Reply ] [ Reply to Al ] [ Forwari ] [ Delete ] | Maore Actions

Receiv*: /an 04, 2011 09:34:52 AM

Expires: Apr04, 2011 10:34:52 AM

From: et a@ua

To: 113 4

Cec:

Subject: smail Please complete attached form

Attachments: himlBody.htrml, Form B00.docy

Please complete and send back to me.

Thanks,

John Doe

2. Enter your message text and click Send when finished.

(change Commission

Click send P
when finished. | Compose Sent Mail Drafts Help Sign Out

Signed in as RS G

[sena] [savemDraft| [ attachFile

To: t it e fiiw
Subject: RE: smail Please complete attached farm

Attachments:
\"N':'L[ Type your message here. E
"
[will do this by the end of the | —_

A
--- Original Message —
Please complete and send back ta me.
Thanks,
b
4




Creating an Encrypted E-mail Message
To compose an encrypted e-mail message:

1. Click the Compose tab within the Inbox.

Address || Compose || semtmail | Il Il Sign Owt
Sighed in as PalessNaErws

You have one new message.

Select From Subject Date
O smail Please complete attached farm Jan 04
O smail Additional Information Re quired Jan 04
O smail Reguired Information Jan 04

2. Inthe Tofield, enter the e-mail address(es) for the mail recipients. Separate each e-mail address

with a comma or semi-colon.
3. Click on Cc to add additional mail recipients, and then enter a Subject for yourmessage.

Note: An External user can only send encrypted mail to a SEC e-mail address
(i.e.name@SEC.GOV). All mail sent from the SEC secure portal is automatically encrypted
regardless of its content.

s urities and Exchange Commission

Sign e
Signed in a5 NeadrngEresil o

Address | Compose | SentMail || Drafts

Click here to
attach afile.

To: Enter the SEC E-mail
| E\_ address(es) here. |

Cc:

Inbox

[Send | [SaveDraft | [ AttachFile |

|
Subject: | |
|

Attachments: | __pjqng -- hd

=

= Font Aral * Size 14 | B Ny

B I U (=

Enter message text
here.

4. To attach one or more files, click on the Attach File button.
5. Click on the Choose File button to search for the file.




Inhox [ Address | Compose | SentMail || Drafts 1 Help Il Sign Curt

Attach File

To attach a file, browse to each file wou want to attach, then click Add File. Click Attach when finished.
You may attach as many as 10 files up to a tatal of 15 MB.

Attach Files: rCIicI:Chunse Fileta]
Choose File | No file chosen L hrowse for the file.

Attachments:
-- Mong --

After the file is located, click Add File. The file(s) will appear in the Attachments window. To remove a
file, click on the file in the Attachments window and click Remove File.
After all attachments have been added, click Attach.

Note: You may attach as many as 10 files up to a total of 15 MB.

Attach File

To attach a file, browse to each file you want to attach, then click Add File. Click Attach when finished.
wou may attach as many as 10 files up to a total of 15 MB.

Attach Files:

Choose File | N file chosen
—

Aftachments:
confirmation_letter_htrl16733313.PDF

(] +——




8. Complete the body of the message, and then click the Send button. The message will be sent to the
SEC user.

and Exchange Commission

Inbox [ Address 1 Compose ' Sent Mail Il

[ Sign Ourt 1
; B S Heatvueet i Na@Paesii oo

| sena | [saveDrart | [update Attachments

a

To: \ |

Cc: | |

Subject: |Inf0rmati0n you requested |

Attachmenmts: | confirmation_letter_html16783513.POF v |[_Remove File

B I U =

=

= E E =E E Font brial * Size 14 | T Nt

Here is the information you requested.

Thanks,

Jane Dog|

|

Things to Remember

O

O
O
O

O 0O

You can attach up to 15MB of information, up to 10 files of 1.5 MB each.
All unread messages will be removed from the Encrypted e-mail inbox in 60 days.
Each message will have the date of its expiration at the bottom of the message.

An External User can only send encrypted mail to an SEC mail address (i.e.
name@SEC.GOV).

Attachment files may contain financial or sensitive information.

The SEC secure portal e-mail will automatically encrypt mail text and attachments.
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