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100 F Street, N.E.
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Re:

2016 AT&T Inc. Annual Meeting of Shareholders
Notice of Intent to Omit Shareholder Proposal of
Aijuna Capital/Baldwin Brothers Inc. on behalf of
John Silva and Shana Weiss Pursuant to Rule 14a-8

Ladies and Gentlemen:
Pursuant to Rule 14a-8U) promulgated under the Securities Exchange Act of 1934, as
amended, AT&T Inc., a Delaware corporation ("AT&T" or the "Company"), hereby notifies the
Staff of the Division of Corporation Finance of the Securities and Exchange Commission of
AT &T's intention to exclude a shareholder proposal submitted by Aijuna Capital/Baldwin
Brothers Inc. (the "Proposal") on behalf of John Silva and Shana Weiss (the "Proponents") from
its proxy materials for AT&T's 2016 Annual Meeting ofShareholders (the "2016 Proxy
Materials").
This letter, together with the Proposal and the related correspondence, are being
submitted to the Staff via e-mail in lieu of mailing paper copies. For the reasons stated below,
AT&T intends to omit the Proposal from its 2016 Proxy Materials. A copy of this letter and the
attachments are being sent on this date to the Proponents advising them of AT &T's intention to
omit the Proposal from its 2016 Proxy Materials.
Rule 14a-8(k) provides that proponents are required to send companies a copy of any
correspondence that the proponents elect to submit to the Commission or the Staff. Accordingly,
we are taking this opportunity to inform the Proponents that if they elect to submit
correspondence to the Commission or the Staff with respect to the Proposal, a copy of that
correspondence must be furnished concurrently to the undersigned pursuant to Rule 14a-8(k) and
Staff Legal Bulletin 14D (Nov. 7, 2008).
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INTRODUCTION AND BASES FOR EXCLUSION

The Proposal is entitled "Report on Surveillance Controversy." After several paragraphs
of introductory language, the Proposal sets forth the following resolution to be adopted by
Company shareholders:
"Resolved, shareholders request that the Company issue a report, at reasonable
expense and excluding proprietary or legally protected information, clarifying the
Company's policies regarding providing information to law enforcement and
intelligence agencies, domestically and internationally, above and beyond what is
legally required by court order or other legally mandated process, whether and
how the policies have changed since 2013, and assessing risks to the Company's
finances and operations arising from current and past policies and practices."
The Company believes that the Proposal may be properly excluded from the 2016 Proxy
Materials pursuant to:
•
•
•

Rule 14a-8(i)(2), because implementation of the Proposal by the Company would
violate FederaJ law;
Rule 14a-8(i)(7), because the Proposal deals with a matter relating to the Company's
ordinary business operations; and
Rule 14a-8(i)(10), because the Proposal has been substantially implemented by the
Company, which has addressed the subject matter of the Proposal in existing reports
and public disclosures.
THE PROPOSAL

The Proposal, in its entirety, reads as follows:
"Report on Surveillance Controversy

AT&T acknowledges in its corporate code of conduct that privacy is critical to the success of its
business. Yet, an August 2015 New York Times article disclosed new documents alleging that as
recently as 2013 the company shared 60 million foreign-to-foreign emails a day with the
National Security Agency (NSA), on a voluntary basis, not required by court order.
The Times article states:
One document reminds N .S.A. officials to be polite when visiting AT&T facilities,
noting, "This is a partnership, not a contractual relationship."
AT&T spokesman Brad Bums has stated, "we do not provide information to any investigating
authorities without a court order or other mandatory process other than if a person's life is in
danger and time is of the essence."
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Responding to growing public concern over these issues, AT&T issued transparency reports, but
the reports do not address specific concerns raised regarding the foreign emails and implications
for international business plans.
Controversy over U.S. government surveillance programs reportedly involving AT&T has
spurred massive global press coverage, hearings in the U.S. Congress and the European
legislature, and widespread calls for reform. Brazilian President Dilma Rousseff called the NSA
surveillance program "a breach of international law." U.S. Senator Ron Wyden said, "I have to
believe the civil liberties of millions of American have been violated." The Wall Street Journal
has reported that AT &T's plans to expand its mobile network in Europe, including anticipated
acquisitions, could face "unexpected hurdles" due to its cooperation with NSA consumer
information requests.
The Information Technology and Innovation Foundation estimates that the negative economic
impact of U.S. surveillance practices will likely "far exceed" its 2013 estimate of35 billion
dollars, largely because "foreign customers are shunning U.S. companies."
While AT&T must comply with its legal obligations, failure to persuade customers of a genuine
and long-term commitment to privacy rights could present AT&T with serious financial, legal
and reputational risks.

Resolved, shareholders request that the Company issue a report, at reasonable expense and
excluding proprietary or legally protected information, clarifying the Company's policies
regarding providing information to law enforcement and intelligence agencies, domestically
and internationally, above and beyond what is legally required by court order or other
legally mandated process, whether and how the policies have changed since 2013, and
assessing risks to the Company's finances and operations arising from current and past
policies and practices.
Supporting Statement:
The Proponent believes the report should state what the Company is doing to ameliorate
financial and reputational risks raised by reports of AT&T behavior that appear
inconsistent with its pledge to protect privacy "to the fullest extent possible." The report
should address the media reports that AT&T provided NSA access to foreign-to-foreign
email traffic and, according to a former employee, to Internet traffic that AT&T transmits
for other telecom companies. The report should also clarify whether information
volunteered when "a person's life is in danger and time is of the essence" includes ongoing
data sharing arrangements."
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A copy of the Proposal and related correspondence with the Proponent is attached to this
letter as Exhibit A.
ARGUMENT

A. The Proposal May Be Properly Omitted From the 2016 Proxy Materials Pursuant
to Rule 14a-8(i)(2) Because Implementation of the Proposal by the Company
Would Violate Federal Law.
A shareholder proposal may be properly omitted pursuant to Rule 14a-8(i)(2) if it would,
upon implementation, "cause the company to violate any state, federal or foreign law to which is
it subject." The Company believes the Proposal may be excluded from the 2016 Proxy Materials
on this basis. We have set forth above the Proposal in its entirety to show how it focuses on
surveillance and the alleged voluntary cooperation between the Company and the National
Security Agency ("NSA") and other government intelligence agencies. The "Resolved" clause
requests a report "clarifying the Company's policies regarding providing information to law
enforcement and intelligence agencies, domestically and internationally, above and beyond what
is legally required by court order or other legally mandated process." The "Supporting
Statement" specifies that the report requested by the Proposal should "state what the Company is
doing to ameliorate financial and reputational risks raised by reports of AT&T behavior that
appear inconsistent with its pledge to protect privacy 'to the fullest extent possible'" and should
"address the media reports that AT&T provided NSA access to foreign-to-foreign email traffic
and, according to a former employee, to Internet traffic that AT&T transmits for other telecom
companies." Although the "Resolved" clause also mentions "law enforcement," there is no
indication in the rest of the Proposal why law enforcement is included, since the remaining 489
words of the Proposal focus on surveillance and the Company's allegedly providing information
to NSA "above and beyond what is legally required by court order or other legally mandated
process."
Although the "Resolved" clause provides that the requested report may be prepared by
the Company in a manner that excludes "proprietary or legally protected information," given the
focus of the Proposal, AT&T does not believe that it could implement the Proposal in a manner
consistent with shareholders' expectations without, at minimum, either confirming or denying
whether it provides information to the NSA "above and beyond what is legally required by court
order or other legally mandated process." AT&T has obtained a legal opinion from the law firm
of Sidley Austin LLP (the "Sidley Opinion") 1 that opines that it would be impossible for AT&T
to produce the report called for by the Proposal without providing information that the United
States has deemed classified and over which it has asserted its state secrets privilege. Therefore,
according to the Sidley Opinion, implementing the Proposal would cause AT&T to violate
federal laws intended to protect the intelligence-gathering activities ofthe United States,
1

The Sidley Opinion is attached to this letter as Exhibit B.
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including 18 U.S.C. § 798(a), which specifically prohibits knowingly and willfully divulging to
an unauthorized person classified information regarding the communications intelligence
activities of the United States. As this analysis is discussed in the Sidley Opinion, such
discussion is incorporated in this letter and will not be repeated here. It is important to note that
AT&T has neither confirmed nor denied the existence of any of the activities that are the basis of
the Proposal nor does AT&T now confirm or deny that it has participated in any such activities.
Since implementation ofthe Proposal would require AT&T to violate federal law, AT&T
may properly exclude the Proposal from its 2016 Proxy Materials in accordance with Rule 14a8(i)(2).
B. The Proposal May Be Properly Omitted From the 2016 Proxy Materials Pursuant
to Rule 14a-8(i)(7)Because It Deals With a Matter Involving the Company's
Ordinary Business Operations
Paragraph (i)(7) of Rule 14a-8 permits a company to omit a shareholder proposal from its
proxy materials if the proposal deals with a matter relating to the company's ordinary business
operations. The general policy underlying the "ordinary business" exclusion is "to confine the
resolution of ordinary business problems to management and the board of directors, since it is
impracticable for shareholders to decide how to solve such problems at an annual stockholders
meeting." 2 Two central considerations underlie this basis for omission. First, "[c]ertain tasks
are so fundamental to management's ability to run a company on a day-to-day basis that they
could not, as a practical matter, be subject to direct shareholder oversight." 3 Second, the "degree
to which the proposal seeks to 'micro-manage' the company by probing too deeply into matters
of a complex nature upon which shareholders, as a group, would not be in a position to make an
informed judgment. " 4
In applying Rule 14a-8(i)(7) to proposals requesting companies to prepare reports on
specific aspects of their business, the Staff has determined that it will consider whether the
subject matter of the report involves a matter of ordinary business. If it does, the proposal can be
excluded even if it requests only the preparation of the report and not the taking of any action
with respect to such ordi.nary business matter. 5 In other words, the critical element is the nature
of the matters that are the ultimate focus of the proposal, not the fact that the proposal might be
styled as a request for a report or study or a policy discussion by a company, its board of
directors or anyone else. The United States Court of Appeals for the Third Circuit recently
underscored the importance of this distinction in Trinity Wall Street v. Wal-Mart Stores, Inc.,
noting the Commission's "consistent nod to substance over form and its distaste for clever
drafting in evaluating stockholder proposals" and emphasized that "it matters little how a
shareholder styles its proposal; the emphasis should always be on its substance. " 6 The Third

4

6

Release No. 34-40018 (May 21, 1998) (the "1998 Release").
Ibid.
Ibid.
Release No. 34-20091 (Aug. 16, 1983).
792 F.3d 323,341 (3d Cir. 2015).
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Circuit in Trinity also took judicial notice of Staff grants of no-action relief in circumstances
where shareholder proponents sought reports on the company's exposure to certain risks, but the
underlying subject matter of the risks involved ordinary business matters. 7
Protection of Customer Privacy Is an Ordinary Business Matter
The Proposal can be excluded under Rule 14a-8(i)(7) because it focuses on the
Company's policies for protecting customer privacy in the context of governmental requests for
customer information, as described above. The Staff has repeatedly recognized that the
protection of customer privacy is a core management function not subject to shareholder
oversight, and the Staff has done so specifically with regard to AT&T. In connection with its
annual meetings in 2007 and 2008, the Company received proposals similar to the Proponent's,
and in both cases the Staff issued a no-action letter confirming it would not recommend any
enforcement action if the Company excluded the proposals from its annual proxy materials
because the proposals related to the Company's ordinary business operations.
Of particular relevance to the current Proposal, the 2008 meeting proposal requested the
preparation of a report about policy issues relating to the disclosure of customer records and the
content of customer communications to federal and state governmental agencies without a
warrant. 8 The Staff issued a no-action letter stating it would not object if the Company excluded
the proposal on the ground that "it related to AT&T' s ordinary business operations (i.e.,
procedures for protecting customer information)." 9
The Staff has also issued no-action letters to other major telecommunications companies
in response to shareholder proposals relating to customer privacy and the provision of customer
records and communications content to governmental authorities. 10 In addition, the Staffhas
recognized customer privacy as an ordinary business matter for companies outside the
telecommunications industry. I I For the purpose of paragraph (i)(7) of the Rule, there is no
Ibid. at 342-343, citing Sempra Energy (Jan. 12, 2012) (granting no-action relief where the proposal
requested Board review of the political, legal and financial risks relating to the company's operations in countries
where corrupt practices may be more prominent); The Home Depot, Inc. (Jan. 25, 2008) (granting no-action relief
where the proposal asked the board to publish a report outlining the company's product safety policies and
describing management's efforts address recent product safety concerns); and Family Dollar Stores (Nov. 6, 2007)
(granting no-action relief where the proposal asked for a report evaluating the company's policies and procedures
for systematically minimizing customers' exposure to toxic substances and hazardous components in its marketed
materials). Each of these letters emphasized that, while the proposal sought a report or review, the underlying
subject matter of the request appeared to involve ordinary business matters.
8
AT&T Inc. (Feb. 7, 2008).
9
Ibid. (emphasis added). The 2007 meeting proposal also requested the preparation of a report regarding
disclosure of customer communications and related information to specified governmental agencies (including the
National Security Agency) without a warrant. AT&T Inc. (February 9, 2007). In addition, in 2009, the Company
received a meeting proposal relating to the preparation of a report addressing privacy and free expression in the
context of internet providers; the Staff permitted it to be excluded on the ground that "it related to AT&T's ordinary
business operations (i.e., procedures for protecting user information)." AT&T Inc. (January 26, 2009).
10
See, e.g., Sprint Nextel Corporation (Feb. 17, 2009); Verizon Communications Inc. (Feb. 22, 2007).
11
See, e.g., Applied Digital Solutions, Inc. (Mar. 25, 2006) (proposal requesting the company to prepare a
report analyzing the privacy implications of its radio frequency identification chips could be excluded as relating to
ordinary business matters); Bank ofAmerica Corp. (Feb. 21 , 2006) (proposal requesting a report on company
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credible way to distinguish the customer privacy matters that were the focus of these prior
excluded proposals from the customer privacy matters that are the focus of the current Proposal:
all are ordinary business matters.
To require inclusion of proposals that address such complex and fundamental matters as
customer privacy would disregard the critical dividing line between management and
shareholder functions. The Staff has long recognized that companies need not include
shareholder proposals that seek to micro-manage a company's business.
The Proposal Relates to Matters of Legal Compliance

The Proposal may also be properly excluded pursuant to paragraph (i)(7) because it
implicates the Company's conduct of its legal compliance program. The Staffhas long
identified a company's compliance with laws and regulations as a matter of ordinary business.
The Staff recently permitted Navient Corporation to exclude a proposal recommending that it
prepare a report on its internal controls over its student loan servicing operations, including a
discussion of the actions taken to ensure compliance with applicable law. 12 In permitting this
exclusion, the Staff stated that "[p ]roposals that concern a company's legal compliance program
are generally excludable under Rule 14a-8(i)(7)." The Proposal plainly seeks clarification of the
Company's existing legal compliance program relating to the provision of information to law
enforcement and intelligence agencies; it is impossible to dissociate the information sought by
the Proposal from the Company's legal compliance program relating to the provision of
information to governmental agencies.
C The Proposal Has Been Substantially Implemented and May Be Excluded
Pursuant to Exchange Act Rule 14a-8(i)(l 0)

Paragraph (i)(l 0) of Rule 14a-8 permits the exclusion of a shareholder proposal from a
company's proxy statement if the company has already substantially implemented the proposal.
According to the Commission, this exclusion "is designed to avoid the possibility of shareholders
having to consider matters which have already been favorably acted upon by management." 13
A shareholder proposal is considered to be substantially implemented if the company's
relevant "policies, practices and procedures compare favorably with the guidelines of the
proposal." 14 The Staff does not require that a company implement every detail of a proposal in
order to permit exclusion under Rule 14a-8(i)(10). Rather, the Staff has consistently permitted
policies and procedures for ensuring the confidentiality of customer information could be excluded as relating to
ordinary business matters).
12
Navient Corp. (Mar. 26, 2015). See also, e.g., FedEx Corp. (Jul. 14, 2009), Verizon Communications Inc.
(Jan. 7, 2008), The AES Corporation (Jan. 9, 2007), Halliburton Company (Mar. 10, 2006), Allstate Corp. (Feb. 16,
1999), Duke Power co. (Feb. l , 1988).
13
Exchange Act Release No. 20091 (Aug. 16, 1983).
14
Texaco, Inc, (Mar. 28, 1991) (proposal requesting the company to implement a specific set of
environmental guidelines was excluded as substantially implemented because the company had established a
compliance and disclosure 'program related to its environmental program, even though the company's guidelines did
not satisfy the specific inspection, public disclosure or substantive commitments that the proposal sought).
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exclusion of a shareholder proposal when a company already has policies and procedures in
place relating to the subject matter of the shareholder proposal, or has implemented the essential
objectives of the shareholder proposal. 15
The Staff has also established that a company does not have to implement every detail of
a proposal in order to exclude it under paragraph (i)(lO) of Rule 14a-8. Rather, "substantial
implementation" requires only that the company's actions satisfactorily address the underlying
concerns of the proposal. 16
The Company Has Substantially Implemented the Proposal Through Existing Policies,
Procedures and Reports

As noted above, the Proposal focuses on the Company's policies regarding the provision
of customer information to law enforcement and intelligence agencies. However, the Company
already produces Transparency Reports on this very topic on a semiannual basis. These reports
provide detailed data concerning the number of law enforcement and intelligence agency
demands the Company receives as well as the Company's responses to those demands. 17 The
core of any report prepared in response to the Proposal would be based upon the existing
Transparency Reports. Each Transparency Report contains, to the extent permitted by law:
•

15

the total number ofNational Securities Letters and Foreign Intelligence Surveillance
Act ("FISA") orders received and the number of customer accounts affected; 18

See, e.g., Pfizer Inc~ (Jan. 11, 2013) (proposal requesting the company to produce a report on measures
implemented to reduce the use of animal testing and plans to promote alternatives to animal use was excluded where
existing company laboratory animal care guidelines and policy were available on its website); Duke Energy Corp.
(Feb. 21, 2012) (proposal requesting that an independent board committee assess and prepare a report on the
company's actions to build shareholder value and reduce greenhouse gas and other emissions was excluded in light
of the company's existing policies, practices and procedures and public disclosures); ConAgra Foods, In£.,. (July 3,
2006) (proposal requesting a sustainability report was excluded where the company already published a
sustainability report as part of its corporate responsibilities report); and The Talbots Inc. (Apr. 5, 2002) (proposal
requesting the company letter to implement a code of conduct based on International Labor Organization human
rights standard was excluded in light of the company's own business practice standards).
16
Masco Corp. (Mar. 29, 1999); see also, e.g., MGM Resorts International (Feb. 28, 2012) (proposal
requesting a report on the company's sustainability policies and performance, including multiple, objective
statistical indicators, permitted to be excluded where the company published an annual sustainability report).
17
The Transparency Reports are available at http://about.att.com/content/csr/home/freguently-requestedinfo/governance/transparencyreport.html.
18
The reported FISA orders information has been tailored to comply with one of the two permissible methods
of reporting aggregated FISA orders that the U.S. Deputy Attorney General outlined in a January 27, 2014letter,
which the U.S. Department of Justice indicated were issued "to allow more detailed disclosures about the number of
national security orders and requests issued to communications providers, and the number of customer accounts
targeted under those orders and requests including the underlying legal authorities." Letter from James M. Cole,
Deputy Attorney General, U.S. Department of Justice, to Colin Stretch, Vice President and General Counsel,
Facebook eta/. (Jan. 27, 2014), http://www.justice.gov/iso/opa/resources/422201412716042240387.pdf; Joint
Statement by Attorney General Eric Holder and Director of National Intelligence James Clapper on New Reporting
Methods for National Security Orders, Jan. 27, 2014, http://www.justice.gov/opa/pr/joint-statement-attorneygeneral-eric-holder-and-director-national-intelligence-james-clapper.
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•
•
•

the total number of U.S. Criminal and Civil Demands received, including, pursuant to
subpoenas, court orders and warrants, and the number of customers affected;
the total number of emergency requests received; and
19
the total number of international demands received.

In addition, the Transparency Reports contain descriptions of the Company's practices
and procedures for responding to various types of demands for information from law
enforcement and intelligence agencies. These can be found, for example, on pages 5 through 9
of the Transparency Report that AT&T published for the first six-month period in 2015. AT&T
has also adopted a Privacy Policy, appointed a Chief Privacy Officer and trained relevant
employees on compliance with the Privacy Policy?0 The Privacy Policy, among other things,
describes the Company's practices and procedures for protecting the confidentiality of customer
information and how the Company implements and updates them. Among other things, the
Company posts publicly on its website prominent notices of important pending changes at least
30 days before the effective date. 21
It is worth noting that in December 2013, the Proponent, together with certain other
proponents, submitted a proposal requesting that the Company "publish semi-annual reports,
subject to existing laws and regulations, providing metrics and discussion regarding requests for
customer information by U.S. and foreign governments, at reasonable cost and omitting
proprietary information." In January 2014, the Company published its first Transparency
Report. The proponents ofthat proposal voluntarily withdrew it in light of the Company's
publication of the report (before the Staff issued a ruling on the Company's no-action request
relating to the December 2013 proposal). The Proponent's latest proposal represents an
incremental request for disclosure regarding the same policies and procedures that the Proponent
sought and the Company provided just two years ago, and presents a trend of seeking
shareholder votes on ever-increasing disclosure by recalibrating the scope of requested
disclosure on the same subject.

*

*

*

*

For the reasons set forth in this letter, we respectfully request the Staff concur that the
Company may properly omit the Proposal from its 2016 Proxy Materials in reliance on Rule 14a8. If you would like to discuss this request, please feel free to contact the undersigned by
telephone at (214) 757-3344 or Thomas Kim, Esq., of Sidley Austin LLP at (202) 736-8615.

Sincerely,

19

20

21

Ibid.
The Company's Privacy Policy is available at http://www.att.com/genlprivacy-policy?pid=2506.
Ibid.
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Enclosures
cc:

Natasha Lamb
(Arjuna Capital/Baldwin Brothers Inc.)

EXHIBIT A

LUTHY, KATHERINE J (legal)
From:
Sent:
To:
Cc:
Subject:
Attachments:

Natash a Lamb < natasha@arjuna-capital.com>
Wednesday, November 11, 2015 11:42 AM
stacey.maris@att.com; s.maris@att.com
LUTHY, KATHERINE J (Legal); WIRTZ, WAYNE A (Legal); STEPHENSON, RANDALL
Shareholder Proposal
01B9SDEB-FA3E-46F7-BBC0-22120BCE7DB9[47].png; AT&T Revised Proposal.pdf

Importance:

High

Dear Ms. Maris,
I am submitting the attached proposal as an amendment/revision to be substituted for
the version mailed to your office today. I look forward to speaking with you about the
content of our proposal.
Sincerely,
Natasha Lamb
[ esig_natasha .gif]

1

Report on Surveillance Controversy
AT&T acknowledges in its corporate code of conduct that privacy is critical to the
success of its business. Yet, an August 2015 New York Times article disclosed new
documents alleging that as recently as 20 I 3 the company shared 60 million foreign-toforeign emails a day with the National Security Agency (NSA), on a voluntary basis, not
required by court order.
The Times article states:
One document reminds N .S.A. officials to be polite when visiting AT&T
facilities, noting, "This is a partnership, not a contractual relationship."
AT&T spokesman Brad Bums has stated, "we do not provide information to any
investigating authorities without a court order or other mandatory process other than if a
person's life is in danger and time is of the essence."
Responding to growing public concern over these issues, AT&T issued transparency
reports, but the reports do not address specific concerns raised regarding the foreign
emails and implications for international business plans.
Controversy over U.S. government surveillance programs reportedly involving AT&T
has spurred massive global press coverage, hearings in the U.S. Congress and the
European legislature, and widespread calls for reform. Brazilian President Dilma
Rousseff called the NSA surveillance program "a breach of international law." U.S.
Senator Ron Wyden said, "I have to believe the civil liberties of millions of American
have been violated." The Wall Street Journal has reported that AT&T's plans to expand
its mobile network in Europe, including anticipated acquisitions, could face "unexpected
hurdles" due to its cooperation with NSA consumer information requests.
The Information Technology and Innovation Foundation estimates that the negative
economic impact of U.S. surveillance practices will likely "far exceed" its 2013 estimate
of 35 billion dollars, largely because "foreign customers are shunning U.S. companies."
While AT&T must comply with its legal obligations, failure to persuade customers of a
genuine and long-term commitment to privacy rights could present AT&T with serious
financial, legal and reputational risks.
Resolved, shareholders request that the Company issue a report, at reasonable
expense and excluding proprietary or legally protected information, clarifying the
Company's policies regarding providing information to law enforcement and
intelligence agencies, domestically and internationally, above and beyond what is

legally required by court order or other legally mandated process, whether and how
the policies have changed since 2013, and assessing risks to the Company's finances
and operations arising from current and past policies and practices.
Supporting Statement:
The Proponent believes the report should state what the Company is doing to
ameliorate financial and reputational risks raised by reports of AT&T behavior that
appear inconsistent with its pledge to protect privacy "to the fullest extent possible."
The report should address the media reports that AT&T provided NSA access to
foreign-to-foreign email traffic and, according to a former employee, to Internet
traffic that AT&T transmits for other telecom companies. The report should also
clarify whether information volunteered when "a person's life is in danger and time
is of the essence" includes ongoing data sharing arrangements.
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December 7, 2015
Board of Directors
AT&T Inc.
c/o David R. McAtee II, Esq.
Senior Executive Vice President and
General Counsel
208 South Akard Street
Dallas, TX 75202
Re:

Arjuna Capital/Baldwin Brothers Inc. Proposal

Ladies and Gentlemen:
You have requested our legal opinion as to whether AT&T Inc. ("AT&T" or the
"Company") would violate federal law if it were to implement the shareholder proposal (the
"Proposal") submitted by Arjuna Capital/Baldwin Brothers Inc. on behalf of John Silva and
Shana Weiss (collectively, the "Proponent") for inclusion in the Company's proxy statement and
form of proxy for its 2016 Annual Meeting of Shareholders ("20 16 Proxy Materials").
The Proposal. The Proposal calls for AT&T to issue a report (1) "clarifying the
Company's policies regarding providing information to law enforcement and intelligence
agencies, domestically and internationally, above and beyond what is legally required by comt
order or other legally mandated process"; (2) explaining "whether and how the policies have
changed since 2013"; and (3) "assessing risks to the Company's finances and operations arising
from cunenl and past policies and practices." 1 Any such report, among other things, should also
address media reports that "AT&T provided NSA access to foreign-to-foreign email traffic and,
according to a former employee, to Internet traffic that AT&T transmits for other telecom
companies."
I.

Analysis and Discussion

A.
Applicable Legal Framework. Federal Criminal Prohibition On Disclosure Qf
Class{jied Information Concerning The Communication Intelligence Activities OfThe United
States. It is a felony under federal law to knowingly and willfully divulge to an unauthorized

1

A copy of the Proposal is enclosed with this Opinion as an Exhibit.
Sidley Austin (DC) uP is a Delaware limited liability partnership doing business as Sidley Austin Ll.P and pracUdng In amllation with other Sidley Au5tin partnerships.
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person classified information regarding the communications intelligence activities of the United
States. In particular, 18 U.S.C. § 798(a) provides:
Whoever knowingly and willfully commtmicates, furnishes, transmits, or
otherwise makes available to an unauthorized person, or publishes, or uses in any
manner prejudicial to the safety or interest of the United States, or for the benefit
of any foreign government to the detriment of the United States any classified
infonnation -

****
(2)

concerning the design, construction, use, maintenance, or
repair of any device, apparatus, or appliance used or
prepared or planned for use by the United States or any
foreign government for cryptographic or communication
intelligence purposes; or

(3)

concerning the communication intelligence activities of the
United States or any foreign government. ..

****
Shall be fined under this title or imprisoned not more than ten years,
or both.
As defined by this statute, the term "cl~ssified information" means "information which, at
the time of a violation of this section, is for reasons of national security, specifically designated
by a United States Government Agency for limited or restricted dissemination or
distribution .... " 2 The term "unauthorized person" means "any person, who, or agency which, is
not authorized to receive information of the categories set forth in subsection (a) of this section,
by the President, or by the head of a department or agency ofthe United States Government to
engage in communication intelligence activities for the United States."3
The Proposal makes express reference to the alleged signals intelligence activities"foreign-to-foreign email traffic"- of the National Security Agency ("NSA"). Section 6 of the
National Security Agency Act, Pub. L. No. 86-36, § 6, 73 Stat. 63, 64, codified at 50 U.S.C.
§ 402 note, provides that "nothing in this Act or any other law ... shall be construed to require the
2

18 U.S.C. § 798(b).

3

!d.
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disclosure of the organization or any function of the National Security Agency, or of any
information with respect to the activities thereof .... "). These restrictions are categorical and
4
"absolute." Accordingly, they exist regardless of whether any involvement in these activities is
voluntary or compelled and without limitation as to "any other law."

B.

Assessment of Legality of Proposal.

AT&T cannot legally provide the report requested by the Proposal. The Proposal
requests information about A T&T's dealings with the NSA and foreign intelligence agenciesspecifically, information about the Company's policies regarding providing information to law
enforcement and intelligence agencies, domestically and internationally, "above and beyond
what is legally required by court order or other legally mandated process," as well as responses
to the allegations in media reports, including the New York Times, that the Company "provided
NSA access to foreign-to-foreign email traffic and ... to Internet traffic that AT&T transmits for
other telecom companies."
Like every other entity, AT&T is barred by 18 U.S.C. § 798(a) and Section 6 of the
National Security Agency Act (the "Referenced Federal Statutes"), as cited above, from
disclosing classified information "concerning the communication intelligence activities of the
United States or any foreign government" and about "any function of the National Security
Agency, or of any information with respect to the activities thereof." As the U.S. Department of
Justice ("DOJ") has explained in its response to suits brought by several Internet companies in
the U.S . Foreign Intelligence Surveillance Court seeking declaratory relief to disclose aggregate
Foreign Intelligence Surveillance Act ("FISA") orders (the "FISA Litigation"), classified
inf01mation encompasses more than the contents of any requests (such as the identity of the
surveillance target) that a communications provider might have received pursuant to FISA.
Rather, classified information also includes the "sources and methods of surveillance." 5 This
prohibition exists regardless of whether the sources or methods are voluntarily provided or
compelled by law.
The Proposal is premised on the view that the disclosure of a policy regarding providing
information to NSA and foreign intelligence agencies "above and beyond what is legally
4

Linder v. National Security Agency, 94 F.3d 693, 698 (D.C. Cir. 1996)("[t]he protection afforded by
section 6 is, by its very terms, absolute"); see also Founding Church of Scientology v. National Security
Agency, 610 F.2d 824, 828 (D.C. Cir. 1979); Hayden v. National Security Agency, 608 F.2d 1381, 1390
(D.C. Cir. 1979).
5

Resp. of the United States to Motions for Declaratory Judgment By Google Inc. eta/., at 4, In re
Amended Motion for Dec!. Judgment, Docket Nos. 13-03, et al. (FISA Ct. filed Sept. 30. 2013) ("DOJ
Metrics Response").
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required by court order or other legally mandated process," including whether AT&T provides
the NSA with access to Internet traffic that AT&T transmit for other telecom companies and to
foreign-to-foreign emails, is not, in and of itself, classified information. However, as the DOJ
has explained in the FISA Litigation, this:
"implausible reading ignores the forest for the trees. It would permit damaging
disclosures that would reveal sources and methods of surveillance potentially
nationwide. The secrecy provisions in the [FISA] orders flow from statutory
requirements that, according to their plain language, protect such sources and
methods, not just particular collection efforts." 6
In other words, disclosure about whether and the extent to which, if any, AT&T provides
information to the NSA "would provide adversaries significant information about the
Government's collection capabilities with respect to particular providers"- and thereby provide
adversaries a guide to avoiding surveillance. 7 To the extent any such information exists, it would
be classified and thus illegal to reveal.
In addition, it is well established that the government's decision to classify information is
subject to "utmost deference." 8 This deference is especially strong in areas of national defense
and foreign policy. 9 With respect to information about the NSA's activities: in January 2014, to
settle the FISA Litigation, the DOJ announced that the Obama Administration was "acting to
6

DOJ Metrics Response at 4. See also id. at 3 (if providers revealed "the nature and scope of any FISA
surveillance of their communications platforms," such disclosures "would be invaluable to our
adversaries, who could thereby derive a clear picture of where the Government's surveillance eff011s are
directed and how its surveillance activities change over time, including when the Government initiates or
expands surveillance eff011s involving providers or services that adversaries previously considered
'safe."').
7

!d. at 3-7, 9.

8

Department of the Navy v. Egan, 484 U.S. 518, 529-30 (1988); see id. at 529 ("For 'reasons . . . too
obvious to call for enlarged discussion,' the protection of classified information must be committed to the
broad discretion of the agency responsible, and this must include broad discretion to determine who may
have access to it.") (quoting CIA v. Sims, 471 U.S. 159, 170 (1985)).
9

See, e.g., Larson v. Dep't ofState, 565 F.3d 857,864 (D.C. Cir. 2009) (courts "accord substantial
weight to an agency's affidavit conceming the details of the classified status of [a] disputed record
because the Executive depattments responsible for national defense and foreign policy matters have
unique insights into what adverse [e]ffects might occur as a result of a particular classified record");
Krikorian v. Dep 't of State, 984 F .2d 461, 464-65 (D.C. Cir. 1993) (coutts "lack the expertise" to
"second-guess []agency opinions" in the "typical national security ... case" seeking disclosure of
classified material).
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allow more detailed disclosures about the number of national security orders and requests issued
to communications providers, and the number of customer accounts targeted under those orders
and requests including the underlying legal authorities." 10 Specifically, in a letter dated January
27, 2014, the Deputy Attorney General outlined two new reporting methods whereby
communications providers could make public aggregate data about FISA orders (the "DAG
11
Letter"). Correspondingly, the Director ofNational Intelligence declassified aggregate data
about FISA orders consistent with the tenns of the DAG Letter. In submitting the DAG Letter to
the U.S. Foreign Intelligence Surveillance Comi, the DOJ indicated that the "Government will
therefore treat such disclosures as no longer prohibited under any legal provision that would
otherwise prohibit the disclosure of classified data, including data relating to FISA surveillance.

It is the Government's position that the terms outlined in the Deputy Attorney General's letter
define the limits ofpermissible reporting for the parties and other similarly situated
companies" 12 (emphasis added).

10

Joint Statement by Attorney General Eric Holder and Director of National Intelligence James Clapper
on New Rep01ting Methods for National Security Orders, Jan. 27, 2014, available at
http://www. justice. govI opal pr/j oint-statement-attorney-general-eric-holder-and-director-nationalintell i gence- james-clapper.
11

Letter from James M. Cole, Deputy Attorney General, U.S. Department of Justice, to Colin Stretch,
Vice President and General Counsel, Facebook ~ al. (Jan. 27, 2014), available at
http://www.justice.gov/iso/opalresources/42220 1412716042240387.pdf.
Following the guidance in the DAG Letter, in 2014, AT&T began publishing transparency reports
disclosing requests for customer information- including pursuant to National Security Letters and FISA
orders, as well as U.S. criminal and civil demands- that AT&T has received in the United States and the
other countries in which it does business (the "AT&T Transparency Reports"). AT&T publishes and
updates these repot1s semi-annually. Each AT&T Transparency Repott itwludes, to the extent permitted
by laws and regulations:
• the total number of National Securities Letters and FISA orders received and the number of
customer accounts affected;
• the total number of U.S. Criminal and Civil Demands received, including pursuant to subpoenas,
comt orders and warrants; and the number of customers affected;
• the total number of emergency requests received; and
• the total number of international demands received.
Available at
http://about.att.com/content/dam/csr/Transparency%20Reports/Transparencv/ATT Transparency%20Rep
Oii July%202015.pdf
12

Notice to the U.S. Foreign Intelligence Surveillance Court by the United States, In re Amended Motion
for Dec!. .Judgment, Jan. 27,2014 (the "Notice"), available at
http://www.justice.gov/iso/opa/resources/4222014 I 2716042240387.pdf
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Disclosure of information outside of these limits- such as whether and the extent to
which, if any, AT&T voluntarily provides information to the NSA or information about whether
AT&T grants the NSA access to foreign-to-foreign email traffic or to Internet traffic that AT&T
transmits for other telecom companies -would be subject to "any legal provision that would
othetwise prohibit the disclosure of classified data, including data relating to FISA
surveillance." 13 In our opinion, consistent with the DAG Letter, which necessitated the Director
of National Intelligence declassifying aggregated data disclosed consistent with the tenns of the
DAG Letter, the United States would view disclosures of matters about AT &T's policies
regarding providing information to the NSA and other intelligence agencies "above and beyond
what is legally required by court order or other legally mandated process" or of responses to the
media repotis stating that AT&T provided NSA access to foreign-to-foreigri email traffic and to
Internet traffic that AT&T transmits for other telecom companies as unlawful disclosures of
classified information.
Irrelevance ofProponent's Qualification. The legality of the Proposal is not affected by
Proponent's qualification that AT&T may exclude from the report any "legally protected
information."
The Proposal expressly requests disclosure of classified infmmation, to the extent il
exists, regarding the NSA and information about any involvement- voluntary or compulsoryof AT&T in the signals intelligence activities of the NSA. AT&T could not implement the
Proposal consistent with shareholders' expectations without at least implicitly providing
infOtmation that would confirm or deny whether the allegations about AT &T's dealings with the
NSA and foreign intelligence agencies are true- all of which the United States considers
classified information.
II.

Opinion.

In rendering our opinion, we have considered the applicable provisions of the United
States Code, relevant judicial interpretations, and such other legal authorities as we have
considered relevant. It should be noted that such statutes, interpretations, and other authorities
are subject to change. Any such changes may be retroactive and could have an effect on the
conclusions stated herein. 14

13

14

See Notice.

We have assumed the genuineness of all signatures, the proper filing of all documents which purport to
be filed with federal agencies, the legal capacity of all natural persons to sign such documents, the
authenticity of all documents submitted to us as originals and the confonnity with the original documents
of all documents submitted to us by electronic transmission.
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Based on the foregoing facts and analysis regarding the Proposal as recited herein, and
subject to the qualifications, assumptions and discussions contained herein, we are of the opinion
that the AT&T would violate the Referenced Federal Statutes if it were to implement the
ProposalY
Sincerely,

Sidley Austin LLP

Attachment: Exhibit- copy of the Proposal

15

Our analysis is limited to the facts and assumptions as they are presented herein and is subject to the
qualification that there are no additional facts that would materially affect the validity of the assumptions
and conclusions set fmth herein or upon which this opinion is based. Our conclusions are based on the
law specifically referenced here as of the date hereof; we express no opinion as to the laws, rules or
regulations not specifically referenced; and we assume no obligation to advise you of changes in the law,
facts or other circumstances (or the effect thereof on the opinion expressed or the statements made herein)
that hereafter may come to our attention. The foregoing assessment is not intended to be a guarantee as to
what a patticular coutt would actually hold, but an assessment of a reviewing comt's action if the issues
were properly presented to it and the comt followed what we believe to be the applicable legal principles .
This opinion may not be relied upon in whole or in patt by any other person or entity other than its
addressee without our specific prior written consent. We understand that you intend to attach a copy of
this opinion to a letter relating to the Proposal to the SEC's Division of Corporation Finance pursuant to
the procedures set f01th in 17 C.F.R. § 240.14a-8, and we hereby consent to the use of this opinion for
that purpose.

EXHIBIT

Report on Surveillance Controversy
AT&T acknowledges in its corporate code of conduct that privacy is critical to the
success of its business. Yet, an August 20 15 New York Times article disclosed new
documents alleging that as recently as 2013 the company shared 60 million foreign-toforeign emails a day with the National Security Agency (NSA), on a voluntary basis, not
required by court order.
The Times article states:
One document reminds N.S.A. officials to be polite when visiting AT&T
facilities, noting, "This is a partnership, not a contractual relationship."
AT&T spokesman Brad Burns has stated, "we do not provide information to any
investigating authorities without a court order or other mandatory process other than if a
person's life is in danger and time is of the essence."
Responding to growing public concern over these issues, AT&T issued transparency
reports, but the reports do not address specific concerns raised regarding the foreign
emails and implications for international business plans.
Controversy over U.S. government surveillance programs reportedly involving AT&T
has spurred massive global press coverage, hearings in the U.S. Congress and the
European legislature, and widespread calls for reform. Brazilian President Dilma
Rousscff called the NSA surveillance program "a breach of international law." U.S.
Senator Ron Wyden said, "I have to believe the civil liberties ofmillions of American
have been violated." The Wall Street Journal has reported that AT &T's plans to expand
its mobile network in Europe, including anticipated acquisitions, could face "unexpected
hurdles" due to its cooperation with NSA consumer infom1ation requests.
The Infonnation Technology and Innovation Foundation estimates that the negative
economic impact of U.S. surveillance practices will likely "far exceed" its 2013 estimate
of35 billion dollars, largely because "foreign customers are shunning U.S. companies."
While AT&T must comply with its legal obligations, failure to persuade customers of a
genuine and long-term commitment to privacy rights could present AT&T with serious
financial, legal and reputational risks.
Resolved, shareholders request that the Company issue a report, at reasonable
expense and excluding proprietary or legally protected information, clarifying the
Company's policies regarding providing information to law enforcement and
intelligence agencies, domestically and internationally, above and beyond what is

legally required by court order or other legally mandated process, whether and how
the policies have changed since 2013, and assessing risks to the Company's finances
and operations arising from current and past policies and practices.
Supporting Statement:
The Proponent believes the report should state what the Company is doing to
ameliorate financial and reputational risks raised by reports of AT&T behavior that
appear inconsistent with its pledge to protect privacy "to the fullest extent possible."
The report should address the media reports that AT&T provided NSA access to
foreign-to-foreign email traffic and, according to a former employee, to Internet
traffic that AT&T transmits for other telecom companies. The report should also
clarify whether information volunteered when "a person's life is in danger and time
is of the essence" includes ongoing data sharing arrangements.

