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Shareholder Proposal ofPax World Mutual Funds
Securities Exchange Act of1934- Rule 14a-8

Ladies and Gentlemen:
This letter is to inform you that our client, Amazon.com, Inc. (the "Company"), intends to
omit from its proxy statement and form of proxy for its 2013 Annual Meeting of
Shareholders (collectively, the "20 13 Proxy Materials") a shareholder proposal (the
"Proposal") and statements in support thereof received from Pax World Mutual Funds (the
"Proponent").
Pursuant to Rule 14a-8(j), we have:
•

filed this letter with the Securities and Exchange Commission (the
"Commission") no later than eighty (80) calendar days before the Company
intends to file its definitive 2013 Proxy Materials with the Commission; and

•

concurrently sent copies of this correspondence to the Proponent.

Rule 14a-8(k) and Staff Legal Bulletin No. 14D (Nov. 7, 2008) ("SLB 14D") provide that
shareholder proponents are required to send companies a copy of any correspondence that
the proponents elect to submit to the Commission or the staff of the Division of Corporation
Finance (the "Staff'). Accordingly, we are taking this opportunity to inform the Proponent
that if the Proponent elects to submit additional correspondence to the Commission or the
Staff with respect to this Proposal, a copy of that correspondence should be furnished
concurrently to the undersigned on behalf of the Company pursuant to Rule 14a-8(k) and
SLB 14D.
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THE PROPOSAL
The Proposal states:

Resolved, that the Board of Directors publish a report, at reasonable expense
and excluding confidential or proprietary information, explaining how the
Board is overseeing privacy and data security risks.
A copy of the Proposal, as well as related correspondence with the Proponent, is attached to
this letter as Exhibit A. I

BASIS FOR EXCLUSION
We hereby respectfully request that the Staff concur in our view that the Proposal may be
excluded from the 2013 Proxy Materials pursuant to Rule 14a-8(i)(7) because the Proposal
relates to the Company's ordinary business operations.

ANALYSIS
The Proposal May Be Excluded Under Rule 14a-8(i)(7) Because The Proposal Pertains
To Matters Of The Company's Ordinary Business Operations And Does Not Raise A
Significant Policy Issue.
The Proposal properly may be omitted pursuant to Rule 14a-8(i)(7) because it deals with
protection of electronically stored information and privacy, including the privacy of the
Company's customers, which are matters relating to the Company's ordinary business
operations. Rule 14a-8(i)(7) permits the omission of shareholder proposals dealing with
matters relating to a company's "ordinary business" operations. According to the
Commission release accompanying the 1998 amendments to Rule 14a-8, the underlying
policy of the ordinary business exclusion is "to confine the resolution of ordinary business
problems to management and the board of directors, since it is impracticable for shareholders
to decide how to solve such problems at an annual shareholders meeting." Exchange Act
Release No. 40018 (May 21, 1998) (the "1998 Release"). In the 1998 Release, the

As reflected in Exhibit A, the Proposal is a revised version of a proposal that the
Company initially received on December 10, 2012. The revisions were pursuant to a
deficiency notice that the Company sent to the Proponent regarding the 500-word limit in
Rule 14a-8(d).
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Commission further explained that the term "ordinary business" refers to matters that are not
necessarily "ordinary" in the common meaning of the word, but that the term "is rooted in
the corporate law concept [of] providing management with flexibility in directing certain
core matters involving the company's business and operations." In the 1998 Release, the
Commission explained that the ordinary business exclusion rests on two central
considerations. As relevant here, one of these considerations is that "[c]ertain tasks are so
fundamental to management's ability to run a company on a day-to-day basis that they could
not, as a practical matter, be subject to direct shareholder oversight." /d.
A proposal being framed in the form of a request for a report does not change the nature of
the proposal. The Commission has stated that a proposal requesting the dissemination of a
report may be excludable under Rule 14a-8(i)(7) if the subject matter of the report is within
the ordinary business of the issuer. See Exchange Act Release No. 20091 (Aug. 16, 1983).
The Proposal requests a report on "how the Board is overseeing privacy and data security
risks." The Proposal's request for an explanation of the Board's oversight of certain risks
does not preclude exclusion if the underlying subject matter of the Proposal is ordinary
business. The Staff indicated in Legal Bulletin No. 14E (Oct. 27, 2009) ("SLB 14E") that, in
evaluating shareholder proposals that request a risk assessment, it bases its analysis under
Rule 14a-8(i)(7) on "whether the underlying subject matter of the risk evaluation involves a
matter of ordinary business to the company," and in analyzing shareholder proposals relating
to the board's oversight of particular risks, the Staff has similarly looked to the underlying
subject matter of the risk(s) and has concurred in the exclusion of a proposal when that
underlying subject matter has involved a matter of ordinary business to the company. For
example, in Sempra Energy (avail. Jan. 12, 2012, recon. denied Jan. 23 , 2012), the proposal
urged the board "to conduct an independent oversight review of the [c]ompany's
management of political, legal, and financial risks posed by Sempra operations in any
country that may pose an elevated risk of corrupt practices." Notwithstanding the
proponent's argument that the "Staff recognized in SLB 14E that shareholders have an
especially keen interest in the board of directors' role in the oversight of a company's
management of risk," the Staff concurred that the proposal could be excluded pursuant to
Rule 14a-8(i)(7). The Staff noted in its response letter that "although the proposal requests
the board to conduct an independent oversight review of Sempra's management of particular
risks, the underlying subject matter of these risks appears to involve ordinary business
matters." Likewise, in The Western Union Co. (avail. Mar. 14, 2011), the Staff considered a
proposal that requested the company to establish a risk committee on its board of directors
and to report on certain identified risk categories. In concurring that the proposal properly
could be excluded under Rule 14a-8(i)(7), the Staff in particular noted that the proposal
"requests a report that describes how Western Union monitors and controls particular risks."
See also Wells Fargo & Co. (Recon.) (avail. Apr. 5, 2011) (affirming the excludability of a
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proposal seeking a report on the board's "actions to ensure that employee compensation does
not lead to excessive and unnecessary risk-taking that may jeopardize the sustainability of
the [c]ompany's operations" when one of the specified subjects of the report addressed
employee compensation, a matter of ordinary business). As with the foregoing precedent,
the Proposal as discussed below addresses particular business risks and relates to a subject
matter that constitutes ordinary business operations for the Company, specifically, "privacy
and data security risks."
The Staff consistently has concurred that proposals regarding procedures for protecting
customer information and privacy, including Internet privacy, are excludable as relating to a
company' s ordinary business. For instance, in Bank ofAmerica Corp. (avail. Feb. 21, 2006)
("Bank ofAmerica 2006"), the proposal requested a report on Bank of America's "policies
and procedures for ensuring that all personal and private information pertaining to all Bank
of America customers will remain confidential in all business operations." The company
argued that the proposal was excludable because it concerned a core management function
and attempted to " usurp[] management's authority by allowing stockholders to govern the
day-to-day business of managing the banking and financial relationships that [Bank of
America] has with its customers and the privacy protection afforded to its customers." The
Staff concurred with the proposal's exclusion under Rule 14a-8(i)(7), noting that the
proposal related to the company's ordinary business operations, specifically the "procedures
for protecting customer information." Similarly, in a recent no-action letter, a proposal
requested that a company "adopt a minimum seven-year records retention policy (or longer,
depending upon applicable laws) on all electronic loan files, and adopt necessary internal
controls to safeguard these assets from unauthorized access and accidental loss or deletion."
In concurring with exclusion of the proposal under Rule 14a-8(i)(7), the Staff noted that the
proposal "relates to the policies and procedures for the retention of records regarding the
products and services [the company] offers." Huntington Bancshares Inc. (avail. Jan. 10,
2011). In Corneas! Corp. (avail. Mar. 4 , 2009), the Staff concurred with the exclusion of a
proposal requesting a report on "the effects of the company's Internet network management
practices in the context of the significant public policy concerns regarding the public's
expectations of privacy ... on the Internet," noting that the proposal related to the ordinary
business matter of "procedures for protecting user information." See also Qwest
Communication Intemational Inc. (Feb. 17, 2009) (same); Verizon Communications Inc.
(avail. Feb. 13, 2009) (same); AT&T Inc. (avail. Jan. 26,2009, ream. denied Feb. 27, 2009)
(same).
Similarly, in Consolidated Edison, Inc. (avail. Mar. 10, 2003), the Staff concurred that a
proposal requesting new procedures for protecting customer privacy was excludable as
relating to the Company's ordinary business. The proposal submitted to Consolidated
Edison requested that company employees that enter customers' homes to service electric
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systems and read electrical meters "not ... concern themselves with and/or report to others
including any governmental agency, lifestyles as may be evidenced by, for example,
garments, reading material, or other paraphernalia related to any religion or belief of any
organization or group, as to, the occupants of the premises." The Staff concurred that the
proposal was excludable under Rule 14a-8(i)(7) because it related to the "management of
employees and customer relations."
Further, the Staffs precedent regarding procedures for protecting customer information,
including information transmitted via the Internet or stored electronically, is consistent with
earlier Staff decisions finding that a wide variety of activities related to a company's
management of customer relations is part of a company's ordinary business operations;
therefore, shareholder proposals related to such matters are excludable under Rule 14a
8(i)(7). For example, in Zions Bancorporation (avail. Feb. 11, 2008, recon. denied Feb. 29,
2008), the Staff concurred with the exclusion of a proposal that requested that the board
implement a mandatory adjudication process prior to termination of certain customer
accounts, finding that the proposal related to "ordinary business operations (i.e., procedures
for handling customers accounts)." Similarly, in General Motors Corp. (avail. Feb. 13,
1979), the Staff concurred with the exclusion of a shareholder proposal recommending the
creation of a new department to handle customer complaints. In addition, in OfficeMax Inc.
(avail. Feb. 13, 2006), the Staff permitted exclusion of a proposal directing the company to
establish a task force regarding the handling of promotional rebates as relating to customer
relations. See also Wal-Mart Stores, Inc. (avail. Mar. 27, 2001) (proposal seeking the
implementation of annual customer meetings was excludable as ordinary business).
Similar to the above precedent that relates to the privacy and protection of customer
information specifically and relationships with customers generally, the Proposal is
excludable because it relates to the protection of the Company's customers' information and
privacy. By requesting a report "explaining how the Board is overseeing privacy and data
security risks," the Proposal addresses a central aspect of the Company's business. Due to
the nature of its business, the Company's operations inherently involve collecting Internet
payments and customer account data related to payment and delivery of products sold on the
Company's websites. The Company serves consumers through its retail websites, and the
online nature of the Company's business requires it to collect personal information from
consumers, including consumers' names, addresses, e-mail addresses, Amazon.com account
passwords and credit and debit card numbers. The Company also offers cloud-storage
solutions, which allow the Company to store substantial amounts of data uploaded by third
party corporate customers, to enterprises through its Amazon Web Services business. In
addition, the Company's network stores its own confidential data and information from
sellers, suppliers, and content creators.
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Thus, a significant portion of the Company's business is dependent on protecting the data
and privacy of its customers and other third parties and ensuring that all data that the
Company stores is secure. The Company uses multiple methods and processes to protect
privacy and secure data, and the Board's and management's oversight of these data security
methods and processes is a central aspect of the day-to-day management and oversight of the
Company's business, as a material breach in the Company' s data security systems could
adverse! y affect the Company's operating results, result in litigation or potential liability and
otherwise harm the Company's business. This oversight requires frequent interaction with
skilled Company employees with specialized and in-depth knowledge regarding the
Company's privacy controls and data security systems. Given the importance of data
security to the Company's business and the specialized nature of privacy and data security,
oversight of these issues are "so fundamental" to the Board' s and management's ability to
run the Company that they could not, as a practical matter, be subject to shareholder
oversight. Therefore, the proposal is excludable under Rule 14a-8(i)(7).
Finally, the Proposal does not raise a significant policy issue. As described above, the Staff
has consistently concurred that proposals requesting reports on the protection of customer
privacy, including customer data with respect to Internet privacy, are excludable as relating
to ordinary business. Data security and customer privacy, while vital for the Company and
an important function of management and the Board, are not significant policy issues.
Rather, Internet privacy and data security are technical issues, the oversight of which require
Board and management interaction with employees with specialized knowledge, and may not
be easily understood, much less managed, by shareholders. In this regard, the Proposal does
not focus on a significant policy issue, but rather relates to the technical issues on how the
Company is overseeing and managing the protection of confidential data. Cf, e.g. , Verizon
Communications Inc. (avail. Feb. 13, 20 12) (Staff did not concur in exclusion of net
neutrality proposal and found net neutrality to be a significant policy issue " [i]n view of the
sustained public debate over the last several years concerning net neutrality."). In contrast to
net neutrality, the Board's oversight of privacy and data security is not a subject of sustained
public debate, but rather relates to the Company's decisions on how to manage the day-to
day mechanics of the systems it has in place to protect the confidential information of the
Company, its customers, and other parties. In this respect, it is important to note that in the
Division of Corporation Finance's Disclosure Guidance: Topic No. 2 (Cybersecurity) (Oct.
13, 2011), the Division stated, "We prepared this guidance to be consistent with the relevant
disclosure considerations that arise in connection with any business risk." Thus, as with the
proposal discussed above in The Western Union Co., the Proposal "requests a report that
describes how [the Company] monitors and controls" just some of the many "particular
risks" that the Company faces in its day to day operations, and therefore likewise is
excludable under Rule 14a-8(i)(7).
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CONCLUSION
Based upon the foregoing analysis, we respectfully request that the Staff concur that it will
take no action if the Company excludes the Proposal from its 2013 Proxy Materials.
We would be happy to provide you with any additional information and answer any
questions that you may have regarding this subject. Correspondence regarding this letter
should be sent to shareholderproposals@gibsondunn.com. If we can be of any further
assistance in this matter, please do not hesitate to call me at (202) 955-8671 or Sarah Dods,
the Company's Senior Corporate Counsel , at (206) 266-3192.
Sincerely,

Ronald 0. Mueller
Enclosures

cc:

Sarah Dods, Amazon.com, Inc.
Joseph F. Keefe, Pax World Mutual Funds
Corey Johnson, Pax World Mutual Funds

I Ol435470_8.DOCX

EXHIBIT A

PAX

RECEIVED
DEC 10 2012

December 7, 2012

AMAZON.COM INC
LEGAL DEPARTMENT

David A. Zapolsky
Vice President, General Counsel and Secretary
Amazon.con'l, Inc.
410 Terry Avenue North
Seattle, WA 98109

Dear Mr. Zapolsky:
On behalf of Pax World Mutual Funds ("Pax World"), I write to give notice that, pursuant to the
2012 proxy statement of Amazon. com, Inc. (the "Company"), Pax World intends to present the
attached proposal (the "Proposal"), regarding Privacy and Data Security, at the 2013 Annual
Meeting of shareholders (the "Annual Meeting"). Pax World requests that the Company include
the Proposal in the Company's proxy statement for the Annual Meeting. Pax World has owned
the requisite number of the Company's shares for at least one year, continuously, and intends to
hold these shares through the date on which the Annual Meeting is held.
I represent that Pax World or its agent intends to appear in person or by proxy at the Annual
Meeting to present the attached Proposal. We have attached a letter confirming our proof of
ownership. Please contact Corey Johnson by email at cjohnson@paxworld.com or by phone at
(603) 501-7355 if you have any questions regarding this matter.
Sincerely,

Pax World Mutual Funds

Encl.

Resolution Text
Proof of Ownership Letter

Pax World Mutual Funds

I

30 Pen hallow Street, Suitc400, Portsmouth, NI-l 03801

I 800.767.1729

1 ww\v.paxworld.com

Privacy and Data Security
Whereas,
As a leader in online retailing, entertainment media, and cloud computing services to businesses,
Amazon.com ("Amazon") confronts serious privacy and data security risks.
Breaches of privacy and data security are a growing threat which can result from company negligence or
external attacks. Cyberattacks on U.S. computer networks rose 17-fold from 2009 to 2011, according to
the National Security Agency.'
According to a 2011 Ponemon Institute study, the per capita cost of a data breach was $194, with an
average incident cost of $5.5 million." A separate Ponemon study found data breaches could negatively
impact brand value and reputation by as much as 12 percent to 25 percent, with the average loss in
brand value ranging from $184 million to more than $330 million.'"
Unauthorized collection, disclosure, or misuse of personal information can cause great harm to
individuals and society- including discrimination, identity theft, financial loss, loss of business or
employment opportunities, humiliation, reputational damage, questionable government surveillance, or
physical harm.
The Electronic Frontier Foundation said in a 2012 report": "Amazon is entrusted with huge quantities of
information as part of its cloud computing services and retail operations, yet does not produce annual
transparency reports, publish a law enforcement guide, or promise to inform users when their data is
sought by the government."
In 2012 Amazon's Zappos unit and an affiliated site were the victims of a data breach which exposed
personal information of more than 24 million customers, resulting in a consolidated class action lawsuit."
The New York Times observed: "The breaches at Amazon's sites, combined with several recent
cyberattacks, could threaten to shake consumer confidence online."''
We believe Amazon's Board has a fiduciary and social responsibility to protect company assets, including
the personal information of a variety of stakeholders.
Resolved, that the Board of Directors publish a report, at reasonable expense and excluding confidential
or proprietary information, explaining how the Board is overseeing privacy and data security risks.
Supporting Statement
We emphasize that the Proposal is not asking the Company to disclose risks, specific incidents, or legal
compliance procedures; rather, we believe, investors need to understand more fully how the Board
oversees the concerns described above.
Carnegie Mellon University's Cylab published a 2012 report ("How Boards and Senior Executives Are
Managing Cyber Risks"~') which we believe could be instructional in writing this report. Among Cylab's
recommendations for boards:

"Review existing top-level policies to create a culture of security and respect for privacy. Organizations
can enhance their reputation by valuing cyber security and the protection of privacy and viewing it as a
corporate social responsibility."
"Review assessments of the organization's security program and ensure that it comports with best
practices and standards and includes incident response, breach notification, disaster recovery, and crisis
communications plans."
"Conduct an annual review of the enterprise security program and effectiveness of controls, to be
reviewed by the board Risk Committee, and ensure that identified gaps or weaknesses are addressed."

1

http:ljwww.bloomberg.com/news/2012·08-29/sec-guidance-on-cyber-disclosure-becomes-rule-for-google.html

11

http:ljwww.cbiz.com/ras/pdfs/2011 Ponemon Study.pdf

m http:ljwww.Worldnews.se/news/60845/new-survey-by-the-ponemon·institute-finds-that-data·breaches-can

cause·lasting-a/
"https://www.eff.org/pages/who-has-your-back
'http:ljwww.topclassactions.com/lawsuit-settlements/lawsuit-news/1575-zappos-hack-leads-to-class-action
lawsuit
,; http://bits. blogs. nytimes.com/2012/01/17/even-big-companies-cannot -protect-their-data/
,;, http://www.rsa.com/innovation/docs/CMU-GOVERNANCE-RPT-2012-FINAL.pdf
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December 21, 2012
VIA OVERNIGHT MAIL
Joseph F. Keefe
President & CEO
Pax World Mutual Funds
30 Penhallow Street, Suite 400
Portsmouth, NH 03801
Dear Mr. Keefe:
I am writing on behalf of our client, Amazon.com, Inc. (the "Company"), which
received on December 10, 2012, the shareholder proposal you submitted on behalf of Pax
World Mutual Funds ("Pax World") entitled "Privacy and Data Security" for consideration at
the Company's 2013 Annual Meeting of Shareholders (the "Proposal").
The purpose of this letter is to inform you that the Proposal contains certain
procedural deficiencies, which Securities and Exchange Commission ("SEC") regulations
require us to bring to your attention. Rule 14a-8(d) of the Exchange Act requires that any
shareholder proposal, including any accompanying supporting statement, not exceed 500
words. The Proposal, including the supporting statement, exceeds 500 words. In reaching
this conclusion, we have counted dollar symbols as words and have counted each number
associated with a footnote every time that number appears. To remedy this defect, Pax
World must revise its Proposal such that it does not exceed 500 words and submit the revised
Proposal to the Company.
The SEC's rules require that any response to this letter be postmarked or transmitted
electronically no later than 14 calendar days from the date you receive this letter. Please
address any response to me at Gibson, Dunn & Crutcher LLP, 1050 Connecticut Ave., N.W.,
Washington, D.C. 20036. Alternatively, you may transmit any response by facsimile to me
at (202) 530-9569.
If you have any questions with respect to the foregoing, please contact me at (202)
955-8671. For your reference, I enclose a copy of Rule 14a-8.
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Sincerely,

Ronald 0. Mueller
Enclosures
cc:

Sarah C. Dods, Senior Corporate Counsel, Amazon.com, Inc.
Corey Johnson, Pax World Mutual Funds
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PAX
December 28, 2012

Ronald 0. Mueller
Gibson, Dunn & Crutcher LLP
1050 Connecticut Avenue, N.W.
Washington, DC 20036-5306

Dear Mr. Mueller:
On December 26, 2012, Pax World Mutual Funds ("Pax World") received your letter regarding
certain procedural deficiencies identified in its shareholder proposal (the "Proposal") to
Amazon. com. Pursuant to Rule 14a-8(d) of the Exchange A;;t, Pax World has revised the
Proposal to include no greater than 500 words.
Sincerely,

t/7/Z

Corey Johnson
Sustainability Research Analyst
Pax World Mutual Funds

Encl.

Revised Shareholder Resolution

Pax World Mutual Funds I

30 Pen hallow Street, Suite 400, Portsmouth, NH 03801

I

800.767.1 729

I

www.paxworld.com

Privacy and Data Security

Whereas,
As a leader in online retailing, entertainment media, and cloud computing services, Amazon.com
("Amazon") confronts serious privacy and data security risks.
Privacy and data security breaches are growing threats that can result from company negligence or
external attacks. The National Security Agency reported that cyberattacks on U.S. computer networks
rose 17-fold from 2009 to 2011.;
According to a 2011 Ponemon Institute study, the per capita cost of a data breach was $194, with an
average incident cost of $5.5 million.;; Another Ponemon study found data breaches could negatively
impact brand value and reputation by as much as 12 percent to 25 percent, with average losses in brand
value ranging from $184 million to more than $330 million.;;;
Unauthorized collection, disclosure, or misuse of personal information can cause significant harm to
individuals and society- including discrimination, identity theft, financial loss, reputational damage,
questionable government surveillance, or physical harm.
The Electronic Frontier Foundation said in a 2012 reportiv: "Amazon is entrusted with huge quantities of
information as part of its cloud computing services and retail operations, yet does not produce annual
transparency reports, publish a law enforcement guide, or promise to inform users when their data is
sought by the government."
In 2012 Amazon's Zappos unit was the victim of a data breach that exposed personal information of
more than 24 million customers, resulting in a consolidated class action lawsuit.v The New York Times
observed: "The breaches at Amazon's sites, combined with several recent cyberattacks, could threaten
to shake consumer confidence online."vi
We believe Amazon's Board has a fiduciary and social responsibility to protect company assets, including
the personal information of its stakeholders.
Resolved, that the Board of Directors publish a report, at reasonable expense and excluding confidential

or proprietary information, explaining how the Board is overseeing privacy and data security risks.
Supporting Statement

We emphasize that the Proposal is not asking the Company to disclose risks, specific incidents, or legal
compliance procedures; rather, we believe, investors need to better understand how the Board
oversees the concerns described above.
Carnegie Mellon University's Cylab published a 2012 report ("How Boards and Senior Executives Are
Managing Cyber Risks"vii) that we believe could be instructional in writing this report. Among Cylab's
recommendations for boards:

"Review existing top- level policies to create a culture of security and respect for privacy. Organizations
can enhance their reputation by valuing cyber security and the protection of privacy and viewing it as a
corporate socia l responsibility."
"Review assessments of the organization's security program and ensure that it comports with best
practices and standards and includes incident response, breach notification, disaster recovery, and crisis
communications plans."
"Conduct an annual review of the enterprise security program and effectiveness of controls, to be
reviewed by the board Risk Committee, and ensure that identified gaps or weaknesses are addressed."

i

http://www.bloomberg.com/news/2012-08-29/sec-guidance-on-cyber-disclosure-becomes-rule-for-google.html

ii

http://www.cbiz.com/ras/pdfs/2011 Ponemon Study.pdf

http://www.worldnews.se/news/60845/new-survey-by-the-ponemon-institute-finds-that-data-breaches-can
cause-lasting-a/

iii

iv

https://www.eff.org/pages/who-has-your-back

http://www.topclassactions.com/lawsuit-settlements/lawsuit-news/1575-zappos-hack-leads-to-class-action
lawsuit

v

vi

http ://bits. blogs.nyti mes.com/2012/01/17/ even-big -companies-cannot-protect-their-data/
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