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By Email Submission to rule-comments@sec.gov 
 
April 27, 2021 
 
Ms. Vanessa A. Countryman 
Secretary 
U.S. Securities and Exchange Commission 
100 F Street NE 
Washington, DC 20549 
U.S.A. 

Re: File No. S7-25-20 “Custody of Digital Asset Securities by Special Purpose Broker-Dealers” 

Dear Ms. Countryman:  
 
The Wall Street Blockchain Alliance (the “WSBA”) appreciates the opportunity to provide the views 
of our member-based organization regarding the Securities and Exchange Commission’s recently 
published statement and request for comment regarding “Custody of Digital Asset Securities by 
Special Purpose Broker-Dealers” (S7-25-20) (the "Statement").  
 
The WSBA is an industry leading non-profit trade association based in New York City. Our mission is 
to guide and promote the comprehensive adoption of blockchain technology and digital assets across 
global markets in a manner that complies with all relevant laws and regulations. The WSBA is 
structured into Working Groups that, in turn, coordinate the collaboration of leaders across 
industries and professions to fulfill the WSBA’s mission. 
 
Introduction  
 
The WSBA, as a matter of policy, supports the equitable regulation and monitoring of financial 
markets. The WSBA membership encompasses a wide variety of organizations and roles, including 
banks, broker-dealers, investment firms, law firms, accountants, compliance officers and more, all of 
whom are deeply familiar with and appreciative of protective laws and regulations. 
 
Given this variety of industries and professionals within the WSBA, we would like to share our 
responses to the Request for Comment Questions posed by the Commission in the Statement. We 
would further wish to offer comments and concerns regarding points highlighted in the “Commission 
Position” and “Discussion” section of the Statement.  
 

Request for Comment Questions 
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1. What are industry best practices with respect to protecting against theft, loss, and 
unauthorized or accidental use of private keys necessary for accessing and transferring 
digital asset securities? What are industry best practices for generating, safekeeping, and 
using private keys? Please identify the sources of such best practices. 
 
While there are not universally accepted “best practices” across the digital asset ecosystem, 
our research has revealed that significant information and perspective on current industry 
practices can be derived from current terms of use and legal information provided by the 
larger, more established fiat-to-crypto exchanges1 in the United States. These exchanges are 
customer focused and require Know Your Customer (“KYC”) and Anti-Money Laundering 
(“AML”) protocols as part of the on-boarding process, and we believe fairly represent some 
of the more comprehensive and widely used practices as regards protecting against theft, 
loss, etc. of private keys. We have distilled some of the more prominent exchange policies, 
based upon their existing, publicly available terms and conditions as follows: 

• Protecting against theft, loss, and unauthorized or accidental use of private keys 
necessary for accessing and transferring digital asset securities: 

o For the most part it seems that these exchanges require that customers are 
“responsible for creating a strong password and maintaining adequate 
security and control of any and all IDs, passwords, hints, personal identification 
numbers (PINs), API keys or any other codes that you use…”. This is usually 
followed by the warning that any loss or compromise of such information or a 
customers' personal information may result in unauthorized access to their 
accounts by outside parties and potentially the loss or theft of any digital 
currency and/or funds held in customer accounts at the exchange. This also 
brings risks exposing customer bank account or credit card information linked 
to their accounts. 

o Exchanges also note that they do not represent or handle assets in their 
customers' digital currency wallets as belonging to the exchange.  

o Exchanges advise customers in writing to regularly check their fiat and digital 
currency wallet balances and transaction histories, advising customers to 
report any unauthorized or incorrect transactions to the exchange. 

o Exchanges state that they securely store digital currency wallet private keys, 
which are used to process transactions, in a combination of online and offline 
storage to reduce risk. 

o Notably, exchanges inform customers who custody their digital assets with the 
exchange that the customers allow the exchange to retain control over 
electronic private keys associated with blockchain addresses operated by the 
exchange.  

 
1 Specifically, we base this on publicly available information from Coinbase (www.coinbase.com) and Gemini (www.gemini.com)  
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o Universally these exchanges require a user registration process that utilizes 
two factor authentications (“2FA”) for secure access, as well as appropriate 
name, address, identity verification and payment method verification, in line 
with many financial service providers currently.  

o Exchanges also require customers to understand and agree that the exchange 
is not responsible, and that the customer will not hold them responsible, for 
any unauthorized access to or use of a customer's account. 

o Exchanges we researched maintain commercial insurance for digital assets 
held in custody on a customer's behalf through third party provider. 

• Regarding generating, safekeeping, and using private keys: 
o Exchange customers are advised to not allow remote access or share their 

computer with someone else when logged on to their accounts and are 
informed that the customer support for these exchanges will never ask for 
customer IDs or passwords. Thus, these exchanges assume no responsibility 
for any loss a customer may sustain due to compromise of account login 
credentials due to no fault of the exchange and/or failure of an exchange 
customer to follow or act on any notices or alerts they may have received from 
the exchange. 

o Lastly, exchanges require customers to agree to keep their account login 
credentials and any other required forms of authentication confidential and 
separate from each other, as well as separate from any other information or 
documents relating to their exchange account. 

It is important to note that these best practices are practices of exchanges that offer custodial 
services and effect transactions in assets that may or may not currently meet the definition of a 
security. 
 
We believe that the question does not take into account the fact that digital asset securities are 
created and maintained on technology that provides an issuer with the capability to (a) cancel or 
“burn”2 a digital asset security that has been the subject of theft or incorrect transfer and re-issue 
the digital asset security to the rightful owner, and (b) respond to orders from a court or other 
competent authority to force the transfer of a digital asset security in the event of a legally required 
transfer (bankruptcy or estate situations, for example). These facilities and/or capabilities are not 
available for digital assets that are not securities. 
   

 
2  “Burning” is an intentional action taken to remove from circulation and availability a specific instance or number of digital assets from the total 
available of those digital assets in existence. 
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2. What are industry best practices to address events that could affect a broker-dealer’s 
custody of digital asset securities such as a hard fork, airdrop, or 51% attack? Please identify 
the sources of such best practices. 
 
In the absence of universally accepted “best practices” across the digital asset ecosystem, as 
we noted above, our research has revealed the following practices, derived from publicly 
available terms of use and legal disclaimer information shared by well-known fiat-to-crypto 
exchanges.3 In addressing exchanges’ policies for dealing with events that could affect a 
broker-dealer’s custody of digital asset securities such as a hard fork, airdrop, or 51% attack, 
we note that: 

• Exchanges claim for the most part that they are not obligated to support a fork of a digital 
asset in customer accounts, regardless of any fork resulting in a digital asset that is a 
“dominant digital asset” or a “non-dominant digital asset.”4 

• Exchanges state that they have sole and absolute discretion in any decision to support or 
not support any distributions, dividends, or “airdrops”5 of digital assets to customer 
accounts, regardless of whether or not customers are recipients of such distributions 
outside of their accounts with the exchange. 

• Some exchanges require customers to agree that in any instance where they wish to have 
access to digital assets related to a hard fork, that they will be required to withdraw such 
digital assets from their account at the exchange prior to any hard fork or air drop.6 

• Most digital asset exchanges that we have researched also require customers to 
acknowledge that digital asset ownership may lead to an increased risk of fraud or cyber-
attack, and that technological difficulties experienced by at the exchanges due to these 
risks may prevent customers from accessing their digital assets. 

It is important to note that these best practices are practices of custodians that custody digital assets 
held on public-permissionless blockchains like Bitcoin, Ethereum, etc. where such best practices are 
relevant.  However, there are blockchains for digital asset securities that are permissioned and are 
thus fork-resistant and require acceptance of distributions and air-dropped assets. 
 
Several recognized and approved digital asset custodians have or are in the process of developing 
capabilities to custody digital asset securities. The Statement does not address the possibility of a 
Special Purpose Broker-Dealer utilizing any such third-party custodial provider. Some digital asset 
securities may only be able to be custodied at specific custodians. Thus, the ability of a Special 
Purpose Broker-Dealer to utilize the services of a third-party provider is an important consideration. 
 

 
3  As previously noted, we base this on publicly available information from Coinbase (www.coinbase.com) and Gemini (www.gemini.com) as a proxy for 

industry best practices.  
4 Noted from terms and conditions of Binance US: https://www.binance.us/en/terms-of-use 
5 https://en.wikipedia.org/wiki/Airdrop_(cryptocurrency) 
6 https://www.gemini.com/legal/user-agreement#section-unsupported-forked-networks 
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Given that there is a myriad of technological risks associated with custody of digital assets across 
levels such as infrastructure, smart contracts, user management and more, we have attached our 
Appendix A to the end of this document. This Appendix highlights several such risks across multiple 
domains, along with technology based best practices that are currently being used to mitigate such 
risks. 

3. What are the processes, software and hardware systems, or other formats or systems that 
ware currently available to broker-dealers to create, store, or use private keys and protect 
them from loss, theft or unauthorized or accidental use? 

 
With respect to processes, software and hardware systems that broker-dealers can use to create, 
store, or use private keys, it is worth noting that within the digital asset industry there are two main 
methods of such safekeeping:  

• Online or “hot” storage, which is offered by all major digital asset exchange platforms. 
This method is convenient for daily use, but vulnerable to theft and hacks since such 
private keys and wallets are connected to the network.  

• Offline or “cold” storage, whereby the private key and associated wallet are kept 
offline (i.e., on a computer that is not connected to a network), thereby avoiding the 
risk of theft of digital assets. While considered a safer, more secure way to hold assets, 
this is a more costly option with significantly less convenience as regards time to 
access funds. Many crypto market participants utilize cold storage because it is the 
only fully secure solution for safekeeping assets. There are currently three main types 
of cold storage safekeeping solution providers:  

o Crypto exchange safekeeping – many digital asset exchanges have enhanced 
their safekeeping offering to attract potential institutional assets. These are 
either cold storage solutions developed internally, or via subsidiaries 
dedicated to digital asset custody.   

o Dedicated safekeeping solutions – there are a growing number of providers 
offering dedicated solutions built upon a combination of technology and 
physical security to ensure the safekeeping of private keys and assets. With 
these solutions, the private key and asset are secured in a totally offline 
environment, leveraging a physical vault for protection.  

o Specialist technology providers – firms such as Ledger7 and Trezor8 offer 
solutions that combine software and hardware to ensure the safekeeping of 
the private key and crypto addresses. 

Also, we have distilled some of the more prominent exchange policies, based upon their 

 
7 https://www.ledger.com 
8 https://trezor.io 
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existing, publicly available terms and conditions, and have noted some prominent language 
associated with the creation, storage and usage of private keys, and any possible protections 
from loss, theft or unauthorized or accidental use. These policies include:  

• Exchanges have noted that for such time as a customer would custody his/her digital 
assets at the exchange, that the exchange will retain control over any electronic 
private keys associated with blockchain address operated by the exchange on behalf 
of customers. 

• Most exchanges also hold and maintain commercial crime insurance for any digital 
assets custodied by the exchange, when in trust on a customer’s behalf in an online 
“hot” wallet, with such insurance being issued third-party insurance underwriters. 

 
4. What are accepted practices (or model language) with respect to disclosing the risks of 

digital asset securities and the use of private keys? Have these practices or the model 
language been utilized with customers? 
 
For the most part, the model language that we have seen in the industry regarding the 
disclosing of risks associated with digital asset securities and the use of private keys in many 
ways mirrors the security language we have often seen in traditional financial markets, 
though certainly with added technological components and risk parameters. In addition to 
the risk disclosures mentioned in response to previous questions, other risk disclosures 
include: 

• That the nature of digital asset investments may lead to an increased risk of cyber-
attack or fraud; technological difficulties experienced by exchanges or third parties 
may prevent access to or use of digital assets held for a customer account. 

• That the use of private keys (such as when initiating a transaction) may, for example, 
not be sufficiently protected by the customer, which may result in unauthorized 
transactions and/or loss of assets if assets are sent to an invalid address. 

• Likewise, inadequate protection of a private key when not in use may result in the 
keys being lost, resulting in frozen funds or accessed and transactional information or 
digital assets being compromised or stolen. 

• Transactions in digital asset investments may be irreversible; thus, potential losses 
due to fraudulent or accidental transactions may not be recoverable. 

These examples of model language are currently widely shared with digital asset security 
customers via the broker-dealer website and/or mobile application.  
 

5. Should the Commission expand this position in the future to include other businesses such 
as traditional securities and/or non-security digital assets?  Should this position be 
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expanded to include the use of non-security digital assets as a means of payment for digital 
asset securities, such as by incorporating a de minimis threshold for non-security digital 
assets? 
 
We believe that there are methodologies that would provide adequate protection for 
customers of a broker-dealer that would protect those customers in the event that the 
broker-dealer held digital assets other than digital asset securities. One such methodology 
would be to segregate assets into various buckets including, but not limited to, digital asset 
securities, non-blockchain related equity and debt securities, fiat and cryptocurrency.  These 
classes of assets could be held within the broker-dealer or in a “good control location” in 
segregated accounts for the benefit of (“FBO”) customers of the broker-dealer. Within an 
overarching FBO account, customer subaccounts could be designated to further protect 
individual customers. 
 
We believe that customers should be able to pay for transactions in securities, whether or 
not digital, in cryptocurrency, in any amount desired by the customer, subject to risk 
limitations imposed by the broker-dealer. The broker-dealer should be required to disclose 
to the customer the customer’s risks of price fluctuation upon receipt by the broker-dealer 
of the cryptocurrency payment. The broker-dealer should adopt a consistent policy, clearly 
disclosed to its customers in detail, regarding whether cryptocurrency will be converted into 
fiat upon its receipt by the broker-dealer, or held in the form it was sent and should set forth 
which party bears the risk of price fluctuation during the time held by the broker-dealer. 
Likewise, the broker-dealer should require the customer to choose whether the customer 
wishes, upon a sale or withdrawal of funds, to receive the funds in the form originally sent, in 
an alternate cryptocurrency, or in fiat. Again, the risks of price fluctuation must be clearly 
disclosed to the customer. 

 

● We note that current state and federal regulation would require the broker-dealer to 
obtain a money transmitter license from the applicable regulator(s) to exchange fiat 
and cryptocurrency.  We respectfully request that the SEC discuss with FinCEN 
whether such dual regulation is necessary or appropriate. 
 

● We believe that it would be appropriate for the SEC to issue guidance regarding AML 
enhanced due diligence for customers utilizing cryptocurrency to fund their accounts 
or receive payments therefrom. 

 

● We believe that it would be appropriate for the SEC to issue guidance regarding 
cybersecurity considerations for broker-dealers dealing with cryptocurrency and or 
digital assets of any other type. 
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There are many types of businesses engaged in by broker-dealers that would not impact or 
be impacted by whether the broker-dealer effects transactions in digital assets. Thus broker-
dealers dealing in digital assets should be permitted to be engaged in these lines of business 
subject to obtaining approval from the applicable regulatory body. These types of businesses 
do not involve the holding of funds and/or securities (other than, when required, in an escrow 
account) and thus should not be prohibited merely because a broker-dealer also wishes to 
effect transactions in digital assets.  Such activities include, but are not limited to, private 
placements of non-digital securities, mergers and acquisitions, referrals and investment 
banking. 

 
6. What differences are there in the clearance and settlement of traditional securities and 

digital assets that could lead to higher or lower clearance and settlement risks for digital 
assets as compared to traditional securities? 
 
Securities were initially issued as paper certificates and held in the name of the owner (i.e., 
bearer certificates). However, this required physical transfer of certificates to be coordinated 
between buyer and seller, which was costly and inefficient. To increase efficiencies, central 
securities depositories (“CSDs”) were established to facilitate the transfer of paper 
certificates and reduce the need to settle trades via physical transfer.  

 
Today, traditional shares have become more dematerialized and are able to be delivered via 
book-entry rather than by physical transfer. As such, traditional securities such as equities 
and bonds are now mostly maintained in electronic book-entry accounts at the CSD, with 
most securities executed on day T with clearance (details sent to third parties to reconcile 
and confirm instrument transaction) and settlement (ownership transfer of securities with 
transfers of payment) occurring at a later date (generally at T+2).  
 
Both book-entry and digital asset securities are digital representations of the underlying 
security, and so are similar in that respect. Two notable differences between the two are as 
follows: 
 

● Authorization: For book entry, authorization occurs when the CSD verifies the identity 
of the account holder and confirms that it has legal ownership of the securities. For 
digital asset securities, authorization happens based on the holder having a 
cryptographic “private” key, which permits the holder to "unlock" certain rights, 
including the right to transfer the securities. 
 

● Centralization: For book entry, only one party (CSD or Transfer Agent) can update 
records, initiate transfers, and see prior transfers. For digital asset securities, 
distributed ledger technology (“DLT”) allows a degree of decentralization by allowing 
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access to more than one party. This can be further restricted based upon whether or 
not the DLT is private and permissioned or public.  

 
Digital asset securities using DLT would provide a) faster settlement, b) potential for reduced 
fees, and c) greater clarity of ownership, which could reduce problems and improvements on 
issues relating to governance, holders of record, and short seller’s transparency. In addition, 
DLT has the potential to address the above issues for both traditional securities and digital 
assets. 
 
DLT’s ability to settle in “real-time” would reduce risks and costs. The situations we saw 
unfold in GameStop or in the Dole case would not have occurred, because the exact number 
of shares outstanding would be known. The problems caused by T+2 settlement would be 
minimized or eliminated. 
 
Using DLT will reduce the need for reconciliation and confirmation of trade information 
between back offices after the trade is executed. 

 
DLT automates execution and verification through the use of smart contracts that self-
execute when specific codified conditions are met. In addition, we believe that DLT will allow 
transaction fees to be reduced as the number of intermediaries is reduced. 

 
Finally, using DLT to clear and settle securities has the potential to improve governance. The 
theory is that if individuals have a greater awareness of and direct access to their shares and 
the rights relating to them, shareholders would be encouraged to reassume governance 
rights, particularly voting. 

 
7. What specific benefits and/or risks are implicated in a broker-dealer operating a digital 

asset alternative trading system that the Commission should consider for any future 
measures it may take? 

 
Recent guidance from the SEC, including the Statement on Digital Asset Custody by Special 
Purpose Broker Dealers, has improved the workflow for broker-dealers operating a digital 
asset security ATS, and reduced the risk of failed trades. 
  
Prior to September 25, 2020, digital asset security broker-dealers were operating under the 
guidance from the Joint Statement from July of 2019 whereby they were completely removed 
from the settlement process. Thus, while the ATS could match trades between buyers and 
sellers, it was unable to take certain steps that would improve the user experience and the 
functioning of a fair and orderly market. The broker-dealer was unable to “lock” a buyer’s 
cash required for purchasing the security and was unable to even communicate between the 
buyer’s and seller’s cash and digital asset security custodian and/or transfer agent. This 
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introduced risk that one party might decide not to complete the trade if the price were to 
move against them or for any reason. 
  
On September 25, 2020, the SEC Staff issued a no-action letter to FINRA that had the effect 
of permitting a digital asset security broker-dealer to send settlement information directly to 
the buyer’s and seller’s respective custodians. This improved workflow and, to a certain 
extent, reduced the risk that one party would fail to settle a matched trade. The Transfer 
Agent continues to be regarded by the SEC as the ultimate authority on ownership and is 
empowered to transfer securities from the seller to the buyer.  Good practice would dictate 
that the Transfer Agent and custodian of funds communicate so that the Transfer Agent is 
assured that the funds have transferred into the seller’s account and that the custodian is 
assured that the securities remain available for transfer prior to the transfer of the funds. 
  
The December 23, 2020 guidance on Digital Asset Custody by Special Purpose Broker Dealers 
is another positive step by the Commission, as it will lead to an improved market structure, 
significantly reduced risk of failed trades and an improved user experience. To elaborate, the 
ability for certain SPBDs to act as custodians for digital asset securities will represent a 
significant improvement in market structure. Such SPBDs will also (pending FINRA approval) 
be able to operate as clearing brokers. Thus, in their role as clearing broker and custodian 
they will be able to ensure (in conjunction with the transfer agent) a successful transfer of 
digital asset securities from seller to buyer. Settlement of the cash leg could be enabled via 
fiat currency through Special Reserve Accounts for the Benefit of Customers. 
  
An additional, significant benefit can be achieved if the Commission clarifies the permissible 
activities of Special Purpose Broker Dealers to include utilizing stablecoins as a payment leg. 
In this way, settlement could be achieved ‘atomically’ at the time of the trade, with the 
securities being transferred from seller to buyer at the same time the payment is transferred 
from buyer to seller recorded on the blockchain. The potential benefits to the digital asset 
securities market and indeed all markets should not be underestimated. Instantaneous DVP 
settlement is not currently possible in any asset class and thus allowing SPBDs to implement 
this new technology and workflow could be significantly beneficial for all of capital markets.  
 

+++ 

 
We would also like to take this opportunity to offer some general comments that we have regarding 
broker-dealers and their relationship to digital assets. 
 
Issues for Broker-Dealers Dealing with Security as Well As Non-Security Digital Assets: 
 
The Statement provides no path to relief for a person, firm or entity whose business involves 
effecting transactions in non-security digital assets. The classification of a digital asset as a security 
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under applicable law has wide-ranging implications for the regulatory obligations that flow from the 
offer, sale, trading, and clearing of such assets. Persons that effect transactions in digital assets that 
are securities in the United States are subject to registration with the SEC as a “broker” or “dealer.” 
Platforms that bring together purchasers and sellers to trade digital assets that are securities in the 
United States also are generally subject to registration as national securities exchanges, or must 
qualify for an exemption, such as by being operated by a registered broker-dealer as an alternative 
trading system, or ATS, in compliance with rules for ATSs. Persons facilitating clearing and settlement 
of securities may be subject to registration with the SEC as a clearing agency. Non-US jurisdictions 
may have similar licensing, registration, and qualification requirements. A fundamental concern is 
that, if a party wishes to take advantage of the Statement, it could, as currently proposed in the 
Statement, de facto be conceding that each of the digital assets which is the subject of a transaction 
in reliance upon the Statement is a “security.” This would have far reaching implications for the 
business of a broker-dealer that is not strictly limited to non-security digital assets. 
 
The legal test for determining whether any given digital asset is a security is a highly complex, fact-
driven analysis that evolves over time, and the outcome is difficult to predict. In order to address this 
dilemma, we propose that the Statement provide relief to a person, firm or entity whose business 
involves effecting transactions in any digital asset, including a digital asset that might be deemed to 
be a security. In all other respects the regulatory status of a digital asset and the persons who effect 
transactions, or provide custody or other services with respect thereto, would not be affected. In 
order to take advantage of the Statement, subject to obtaining approval from the applicable 
regulatory organization, a broker-dealer would be required to segregate its non-digital securities 
business from its digital asset securities business for purposes of 15c3-3. 
 
Foreign Jurisdiction Classification of Digital Assets: 
  

Another consideration is that certain non-US jurisdictions have taken an expansive approach to 
classifying digital assets as “securities,” while others have not. As a result, certain digital assets may 
be deemed to be a “security” under the laws of some non-US jurisdictions, but not others. Also, 
various non-US jurisdictions may, in the future, adopt additional laws, regulations, or directives that 
affect the characterization of digital assets as “securities.” We encourage the SEC to formally propose 
rulemaking that would clarify for all participants engaged in digital asset securities, the role of 
marketing activities in determining whether a product is in fact a security, and which would provide 
further guidance on the treatment and classification of digital assets.9 
 

+++ 

 

 
 
9 We respectfully refer the Commission to the guidance provided by FinHub in its guidance entitled Framework for “Investment Contract” Analysis of 

Digital Assets (https://www.sec.gov/corpfin/framework-investment-contract-analysis-digital-assets# 

 

https://www.sec.gov/corpfin/framework-investment-contract-analysis-digital-assets


 
 

12 

  
 

Thank you for your consideration and for the opportunity to submit this response regarding File No. 
S7-25-20 “Custody of Digital Asset Securities by Special Purpose Broker-Dealers”. On behalf of the 
Board of Directors and Members of the Wall Street Blockchain Alliance, we look forward to the 
thoughts and feedback of the Commission and welcome the opportunity to respond to any questions 
or comments. 
 
Respectfully Submitted, 
 
Ron Quaranta - Chairman and Chief Executive Officer 
The Wall Street Blockchain Alliance 
New York, New York, USA 
 
Contributors 
Lewis Cohen, Esq. – Principal, DLx Law 
Edward G. Eisert, Esq. 
Sonia Goklani – Chief Executive Officer, Cleartrack 
Duane Jacobsen – Advisor, BlockSafe Holdings 
Richard Johnson - Chief Executive Officer, Texture Capital 
Joshua Ashley Klayman, Esq. - Chair, WSBA Legal Working Group; U.S. Head of FinTech and Head of 
Blockchain & Digital Assets, Senior Counsel, Linklaters LLP 
Pat LaVecchia - Chief Executive Officer and Co-Chairman, Oasis Pro Markets LLC 
Linda Lerner, Esq. - Partner, Halloran Farkas + Kittila LLP 
Greg Murphy - Chief Financial Officer, BlockBank 
Jason Nagi, Esq. - Principal, Offit Kurman  
Samantha Plesser, Esq. 
Donna Redel - Board Member; New York City Angels  
Alexandra C. Scheibe, Esq. – Partner, McDermott Will & Emory 
Dr. Sean Stein Smith, CPA - Visiting Research Fellow, American Institute for Economic Research; 
Chair - Wall Street Blockchain Alliance Accounting Working Group  
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APPENDIX A 

 

Level  Issue  Best Practice  

Infrastructure  

51% and Long-Range Attacks  Hash rate optimization/Alternative algorithms - POS or pBFT/Notarizing Blocks 
/Confirmations standardization  

Eclipse Attack  
Increasing the number of connected peers &randomization of node selection. 
Mitigating through whitelisting of known and trusted nodes   

Denial of service attack  

Interval management  
large pool of block creators (e.g., stakers). 
Randomize the selection of PoS block creator 
Implement traditional DDoS protection for nodes 

Sybil attack  

the bad actors to expend a significant amount of resources that may not be feasible 
for them to attain, such as requiring participating nodes to spend on hash power, 
stake a reasonably large number of tokens per node or otherwise provide proof that 
the user has expended a resource that is deemed valuable to generate new blocks or 
transactions.  

Border Gateway Protocol  
Multihomed nodes/Intelligent neighbor selection/Known route selection/Network 
statistics monitoring/Encrypted authenticated communications 

 

Node  

Cryptojacking Attack  

Implement security awareness training for organizational users with a focus on 

phishing prevention. 
Install ad-blocking or anti-cryptomining extensions on web browsers 
Use only trusted browser extensions and add-ins 
Use endpoint protection 
Use web filtering tools 
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Remote Manager Attack  

Avoid a remote manager by disabling port forwarding on the remote manager unless 
justifiable for business 
reasons. 
Download mining software from authoritative sources, such as the pool provider. 

Set up the mining node to run only as standard users to minimize lateral movements 
across the network. 
Use endpoint malware protection and provide timed exclusion for the mining software 
(e.g., must be manually 
renewed every 30 days to limit loss). 

Set scan exclusion for only the mining executable and not the mining directory 

Smart Contracts 

Access Level  Maintain contract ownership/ Multiple administrators  

Default Visibility  Monitoring protocols in place  

Reentrancy  Checks and balances in place  

Integer Overflow/Underflow  Safe math implementation or predefined safe math libraries from  

Timestamp manipulation  Block number methodology. Nodes to sync as per GST 

Front running  Design operational process as done in trade flow operations  

Denial of service attack  Code review and extensive user acceptance testing  

Arbitrage attack  Multiple data feeds for decision making and risk management.  

User  

Fake Cryptocurrency Exchange, 
Wallet, Airdrop and Hard Fork 

Scams  

Research thoroughly for all downloads, airdrops and hard forks. In many cases, 

legitimate airdrops and hard forks require little action from the user side. Be careful 
when private keys are being asked for. If a download is requested, make sure it does 
not contain malware by scanning with an antimalware product. Where applicable, 
download from authoritative sources, such as Google Play, Apple Store or the 
developer’s GitHub repository, and verify the file hash before installation. When 

infeasible, download into a sandbox and check installation and runtime behavior with 
Wireshark or some other open-sourced network protocol analyzer. If actual testing is 
the last resort, segregate from the environment that is holding the true wallet and test 
with a small amount of cryptocurrency. Activate multifactor authentication on user 
accounts. Although not 100 percent secure, multifactor authentication is much harder to 

bypass and is effective in protecting user funds, even if login credentials are phished 
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Wallet Exploits  

Search authority sources to ensure that the installed wallet version has no known 

vulnerability. Enable local storage encryption as soon as the wallet is installed.  
Check and back up the seed words or recovery phrases before sending or receiving 
funds. Test by sending and receiving small  
amounts at the start. Wait for confirmations to verify effectiveness before sending 
additional transactions. When a wallet is uninstalled, make sure to use a shredder tool 

to remove the key storage files  

SIM Swapping  

Arrange with mobile phone providers to protect the account. Require additional 
layers of verification, such as  

being physically present with identification at the store to make the request. Do not 
reveal crypto holding or  
personally identifying information on social media to avoid being targeted by 
cybercriminals. Do not use the  
mobile phone number for SMS as multifactor. Instead, use apps such as Google 

Authenticator or Authy to secure user accounts  

Dusting Attack  

Dusting attacks rely on a combined analysis of multiple addresses.  
If a dust fund is not moved by the user, the attackers cannot make the connections 

required to de-anonymize the wallets.  

Privacy considerations  

Enterprises must consider the tradeoff and plan for data accuracy and correction 
versus immutability of information. Hard forking of codes to address data issues on 
public blockchains is impractical due to a combination of challenges from governance, 
execution, cost of chain reorganization and other collateral risk that may arise from 

the event. Although private blockchains may have more flexibility in the management 
of hard forks using prebuilt transaction rollback mechanisms to correct faulty or 
incorrect transactions, rigid check-and-balance oversight must be in place to deter 
malicious tampering of previous legitimate transactions, particularly for blockchains 
that manage physical or financial assets.  

 




