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Introduction
In response to the recent economic challenges, it has become
increasingly important for organizations to solidify their
approach to risk management as part of sound corporate
governance . Enterprise Risk Management (ERM) is a disciplined
and integrated approach that supports the alignment of strategy,
process, governance, people, and technology, and allows
organizations to identify, prioritize, and effectively manage their
critical risks . A robust ERM program provides management a
portfolio view of risks affecting the organization .
With a successful ERM approach, organizations can learn to anticipate and
successfully manage critical risks . By recognizing and responding to
uncertainties before they erupt, organizations can help to avoid losses,
improve allocation of resources, and stay ahead of competitors . In these
uncertain economic times, it can mean the difference between staying in
business and starting over .
Adding fuel to the economic fire, several market analysts, including
Standard and Poor’s, recently announced their intent to include an
evaluation of non-financial firms’ risk management practices within their
global credit ratings process . Moody’s is adopting a similar, though less
formal, focus . Regulators are also increasingly interested in promoting
predictable, transparent, and sustainable risk management practices . As a
result, even the most financially sound companies may experience
increased regulatory oversight during this tumultuous time .
In light of these developments, GovernanceMetrics International (GMI), the
corporate governance research and ratings firm, and Marsh, Inc ., the world’s
leading insurance broker and strategic risk advisor, recently conducted a
joint survey to assess how public companies worldwide are organizing their
approach to identify, prioritize, and manage the various business risks they
face . One of the goals of the survey was to help GMI develop a baseline for
the addition of ERM metrics into its rating model in 2009 .
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Survey Results
A total of 149 companies from Australia, Eurozone, Japan, Norway, Singapore, South Africa, Sweden, Switzerland, Taiwan, the United Kingdom,
and the United States responded to the survey. Their average revenue
was US$4.74 billion in the last fiscal year.

The average revenue
for companies that
responded to the survey
was US$4.74 billion in the
last fiscal year.

Snapshot of Respondents by Market Sector
Automobiles & Parts

3.4%

Banking

2.1%

Basic Resources

4.1%

Chemicals

3.4%
5.5%

Construction & Materials
Diversified Conglomerate

4.1%
10.3%

Financial Services
Food & Beverage

4.1%

Health Care

2.7%
13.0%

Industrial Goods & Services
Insurance

6.8%
2.1%

Media
Oil & Gas
Personal & Household Goods

6.8%
0.7%

Retail

5.5%

Technology

9.6%

Telecommunications

2.7%

Travel & Leisure

2.7%

Utility

10.3%

The good news is that while companies are in the process of adopting
ERM processes and policies at an accelerated rate, governance issues, especially clear disclosure of ERM processes and policies, are still lagging.
This could prove challenging for companies in the future as independent analysts (e.g., the credit rating agencies and corporate governance
analysts) will consider giving better credit ratings to those companies
adopting advanced ERM processes and policies and clearly disclosing
them to the market. In today’s market environment, such clear disclosure presents an opportunity for companies with advanced ERM processes and transparent company leadership, as they could be expected
to be rewarded with lower stock price volatility, lower cost of capital, and
higher valuations.1
1 See, for example, Derwall, J. and P. Verwijmeren (2006), “Corporate Governance and the Cost of
Equity Capital”, ECCE Research Note 06- 01, European Centre for Corporate Engagement.
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Some key observations are as follows:
Enterprise Risk Management (ERM) has gained wide acceptance as
a method for assessing and responding to key exposures. 79% of the
respondents indicated their companies employ a formal ERM program.
Most of the companies that currently employ an ERM program are either
in the infancy of formal development (28%) or mature with opportunities
for improvement (48%). Of the companies that currently do not have a
formal ERM program, approximately 40% intend to employ a formal ERM
program in the next 12 months.
67% of companies that have a formal ERM program in place initiated
the process between 2004 and 2007. ERM gained significant traction
between 2004 and 2007, perhaps in response to well-publicized corporate
failures and the release of the Committee of Sponsoring Organizations of
the Treadway Commission’s (COSO) ERM Framework, which helped bring
attention and standardization to the methodology. 2006 experienced the
biggest growth with 25% of companies first employing ERM that year.

Growth in Companies Employing ERM for the First Time by Year
2008

3.0%

2007

14.9%

2006

25.4%

2005

14.9%
11.9%

2004
7.5%

2003
4.4%

2002
2001

1.5%

2000

4.4%

1999

4.4%

1998

1.5%

More than 10 years ago

1.5%

No single ERM standard prevails. Over half (54%) of the respondents
indicated their ERM program does not adhere to any particular external
standard. For those whose program does follow a standard, 67% said their
ERM program adheres to COSO, and 16.2% indicated they have adopted AS/
NZS 4360, commonly referred to as “the Australian/New Zealand standard.”
Both COSO and AS/NZS 4360 attempt to provide a best practice framework
for establishing the context, identification, analysis, evaluation, treatment,
monitoring, and communication of risk. Neither standard is mandatory.
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Corporate governance and best practice are two primary drivers
in the adoption of ERM. 74% and 64% of companies indicated that
corporate governance and best practice are the primary drivers for their
organization’s ERM program, respectively. Pressure from regulators and
rating analysts were also noted, but of lesser importance.
Non-hazard risks receive the most emphasis in companies’
ERM programs. The five risk areas receiving the most emphasis in
companies’ ERM programs are:
 Internal controls/Financial reporting (44%)
 Strategic planning/Competitive risks (43%)
 Legal/Compliance risk (36%)
 Credit/Liquidity risk (30%)
 IT systems/Data security (28%)

Lack of integration and siloed approaches are the biggest challenges
confronting 33% of ERM programs. 46% of respondent companies
indicated that their ERM program is only partially integrated into
the company’s routine business processes. This lack of integration is
perhaps due to insufficient or ineffective communication between
companies’ risk function and the rest of the business, a relative lack
of influence exerted by the risk function, or a potential lack of risk
expertise at the Board level. Some other key challenges are lack of
metrics (27%), program informality (23%), and lack of tools (21%).

The Biggest Challenges Facing ERM Programs Today
Cultural resistance

14.3%

Lack of metrics
Lack of senior-level
support

27.4%
9.5%

Lack of tools

21.4%

Informality of program

23.8%

Siloed approach, lack of
integration

33.3%

Few challenges, operating
smoothly
Not applicable
Other
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16.7%
8.3%
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ERM is typically sponsored by a senior executive. Primary ERM
champions are Chief Risk Officers (36%), Chief Financial Officers (23%), and
Chief Executive Officers (11%). Further evidencing the importance of the
effort, 40% of ERM champions report directly to the Chief Executive Officer.
The Audit Committee of the Board has primary oversight responsibility
for ERM in over 50% of companies. The link between ERM and audit is
intuitive given the governance nature of the two disciplines. For 65% of
respondents, at least one Audit Committee member has a background in
risk management. 37% of companies surveyed have their ERM program
reviewed by the full Board annually and 32% of them semi-annually.
An opportunity exists at 52% of companies to define and obtain board
approval of the organization’s overall level of risk tolerance.
External disclosure is an opportunity for improvement. Although ERM
continues to gain momentum in companies across the world, it is not
regularly communicated to investors. 75% of companies surveyed said
that they currently do not provide information to investors on their
approach to ERM, and, of these, 73% have no plans to increase the amount
of information they provide within the next 12 months. Companies
communicating to their investors on ERM utilize their annual report and
investor presentations to provide the information.
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37% of companies
surveyed have their ERM
program reviewed by
the full Board annually
and 32% of them semiannually.
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Case Study
Tyco International - Enhancing Corporate Governance Through ERM
Tyco International (“Tyco”) is a diversified industrial company, with $20
billion in annual revenue and 118,000 employees. The company provides
security products and services, fire protection and detection products
and services, valves and controls, and electrical and metal products to
customers across the globe.

Tyco established
an Enterprise Risk
Assessment program
that included visits by
the Board to key
business sites and
dialogue with business
management teams
to assess risk and
mitigation plans.

During the past five years, Tyco has been recognized by its peers
for excellence in ethical standards and corporate governance. Tyco
currently holds a GMI rating of 9.0, well ahead of the industry average
of 6.02. Tyco’s Board and CEO are committed to assuring investors and
employees that strong ethics, good corporate behavior, and sound risk
management practices are top priorities for the company. Responsibility
for ERM currently resides with Tyco’s Nominating and Governance
Committee of the Board.
Several years ago, Jack Krol, former Chairman and CEO of DuPont
and Tyco’s Lead Director at the time, recognized the need to evaluate
the company’s global operational risks and identify any risks that
required immediate mitigating action. In order to assess the risks,
Tyco established an Enterprise Risk Assessment program that included
visits by the Board to key business sites and dialogue with business
management teams to assess risk and mitigation plans. Tyco continues
to conduct a risk assessment at each of its business segments annually.
In January 2008, the Board asked management to better integrate the
Enterprise Risk Assessment process with the company’s annual strategic
and operational planning cycles. Tyco engaged Marsh Risk Consulting
to help standardize risk assessment and mitigation practices across
the company, measure relative risk across the business and functional
areas, provide the Board and business leadership with a portfolio
view of inherent risks, and encourage assimilation with strategic and
operational planning.
Features of Tyco’s current ERM program include:
 On-site board member risk reviews of each major business segment,

chaired by Bruce Gordon, Tyco’s Lead Director
 Oversight through a newly established ERM Steering Committee with

cross-functional representation

2 GMI ratings are scaled 1.0 to 10.0, with 10.0 the highest.
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 Use of risk assessment “tools” and scenario models to give the Board

and management a number of views on risk
 Bi-annual risk self assessments of each business segment and corporate

function
 Provision of a forum to review previously identified risks and measure

the success of mitigating actions executed by the business or core
function
 Designation of risk owners, responsible for managing each segment/

corporate function’s significant exposures
 Utilization of risk reviews in the company’s annual strategic planning

process
A primary consideration in the design of Tyco’s ERM program was the
autonomous and decentralized nature of each of its business segments.
Given that the businesses are closest to their key risks, they are better
positioned than a centralized corporate function to assess and manage
them. As a result, the role of Tyco’s ERM Steering Committee is to provide
oversight, guidance, and tools to each of the designated business risk
liaisons. The Committee meets quarterly to discuss emerging risks, review
risk management performance, and develop updates for the Board.

The Board and
management recognize
that assessing business
risk is a “living process”
and cannot be
completely framed
in a static process.

When designated Board members conduct the annual risk reviews at each
business segment, they focus only on the major issues and key activities to
manage them. Furthermore, Tyco’s Board now receives one consolidated,
holistic risk update, as opposed to numerous separate updates from each
of the corporate functions. “The process is far more efficient and frees
up time on the Board’s calendar to discuss additional priority topics,”
according to John Jenkins, Tyco’s Corporate Secretary.
Tyco’s approach aligns ERM with liquidity and performance management,
two tenants of Standard and Poor’s ERM evaluation criteria when assigning
businesses a credit rating. The Board and management recognize that
assessing business risk is a “living process” and cannot be completely
framed in a static process. A robust ERM process should have a sustained
and positive impact on the company.
While GMI does not currently employ ERM metrics in its rating model—as
noted, one of the purposes of the joint survey was to help GMI develop a
baseline for new ERM metrics—Tyco’s efforts already have been rewarded
through steadily improving corporate governance ratings. Once GMI
introduces new ERM metrics into its model, companies practicing and
disclosing best practice in this area may well see an upgrade in their
overall governance assessment.
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GovernanceMetrics International®
FOR IMMEDIATE RELEASE
Contact: Howard Sherman, GMI
+ 1 212-949-1313 ext. 301
GMI Looks at Corporate Boards and Risk Oversight
Investors Need Greater Transparency
New York, June 29, 2009 - GovernanceMetrics International (GMI), the corporate
governance research and ratings firm, announced today new findings concerning
enterprise risk management and risk oversight at the board level, noting standardized
disclosure is lacking at most companies.
GMI’s most recent rating release, made available to clients last week, includes a number
of new metrics concerning risk oversight. These had been under consideration for a
while but were made paramount by ongoing turmoil in the financial and credit markets.
The new metrics are now factored into the GMI rating model. Some highlights follow:
Standardized disclosure of company-wide risk management is lacking
•
•

Only 33.1% of the 4,162 companies covered by GMI worldwide provide
comprehensive disclosure on their enterprise risk management policies (ERM) in
the annual report or other publicly available source
Only 8.4% disclose they have implemented a nationally or internationally
recognized risk management charter or standard such as COSO's Integrated
Framework for Enterprise Risk Management

Risk committees of the board are even less common and are sector-specific
•
•
•
•

27.6% of companies covered by GMI disclose having a combined audit and risk
committees
5.9% of companies covered by GMI disclose a stand-alone board level risk
committee or subcommittee
These were most often found among Banks (35.1%), followed by Life Insurers
(21.3%) and Non-life Insurers (17.6%)
There were no stand-alone board level risk committees or subcommittees in 11 of
the 41 sectors covered by GMI

There is a huge disparity between directors with risk management experience and
those with general accounting or financial expertise
•

Only 1% of the companies covered by GMI globally have at least one nonexecutive board member who has general expertise in risk management

•

By contrast, 77.1% of companies covered by GMI have at least one non-executive
member of the board audit committee who has general expertise in accounting or
financial management

This pattern is not likely to change any time soon
•

Of the 1,659 new board members tracked by GMI so far in 2009, 35% had
general accounting or financial expertise, compared to 1.4% with risk
management expertise

The Banking sector in particular is racing to raise oversight standards
•

Of the 227 new board members tracked by GMI at Banks so far in 2009, 55.5%
had general accounting or financial expertise and 3.5% had risk management
expertise

The Australia-New Zealand region looks relatively progressive overall
•
•

The Australia - New Zealand region disclosed the widest use of stand-alone board
level risk committee or subcommittees (12.1% v. 5.9% worldwide)
75.8% of companies in Australia and New Zealand have at least two nonexecutive directors with substantial industry knowledge, compared to 56.8%
worldwide

According to GMI President and CEO Howard Sherman, “Events of the last year have
made it clear there is a need for heightened risk oversight at the board level. As
companies start to come to grips with the challenge, we thought now would be the right
time to start to develop a baseline. Our expectation going forward is that companies seen
to be taking serious steps to augment risk oversight, especially in the financial sector, will
be rewarded by the market.”
GMI’s new metrics focus on four areas:
•
•
•
•

Company disclosures concerning enterprise risk management (ERM)
A determination as to whether members of the board involved in risk oversight
and / or those serving on the audit committee have relevant industry experience
The prevalence of risk oversight experience among members of the board
Qualifications of members of the audit committee of the board

The new ERM metrics were based in part on a survey and paper GMI prepared jointly
with the Risk Consulting Practice of Marsh Inc. (The Importance of ERM during
Economic Upheaval, February 2009). Sherman observed that the disparity between
directors with risk management experience and financial or accounting backgrounds was
not a surprise given the former has not been a typical career path for board members.

“Ideally, the full board should be involved in risk oversight,” said Sherman. “To that end,
we expect to see companies employing a variety of approaches. Whatever path they
choose to take, there clearly is a need for increased transparency concerning companies’
overall approach to risk management. At the end of the day, our job is to help our clients
identify companies adopting best practices and those where progress may be lacking.”
In keeping with the increasing demands on directors’ time, with its latest release GMI
also announced it had tightened the standards by which it treats “over-boarded” directors.
GMI’s new guidance is that the CEO should serve on no more than two public company
boards (with the board where he or she serves as CEO counting as one of the two), down
from three. For non-executive directors our new guidance is that the upper limit is no
more than three public company boards, down from four.
About GMI: GMI ratings, research reports and e-Alerts are used by a wide array of
global financial institutions. Depending on the organization, clients use GMI as part of
their overall investment research strategy, to support corporate engagement programs and
ESG-specific research and investment products, and to help assist with portfolio risk
analysis. GMI is often combined with traditional analytical tools such as discounted cash
flow or financial ratio analysis to create more robust valuation models. GMI publishes
new research reports for all companies covered on a quarterly basis and conducts interim
re-ratings when events so warrant. Additional information can be found at
www.gmiratings.com.
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