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Dear Ms. Countryman: 

Ernst & Young LLP is pleased to respond to the Securities and Exchange Commission (SEC or Commission) 
request for comment on its proposed rules, Cybersecurity Risk Management, Strategy, Governance, 
and Incident Disclosure. 

We support the Commission’s objective of enhancing and standardizing disclosures that registrants make 
about cybersecurity incidents and their cybersecurity risk management, strategy and governance. 
Currently, cybersecurity threats and incidents pose an ongoing risk to public companies, investors and 
market participants. We support the Commission’s efforts to require companies to make robust and 
timely disclosures about material cybersecurity incidents. We offer the following observations and 
recommendations on the proposal. 

Use of materiality for reporting cybersecurity incidents  

Consistent with our views in previous comment letters,1 we support using materiality as defined by 
the Supreme Court as the primary consideration for determining whether a disclosure is required, and 
we therefore support using materiality to determine whether and when registrants should disclose 
cybersecurity incidents in the proposed Item 1.05 of Form 8-K and in periodic reports. We observe, 
and the proposing release acknowledges, that cybersecurity incidents vary in nature and complexity, 
and registrants have different levels of preparedness and resources to investigate and analyze such 
incidents. As such, we believe that using materiality as the trigger for disclosure should allow registrants 
to communicate more effectively to investors information that is relevant and focused on each 
registrant’s facts and circumstances. 

 

1 Refer to our comment letter on Modernization of Regulation S-K Items 101, 103, and 105 (Release No. 33-10668; 
34-86614; File No. S7-11-19) 

https://www.sec.gov/comments/s7-11-19/s71119-6320649-194367.pdf
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To determine whether a cybersecurity incident is material, registrants would need to evaluate the total 
mix of information, taking into consideration all relevant facts and circumstances of the incident, 
including both quantitative and qualitative factors. We observe that materiality assessments in the 
context of cybersecurity incidents are often complex, and registrants of all sizes may struggle to 
perform them. However, we note that many companies have followed the SEC’s recommendation to 
establish disclosure committees that consider the materiality of information, and they could be 
involved in this assessment. 2 To help registrants make these assessments, we recommend that the 
final rule include the examples on page 24 and page 25 of the proposing release or other examples, 
including ones that address incidents that may be qualitatively material. 

We considered whether the Commission should require registrants to perform the materiality assessment 
required by the proposed rules within a certain time period to try to drive timeliness, consistency and 
comparability of these disclosures. For the same reasons discussed above related to the nature of 
cybersecurity incidents and registrants’ relative levels of preparedness to assess them, we do not 
believe that setting a deadline to perform a materiality assessment is necessary. We observe that the 
proposed rules require a registrant to disclose the date the incident was discovered, so it would be 
clear to investors and other market participants how long a registrant took to determine that an 
incident is material. 

If the SEC does not want to give registrants an indefinite period of time to provide disclosure, it could 
require registrants to disclose cybersecurity incidents that they are still assessing for materiality in 
periodic reports (i.e., Forms 10-Q and 10-K) for the period in which a cybersecurity incident occurred. 
The level of disclosure for these incidents could be less than what would be required for incidents that 
a registrant concludes are material. 

Disclosure of cybersecurity incidents that have become material in the aggregate  

We believe that one of the more challenging aspects of the proposed rules would be complying with the 
requirement for registrants to make disclosures about cybersecurity incidents in periodic reports when 
a series of previously undisclosed individually immaterial cybersecurity incidents become material in 
the aggregate. The proposed rules, as drafted, may not be operational. To comply with them, registrants 
would have to inventory immaterial incidents over an undefined time period, continually update the 
list, assess the aggregate materiality of the incidents and be prepared to disclose information about 
them when they become material in the aggregate. In some cases, we believe cybersecurity incidents 
would be unrelated or occur so far apart (e.g., more than a year apart) that it would not be reasonable 
to aggregate them and would not provide useful information to investors. 

To simplify the proposed rules and make them more operational, we recommend that the Commission 
consider requiring registrants to only aggregate cybersecurity incidents that are “related,” which we 
believe is consistent with the example on page 34 of the proposing release. We note this would be 
consistent with the disclosure requirements for aggregating related business acquisitions. We believe 
a clear definition of “related cybersecurity incidents” in the amendments would help registrants 
consistently apply the definition and provide meaningful disclosure to investors. “Related cybersecurity 
incidents” could be defined to include attacks on the same systems, processes or controls of a registrant 

 

2 The SEC final rule, Certification of Disclosure in Companies’ Quarterly and Annual Reports  

https://www.sec.gov/rules/final/33-8124.htm#P142_33686
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over a specified period of time. The SEC could consider providing an example that clarifies that a 
registrant that suffers a series of cybersecurity attacks over the course of a month from one malicious 
actor should consider those incidents related cybersecurity incidents.  

Matters related to the presentation of disclosures 

To avoid duplicative disclosures, we support the use of hyperlinks and cross-references in filings, 
including in proposed Item 106 and Item 407(j). However, we believe that current SEC rules3 already 
permit the use of cross-referencing and hyperlinks in the same filing outside of the financial statements 
so explicitly allowing that in these rules is unnecessary. We believe the SEC should instead confirm in 
the adopting release that its existing rules allow registrants to use cross-references and hyperlinks in 
Item 407(h) and Item 401(e) disclosures to avoid repeating disclosures. 

We support the proposed requirement that registrants use Inline XBRL tagging for cybersecurity 
disclosures to enable automated extraction and analysis of granular data required by the proposed 
rules. We believe this would allow investors and other market participants to more efficiently perform 
large-scale analysis and compare registrants’ disclosures over time. 

 * * * * * 

We would be pleased to discuss our comments with the Commission or its staff at its convenience. 

Very truly yours,  

 

Copy to: 

Ms. Renee Jones, Director, Division of Corporation Finance 
Ms. Lindsay McCord, Chief Accountant, Division of Corporation Finance 
Mr. Paul Munter, Acting Chief Accountant, Office of the Chief Accountant 

 

3 The SEC final rule, FAST Act Modernization and Simplification of Regulation S-K, 6. Incorporation by Reference. 

https://www.sec.gov/rules/final/2019/33-10618.pdf

