September 2, 2016

Brent J. Fields

Secretary

Securities and Exchange Commission
100 F Street, NE

Washington, DC 20549-1090

Re: File Number 4-698
Notice of Filing of the National Market System Plan Governing the Consolidated Audit
Trail

Dear Mr. Fields:

On April 27, 2016, the Securities and Exchange Commission (“SEC” or “Commission”)
published the notice of the National Market System Plan Governing the Consolidated Audit Trail
(“Plan”) for public comment. The SEC received 23 comment letters in response to the proposed
Plan. The parties to the Plan — Bats BY X Exchange, Inc., Bats BZX Exchange, Inc., Bats EDGA
Exchange, Inc., Bats EDGX Exchange, Inc., BOX Options Exchange LLC, C2 Options
Exchange, Incorporated, Chicago Board Options Exchange, Incorporated, Chicago Stock
Exchange, Inc., Financial Industry Regulatory Authority, Inc., International Securities Exchange,
LLC, Investors’ Exchange LLC, ISE Gemini, LLC, ISE Mercury, LLC, Miami International
Securities Exchange LLC, NASDAQ BX, Inc., NASDAQ PHLX LLC, The NASDAQ Stock
Market LLC, National Stock Exchange, Inc., New York Stock Exchange LLC, NYSE MKT
LLC, and NYSE Arca, Inc. (collectively, the “Participants”) are submitting this letter as a partial
response to the issues raised in these letters. The Participants will submit a second letter to
respond to certain additional issues raised with regard to the Plan, including retirement of
systems, financial matters, symbology, Legal Entity Identifiers and clock synchronization. The
Participants’ responses to certain comments are set forth in detail in the Appendix. The
Participants note that these responses represent the consensus of the Participants, but that all
Participants may not fully agree with each response set forth in the Appendix.

Respectfully submitted,
[Signature Pages Follow]
Enclosures
cc: The Hon. Mary Jo White, Chair
The Hon. Kara M. Stein, Commissioner
The Hon. Michael S. Piwowar, Commissioner
Mr. Stephen I. Luparello, Director, Division of Trading and Markets

Mr. Gary L. Goldsholle, Deputy Director, Division of Trading and Markets
Mr. David S. Shillman, Associate Director, Division of Trading and Markets
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I GOVERNANCE AND OVERSIGHT
A. Operating Committee
1. Broker-Dealer Representation

Four commenters recommend that the Operating Committee® include representatives of
broker-dealers and other non-Participants, and that those non-Participant representatives should
have full voting power on the Operating Committee.? Specifically, one commenter recommends
that such non-Participants include registered funds,® whereas another commenter recommends
that such non-Participants should include an institutional investor, a broker-dealer with a
substantial retail base, a broker-dealer with a substantial institutional base, a data management
expert and an expert from a federal agency experienced with cybersecurity concerns.*

As a preliminary matter, the Participants believe that the composition of the Operating
Committee as set forth in the Plan is consistent with Rule 613 of Regulation NMS under the
Securities Exchange Act of 1934 (“Exchange Act”) (“SEC Rule 613”). Moreover, the
Participants believe that expanding the composition of the Operating Committee to include
broker-dealers and other non-Participants raises serious policy concerns. For example, the
Participants have the statutory obligation under the Exchange Act to regulate the securities
markets,” and have the responsibility for creating, implementing and maintaining the
consolidated audit trail (“CAT”) under SEC Rule 613, whereas broker-dealers and other non-
Participants do not have a statutory obligation to oversee the markets or to implement the CAT.®

The proposal to include broker-dealers on the Operating Committee raises an additional
issue. The primary purpose of the CAT is to enhance the Participants’ and the SEC’s ability to
surveil the securities markets. As a practical matter, the broker-dealers are significant market
participants that are the subject of such surveillance. Accordingly, the Participants have
concerns about the conflicts of interest raised by having the subjects of surveillance involved in
decision-making of a plan that, at its core, has SEC and self-regulatory organization (“SRO”)
regulatory surveillance as its primary objective. Such a role could provide broker-dealers with
the opportunity, directly or indirectly, to inappropriately dictate or limit certain surveillance
efforts, or to learn details about certain regulatory efforts, that compromises the Participants’ and
the SEC’s regulatory oversight of the markets.

L Capitalized terms are defined as set forth in the Plan unless otherwise indicated.
2 Letter from Theodore R. Lazo, and Ellen Greene, Securities Industry and Financial Markets Association, to
Brent J. Fields, SEC (July 18, 2016) (“SIFMA Letter”) at 2, 24-26; Letter from David W. Blass, Investment
Company Institute, to Brent J. Fields, SEC (July 18, 2016) (“ICI Letter”) at 10-11; Letter from Stuart J. Kaswell,
Managed Funds Association, to Brent J. Fields, SEC (July 18, 2016) (“MFA Letter”) at 3-4; Letter from John A.
McCarthy, KCG Holdings, Inc. to Brent J. Fields, SEC (July 20, 2016) (“KCG Letter”) at 5-7.
s ICI Letter at 11.
‘ MFA Letter 3-4.
> See Section 6 of the Exchange Act.

See, e.g., Securities Exchange Act Rel. No. 67457 (July 18, 2012), 77 Fed. Reg. 45722 (Aug. 1, 2012)
(“Rule 613 Adopting Release™) at 45785.
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Finally, the Participants believe that the Advisory Committee will provide an appropriate
and meaningful forum for non-Participants to provide their views and recommendations to the
Operating Committee. Specifically, the members of the Advisory Committee include broker-
dealers of various sizes and businesses, institutional investors, a member of academia with
relevant securities experience, an individual who maintains a securities account and an individual
with regulatory expertise.” Accordingly, the Participants do not plan to expand the composition
of the Operating Committee beyond Participants at this time.

2. Independent Directors

One commenter recommends that the CAT governance structure include independent
directors.® The Participants do not plan to include independent directors on the Operating
Committee for several reasons. As discussed in response to Section A.1 above, the Participants
believe that the composition of the Operating Committee as set forth in the Plan is consistent
with SEC Rule 613, and, unlike non-Participants, the Participants have the statutory obligation
under the Exchange Act to regulate the securities markets and oversee the CAT. Furthermore,
the Participants note that Participants generally have independent representation on their own
governing boards,? and, therefore, each Participant’s input regarding the CAT should reflect
independent views.

3. Allocation of Voting Rights

One commenter recommends revisiting the allocation of voting rights among
Participants, as set forth in the Equity Market Structure Advisory Committee (“EMSAC”)
recommendations.’® Each Participant has one vote on the Operating Committee to permit equal
representation among all the Participants.** Because each Participant has obligations with regard
to the CAT under SEC Rule 613, the Participants continue to believe that one vote per
Participant is appropriate. In addition, this voting approach is common among national market
system (“NMS”) plans.*

4, Unanimous Votes

One commenter recommends limiting Plan provisions that require a unanimous vote, as
set forth in the EMSAC recommendations.'® The Participants have significantly limited their use

! Plan, Section 4.13(b).
8 Letter from Industry Members, including FIF, SIFMA, and STA of the Development Advisory Group, to
Brent J. Fields, SEC (July 20, 2016) (“DAG Letter”) at 3. See also Letter from John Russell and James Toes,
Securlty Traders Association, to Brent J. Fields, SEC (July 25, 2016) (“STA Letter”) at 2.

See, e.g., BATS BYX Exchange, Inc. Bylaws Art. 111, Section 2(b)(i); New York Stock Exchange LLC
Operatlng Agreement Section 2.03.

Letter from Marc R. Bryant, Fidelity Investments, to Brent J. Fields, SEC (July 18, 2016) (“Fidelity
Letter at7.
Plan, Section 4.3(a).
See, e.g., Plan Governing the Collection, Consolidation and Dissemination of Quotation and Transaction
Information for Nasdaq Listed Securities Traded on Exchanges on an Unlisted Trading Privilege Basis, Section
IV(C) (“UTP Plan”); Plan to Address Extraordinary Market Volatility, Section 111(C)(1).

Fidelity Letter at 7.

12
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of unanimous votes in the Plan.* A unanimous vote of all Participants is required in only three
circumstances. First, a decision to obligate Participants to make a loan or capital contribution to
the CAT NMS LLC (“CAT LLC™) requires a unanimous vote.*> Requiring Participants to
provide additional financing to the CAT LLC is an event that imposes an additional and direct
financial burden on each Participant. Thus, it is important that each Participant’s approval is
obtained. Second, a decision by the Participants to dissolve the CAT LLC requires unanimity.
The dissolution of the Company is an extraordinary event that would have a direct impact on
each Participant’s ability to meet its regulatory and compliance requirements so it is critical that
each Participant consent to this decision. Third, a unanimous vote is required if Participants
decide to take an action by written consent in lieu of a meeting.*” This approach is consistent
with the unanimous written consent requirement under Delaware law for decisions made by
written consent of the directors of a corporation in lieu of a meeting to ensure that all directors
have knowledge of, and consider, all actions taken. Such limited use of the unanimous vote
differs from the more frequent use in certain other NMS plans.*® The Participants continue to
believe that the use of a unanimous vote in each of these extraordinary circumstances is
appropriate.

16

B. Audit Committee

Two commenters recommend that the CAT governance structure include an audit
committee comprised mostly of independent directors.’® The Participants have not included an
explicit requirement for an audit committee in the Plan, and do not believe that such a
requirement is required under SEC Rule 613, or is otherwise necessary at this time. The
Participants believe that the members of the Operating Committee will have the ability to review
CAT-related issues objectively and impartially for various reasons, including, for example, the
fact that the members of the Operating Committee are not employed by the CAT LLC and are
fulfilling mandated regulatory oversight responsibilities, and that the CAT LLC will not operate
as a profit-making company, which may need more scrutiny as compared to a company that is
operating on a break-even basis.

In addition, the Participants note that the Plan currently requires the creation of a
Compliance Subcommittee to aid the Chief Compliance Officer (“CCO”) with respect to issues
involving: (1) the confidentiality of information submitted to the CAT; (2) the timeliness,
accuracy and completeness of information submitted to the CAT; and (3) the manner in and the
extent to which each Participant is meeting its obligations under SEC Rule 613 and the Plan, and
ensuring the consistency of the Plan’s enforcement as to all Participants.?’ The Participants also

" The limited use of unanimous votes is in keeping with SEC statements that the Participants should consider

the possibility of governance requirements other than unanimity for all but the most important decisions. Rule 613
Adopting Release at 45787.
1 Plan, Section 3.8(a).

16 Plan, Section 10.1.

1 Plan, Section 4.11.

18 See, e.g., UTP Plan, Section IV(C)(1); Consolidate Quotation System Plan, Sections VI1I(b) and IX(b)(iii).
1 DAG Letter at 3; SIFMA Letter at 29. See also STA Letter at 1.

2 Plan, Section 4.12(b).
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note that the Plan provides for the creation of additional subcommittees as necessary or
desirable.”*

Nevertheless, the Operating Committee could decide whether an Audit Committee may
be appropriate in the future, for instance, after the implementation and operation of the CAT.

C. Advisory Committee
1. Composition of Advisory Committee

Five commenters make recommendations regarding the composition of the Advisory
Committee.?? Specifically, recommendations are made: (1) to add two financial economists with
expertise in both econometrics and the economics of the primary market and market
microstructure;* (2) to include a service bureau representative;?* (3) to include more investor
representation, including representation from registered funds;? (4) to include one or more
industry trade groups to ensure an appropriate representation of firms across all sizes and
business models (e.g., inter-dealer brokers, agency brokers, retail brokers, institutional brokers,
proprietary trading firms, small broker-dealers and firms with a floor presence);? and (5) to
expand the number of members of the Advisory Committee from 12 to 20, where the expanded
membership would include industry associations, trade processing and order management
service bureaus, and a minimum of 12 broker-dealer firms representing a broad cross section of
different types of firms within the industry.*’

The Participants agree with the recommendation to include a service bureau
representative on the Advisory Committee. Because service bureaus perform audit trail
reporting on behalf of their customers, the Participants believe that a service bureau
representative would provide a valuable perspective on how the CAT and any enhancements
thereto would affect the service bureau clients, which often include a number of small and
medium-sized firms. Moreover, vendors have proven to be useful additions to the advisory
committees for other NMS plans.?® Accordingly, the Participants propose to amend Section 4.13
to require the Advisory Committee to include a service bureau representative.

- Plan, Section 4.12(a).

2 ICI Letter at 12; SIFMA Letter at 27; Letter from Manisha Kimmel, Thomson Reuters, to Brent J. Fields,
SEC (July 18, 2016) (“Thomson Reuters Letter”) at 7; Letter from Kathleen Weiss Hanley, et al., to Brent J. Fields,
SEC (July 12, 2016) (“Hanley Letter”) at 6; Letter from Mary Lou Von Kaenel, Financial Information Forum, to
Brent J. Fields, SEC (July 18, 2016) (“FIF Letter”) at 135-136.

2 Hanley Letter at 6.

24 Thomson Reuters Letter at 7.

% ICI Letter at 12.
2 SIFMA Letter at 27.
21 FIF Letter at 135-136.

2 For example, the CTA Advisory Committee has a vendor representative. See CTA Advisory Committee,

Consolidated Tape Association, https://www.ctaplan.com/advisory-committee.
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In response to the commenters that recommend enhancing institutional investor
representation on the Advisory Committee, the Participants propose to amend Section 4.13 to
increase the number of institutional investors from two to three and to require that one such
institutional investor represent registered funds. Specifically, the Participants propose to amend
Section 4.13 to require the selection of two institutional investors, without requiring a specific
type of institutional investor,?® and require the selection of an individual trading on behalf of an
investment company or group of investment companies registered pursuant to the Investment
Company Act of 1940.

The Participants do not agree that the Plan should separately set forth a requirement to
include financial economists on the Advisory Committee. The Participants believe that the
general requirement to include an academic on the Advisory Committee appropriately provides
the opportunity for an academic that is a financial economist to become a member of the
Advisory Committee. Specifically, under the Plan, the Advisory Committee is required to
include “a member of academia with expertise in the securities industry or any other industry
relevant to the operation of the CAT System.”% The Participants note that such an academic
could be a financial economist, provided such academic has the relevant expertise.

The Participants do not agree with the recommendation to include a representative of an
industry trade group on the Advisory Committee. The Participants note that the Plan currently
includes a variety of representatives from the members of such trade groups, including seven
broker-dealer representatives and two institutional investors.** The Participants believe that such
representation would provide a meaningful opportunity for the representation of the views of
industry trade groups. Accordingly, the Participants believe that an additional representative
from such trade groups would not be necessary.

The Participants carefully considered whether to increase the number of broker-dealer
representatives on the Advisory Committee, balancing the goal of having a sufficient cross
section of representation with the goal of having a well-run committee. In that light, the
Participants have determined not to implement the recommendation to expand the number of
broker-dealer representatives on the Advisory Committee from seven to twelve. The Participants
believe that the proposal to include seven broker-dealer representatives on the Advisory
Committee provides the broker-dealer community with a significant opportunity to provide their
views.* The Plan would require representatives from small, medium and large broker-dealers,*

2 This change would also address one commenter’s request for clarification as to the meaning of the terms

“public” entity and “private” entity in the description of the composition of the Advisory Committee. See ICI Letter
at 12 (requesting clarification as to how these terms were used in the phrases an “[institutional investors trading] on
behalf of a public entity or entities” and “[institutional investors trading] on behalf of a private entity or entities” in
Section 4.13 of the Plan).
3 Plan, Section 4.13(b)(ix).

Plan, Section 4.13(b)(i)-(vii) and (x)-(xi).
s Plan, Section 4.13(b)(i)-(vii).
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as well as broker-dealers with different business types, including broker-dealers with a
substantial wholesale customer base, that effect transactions as a specialist, market maker or
floor broker, that act as a proprietary-trading broker-dealer and that are clearing firms. In
addition, the Participants believe that increasing the size of the Advisory Committee from 12 to
20 creates a committee structure that would likely hamper, rather than facilitate, discussion.

Accordingly, the Participants propose to amend Section 4.13 of the Plan as follows:

@) No member of the Advisory Committee may be employed
by or affiliated with any Participant or any of its Affiliates or facilities. The
SEC’s Chief Technology Officer (or the individual then currently employed in a
comparable position providing equivalent services) shall serve as an observer of
the Advisory Committee (but shall not be a member thereof). The Operating
Committee shall select one (1) member to serve on the Advisory Committee from
representatives of each category identified in Sections 4.13(b)(i) through
4.13(b)(xii) to serve on the Advisory Committee on behalf of himself or herself
individually and not on behalf of the entity for which the individual is then
currently employed; provided that the members so selected pursuant to Sections
4.13(b)(i) through 4.13(b)(xii) must include, in the aggregate, representatives of
no fewer than three (3) broker-dealers that are active in the options business and
representatives of no fewer than three (3) broker-dealers that are active in the
equities business; and provided further that upon a change in employment of any
such member so selected pursuant to Sections 4.13(b)(i) through 4.13(b)(xii) a
Majority Vote of the Operating Committee shall be required for such member to
be eligible to continue to serve on the Advisory Committee:

Q) a broker-dealer with no more than 150 Registered
Persons;

(i) abroker-dealer with at least 151 and no more than
499 Registered Persons;

(iii)  abroker-dealer with 500 or more Registered
Persons;

(iv)  abroker-dealer with a substantial wholesale
customer base;

8 The SEC recommended that the Advisory Committee include representatives from small, medium and

large-sized broker-dealers. Rule 613 Adopting Release at 45787.
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(V) a broker-dealer that is approved by a national
securities exchange (A) to effect transactions on an exchange as a
specialist, market maker, or floor broker; or (B) to act as an
institutional broker on an exchange;

(vi)  aproprietary-trading broker-dealer;
(vii) aclearing firm;

(viii) an individual who maintains a securities account
with a registered broker or dealer but who otherwise has no
material business relationship with a broker or dealer or with a
Participant;

(ix)  amember of academia with expertise in the
securities industry or any other industry relevant to the operation of
the CAT System;

x) [an] three institutional investors, including an
individual trading on behalf of an investment company or group of
investment companies registered pursuant to the Investment
Company Act of 1940 [trading on behalf of a public entity or
entities];

(xi)  [an institutional investor trading on behalf of a
private entity or entities; and]

[(xii)] an individual with significant and reputable
regulatory expertise; and[.]

(xii)  aservice bureau that provides reporting services to
one or more CAT Reporters.

(b) Four of the [twelve] fourteen initial members of the

Advisory Committee, as determined by the Operating Committee, shall have an
initial term of one (1) year. Four of the [twelve] fourteen initial members of the
Advisory Committee, as determined by the Operating Committee, shall have an
initial term of two (2) years. All other members of the Advisory Committee shall
have a term of three (3) years. No member of the Advisory Committee may serve
thereon for more than two consecutive terms.
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[Additions underlined; deletions bracketed]

2. Role of the Advisory Committee

Four commenters recommend a more participatory, active role for non-Participants in the
formulation of decisions regarding the operation of the CAT.** One such commenter
recommends that the Plan expand and formalize the role of the Advisory Committee, including
formal votes on matters before the Operating Committee and the ability to initiate its own
recommendations.*> One commenter opposes granting voting rights to Advisory Committee
members with respect to CAT matters being decided by the Operating Committee.*

In adopting SEC Rule 613, the SEC considered whether to give the broker-dealer
industry “a seat at the table” regarding the governance of the Plan,*’ and the SEC concluded that
it was permissible for the Plan to have a governance process that included an advisory committee
with the “right to attend all meetings of the plan sponsors (with the exception of executive
sessions), to receive information concerning the operation of the central repository, and to
provide their view to the plan sponsors.”®® The Participants believe that this structure provides
the industry with an active role in governance while recognizing the Participants’ regulatory
obligations with regard to the CAT. Therefore, because the Participants believe that the Plan
provides the right balance between differing interests, the Participants do not propose to expand
the Advisory Committee’s role beyond that set forth in the Plan.

3. Advisory Committee Selection

One commenter recommends that the members of the Advisory Committee be selected
by broker-dealer representatives, not the Participants.>® Another commenter requests
clarification regarding the process for selecting Advisory Committee representatives.*°

The Participants continue to believe that the Operating Committee should have the
responsibility for selecting the members of the Advisory Committee. Therefore, the Participants
continue to support the proposed process for selecting the Advisory Committee members.
Specifically, the process for selecting the Advisory Committee members is set forth in Section
4.3(a)(ii). It states that the Operating Committee will select the members of the Advisory
Committee by majority vote.

The Participants, however, agree with the commenters that the Advisory Committee
should be permitted to advise the Operating Committee regarding potential Advisory Committee
members. Accordingly, the Participants propose to explicitly set forth this ability in Section

o FIF Letter at 136; SIFMA Letter at 27-28; Fidelity Letter at 6-9. See also STA Letter at 2.

35 Fidelity Letter at 7.

% Letter from Elizabeth K. King, NYSE, to Brent J. Fields, SEC (July 21, 2016) (“NYSE Letter”) at 4-6.
8 Rule 613 Adopting Release at 45786.

% Rule 613 Adopting Release at 45787. See also Plan, Section 4.13(d).

% SIFMA Letter at 27.

40 Fidelity Letter at 7.
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4.13(d) of the Plan. The Operating Committee, however, will continue to select the Advisory
Committee members. Specifically, the Participants propose to amend Section 4.13(d) as follows:

(d) The Advisory Committee shall advise the Participants on
the implementation, operation, and administration of the Central Repository,
including possible expansion of the Central Repository to other securities and
other types of transactions. Members of the Advisory Committee shall have the
right to attend meetings of the Operating Committee or any Subcommittee, to
receive information concerning the operation of the Central Repository (subject to
Section 4.13(e)), and to submit their views to the Operating Committee or any
Subcommittee on matters pursuant to this Agreement prior to a decision by the
Operating Committee on such matters; provided that members of the Advisory
Committee shall have no right to vote on any matter considered by the Operating
Committee or any Subcommittee and that the Operating Committee or any
Subcommittee may meet in Executive Session if, by Majority VVote, the Operating
Committee or Subcommittee determines that such an Executive Session is
advisable. The Advisory Committee may provide the Operating Committee with
recommendations of one or more candidates for the Operating Committee to
consider when selecting members of the Advisory Committee pursuant to Section
4.13(a)(ii); provided, however, that the Operating Committee, at its sole
discretion, will select the members of the Advisory Committee pursuant to
Section 4.13(a)(ii) from the candidates recommended to the Operating Committee
by the Advisory Committee, the Operating Committee itself, Participants or other
persons. The Operating Committee may solicit and consider views on the
operation of the Central Repository in addition to those of the Advisory
Committee.

[Additions underlined; deletions bracketed]

4. Executive Sessions

Two commenters recommend significantly narrowing the use of Executive Sessions by
the Operating Committee.** One such commenter recommends that, to prevent abuse of
Executive Sessions, the Plan require the Participants to maintain specific written criteria that
limit Executive Sessions only to situations in which there will be a specific discussion of
confidential regulatory information, and to submit a written explanation for why the executive
session is required.*?

In accordance with SEC Rule 613, the Plan provides members of the Advisory
Committee with the right to attend all meetings of the Operating Committee except for those

4 Fidelity Letter at 7; SIFMA Letter at 27. See also STA Letter at 2.
“2 SIFMA Letter at 28.
4 SEC Rule 613(b)(7)(ii).
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meetings in which the Operating Committee, by majority vote, determines to meet in Executive
Session.** The Participants continue to believe that it is appropriate for the Operating
Committee to have the capability to meet in Executive Session, and the flexibility to determine
when such Executive Sessions are appropriate. As the SEC explained when adopting the
provision regarding Executive Sessions:

an Advisory Committee structure that also permits the plan sponsors to meet in
executive session without members of the Advisory Committee appropriately
balances the need to provide a mechanism for industry input into the operation of
the central repository, against the regulatory imperative that the operations and
decisions regarding the consolidated audit trail be made by SROs who have a
statutory obligation to regulate the securities markets, rather than by members of
the SROs, who have no corresponding statutory obligation to oversee the
securities markets.*®

The Participants recognize the benefit and importance of the Advisory Committee and intend to
use the Executive Session for limited purposes requiring confidentiality including, for example:
(1) matters that present an actual or potential conflict of interest for Advisory Committee
members (e.g., relating to Industry Members’ regulatory compliance); (2) discussion of actual or
potential litigation; (3) CAT security issues; and (4) personnel issues. The Participants do not
propose to define detailed specific criteria for meeting in Executive Session because the
Participants believe a more flexible approach that permits the Participants to consider all factors
that may relate to the CAT in determining when to conduct an Executive Session is appropriate.
In addition, any determination of the Operating Committee to meet in an Executive Session will
be made upon a Majority Vote, and the meeting minutes will record the general basis for the
Executive Session, subject to confidentiality and attorney-client privilege considerations.

5. Treatment of Advisory Committee Requests and Recommendations

Two commenters provide recommendations regarding the treatment of Advisory
Committee requests and recommendations to the Operating Committee.* One commenter
recommends that the Operating Committee be required to address all Advisory Committee
requests in writing, provide a rationale for not accepting a recommendation from the Advisory
Committee, require majority votes to withhold documents from the Advisory Committee,
provide the title of withheld documents and the rationale for withholding the documents and
provide the Advisory Committee with the same reports as the CCO and the Chief Information
Security Officer (“CISO”) on security and confidentiality.*” Another commenter recommends
that the Plan require the Participants to document and provide the Advisory Committee with a
written statement explaining the reasons for any rejection of a written recommendation submitted

44 Plan, Section 4.13(d).

:Z Rule 613 Adopting Release at 45787.
SIFMA Letter at 28; ICI Letter at 13.

“ ICI Letter at 13.
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by the Advisory Committee, and to provide the Advisory Committee with adequate time to
analyze information and formulate views before meetings.*®

After considering the commenters’ proposals regarding requests and recommendations
from the Advisory Committee, the Participants determined to maintain the approach set forth in
the Plan for several reasons. First, the Participants believe that, as a matter of good corporate
governance, the Operating Committee should take into consideration the Advisory Committee’s
input regarding the CAT. Second, the Participants generally believe that the proposed structure
adequately addresses the commenters’ concerns, while recognizing the need for the Participants
to have the opportunity to discuss certain matters, particularly certain regulatory and security
issues, without the participation of the industry. Specifically, the Plan permits the Advisory
Committee to attend all meetings of the Operating Committee (other than Executive Sessions)*®
and gives the Advisory Committee the right to receive information concerning the operation of
the CAT (subject to the Operating Committee’s authority to determine the scope and content of
information supplied to the Advisory Committee).>® Third, the Participants plan to provide
minutes of the Operating Committee meetings to the Advisory Committee (with customary
exceptions for confidentiality and other issues). Fourth, the Participants believe that the
commenters’ proposals would provide an overly formulaic approach to interactions with the
Advisory Committee and that such an approach would hamper, rather than enhance, interactions
with the Advisory Committee.

6. Timing of Formation of Advisory Committee

One commenter recommends the formation of the Advisory Committee prior to the
approval of the Plan to permit the Advisory Committee to provide the Operating Committee
advice regarding the selection of the Processor and the operating procedures for the CAT.>* The
Participants do not intend to form the Advisory Committee prior to the approval of the Plan. As
a practical matter, the Plan provides for the establishment of the Advisory Committee and the
Operating Committee.* Therefore, neither Committee can be formed until the Commission
approves the Plan.

In addition, the Participants do not believe that the formation of the Advisory Committee
prior to Plan approval is necessary as a policy matter. Currently, the Development Advisory
Group (“DAG”) provides the Participants advice regarding the development of the Plan from the
industry perspective.>® The Participants have discussed a variety of CAT-related issues with the
DAG during the development of the Plan, and, as the DAG noted with approval, “in many
instances, the Industry’s feedback via the DAG was incorporated into the Plan.”>* The

48 SIFMA Letter at 28.
49 Plan, Section 4.13(d).
:(l’ Plan, Section 4.13(e).
DAG Letter at 3.
52 See Plan, Article IV and Section 4.13.

> See, e.¢., SROs Announce Formation of CAT Development Advisory Group, Consolidated Audit Trail,

http://www.catnmsplan.com/pastevents/p211727.html.
> DAG Letter at 1.
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Participants intend to continue to engage with the DAG prior to the approval of the Plan.
However, the Participants do not believe that it is appropriate (or permissible in light of
constraints imposed by nondisclosure agreements) to consult with the DAG with respect to the
relative merits of each Bidder’s proposed solution.

D. CAT Administration
1. Coordinated Oversight Related to the CAT

One commenter recommends that the compliance oversight and enforcement of the Plan
be coordinated, rather than performed individually by the many different Participants.
Specifically, the commenter recommends that the Plan explicitly require that the Participants
enter into an agreement to require a single Participant be responsible for enforcing broker-dealer
compliance with SEC Rule 613 and the Plan, whether through SEC Rule 17d-2 agreements,
regulatory services agreements or some other approach.>® The Participants recognize the
benefits of such coordinated oversight and plan to consider whether to enter into a Rule 17d-2
agreement or regulatory services agreements after approval of the Plan.

2. Financial Transparency

One commenter recommends that the CAT LLC’s costs and financing be fully
transparent, with publicly disclosed annual reports, audited financial statements and executive
compensation disclosures.”® The Participants note that, as discussed above, the Plan provides the
Advisory Committee with the right to receive information concerning the operation of the
CAT,*" and the Participants plan to provide the Advisory Committee with the minutes of
Operating Committee meetings (in both cases, subject to limitations related to, for example,
confidentiality and Executive Sessions). In addition, the Advisory Committee and the public
generally will receive financial information related to the CAT through CAT fee filings. The
Participants intend to consider the scope of additional transparency after the Plan has been
finalized.

E. CCO/CISO Responsibilities

One commenter argues that the proposal for the CCO and CISO to be officers of the CAT
LLC as well as employees of the Plan Processor creates a conflict of interest that would
undermine the ability of these officers to carry out effectively their responsibilities under the
Plan because they would owe a fiduciary duty to the Plan Processor rather than the CAT LLC.
Accordingly, the commenter recommends that the Plan should impose a fiduciary duty on the
CCO and CISO, or, at a minimum, should require the Plan Processor to select individuals who
do not have a fiduciary duty to the Plan Processor.*®

% SIFMA Letter at 29.

% SIFMA Letter at 29.

> Plan, Section 4.13(d)-(e).

%8 Letter from David T. Bellaire, Financial Services Institute, to Brent J. Fields, SEC (July 18, 2016) (“FSI

Letter”) at 3.
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In drafting the Plan, the Participants determined to make the CCO and the CISO
employees of the Plan Processor with fiduciary obligations to the Plan Processor, but not the
CAT LLC. The Participants decided that the CAT LLC would not have any employees in order
to mitigate the administrative and compliance burden of the CAT LLC. In addition, the
Participants decided to eliminate all fiduciary and similar duties that the Participants, Operating
Committee members and officers would have to the CAT LLC in order to allow each Participant
to represent its best interest, which may conflict with the best interests of other Participants
and/or the CAT LLC as a whole. The Plan includes specific duties and responsibilities of the
CCO and CISO, and the Plan Processor will be required under the terms of the Plan and the Plan
Processor agreement to ensure that the CCO and the CISO comply with those duties.*®

After considering the comments, however, the Participants agree that the CCO and the
CISO, as officers of the CAT LLC, should have fiduciary duties to the CAT LLC in the same
manner and extent as an officer of a Delaware corporation, and agree to require in the agreement
with the Plan Processor that, to the extent those duties conflict with duties the CCO or CISO has
to the Plan Processor, the duties to the CAT LLC should control. Accordingly, the Participants
propose to amend Section 4.7(c) of the Plans as follows:

(©) no Participant[, Officer,] or member of the Operating Committee,
in such Person’s capacity as such, shall have any fiduciary or similar duties or
obligations to the Company or any other Participant[, Officer,] or member of the
Operating Committee, whether express or implied by the Delaware Act or any
other law, in each case subject only to the implied contractual covenant of good
faith and fair dealing, and each Participant[, Officer,] and the Company, to the
fullest extent permitted by applicable law, waives any claim or cause of action
against any Participant[, Officer,] or member of the Operating Committee that
might otherwise arise in respect of any such fiduciary duty or similar duty or
obligation; provided, however, that the provisions of this Section 4.7(c) shall have
no effect on the terms of any relationship, agreement or arrangement between any
member of the Operating Committee and the Participant appointing such member
of the Operating Committee or between any Participant (other than solely in its
capacity as a Participant) and the Company such as a contract between such
Participant and the Company pursuant to which such Participant serves as the
Plan Processor [or between an Officer and the Plan Processor]. Each Officer shall
have the same fiduciary duties and obligations to the Company as a comparable
officer of a Delaware corporation and in all cases shall conduct the business of the
Company and execute his or her duties and obligations in good faith and in the

5 Plan, Section 6.2.
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manner that the Officer reasonably believes to be in the best interests of the
Company;

In addition, the Participants will require the employment agreements that the CCO and the CISO
execute with the Plan Processor to acknowledge the fiduciary duties of such officer to the CAT
LLC.

F. Material Amendments

One commenter recommends distinguishing between an “External Material Amendment”
and an “Internal Material Amendment” to the Technical Specifications and recommends
addressing those amendments in different ways.®® Specifically, the commenter recommends
defining an “External Material Amendment” as any change that affects the CAT Reporter
interface (e.g., coding or configuration changes, changes to error definitions or error rate
statistics, etc.), and defining an “Internal Material Amendment” as any change that does not affect
the CAT Reporter interface (i.e., a change that does not require CAT Reporter coding changes or
configuration changes, or does not impact CAT Reporter error definitions or error rate statistics).
With respect to any External Material Amendment, the commenter recommends that the Plan
require: (1) the publication of an implementation plan with reasonable time for development and
testing; (2) consulting the Advisory Committee to assess general impact of the amendment; and
(3) the assessment be submitted to the Operating Committee for their consideration and to be
made public. With respect to any Internal Material Amendments, the commenter recommended
that the Plan require the Advisory Committee to review the proposed change to ensure that the
change will not materially affect CAT Reporters or others submitting data to the CAT.

The Participants intend to solicit the perspectives of the Advisory Committee regarding
Material Amendments to the Technical Specifications, and the Plan specifically sets forth a
process for doing so. As set forth in the Plan, “[t]he Advisory Committee shall advise the
Participants on the implementation, operation and administration of the Central Repository.
The Plan states that members of the Advisory Committee shall have the right to attend meetings
of the Operating Committee (other than Executive Sessions) or any Subcommittee to receive
information concerning the operation of the Central Repository, to submit their views to the
Operating Committee or a Subcommittee on matters pursuant to the Plan prior to a decision by the
Operating Committee on such matters.®> Furthermore, the Plan states that members of the
Advisory Committee shall have the right to receive information concerning the operation of the
Central Repository, subject to the Operating Committee’s authority to determine the scope and

161

% FIF Letter at 136-137.
6 Plan, Section 4.13(d).
62 Plan, Section 4.13(d).
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content of such information provided.®®* The Participants continue to believe that this process is
appropriate with regard to Material Amendments.

1. DATA REPORTING REQUIREMENTS
A. Clock Synchronization

Two commenters state that they generally support the clock synchronization standard
described in the Plan.®* Several commenters suggest that the Participants consider amending
various aspects of the clock synchronization standard set forth in Section 6.8 of the Plan, as
discussed further below.

1. Single Clock Synchronization Standard

Two commenters believe that there should be a single clock synchronization standard and
that the Participants should use the same standard set forth in FINRA’s recently adopted clock
synchronization rule® in the Plan.®® The Participants recognize the value of such consistency
and note that the clock synchronization standards in the Plan for Industry Members (as described
in Section 6.8(a)) and in FINRA’s new clock synchronization rule are currently aligned.

2. Regulatory Requirements

One commenter believes that, since SEC Rule 613(a)(3)(ii) requires clock
synchronization to be in effect within four months after the Effective Date of the Plan, the Plan
should detail the regulatory requirements necessary for managing clock synchronization as soon
as possible.®” Another commenter recommends that clock synchronization need only be actively
managed when capturing reportable events, and that logging should be required only for clock
synchronization configuration changes, exceptions and alerts.®®

The Participants recognize that the synchronization of business clocks is among the first
implementation milestones after the Plan becomes effective. Accordingly, the Plan states that
compliance with the clock synchronization requirements will require Participants and Industry
Members to perform the following or comparable procedures. The Participants and their
Industry Members will document their clock synchronization procedures and maintain a log
recording the time of each clock synchronization performed, and the result of such
synchronization, specifically identifying any synchronization revealing that the discrepancy
between its Business Clocks and the time maintained by the National Institute of Standards and
Technology (“NIST”) exceeds the applicable clock synchronization standard.®® In addition, each

63 Plan, Section 4.13(e).

64 Letter from Kelvin To, Data Boiler Technologies, LLC, to Brent J. Fields, SEC (July 15, 2016) (“Data
Boiler Letter”) at 20; FIF Letter at 12.

6 See FINRA Rule 4590 (Synchronization of Member Business Clocks).

23 SIFMA Letter at 34; Thomson Reuters Letter at 7.
o8 SIFMA Letter at 34.
FIF Letter at 12.
69 Plan, Appendix C, Section A.3(c) at Appendix C-26.
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Participant is in the process of developing its respective clock synchronization compliance rule
in an effort to inform the industry of such requirements as soon as possible.

3. Annual Review of Clock Synchronization Standards

Two commenters suggest that, after implementation of the Plan, clock synchronization
standards should be reviewed annually.”® One of the commenters believes that such annual
reviews may be beneficial, but that they should not occur until approximately three years after
implementation of the CAT since “it is a very costly and disruptive change for the industry, and
lower clock offset can take two years to implement.””* The second commenter believes that
CAT Reporters should be given sufficient lead time if changes in clock offsets and time stamps
are contemplated or when CAT reporting is otherwise expanded such that clock synchronization
standards would apply to new events; such lead time should be one year to meet a 50 millisecond
clock offset for new applications and servers not covered by the Plan, and two years for clock
offsets below 50 milliseconds. "

The Participants note that, pursuant to SEC Rule 613(d)(2), the Plan must require that the
Participants “evaluate annually the clock synchronization standard to determine whether it
should be shortened, consistent with changes in industry standards.” To satisfy this requirement,
Section 6.8(c) of the Plan requires that the Participants, appropriate Industry Member advisory
groups and the CCO shall annually evaluate and make a recommendation to the Operating
Committee as to whether industry standards have evolved such that the clock synchronization
standard should be shortened. Thus, the Plan provides a mechanism for annual review of the
clock synchronization standard that the Participants believe will reasonably ensure that the
requirements set forth in the Plan keep pace with industry practices. Moreover, the Participants
expect that the implementation plan for any changes to the clock synchronization standard would
take into consideration, among other factors, the time required for CAT Reporters to update and
test their systems.

B. Data Elements
1. Open/Close Indicator

Three commenters suggest that the open/close indicator on equities transactions should
not be reported to the Central Repository since this data element currently is not captured for
equities.” Two of the commenters state that including this data element in CAT reporting would
require structural and process changes at a significant cost to CAT Reporters.”* They also
suggest that if the Participants would like to capture information on open/close indicators on
equities transactions, then such reporting requirement should be the subject of rule filings with
the Commission that are subject to a cost/benefit analysis and public comment given the

;2 FIF Letter at 106; SIFMA Letter at 34.
FIF Letter at 106.

;g SIFMA Letter at 34.

s FIF Letter at 11, 83-86; Thomson Reuters Letter at 9; SIFMA Letter at 35.
FIF Letter at 83; SIFMA Letter at 36-37.
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complexity and cost of capturing the data element.”® Two of the commenters believe that the
open/close indicator should apply only to options transactions since there are existing standards
for capturing relevant data relating to options transactions. "

SEC Rule 613(j)(7) defines the term “material terms of the order” to include, among
other data elements, the “open/close indicator.” The definition does not limit the requirement to
report an “open/close indicator” to options orders. Accordingly, the Participants believe that this
requirement would apply to orders in both equities and options. However, the Participants
understand that the open/close indicator is currently captured only on certain options
transactions. As a result, the Participants believe that the Commission should clarify that the
requirement in SEC Rule 613 to report the open/close indicator should not apply to equities
transactions, nor to options transactions in which the open/close indicator is not captured
pursuant to current industry practice (e.g., non-market maker options transactions).

2. Categorizing Customer Information Fields by Importance

One commenter suggests that customer information fields should be categorized based on
the degree of their importance for market surveillance and market reconstruction purposes, so
that CAT Reporters can focus on ensuring accuracy of the fields most important for market
surveillance.”’

The Participants do not agree with this commenter and believe that it would be
inappropriate to rank the importance of particular data elements reported to the Central
Repository for data correction or other purposes for several reasons. First, SEC Rule 613 does
not indicate that any data elements are more or less important for market surveillance or market
reconstruction purposes. Instead, SEC Rule 613(c)(7) states that the Plan “shall require each
national securities exchange, national securities association, and any member of such exchange
or association to record and electronically report to the central repository details for each order
and each reportable event, including, but not limited to [the information set forth in SEC Rule
613(c)(7)(i) — (viii)]”. Second, ranking the importance of data elements for market surveillance
and market reconstruction purposes might inappropriately reveal the confidential, proprietary
surveillance processes used by each Participant. Third, with respect to data accuracy, the
Participants have included provisions in the Plan to take into account minor and major
inconsistencies in Customer information. In particular, Appendix D explains that “[t]he Plan
Processor must design and implement procedures and mechanisms to handle both minor and
material inconsistencies in Customer information.””® Additionally, material inconsistencies must
be communicated to the submitting CAT Reporter(s) and resolved within the established error
correction timeframe, as detailed in Section 8 of the Plan.”® The Central Repository also must
have an audit trail showing the resolution of all errors.®® Finally, the Participants intend to

I FIF Letter at 84; SIFMA Letter at 35-36.

;3 FIF Letter at 84; Thomson Reuters Letter at 9.
FIF Letter at 11, 93.

I Plan, Appendix D, Section 9.4 at Appendix D-35.

I Plan, Appendix D, Section 9.4 at Appendix D-35.

80 Plan, Appendix D, Section 9.4 at Appendix D-35.
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monitor errors in the customer information fields and will consider, as appropriate, whether to
prioritize the correction of certain data fields over others.

3. Consistency of CAT-Order-1D with FINRA OATS Order ID

One commenter notes that the CAT-Order-ID and Order ID of FINRA'’s Order Audit
Trail System (“OATS”) are inconsistent with respect to field length and type (e.g.,
alphanumeric).®! Pursuant to the Plan,® CAT Reporters will be able to report existing order
identifiers to the Central Repository, so the Participants do not believe that it is necessary to
align the field length and type of CAT-Order-1Ds with FINRA OATS Order IDs. The
Participants note that the CAT-Order-ID will be a CAT-generated unique identifier that can be
used by regulatory users to query CAT Data. The CAT-Order-ID is distinct from the data
elements required to be reported to the Central Repository with each Reportable Event for
purposes of processing and assembling the complete lifecycle of each Reportable Event.®

4. Unique Identifiers

One commenter believes that a unique ID for every client may be unnecessary and that
such unique IDs could instead be applied only to those clients with a certain threshold of trading
activity.®* By way of example, the commenter explains that the Commission currently
distinguishes between participants that file large trader reports versus average retail investors
trading through brokerages.®> The Participants do not believe that such trading activity
thresholds with respect to identifiers would be consistent with the requirements of SEC Rule
613. The use of unique IDs is critical to the effectiveness and usefulness of the CAT since these
data elements will help regulatory users conduct surveillance across market centers and identify
activity originating from multiple market participants.

5. “Role in the Account™”

One commenter states that “[r]ole in the account,” a component in the definition of
Customer Identifying Information, may not be consistently maintained across firms, which could
cause problems populating and maintaining this data field.*® Accordingly, the commenter
recommends that this field be required only on a going-forward basis for new accounts created
after the implementation of CAT reporting.?” The Plan states that CAT Reporters must report
the “role in the account” as part of the Customer Identifying Information.®® The Plan does not
distinguish between legacy and new accounts with regard to this requirement, and the
Participants do not believe that this change is necessary.

81 Thomson Reuters Letter at 9.

8 See Plan, Section 6.4; see also Letter from SROs to Brent Fields, SEC, Request for Exemptive Relief from
Certain Provisions of SEC Rule 613 of Regulation NMS under the Securities Exchange Act of 1934 (Jan. 30, 2015)
g“Exemptive Request Letter”).

3 See Plan, Appendix D, Section 3 at Appendix D-7.

:‘5‘ Anonymous Letter (July 18, 2016) (“Anonymous Letter”) at 3.
Id.

23 Thomson Reuters Letter at 10.
Id.

8 See Plan, Section 1.1 (defining “Customer Identifying Information”).
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6. Modification and Cancellation Instructions

One commenter believes that modification and cancellation instructions are as important
as other Reportable Events and, therefore, the identity of those giving such instructions is “vital
information for market surveillance purpose[s].”®® The commenter opposes the exemptive relief
granted by the Commission that permits CAT Reporters to report whether a modification or
cancellation of an order was given by a Customer or initiated by a broker-dealer or exchange, in
lieu of requiring the reporting of the Customer-1D of the person giving the modification or
cancellation instruction.®

The Participants considered this issue when drafting the Exemptive Request Letter.
Reporting a single, specific Customer-1D for all modifications and cancellations is not possible
under the Customer Information Approach described in the Exemptive Request Letter because
broker-dealers would not maintain Customer-1Ds; instead, each broker-dealer would provide
firm-designated identifiers.** The Participants also believe that requiring CAT Reporters to
report the Customer-ID of the specific individual initiating a cancellation or modification would
introduce an inconsistent level of granularity in customer information between order origination
and order modifications/cancellations since SEC Rule 613(c)(7)(i) does not require the reporting
of the specific individual originating an order.®

1. Account Type

One commenter suggests that the definition of “account type” should be consistent with
existing OATS definitions.” The Participants have not yet determined how “account types” will
be defined for purposes of reporting to the Central Repository. The Participants anticipate that
account types will be defined in the Technical Specifications.

8. Customer Type

One commenter notes that it cannot identify a definition of “customer type” in the Plan
and suggests that the Plan use existing fields currently reported to the SROs or the SEC in order
to minimize implementation efforts.** The commenter also requests clarification or an
amendment to the Plan to define “customer type,” as well as an opportunity to comment on the
implementation impact of this field. The Participants have not yet determined how “customer
type” will be defined for purposes of reporting to the Central Repository. The Participants
anticipate that customer types will be defined in the Technical Specifications.

89 See Data Boiler Letter at 24 (responding to Question 161 of the Plan Proposing Release).
% See id.; Plan, Section 6.3(d)(iv)(F).
o Exemptive Request Letter at 12.

92
Id.

22 Thomson Reuters Letter at 9.
Id.
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9. Allocation Time

One commenter states that “allocation time” is not consistently defined or captured in the
Plan.*® The commenter explains that providing allocation time “may prove difficult without
guidance that defines allocation time as the time it is processed by the CAT Reporting system.
Alternatively, the commenter suggests that guidance could state that it is “permissible for CAT
Reporting systems to pass through allocation time received and if the field is missing allow a
default to the CAT reporting system’s allocation processing time.”%” The Participants have not
yet determined how “time of the allocation,” as used in the definition of “Allocation Report,”
will be defined for purposes of reporting to the Central Repository. The Participants anticipate
that the time of allocation will be addressed in the Technical Specifications.

196

10.  Off Exchange Transactions

One commenter believes that a “full audit trail would include transactions both on and off
exchange.”® The commenter believes that orders and executions in ATSs/dark pools or other
trading venues and internalized within broker-dealers are equally important as those on national
securities exchanges.®® As proposed, the Plan would require transactions in Eligible Securities to
be reported to the Central Repository regardless of where they occur. Section 1.1 of the Plan
defines an “Eligible Security” as including “(a) all NMS Securities and (b) all OTC Equity
Securities.”*® Accordingly, the CAT will capture orders and transactions in NMS Securities and
OTC Equity Securities, even if they occur in ATSs/dark pools, other trading venues or internally
within broker-dealers. The CAT, however, will not capture indications of interest in Eligible
Securities. In adopting SEC Rule 613, the SEC concluded that it would not include indications
of interest in the definition of “order” for purposes of the CAT, as “the utility of the information
such data would provide to regulators would not justify the costs of reporting the
information.”%*

11. Creation and Redemption Requests for ETFs

One commenter suggests that creation and redemption requests for exchange-traded
funds (“ETFs”) should be reported to the Central Repository.*®® The Participants believe that the
parties involved in, and the processes used for, ETF creation and redemption are substantially
distinct from those used for transactions in NMS Securities, and such parties may not be CAT
Reporters. Accordingly, including creation and redemption requests for ETFs in the initial phase
of the CAT would be complex and may be difficult for CAT Reporters to address. For these
reasons, the Participants believe that it is not appropriate to require CAT Reporters to report

. Id.
o Id.
Id.
% Anonymous Letter at 9.
99 Id

100 The Participants note that two commenters generally support the inclusion of OTC Equity Securities in the
CAT. See FIF Letter at 121; Thomson Reuters Letter at 4.
Rule 613 Adopting Release at 45747.

102 Anonymous Letter at 17.
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creation and redemption requests for ETFs in the initial phase of the CAT. However, the
Participants will continue to assess whether such reporting should be included in future phases of
the CAT.

12. Additional Short Sale Information

One commenter suggests that lending/borrow information should be reported to the
Central Repository for transactions that are short sales in order to help regulatory users detect
short sales that are not associated with borrowed shares.*® The same commenter also suggests
that additional pre-execution short sale locate data should be reported to the Central
Repository.'® Although both SEC Rule 613(j)(7) and Section 1.1 of the Plan define “Material
Terms of the Order” to include, among other data elements, whether an order is short or short
exempt, neither the Rule nor the Plan requires that short sale lending/borrow information or
locate data be reported to the Central Repository. The Participants do not believe that requiring
such information to be reported during the initial implementation is appropriate. Moreover, the
Participants believe that the potential benefit of requiring these additional data elements would
be outweighed by the cost required to design and implement them.

13. Futures Data

Two commenters support the inclusion of futures data in the CAT.*® One of the
commenters believes that incorporating futures data into the CAT would create a more
comprehensive audit trail that would further enhance regulatory surveillance.® The other
commenter believes that the CAT must include futures data to adequately protect against a future
market crash.'%’

SEC Rule 613 does not address reporting futures transactions to the Central Repository,
so the initial phase of CAT reporting under the Plan will not require the reporting of such
transactions. That said, the Participants recognize that requiring the reporting of additional asset
classes and types of transactions is important for cross-market surveillance. The Participants
also believe that the Commission shares this view. For instance, SEC Rule 613(i) requires the
Participants, within six months of the effectiveness of the Plan, to provide to the Commission a
document outlining how additional securities and transactions could be incorporated into the
CAT; a similar provision also appears in Appendix C of the Plan.'® The Commission also
recognized the importance of gradually expanding the scope of the CAT and directed the
Commission staff “to work with the SROs, the CFTC staff, and other regulators and market
participants to determine how other asset classes, such as futures, might be added to the

103 Anonymous Letter at 6.
104 Id. at 7.
105 Letter from Joanne Moffic-Silver, CBOE, to Brent J. Fields, SEC (July 21, 2016) (“CBOE Letter”) at 1-2;
Letter from Dennis M. Kelleher, Stephen W. Hall and Lev Bagramian, Better Markets, Inc., to Brent J. Fields, SEC
ggéjlyl& 2016) (“Better Markets Letter”) at 7.
107 CBOE Letter at 1-2.
Better Markets Letter at 7.
108 See Plan, Appendix C, Section C.9, at Appendix C-98.
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consolidated audit trail.”**® Accordingly, the Participants intend to assess whether it would be
appropriate to expand the scope of the CAT to other asset classes and types of transactions,
including futures, at a later date.

14, Reporting Clearing Information

One commenter suggests that various information pertaining to the clearance of securities
transactions, including information currently reported to clearing agencies, should be reported to
the Central Repository.*® The Participants note that such information is not called for by SEC
Rule 613, and the Participants do not believe that it would be appropriate to require this type of
information, particularly not at the outset of the CAT.

C. Record Retention Requirements

One commenter states that the CAT’s record retention period should be long enough to
satisfy regulatory requirements associated with other regulatory systems (e.g., the seven year
record retention requirement for electronic blue sheets (“EBS™))."** The commenter believes
that the Commission should consider the extent to which CAT reporting could fulfill
Commission and SRO recordkeeping obligations of CAT Reporters.**?

As described in the Plan, all data in the Central Repository must be kept for a rolling six
year period, which would create a six year historical audit trail.*** This data must be directly
available to, and searchable by, regulators electronically without any manual intervention.***
The Participants believe that this retention period is consistent with, and actually exceeds, the
record retention period applicable to national securities exchanges and national securities
associations under SEC Rules 17a-1(b) and 17a-6(a), which require that documents be kept for at
least five years. Additionally, the Participants do not believe that the Plan’s record retention
requirements should be expanded beyond six years since such expansion would impact Bidder
solutions and the maintenance costs associated with the CAT.

With respect to the comment regarding CAT Reporters using the CAT to satisfy their
recordkeeping obligations, the Participants believe that, in the initial phase of reporting, it would
be inappropriate for CAT Reporters to fulfill their recordkeeping obligations by relying on the
Central Repository. Permitting this use of the Central Repository may impose additional
regulatory obligations and resource strains on the Central Repository. However, the Participants
recognize that the Central Repository could be a useful tool to assist CAT Reporters in satisfying
their recordkeeping and record retention obligations. Accordingly, after the implementation of
CAT reporting, the Operating Committee will review whether it may be possible for CAT
Reporters to use the CAT to assist in satisfying certain recordkeeping and record retention
obligations.

109 Rule 613 Adopting Release at 45745 n.241.
110
See generally Anonymous Letter.
H SIFMA Letter at 6.
112 |d

ii Plan, Appendix C, Section A.3(d) at Appendix C-28.
Id.
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D. Time Stamps

Two commenters suggest that CAT Reporters that capture time stamps at a more granular
level than that required by the Plan should not be required to include the more granular time
stamp when reporting to the CAT.**® One of the commenters explains that “[r]equiring sub-
millisecond reporting for partial data will be expensive and not yield regulatory benefit as it will
result in a false sense of accuracy on event sequencing, and at the same time will be unfair to
firms that capture data at a more granular level than required.”**® The other commenter also
notes that requiring CAT Reporters to adhere to a more granular requirement would be
“unnecessarily expensive” and “would be inequitable and would not serve a regulatory
purpose.”*’

Conversely, two commenters believe that CAT Reporters that capture time stamps at a
more granular level than that required by the Plan should be required to use the more granular
time stamps when reporting to the CAT.*® One of the commenters believes that a more granular
time stamp requirement would permit the CAT *“to more comprehensibly and accurately capture
the frequency and scale” of practices such as high frequency trading (“HFT™),™° and the other
commenter believes that time stamp granularity “should go hand-in-hand with how fast a market
participant is allowed to conduct their HFT activities.”*?°

The Participants have considered these comments and believe that CAT Reporters should
be required to report time stamps to the CAT at the granularity at which they are captured, even
if that is more granular than that required by the Plan. Notably, this approach is consistent with
SEC Rule 613(d)(3), which states, in relevant part:

To the extent that the relevant order handling and execution systems of any
national securities exchange, national securities association, or member of such
exchange or association utilize time stamps in increments finer than the minimum
required by the national market system plan, the plan shall require such national
securities exchange, national securities association, or member to utilize time
stamps in such finer increments when providing data to the central repository, so
that all reportable events reported to the central repository by any national
securities exchange, national securities association, or member can be accurately
sequenced.

Any departure from this approach would require action by the Commission to amend SEC Rule
613 or provide exemptive relief from the requirements of SEC Rule 613(d)(3). Moreover, the
Participants believe that as additional CAT Reporters capture time stamps that are more granular

115 FIF Letter at 12; SIFMA Letter at 35.

ij FIF Letter at 12.

SIFMA Letter at 35.
ﬁg Better Markets Letter at 8; Data Boiler Letter at 21.
o Better Markets Letter at 8.

Data Boiler Letter at 21.
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than that required by the Plan, the quality of data reported to the CAT will increase
correspondingly.

E. Message Formats

Three commenters suggest that the Plan mandate a uniform standard electronic format for
reporting data to the Central Repository.*** One of the commenters believes that the
Commission should mandate the most widely used, open-sourced, machine-readable data format
possible, and that all CAT Reporters should be required to use such format.*??> Another of the
commenters believes that the use of a uniform standard would result in quicker implementation
times and simplify data aggregation.*® The third commenter believes that the use of a uniform
standard electronic format could improve data completeness and, in turn, contribute to the long-
term success of the CAT, though detailed technical specifications will be required to address the
varying needs and business models of different market participants.*?*

The Participants continue to believe that the Plan should not mandate a specific message
format. Instead, the Participants believe that the Bidders should be granted some discretion to
propose what they believe is the best, most efficient approach for their solutions. That said, the
Participants understand that the message format used for reporting to the Central Repository
must be easily understood and adopted by the industry, and this factor will be considered as the
Participants evaluate each Bidder’s solution. Moreover, the Participants also will take into
consideration that the Plan Processor must be able to reliably and accurately convert data to a
uniform electronic format for consolidation and storage, regardless of the message formats in
which the CAT Reporters would be required to report data to the Central Repository. The
message format(s) ultimately selected for reporting to the Central Repository will be described in
the Technical Specifications, which will be approved by the Operating Committee.

F. Reporting Procedures and Timelines
1. Correction of Errors in Customer Data

One commenter suggests that the Plan Processor identify errors in customer information
data by T+1 at noon to coincide with the deadline reflected in the Plan for the Plan Processor to
identify errors in transaction reports.’* The commenter believes that this will help to better
analyze linked errors and provide more time during the trading day to correct such errors.*?®

121 Better Markets Letter at 7-8; Letter from Courtney Doyle McGuinn, FIX Trading Community, to Brent J.

Fields, SEC (July 14, 2016) (“FIX Letter”) at 1-3; Letter from Mark Husler and Jonathan Jachym, UnaVista, to
Brent J. Fields (July 18, 2016) (“UnaVista Letter”) at 2-3.
122 Better Markets Letter at 7.

123 FIX Letter at 1.

124 UnaVista Letter at 3.
125 FIF Letter at 53.

126 |d
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The Plan states that the Plan Processor must validate customer data and generate error
reports no later than 5:00 pm. Eastern Time on T+3.'2” The Participants note that there is an
inadvertent error in Appendix D and this portion of the Plan should have indicated that such
validation and generation of error reports must occur no later than 5:00 p.m. Eastern Time on
T+1. The Participants intend to amend the Plan to correct this error.

The Participants believe that communications with customers might be necessary to
correct errors in customer data and have included a two day period — from 5:00 p.m. Eastern
Time on T+1 to 5:00 p.m. Eastern Time on T+3 — to facilitate data correction. The Participants
believe that the proposed period provides sufficient time to correct errors in customer data and
do not believe that it is necessary to expand the customer data correction period at this time.*?

2. Error Correction Period

Two commenters suggest that the CAT maintain existing error correction periods during
the initial implementation period.** One of the commenters believes that the CAT should use
the current five day error correction period used for OATS reporting.**® The commenter
believes that the OATS five day error correction period should begin from the time the reject or
error message was received, not from the time of submission, and should be retained until CAT
Reporters have been “provided with a sufficiently rich test and error correction tool set, have
become experienced with CAT reporting and it has been proven that the CAT system and CAT
Reporters can achieve the shorter error correction time frame as currently specified in the CAT
NMS Plan.”**! The commenter also asks that the Participants provide a detailed set of error
reports daily, as well as monthly summaries, to facilitate the identification of errors by the CAT
Reporters and the CAT system, to support error correction and to strengthen CAT Reporters’
reporting capabilities.™*? The second commenter believes that the proposed timeframe appears
too aggressive as implementing CAT reporting will introduce a learning curve for broker-dealers
and regulators as they begin to understand the intricacies of the new and complex system.*33

As discussed in the Plan, the Participants believe that the prompt availability of corrected
data is imperative to the utility of the Central Repository.** Accordingly, the Participants
believe that the proposed three day window for error corrections appropriately balances the need
for regulators to access corrected data in a timely manner while taking into consideration the
industry’s concerns. Moreover, although a five day window for error correction is used for
OATS reporting today, the Participants believe that a three day window would allow for better
regulatory surveillance and market oversight in accordance with SEC Rule 613.

127 Plan, Appendix D, Section 6.2 at Appendix D-20.

128 The Participants note that the proposed period is comparable to the period applicable to the correction of
order data. The Participants propose to amend the Plan so the period for correcting order data runs from noon
Eastern Time on T+1 to noon Eastern Time on T+3. See Plan, Appendix D, Section 6.1 at Appendix D-18.

129 FIF Letter at 3, 9; KCG Letter at 9.

150 FIF Letter at 3, 9.
181 FIF Letter at 9.
132 |d

133 KCG Letter at 9.
134 Plan, Appendix C, Section A.1(a)(iv) at Appendix C-10; Plan, Appendix C, Section A.2(a) at Appendix C-
15.
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3. Real-Time Reporting

Two commenters believe that the Plan should require real-time or near real-time
reporting.** One of the commenters explains that a shorter reporting timeframe would allow for
more robust surveillance and quicker reaction time that could provide early warnings of potential
market events.’*® The second commenter suggests that the Plan should mandate the real-time
collection of SIP data, instead of an end-of-day batch process, to assist market surveillance.™’

In adopting SEC Rule 613, the SEC determined not to require real-time reporting to the
CAT.'®® Accordingly, the Plan does not require real-time reporting to the Central Repository of
CAT Data (which is defined in Section 1.1 of the Plan as including data derived from Participant
Data, Industry Member Data, SIP Data and such other data as the Operating Committee may
designate as “CAT Data” from time to time). With respect to the comment that real-time or near
real-time reporting would provide early warnings of potential market events and assist
surveillance, the Participants note that certain Participants already have real-time surveillance
and monitoring tools in place for their respective markets.

4. End of Trading Day

One commenter suggests that the Plan should define the cut-off time for the trading day
as 4:00 p.m. Eastern Time, consistent with the current OATS cut-off time.**® The commenter
believes that this cut-off time would align with the start of trading in other time zones.**® The
Participants do not believe that the Plan should define a universal cut-off time for the trading day
since the “trading day” may differ across the different types of Eligible Securities, particularly if
the scope of “Eligible Security” is expanded in later phases of the CAT. Instead, the Participants
believe that it is appropriate for the Operating Committee to determine the cut-off time for the
trading day after the Plan is approved by the Commission. The Participants anticipate that the
cut-off time(s) will be set forth in the Technical Specifications.

5. Periodic Refresh of Customer Data

One commenter believes that the requirement for full customer information refreshes
should be eliminated from the Plan and replaced by a voluntary refresh in limited circumstances,
such as when there is data corruption or some other need for such an update (e.g., if it is
discovered that CAT Data and a CAT Reporter’s internal customer data are not synchronized).
The commenter explains that eliminating required periodic refreshes of customer information
may slightly reduce the burden or cost on the broker-dealer community and the Plan Processor,
and it would eliminate the need for unnecessary transmission and handling of sensitive

141

185 Better Markets Letter at 6; Data Boiler Letter at 42.
136 Better Markets Letter at 6.
187 Data Boiler Letter at 42.

138 Rule 613 Adopting Release at 45767-457609.

189 FIF Letter at 95-96.
140 |d

u Id. at 12.
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personally identifiable information (“P11”), thereby improving the overall security of the CAT.*?
The commenter also believes that the CAT should provide flexibility in selecting the accounts to

be included in any upload to the CAT.**

The Participants believe that maintaining the accuracy of customer information is vital to
the operation of the CAT. Thus, the Participants believe that a periodic refresh of customer
information is beneficial as compared to the suggested approach. A periodic refresh will help to
ensure that all customer information remains accurate and up to date. As discussed more fully in
Section XI of this letter, the Participants appreciate that the industry is concerned with
maintaining the confidentiality of PIl and other CAT Data. To that end, Section 6.12 of the Plan
requires the Plan Processor to develop and maintain a comprehensive information security
program that meets certain requirements set forth in the Plan; such program must be approved
and reviewed at least annually by the Operating Committee. The Participants continue to assess
the Bidders’ proposed security solutions and believe that, once the CAT is operational, the
information security program will address the commenters’ concerns regarding data security.
Finally, as noted in the Plan, the Participants will define the scope of what constitutes a “full”
customer information refresh with the assistance of the Plan Processor to determine the extent to
which inactive or other accounts would need to be reported.**

I11. EXEMPTIVE RELIEF
A. CAT Reporter ID
1. Existing Identifier Approach

As a general matter, several commenters express support for the Existing Identifier
Approach set forth in the Plan.!*> The Participants agree and continue to support the Existing
Identifier Approach.

2. Differing Existing Identifiers

Two commenters seek clarification that the Existing Identifier Approach would permit a
broker-dealer to submit an SRO-Assigned Market Participant Identifier different from the SRO-
Assigned Market Participant Identifier used at the venue where the order is executed.**® As one
commenter notes: “Orders may be sent from one broker-dealer to another before reaching their
final routing destination. While firms use an SRO-identifier for those reports, a different
identifier for the submitting firm may be used by the exchange where the order is ultimately
sent.”**" For example, it is common practice under OATS to use the FINRA MPID for new

1z Id. at 93.
143 Id
14 Plan, Appendix C, Section A.1(a)(iii) at Appendix C-8.
122 See, e.g., FIF Letter at 9, 10-11, 72-75; Data Boiler Letter at 22; Thomson Reuters Letter at 7-8.
v FIF Letter at 10-11; Thomson Reuters Letter at 8.
FIF Letter at 11.
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order and route reports, although the CAT Reporter may not know the trading venue at which the
order will be executed.**®

The Participants confirm that such a practice would be acceptable under the Existing
Identifier Approach. As described in the Exemptive Request Letter and incorporated in the
Plan,* a broker-dealer CAT Reporter would be permitted to use any existing SRO-Assigned
Market Participant Identifier (e.g., FINRA MPID, Nasdag MPID, NYSE Mnemonic, CBOE User
Acronym and CHX Acronym) when reporting information to the Central Repository, regardless
of the eventual execution venue. The Central Repository will maintain a list of all SRO-
Assigned Market Participant Identifiers for each Industry Member, and would link each of these
with the CAT-Reporter ID associated with that Industry Member.™*® Therefore, the use of any
such Identifier, including the FINRA MPIDs, at any point would be acceptable under the
Existing Identifier Approach.

B. Customer 1D
1. Customer Information Approach

Three commenters express their support for the Customer Information Approach.*®* In
contrast, one commenter recommends the use of a universal Customer ID as prescribed by SEC
Rule 613, instead of the use of a Firm Designated 1D under the Customer Information
Approach.*® This commenter believes that the Customer Information Approach will
significantly increase the complexity and fragmentation of the dataset, slowing down
consolidation, whereas a universal Customer ID will assist in market reconstruction.

The Participants continue to believe that the benefits of the Customer Information
Approach outweigh any potential disadvantages. Based upon the Participants’ analysis of this
issue and discussions with the industry, as detailed in the Exemptive Request Letter'>® and the
Plan,™* the Participants disagree that the Customer Information Approach will increase
complexity or slow down consolidation. Utilizing a single Customer ID within the CAT while
allowing firms to report using existing identifiers, will substantially reduce costs and speed
implementation without limiting the regulatory use of the data. Indeed, the additional cost
required to comply with the Customer ID approach set forth in the Rule would be at least $195
million for the largest CAT Reporters.*>

148 Thomson Reuters Letter at 8.

149 Plan, Sections 6.3 and 6.4.

150 Exemptive Request Letter at 19-20.

151 Thomson Reuters Letter at 7-8; Data Boiler Letter at 22; FIF Letter at 2, 9, 66-72.

192 Better Markets Letter at 9.

153 Exemptive Request Letter at 8-18.

154 Plan, Appendix C, Section 11(b) at Appendix C-112.

15 Order Granting Exemptions from Certain Provision of Rule 613 Pursuant to Section 36(a)(1) of the
Securities Exchange Act of 1934, Securities Exchange Act Rel. No. 77265 (Mar. 1, 2016), 81 Fed. Reg. 11856,
11860 (Mar. 7, 2016).
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2. Report of Customer Information

Two commenters recommend that the Participants revise the Plan to permit Customer
Identifying Information and Customer Account Information to be reported as part of the
customer definition process, and not as a part of the new order report.*>® These commenters
believe that the only data element needed on the new order report to represent the customer is the
Firm Designated ID.

The Participants believe that the Exemptive Request Letter was intended to require CAT
Reporters to supply Customer Identifying Information and Customer Account Information as
part of the customer definition process, rather than as information submitted with each order.
Section 6.4(d)(iv) of the Plan describes this customer definition process, which includes the
process for submitting customer information and for assigning Customer-IDs for use within the
CAT. Moreover, the operation of Sections 6.3(d)(i) and 6.4(d)(i) of the Plan indicate that a CAT
Reporter is required to submit the Firm Designated IDs with the new order reports, but not the
customer information.

The Participants recognize, however, that the language in Section 6.4(d)(ii)(C) of the
Plan could be read to suggest that the customer information must be provided with each new
order report. Specifically, Section 6.4(d)(ii)(C) states that “each Participant shall, through its
Compliance Rule, require its Industry Members to record and report to the Central Repository
the following, as applicable . . . (C) for original receipt or origination of an order, the Firm
Designated ID, Customer Account Information, and Customer Identifying Information for the
relevant Customer.” The qualifying phrase “for original receipt or origination of an order” in
paragraph (C) could be read to suggest that the Customer Account Information and Customer
Identifying Information must be submitted contemporaneously with each order, rather than
submitting such information pursuant to the customer definition process such that the CAT may
link the Customer Account Information and Customer Identifying Information with order.

To clarify that the customer information would be submitted pursuant to the customer
definition process rather than with each order report, the Participants propose to amend
paragraph (C) of the Plan to state:

each Participant shall, through its Compliance Rule, require its Industry Members
to record and report to the Central Repository the following, as applicable . . . (C)
for original receipt or origination of an order, the Firm Designated ID for the
relevant customer, and, in accordance with Section 6.4(d)(iv), Customer Account
Information, and Customer Identifying Information for the relevant Customer.”

[Additions underlined; deletions bracketed]

156 Thomson Reuters Letter at 8-9; FIF Letter at 9-10.
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3. Active Accounts

One commenter requests clarification that only active accounts are required to be
reported as part of the customer definition process.™®” The Plan currently anticipates that
Industry Member CAT Reporters would only report customer information for active accounts as
part of the customer definition process. Specifically, the Plan states that “broker-dealers will
initially submit full account lists for all active accounts to the Plan Processor and subsequently
submit updates and changes on a daily basis,”**® and defines “active accounts” as “accounts that
have had activity within the last six months.”**® Moreover, the Plan states that “[t]he
Participants anticipate that Customer information that is initially reported to the CAT could be
limited to only customer accounts that have, or are expected to have, CAT-reportable activity.
For example, accounts that are considered open, but have not traded Eligible Securities in a
given timeframe may not need to be pre-established in the CAT, but rather could be reported as
part of daily updates after they have CAT-reportable activity.”**°

The Participants propose to amend the Plan to clarify that only active accounts are
required to be reported as part of the customer definition process. Specifically, the Participants
proposed to add a definition of “Active Account” to Section 1.1, which would state that “*Active
Account’ means an account that has had activity in Eligible Securities within the last six
months.” In addition, the Participants propose to amend Section 6.4(d)(iv) of the Plan as
follows:

(iv)  Each Industry Member must submit an initial set of the Customer
information required in Section 6.4(d)(ii)(C) for Active Accounts to the Central
Repository upon the Industry Member’s commencement of reporting to the
Central Repository. Each Industry Member must submit to the Central Repository
any updates, additions or other changes to the Customer information required in
Section 6.4(d)(ii)(C) on a daily basis, including any such Customer information
for any new Active Accounts. [Additions underlined; deletions bracketed]

C. Market Maker Quotes
1. Exemptive Relief for Options Market Maker Quotes

One commenter expresses support for the inclusion in the Plan of the exemptive relief
related to options market maker quotes.*®® In contrast, one commenter expresses concern that, if
Options Market Makers do not provide quote information directly, it could lead to
inconsistencies in data collection and negatively affect the audit trail.*®* Based on the
Participants’ analysis of this issue and discussions with the industry, as described in detail in the

7 FIF Letter at 10.

158 Plan, Appendix C, Section A.1(a)(iii) at Appendix C-9.

159 Plan, Appendix C, Section A.1(a)(iii) at Appendix C-9, n.39.
1o Plan, Appendix C, Section A.1(a)(iii) at Appendix C-8, n.36.
1ot FIF Letter at 9, 10 and 62- 66.

162 Data Boiler Letter at 25.
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Exemptive Request Letter® and the Plan,*** the Participants disagree with the commenter’s
view that the approach described in the Exemptive Request Letter would be detrimental to the
CAT. In particular, the Participants note that all data that would otherwise be reported by
Options Market Makers will still be reported, including Quote Sent Time. The only difference
between the requirement under SEC Rule 613 and the exemptive relief is who is reporting the
quote data (other than the Quote Sent Time).

2. Equity Market Maker Quotes

Two commenters recommend that the SEC also exempt equities market makers, in
addition to options market makers, from submitting market maker quotes to the CAT.*® In
drafting the Plan and the Exemptive Request Letter, the Participants focused on options market
maker quotes because “options market maker quotes are the single largest projected volume of all
data elements that must be reported to the Central Repository.”*®® In contrast, the volume of equities
market maker quotes is much smaller than the volume of options market maker quotes. For example,
based on discussions with the DAG, the Participants understood that “the combined options
exchanges produced as many as 8,634 quote updates for every trade that occurred in the options
marketplace.’®’ The Participants understand that there are far fewer quote updates for every trade in
the equities markets, with an approximate average ratio of quotes to trades of 18 to 1 in the equities
markets.'®® In light of the differing quote volumes and the differing impact on the CAT for equities
market makers, the Plan Participants focused the Exemptive Request Letter on options.

D. Order Allocation Information
1. Linking Allocations to Executions

One commenter is supportive of the approach taken in the Plan with regard to linking
executions to allocations.*® In contrast, one commenter asserted that broker-dealers can and
should track order allocation information, including many-to-many situations.*”® Based on the
Participants’ prior analyses and various discussions with the industry on this topic, the
Participants continue to believe that their proposed approach to allocations appropriately weighs
the cost and benefits. For example, as discussed in detail in the Exemptive Request Letter,'" the
Participants believe that linking allocations to executions could show artificial relationships
between these order events.!”? In addition, the Participants believe such a change would require

163 Exemptive Request Letter at 2-8.

164 See generally Plan, Appendix C.

105 FIF Letter at 10.

166 Exemptive Request Letter at 7.

167 Exemptive Request Letter at 6.

168 This approximation is based on the equities SIP data from the Consolidated Tape Association/Consolidated

%uotation System and UTP Plans from June 2014 to June 2016.
Thomson Reuters Letter at 8; FIF Letter at 9.

1o Data Boiler Letter at 40.

1 Exemptive Request Letter at 26-31.

172 Exemptive Request Letter at 28.

ActiveUS 156911376v.16



Brent J. Fields
September 2, 2016
Page 37

significant re-engineering of existing business processes and workflows across front, middle and
back offices, with a cost of compliance of at least $525 million for the largest broker-dealers.*”

2. Time Stamps on Allocations

Three commenters recommend that the Plan should not require time stamps for
allocations, as allocations are a post-trade process and not time-critical.'”* The commenters
emphasized that SEC Rule 613 does not require such time stamps, that the time stamps on
Allocation Reports represent a costly addition to reporting requirements, and that prior cost
analyses did not take into account this requirement. One commenter recommended that, if time
stamps are required for Allocation Reports, the time should be reported with a granularity of one
second (as it is for manual order events).

The Participants have reviewed the commenters’ cost studies and descriptions of current
allocation processes, and understand the practical issues raised by the time stamp requirement.
Nevertheless, the Participants believe that the time stamps will be a significant tool for detecting
regulatory issues associated with allocations, including allocation fraud. As the SEC notes in the
Plan Proposing Release, “[a]llocation time at the subaccount level is critical for determining
whether some customers are systematically given more favorable allocation treatment than
others.”*™ Accordingly, the Participants continue to believe it is important for this requirement
to be in the Plan.

However, the Participants recognize the practical issues raised by requiring time stamps
for Allocation Reports. Accordingly, the Participants propose to amend the Plan to permit CAT
Reporters to report the time for Allocation Reports with a granularity of one second (as it is for
Manual Order Events). Specifically, the Participants propose to amend Section 6.8(b) of the
Plan as follows:

(b) Each Participant shall, and through its Compliance Rule shall
require its Industry Members to, report information required by SEC Rule 613
and this Agreement to the Central Repository in milliseconds. To the extent that
any Participant utilizes timestamps in increments finer than the minimum required
in this Agreement, such Participant shall utilize such finer increment when
reporting CAT Data to the Central Repository so that all Reportable Events
reported to the Central Repository can be adequately sequenced. Each Participant
shall, through its Compliance Rule: (i) require that, to the extent that its Industry
Members utilize timestamps in increments finer than the minimum required in
this Agreement, such Industry Members shall utilize such finer increment when
reporting CAT Data to the Central Repository; and (ii) provide that a pattern or
practice of reporting events outside of the required clock synchronization time

173 Exemptive Request Letter at 31.

14 SIFMA Letter at 35; Letter from Richard Foster, Financial Services Roundtable, to Brent J. Fields, SEC
gJuIy 15, 2016) (“FSR Letter”) at 9; FIF Letter at 3, 11 and 86-90.

Securities Exchange Act Release No. 77724 (Apr. 27, 2016), 81 Fed. Reg. 30614, 30666 (May 17, 2016)
(“Plan Proposing Release™).
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period without reasonable justification or exceptional circumstances may be
considered a violation of SEC Rule 613 and the CAT NMS Plan.
Notwithstanding the preceding sentences, each Participant and Industry Member
shall be permitted to record and report: (i) Manual Order Events to the Central
Repository in increments up to and including one second, provided that
Participants and Industry Members shall be required to record and report the time
when a Manual Order Event has been captured electronically in an order handling
and execution system of such Participant or Industry Member (“Electronic
Capture Time”) in milliseconds; and (ii) the time of allocation on Allocation
Reports in increments up to and including one second.

[Additions underlined; deletions bracketed]
E. Account Effective Date

Three commenters are supportive of the Exemptive Request Letter related to the Account
Effective Date.'”® The Participants continue to believe that the proposed use of the Account
Effective Date as described in the Exemptive Request Letter is appropriate.'”’

F. Manual Order Timestamps

One commenter expresses support for the Exemptive Request Letter related to time stamp
granularity for manual order events.*”® The Participants continue to believe that their proposed
approach to manual order events is appropriate.*”

IV.  IMPLEMENTATION TIMELINES AND CONSIDERATIONS
A. Implementation Support
1. CAT Reporter Support

One commenter urges the Participants to include in the Plan appropriate levels of support
to CAT Reporters during CAT testing, onboarding and after commencement of reporting.*® The
Participants recognize that appropriate support for CAT Reporters is important to the success of
the CAT, and intend for such support to be available.'®! Based on discussions with the Bidders,
the Participants believe that the Bidders will have the capability to provide such support as
necessary, including scaling the level of support up or down based on periodic spikes in call
volume. The Bidders will be able to provide additional capacity to support increased volumes.
The CAT Help Desk staff will be trained to support CAT Reporters as needed. This may

176
177

Letter”).

17 FIF Letter at 9, 79.

179 Exemptive Request Letter at 32-37.

180 FIF Letter at 13, 125-127.

181 Plan, Appendix D, Section 10.3 at Appendix D-40-41.

FIF Letter at 9, 82-83; Data Boiler Letter at 24; Thomson Reuters Letter at 8.
Supplemental Letter from SROs to Brent J. Fields, SEC (Sept. 1, 2015) (“Supplemental Exemptive Request
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include, for example, training related to data access tools, data submission requirements, and
customer support.

2. Validation Tools

One commenter recommends the adoption of a robust set of testing, validation and error
correction tools “to quickly validate the initial and on-going implementation of CAT reports and
corrections of any submitted CAT reports.”*®? The Participants believe that a robust set of
testing, validation and error correction tools for CAT Reporters is critical to the success of the
CAT. Because the specific tools to be used will be dependent on the selection of the Plan
Processor, the Participants have drafted the Plan to provide the Participants with flexibility in
how they address validation tools. Nevertheless, the Participants have discussed validation tools
with the Bidders and will consider the Bidders’ responses as part of the process of selecting the
Plan Processor.

B. Implementation Timeline
1. Appropriate Implementation Time for Testing

Three commenters assert that the Plan does not allow sufficient time for thorough testing,
not only for broker-dealers, but also for other third-party service providers, and, therefore,
proposed adapting the implementation schedule to accommodate the availability of a testing
environment earlier in the implementation cycle.’®® After analyzing their experience with testing
timelines for other system changes, discussion with Bidders and other considerations, the
Participants continue to believe that the Plan sets forth an achievable testing timeline.*®

2. Risk Mitigation Strategies

One commenter recommends including certain risk mitigation strategies, including
acceptance tests, within the Plan.*® The Participants believe that the risk mitigation strategies,
including acceptance tests, will be a necessary part of promoting a successful implementation of
the CAT. The Participants, however, believe that formulating specifics regarding risk mitigation
strategies will depend on the selected Plan Processor and its solution. Therefore, the Participants
believe that such risk mitigation strategies will be addressed as a part of the agreement between
the Plan Processor and the CAT LLC, and implemented thereafter.

3. Implementation Timeline Based on Technical Specifications

Three commenters suggest that a reasonable timeframe for implementation can only be
determined once the Technical Specifications have been published and reviewed.*® In addition,

182 FIF Letter at 13, 127.
183 SIFMA Letter at 24; FIF Letter at 3, 37-41; Thomson Reuters Letter at 6.
13;‘ Plan, Appendix C, Section C.10 at Appendix C-99-105.
FIF Letter at 3, 40-41.
186 Thomson Reuters Letter at 6; SIFMA Letter at 23-24; FSR Letter at 10.
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one commenter stated that the Plan should include a specific requirement to amend the Plan’s
implementation timelines based on a review of the Technical Specifications.*®’

Although the Participants believe that, as a practical matter, the Technical Specifications
will be important drivers of the implementation timeline, the Participants also note that SEC
Rule 613(a)(3) mandates certain compliance dates. For example, SEC Rule 613 requires that the
Participants begin to report order-related data to the CAT within one year after the effectiveness
of the Plan, and requires Industry Members (other than Small Industry Members) to report order-
related data to the CAT within two years effectiveness of the Plan. Accordingly, the
implementation timelines currently set forth in the Plan reflect these requirements.®® Any
changes to the deadlines set forth in SEC Rule 613 would require the SEC to issue an exemption
from those deadlines for the Participants and the Industry Members (as applicable).

Accordingly, absent an exemption, the implementation timelines set forth in the Plan must reflect
the deadlines dictated by SEC Rule 613. Delaying the assessment and definition of
implementation milestones until the availability of the Technical Specifications, rather than
maintaining milestones relative to the requirements of SEC Rule 613, would jeopardize the
ability of the Participants to meet their obligations under SEC Rule 613.

The Participants believe, however, that the steps leading up to the compliance dates set
forth in SEC Rule 613 can be tailored to the Technical Specifications. Therefore, the Plan
indicates “Projected Completion Dates” for such interim steps, thereby leaving room to
accommodate specific developments related to the Technical Specifications with regard to those
interim steps. Finally, the Participants expect the Plan Processor to provide more specific
guidance as to steps toward implementation with the Technical Specifications. To the extent that
such guidance would require an amendment to the Plan’s implementation timelines, the
Participants propose to amend the Plan accordingly.

C. Technical Specifications
1. Incorporating Certain Requirements in the Technical Specifications
in Plan

Two commenters suggest that the Plan be amended to include various items of the
Technical Specifications within the Plan. Such items include guidelines to the CAT interface,
guidelines for new data requirements, such as customer information and options data reporting,
and guidelines for reporting under specific trading scenarios.'®® The Participants believe that
each of these items will be developed by the Plan Processor, once the Plan Processor is selected
after the Plan is approved. Moreover, the Participants believe that these items are better suited
for the Technical Specifications rather than the Plan itself.

Thomson Reuters Letter at 6.
188 Plan, Appendix C, Section C.10 at Appendix C-99-105.
Thomson Reuters Letter at 5; UnaVista Letter at 2.
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2. Concurrent Drafting of Participant and Industry Member Technical
Specifications

Two commenters recommend that the Participant and Industry Member specifications
should be developed concurrently.*® Another commenter recommended that the “[s]pecification
review process for both the customer information specification as well as the submission of order
data [should] begin two months after Processor Selection, lasting nine months.”*** As the
commenter notes, under the proposed Plan, the CAT Reporter specifications will be developed
after Participant specifications and concurrent with the start of Participant reporting.*

The Participants recognize the importance of the development process for the Technical
Specifications for all CAT Reporters. Accordingly, the Participants’ discussions with the
Bidders have made the Technical Specifications a high priority. Nevertheless, in light of various
practical issues raised by the pending decisions regarding the selection of the Plan Processor, the
Participants do not propose to amend the Plan to reflect an expedited schedule for the Industry
Member Technical Specifications. Nevertheless, the Plan would not prohibit the Plan Processor
from concurrently developing the Participant and Industry Member Technical Specifications.

3. Iterative Drafts

Two commenters recommend that the implementation schedule be designed to provide
iterative interactions between broker-dealers and the Plan Processor in terms of developing and
executing final system specifications.'® One of the two commenters emphasizes that the
implementation timeline should include two iterative review cycles.'®

The Participants believe that iterative interactions regarding the Technical Specifications
would be beneficial in optimizing the efficiency and quality of the final Technical Specifications.
Accordingly, Appendix C of the Plan, as currently drafted, contemplates the publication of
“iterative drafts of the Technical Specification(s)” “[a]s needed before publishing the final
document” with regard to the submission of order data.*®> This formulation permits iterative
drafts, as necessary, but does not require more than one draft if it is not necessary. Therefore, the
Participants believe that the Plan adequately addresses the commenters’ concerns.

4, Rule Filings

One commenter recommends that the Participants submit any new broker-dealer
requirements set forth in the Technical Specification through the rulemaking process under Rule
608 of Regulation NMS under the Exchange Act, and that any rule filing related to the CAT

190 FIF Letter at 36-37; SIFMA Letter at 24.
101 Thomson Reuters Letter at 5.
122 Plan, Appendix C, Section C.10 at Appendix 99-101.
Lo SIFMA Letter at 2 and 24; FIF Letter at 4, 7 and 37.
FIF Letter at 4 and 37.
195 Plan, Appendix C, Section C.10 at Appendix C-100-101.
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should be filed and approved prior to the final CAT implementation date to permit market
participants to implement the necessary system and coding changes.*

The Participants do not intend to file the Technical Specifications as part of or a change
to the Plan pursuant to Rule 608 of Regulation NMS. The Participants do not believe, as a
general matter, that the Technical Specifications are required to be filed with the SEC pursuant to
Rule 608. For example, technical specifications for other NMS plans, such as the Tick Size Pilot
Plan,*" have not been filed with the SEC. To the extent that a change to the Technical
Specifications is significant enough to require a change to the Plan, then such an amendment to
the Plan would be filed pursuant to Rule 608. Moreover, as a practical matter, requiring the
Technical Specifications and the changes thereto to be filed pursuant to Rule 608 may introduce
significant delays in the process of developing the Technical Specifications.

V. DATA ACCESS
A. Regulatory Access
1. Regulatory Use of Data

Two commenters express concern that there are insufficient details in the Plan regarding
how regulators plan to access and analyze CAT Data.'*® The Participants, however, believe that
the Plan provides sufficient detail to allow for both simple and complex analyses of the CAT
Data. In particular, Section 8 of Appendix D of the Plan describes various tools that will be used
for surveillance and analytics. In addition, the Plan states that the Plan Processor will provide an
open application programming interface (“API”) that allows regulators to use analytical tools
(e.g., R, SAS, Python, Tableau) and permit regulators to use ODBC/JDBC drivers to access the
CAT Data.™®® Moreover, based on discussions with the Bidders, the Participants believe that the
Plan Processor will provide sufficient data access tools as well as analytical tools in the CAT for
the Participants to satisfy their obligations as set forth in SEC Rule 613(f) to “develop and
implement a surveillance system, or enhance existing surveillance systems, reasonably designed
to make use of the consolidated information contained in the consolidated audit trail.”
Regulators expect surveillance methods and techniques to vary over time and across Participants.
Different SRO groups (e.g., options exchanges, SEC, FINRA, equities exchanges, exchange
groups) will have different approaches. Finally, the Participants believe that it would be
counterproductive from a regulatory oversight perspective to provide significant detail regarding
the surveillance processes of the regulators.

196 Fidelity Letter at 3.
197 Securities Exchange Act Release No. 74892 (May 6, 2015), 80 Fed. Reg. 27514 (May 13, 2015).
198 SIFMA Letter at 31-32; Data Boiler at 26. See also ICI Letter at 8, 10 (supporting use of CAT Data for
regulatory and surveillance use only, and stating that Customer Identifying Information should not be used for
commermal purposes even if such use is permitted by applicable law).

Plan, Appendix D, Section 8.2 at Appendix D-29.
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2. Real-Time Processing

One commenter recommends that the CAT support real-time ingestion, processing and
surveillance.”® The Participants do not believe that the CAT should support real-time oversight
processes, as SEC Rule 613 prohibits the Plan from requiring real-time reporting.?** The
Participants note, however, that the Participants may conduct real-time surveillance of their own
markets using existing and proprietary surveillance systems.

3. Uniform Formats

One commenter suggests that the Plan require the use of pre-defined extract templates
and uniform global formats such as ISO 20022 to support scalability and reduce costs while
allowing for exchange of data between both national and global regulators.?®> The Participants
contend that data extracts should use common industry formats, as required in the Plan.
Moreover, the Participants expect that the requests from regulators other than those regulators
permitted access to the CAT will be on an ad hoc basis pursuant to applicable information
sharing agreements, and would be accommodated on a case-by-case basis.

4. Commercial Use of Data

One commenter states that the Participants should not be allowed to commercialize any
of the CAT Data and the Plan should make that point clear.”®® The commenter states that the
Plan is inconsistent on the Participants’ commercial use of data. Specifically, the commenter
notes that Section 6.5(f)(i)(A) of the Plan states that each SRO may use “the CAT Data it reports
to the Central Repository for regulatory, surveillance, commercial or other purposes as permitted
by applicable law, rule or regulation,” and Section 6.5(h) permits a Participant to “use the Raw
Data it reports to the Central Repository for regulatory, surveillance, commercial or other
purposes as otherwise not prohibited by applicable law, rule or regulation.”®* The Participants
continue to believe that it is appropriate for the Plan to permit the Participants to use their Raw
Data for commercial or other purposes. Therefore, the Participants do not propose to prohibit
such use. Nevertheless, to address the commenter’s consistency concern, the Participants
propose to use the term “Raw Data” in place of the term “CAT Data” in Section 6.5(f)(i)(A) of
the Plan.

B. Reporter Access

1. Bulk Data Exports

Two commenters recommend that the Plan permit Industry Member CAT Reporters to
access their own CAT Data through bulk data exports.’>> Another commenter recommends

200 Data Boiler Letter at 1.

201 See, e.g., Rule 613 Adopting Release at 45724.

202 UnaVista Letter at 4.

208 SIFMA Letter at 31.

204 Id

205 FIF Letter at 1, 9, 60-61; Thomson Reuters Letter at 8.
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permitting broker-dealers to access, export and use their data within the Central Repository at no
charge.”® One commenter suggested that independent software vendors have access to the CAT
Data on their Industry Member CAT Reporter client’s behalf.?>” Another commenter suggests
that access to CAT Data be restricted to SEC and SRO employees with regulatory and oversight
responsibilities for security reasons.?®®

During the development of the Plan, the SROs considered whether to provide Industry
Member CAT Reporters with access to their own data through bulk data exports. Based on the
data security and cost considerations, the Participants determined that such access was “not a
cost-effective requirement for the CAT.”?® Accordingly, the Plan was drafted to state that
“[nJon-Participant CAT Reporters will be able to view their submissions online in a read-only,
non-exportable format to facilitate error identification and correction.”*°

In light of the comments and further evaluation of the issue, however, the Participants
believe that there may be merit to providing Industry Member CAT Reporters and their vendors
with bulk access to the CAT Reporters’ own unlinked CAT Data. For example, the Participants
believe that such access may facilitate the CAT Reporters’ error analysis and internal
surveillance and that it may expedite the retirement of duplicative reporting systems. Providing
bulk data access, however, also raises a variety of operational, security, cost and other issues
related to the CAT. For example, the Participants would need to address this additional function
with the Plan Processor. In addition, the inclusion of this functionality would create additional
burdens on the CAT and the Plan Processor and, therefore, may require additional funding from
CAT Reporters for such access to the CAT Data. Therefore, the Participants will consider this
issue once the CAT is operational.

2. Ownership of CAT Data

One commenter recommends amending the Plan to indicate that broker-dealers retain
ownership rights in all data they report to the CAT.?* SEC Rule 613 does not address broker-
dealer CAT Reporters’ ownership rights with respect to the CAT Data, and the Participants do
not believe that it is appropriate to address such ownership rights in the Plan.

C. Public Access

One commenter recommends making certain delayed CAT Data available to the
public,?? while one commenter strongly opposes academic access to the CAT.** The
Participants do not plan to make the CAT Data available for use by the public, such as academics

200 KCG Letter at 7-8.
207 Letter from Gary Stone, Bloomberg, L.P., to Brent J. Fields, SEC (July 18, 2016) (“Bloomberg Letter”) at

7.
208 Fidelity Letter at 4.
209 Plan, Appendix C, Section C.11(b) at Appendix C-112.
210 Plan, Appendix D, Section 10.1 at Appendix D-38.
2 KCG Letter at 7-8.
;g Data Boiler Letter at 1.
MFA Letter at 6.
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and other third parties, at this time. The Participants recognize that there may be certain benefits
to this type of expanded access, such as promoting academic evaluations of the economic costs
and benefits of regulatory policy. Nevertheless, the Participants believe that the privacy and
security concerns raised by such public access outweigh the potential benefits. This conclusion
is in line with the SEC’s statements in the adopting release for SEC Rule 613 that, in light of the
privacy and security concerns, “it is premature to require that the NMS plan require the provision
of data to third parties.”***

VI. ERROR RATES
A. Definition of Error Rate

One commenter urges the Participants to more specifically define the term “Error Rate,”
as used in the Plan, including by indicating the timeframe to be measured and whether all errors
are treated equally.?”®> Another commenter suggested that the Error Rate should be based on a
rolling average over a designated period of time to minimize anomalies and industry-wide
problems, and that the Plan should make distinctions between errors of lesser or greater concern
for regulatory purposes.?*® Another commenter queried whether there will be a minimum value
of reports submitted before error rate calculations take place, and whether the error rate would
cover all submission data types.?*’

The Plan defines the term “Error Rate” in Section 1.1 of the Plan by referring to the
definition of “error rate” as set forth in SEC Rule 613(j)(6). SEC Rule 613(j)(6) defines the term
“error rate” to mean “the percentage of reportable events collected by the central repository in
which the data reported does not fully and accurately reflect the order event that occurred in the
market.” Therefore, the Participants intend to keep the definition of Error Rate the same as the
SEC’s definition in SEC Rule 613.%'8

B. Initial Error Rates: 5% and 1%

Based on the industry’s experience with OATS reporting, two commenters agree with the
proposed initial Error Rate of 5%, which will be phased down to 1% over a four-year period.?*°
Another commenter states that the SEC should tolerate a very low error rate from the outset and
treat all CAT Reporters equally.”® However, two other commenters stated that they did not
have sufficient information to determine whether the proposed Error Rates were appropriate.
As a result, these commenters recommended that the Error Rates be reviewed during the testing

221

214 Rule 613 Adopting Release at 45781.
215 SIFMA Letter at 6.
216 FIF Letter at 51, 57-58.
27 UnaVista Letter at 4.
218 The Participants also emphasize that the Error Rate is intended to gauge the performance of the CAT. In
contrast, the Compliance Thresholds are intended to assist individual CAT Reporters in evaluating their CAT
regporting performance.
j;o FSR Letter at 9; UnaVista Letter at 3-4.
1 Better Markets Letter at 9.
SIFMA Letter at 6; FIF Letter at 50-54.
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period for the CAT, through and during the initial months of the launch period and after a year of
reporting to determine the appropriate Error Rates based on actual experience with the CAT.??
Another commenter queried when the Error Rates will be analyzed.?*

To satisfy the requirement in SEC Rule 613 to set forth a maximum error rate in the Plan,
the Participants not only performed a detailed analysis of current and historical OATS error
rates,?** but also considered the magnitude of the new reporting requirements and the fact that
many CAT Reporters had never previously been obligated to report data for audit trail purposes.
The Participants continue to believe that this analysis, which is described in detail in the Plan,?*
appropriately analyzes the available comparable data and issues raised by the CAT. Therefore,
the Participants intend to keep the proposed Error Rates.

The Participants, however, agree with the commenters that actual experience with the
CAT itself will provide more accurate and applicable data for determining the appropriate Error
Rate. Therefore, the Plan provides for various opportunities for the Error Rate to be reevaluated
and reset. Specifically, the Plan states that “[t]he Operating Committee shall set and periodically
review a maximum Error Rate for data reported to the Central Repository.”?*® In addition, the
Plan states the Error Rate will be “review[ed] and reset, at least on an annual basis.”?*’
Therefore, the initial Error Rate will be reevaluated within a year of the approval of the Plan.
Moreover, the Plan indicates that the initial Error Rate of 5% is subject to quality assurance
testing performed prior to launch.??® Therefore, the Participants also will evaluate whether 5%
remains the appropriate Error Rate after the quality assurance testing has been completed.
Finally, the Plan states that “[p]eriodically, the Plan Processor will analyze reporting statistics
and Error Rates and make recommendations to the Operating Committee for proposed changes
to the maximum Error Rate.”??

C. Future Error Rates

Two commenters recommend that Error Rates be reviewed when there are significant
CAT-related changes, including updates to the CAT (e.g., new security classes)?*° or significant
updates to applicable regulations.®! As discussed in the response above, the Plan states that the
Error Rate will be reviewed and reset on an annual basis, and the Participants periodically will
receive reporting statistics and Error Rates that may alert the Participants to a need for a revised
Error Rate. Accordingly, the Participants continue to believe that the Plan provides an

222 SIFMA Letter at 6; FIF Letter at 51-52, 55-56.
223 UnaVista Letter at 4.
224 Several commenters recognized OATS as a relevant comparable system for this analysis. See FIF Letter at
54 55; SIFMA Letter at 6-7; FSR Letter at 9.
225 Plan, Appendix C, Section A. 3(b) at Appendix C-23-24.
226 Plan, Section 6.5(d)(i).
22 Plan, Appendix C, Section A.3(b) at Appendix C-22. One commenter stated that the annual reassessment
of error rates is reasonable. FIF Letter at 57.
Plan, Appendix C, Section A.3(b) at Appendix C-22.
jzg Plan, Appendix C, Section A.3(b) at Appendix C-22.
FIF Letter at 52, 55.
21 UnaVista Letter at 4.
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appropriate process for addressing new developments in the calculation of the appropriate Error
Rate.

Moreover, the Participants believe that the Plan requires appropriate change management
processes, which includes testing of changes to the functionality and infrastructure of the CAT
and review and approval of change by the Operating Committee. The Participants expect that
such a robust change management process would minimize the effect of changes on Error Rates.

D. Error Rate based on Post-Correction Data

Four commenters recommend that Error Rates be calculated based on data that is
corrected within the error correction period as opposed to at the point of the initial submission of
data.?®* The Participants continue to believe that the Error Rate should be based on pre-
correction data. Such a standard is intended to encourage CAT Reporters to submit accurate data
initially and to reduce the number of corrections. Such an approach allows for regulators to
access accurate data in a more timely manner and it reduces the demands on the CAT.

E. Different Error Rates for Different Security Types

Two commenters recommend that the Error Rate should vary based on the type of
security. Specifically, one commenter recommends that the Error Rate should be specific to
equities, options and customer data rather than a composite score based on each input.?*
Similarly, another commenter recommended the 5%/1% Error Rate should only apply to equities
reporting.”** SEC Rule 613(e)(6)(i) requires that the Plan specify “a maximum error rate to be
tolerated by the central repository for any data reported pursuant to paragraph (c)(3) and (c)(4).”
Therefore, the Participants believe that the Plan must provide one overall Error Rate. However,
the Participants believe that it is important to evaluate any differences in error rates related to
different securities. Accordingly, the Plan requires the Plan Processor to provide the Operating
Committee regulatory reports regarding Error Rates by symbol type (e.g., ETF, Index).%*

F. Grace Period for Error Rate

Two commenters recommend that CAT Reporters should be given a compliance grace
period for operating within the designated Error Rate following the implementation of the CAT —
that is, that the CAT Reporters should not be required to meet the Error Rate during the initial
implementation of the CAT.%*

The Participants do not agree that such a grace period should be permitted. SEC Rule
613(g) requires the Participants to enforce compliance by its members with the Plan, and that
each member of a Participant comply with the Plan. Accordingly, the Participants believe that

;zz SIFMA Letter at 7; FSR Letter at 9; FIF Letter at 3, 51, 56; Thomson Reuters Letter at 6.
) SIFMA Letter at 6.
FSR Letter at 9.
235 Plan, Section 6.1(0)(V).
236 SIFMA Letter at 6,7; UnaVista Letter at 4.
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they should have the ability enforce compliance with the Plan, as necessary, at all times that the
Plan is in operation.

The Participants note, however, that a CAT Reporter’s performance with respect to the
Compliance Thresholds related to Error Rates will not signify, as a matter of law, that the CAT
Reporter has violated SEC Rule 613 or the rules of any Participant concerning the CAT.%*’
Instead, the Compliance Thresholds related to error rates are intended to be used for further
review or investigation as necessary.

In addition, the Participants note that the Plan provides CAT Reporters with a variety of
methods to minimize their respective error rates. For example, the Plan Processor will provide
the CAT Reporters with various test environments and support for different types of testing,
which can help minimize errors prior to the commencement of the operation of the CAT.**® In
addition, the Plan provides for various tools to facilitate error correction after operation of the
CAT has begun, including a web based portal to view and correct errors, daily error reports, auto
correctiozggof identified errors where possible, bulk submission of corrected records, and user
support.

G. Report Cards

Two commenters emphasize the value of providing detailed error reporting statistics to
CAT Reporters. One commenter encourages the Plan Processor to “provide report cards to CAT
Reporters as a crucial tool for firms to evaluate their progress and understand how they compare
to their peers.”?*® Another notes that detailed error reporting statistics for CAT Reporters will
assist in minimizing the error rate over time.?** The Participants agree with these
recommendations, and therefore state in the Plan that:

(1) the Plan Processor will provide CAT Reporters with their error reports as they
become available and daily statistics will be provided after data has been
uploaded and validated by the Central Repository; (2) error reports provided to
CAT Reporters will include descriptive details as to why each data record was
rejected by the Central Repository; and (3) on a monthly basis, the Plan Processor
will produce and publish reports detailing performance and comparison statistics,
similar to the Report Cards published for OATS presently, which will enable
CAT Reporters to identify how they compare to the rest of their industry peers
and help them assess the risk related to their reporting of transmitted data.?*?

237 Plan, Appendix C, Section A.3(b) at Appendix C-22.

238 See Plan, Appendix D, Section 1.2 at Appendix D-2.

239 See Plan, Appendix D, Section 10 at Appendix D-35-42.

240 SIFMA Letter at 7.

24 FIF Letter at 52.

242 Plan, Appendix C, Section A.3(b) at Appendix C-22. See also Plan, Appendix D, Section 7.3 at Appendix
D-23, Section 10.1 at Appendix D-36, D-39, and Section 10.4 at Appendix D-41.
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H. Pre-Validation Checks

One commenter notes that a CAT Reporter’s performance of pre-validation checks prior
to submitting data to the CAT can be an effective way to preserve data integrity and accuracy.?*
The Plan currently does not discuss pre-validation checks. However, in recognition of their
potential value in ensuring accurate data submissions, the SROs have discussed with the Bidders
various tools that will be made available to CAT Reporters to assist with their data submission,
including pre-validation checks. Examples of pre-validation checks and support under
consideration include testing of receiving real time feedback on breaks during the onboarding
process, and validation of bulk submissions against data format rules.

VIl. PRIMARY MARKET TRANSACTIONS
A. Top Account and Sub-Account Allocations

Two commenters agree that, if Primary Market Transactions are included in the CAT,
then only the sub-account allocations should be included; the top account allocation should be
excluded.?* In contrast, one commenter supported providing both top and sub-account
allocations to the CAT.?*

The Participants continue to support the inclusion in the CAT of sub-account allocations
in Primary Market Transactions, but not top account allocations. As required by SEC Rule
613,2% the Participants completed a feasibility and cost-benefit analysis of allocations in Primary
Market Transactions.?*’ Based on the analysis, the Participants concluded that the reporting of
sub-account allocations would be feasible, provide a regulatory benefit and represent a limited
additional cost burden to CAT Reporters. In contrast, however, the Participants concluded that
reporting top account allocations would likely impose significant costs to CAT Reporters while
only providing a marginal additional regulatory benefit over sub-account allocation data.

B. Timing of Implementation

Two commenters recommend that no reporting of data regarding Primary Market
Transaction allocations be required during the initial implementation phase of the CAT.?*® One
of these two commenters noted specifically that such reporting should be delayed until CAT
regulatgzg/ and surveillance requirements are defined and duplicative reporting systems are
retired.

243 UnaVista Letter at 4.
244 SIFMA Letter at 36; FIF Letter at 118-120.
45 Hanley Letter at 3-5. This commenter also recommends including in the CAT primary market transactions
for non-NMS securities, such as debt, and notes that the time stamps on primary market transactions need not be as
granular as milliseconds. Id. at 6. The Participants will consider these types of issues after the Effective Date of the
Plan.
246 SEC Rule 613(a)(1)(vi).
;32 See Plan, Appendix C, Section A.6 at Appendix C-36.

SIFMA Letter at 36; FIF Letter at 119.
249 SIFMA Letter at 36.
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The Participants have analyzed the feasibility, benefits and costs for broker-dealers to
report allocations in Primary Market Transactions for NMS securities, as required by SEC Rule
613(a)(1)(vi).>° The Participants, however, have not yet determined a timeline for reporting
such allocations. Nevertheless, at a minimum, the Participants agree that reporting data
regarding allocations in Primary Market Transactions should not be required during the initial
implementation phase of the CAT.

Pursuant to SEC Rule 613(i), the Plan requires that the Participants provide to the SEC a
document outlining how the Participants could incorporate into the CAT information with
respect to Primary Market Transactions for non-NMS securities, as well as other types of
securities, within six months after the Effective Date of the Plan, including an implementation
timeline.”®* The Participants propose to consider a timeline for reporting allocations in Primary
Market Transactions in NMS Securities at the sub-account level in connection with completing
the expansion document, if the Participants determine to include such allocations in the CAT.

C. Definition of Primary Market Allocation

One commenter requested that the Plan clarify “what is meant by primary market
transaction “allocations’” and whether it “references the final step in the allocation process, i.e.,
when securities purchased in a primary market transaction are placed into a customer’s account,
and does not include the preliminary internal allocations made during the book-building

process.”?*?

As noted in the Plan, as a general matter, an allocation in a Primary Market Transaction
includes both sub-account and top account allocations. The Plan states:

Primary Market Transactions generally involve two phases that implicate the
allocation of shares. The “book building” phase involves the “process by which
underwriters gather and assess investor demand for an offering of securities and
seek information important to their determination as to the size and pricing of an
issue.” This process may involve road shows to market an offering to potential
investors, typically institutional investors, including the discussion of the
prospective issuers, and its management and prospects. The book building phase
also involves efforts by the underwriter to ascertain indications of interest in
purchasing quantities of the underwritten securities at varying prices from
potential investors. Using this and other information, the underwriter will then
decide how to allocate IPO shares to purchasers. The Participants understand that
these are so-called “top account” allocations — allocations to institutional clients
or retail broker-dealers, [which] are conditional and may fluctuate until the
offering syndicate terminates. Sub-account allocations occur subsequently, and
are made by top account institutions and broker-dealers prior to settlement. Sub-
account allocations represent the allocation of IPO shares to the actual account

250 Plan, Appendix C, Section A.6 at Appendix C-36.
21 Plan, Section 6.11.
252 SIFMA Letter at 36.
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receiving the shares and are based on an allocation process that is similar to
secondary market transactions.

However, as discussed above in Section A, the Participants support the inclusion of sub-account
allocations in Primary Market Transactions, but not top account allocations.

VIIl. DISASTER RECOVERY AND BUSINESS CONTINUITY
A. Availability of Technical Environment

One commenter recommends that the Participants amend the Plan to require the Plan
Processor to provide 24x7 support for production and test environments.?>® As proposed, the
Plan requires that the industry test environment “contain functionality to support industry testing,
including . . . [m]inimum availability of 24x6.”?** The Participants plan to discuss with the
Bidders the impact of requiring test environments to be available 24x7, rather than 24x6. After
discussing the issues with the Bidders, the Participants will consider whether to implement this
change.

B. Frequency of Business Continuity Tests

One commenter requests clarification that the bi-annual disaster recovery test of CAT
operations at its secondary facility would be conducted twice a year, rather than once every two
years.? The Participants confirm that such tests are required twice a year.

IX. PLAN PROCESSOR SELECTION
A. Acceleration of Plan Processor Selection

One commenter emphasize that the choice of Plan Processor will have a significant effect
on the implementation costs, the retirement of systems, CAT policies and procedures and other
aspects related to the CAT. **® Therefore, to minimize the implementation uncertainty, the
commenter recommends that the Participants accelerate the selection of the Plan Processor.?’

The Participants believe that the selection of the Plan Processor will determine the CAT
solution as well as significantly impact implementation issues and related costs. The
Participants, however, do not believe that it is feasible to accelerate the selection of the Plan
Processor prior to the SEC’s approval of the Plan. Until the Plan is finalized and approved by
the SEC, the requirements of the CAT could change, which could impact the selection of th Plan

253 FIF Letter at 13, 123.

24 Plan, Appendix D, Section 1.2 at Appendix D-3. See also Plan, Appendix C, Section D.12(h) at Appendix
C-123 (stating that “the CAT provide a dedicated test environment that is functionally equivalent to the production
environment and available on a 24x6 basis”).

2% FSI Letter at 5.
256 Thomson Reuters Letter at 4.
257 Id
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Processor.?®® Moreover, SEC Rule 613 ensures that the selection of the Plan Processor will
occur without delay once the SEC approves the Plan. SEC Rule 613 requires the selection of the
Plan Processor within two months after effectiveness of the Plan.?°

B. Selection of FINRA as Plan Processor

One commenter recommends the selection of FINRA as the Plan Processor, given
FINRA’s current experience and comparable existing systems.”® The Participants determined
that utilizing a competitive bidding process to select the Plan Processor would be the most
appropriate way to promote an innovative and efficient CAT solution.?® Pursuant to that
process, the Participants have reduced the number of Bidders to three Shortlisted Bidders. The
final selection of the Plan Processor will occur within two months of the effectiveness of the
Plan.

C. Plan Processor Evaluation

One commenter recommends that the Commission consider re-opening the Plan
Processor’s agreement with the CAT LLC every five years and to provide a process for public
input on that re-evaluation to ensure that the Plan remains state-of-the-art.*®*

The Participants agree that it is important to ensure that the CAT solution remains
effective and efficient going-forward. Accordingly, the Participants have proposed a process for
regularly reviewing the performance of the Plan Processor throughout the term of the Plan
Processor’s agreement and for modifying the Plan if necessary to avoid an outdated CAT
solution, among other reasons. As set forth in the Plan, the Operating Committee will review the
Plan Processor’s performance under the Plan at least once each year, or more often than once
each year upon the request of two Participants that are not Affiliated Participants.?®® In addition,
the Plan sets forth the process for removing the Plan Processor. Specifically, “[t]he Operating
Committee, by Supermajority Vote, may remove the Plan Processor from such position at any
time.”?** In addition, “[t]he Operating Committee may, by Majority Vote, remove the Plan
Processor from such position at any time if it determines that the Plan Processor has failed to
perform its functions in a reasonably acceptable manner in accordance with the provisions of this
[Plan].”?®® If the Participants were to vote to remove the Plan Processor, the Operating
Committee would select a new Plan Processor through a competitive bidding process.*®

258 The Participants note that the Selection Plan contemplates the selection of the Plan Processor after the

approval of the Plan. National Market System Plan Governing the Process of Selecting a Plan Processor and
Developing a Plan for the Consolidated Audit Trail, Section VII.
259 SEC Rule 613(a)(3)(i).

260 Anonymous Letter at 1, 19-20.

201 Plan, Section VI.

262 Better Markets Letter at 7.
263 Plan, Section 6.1(n).

264 Plan, Section 6.1(q).

25 Plan, Section 6.1(r).

266 Plan, Section 6.1(t).
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X. SECURITY
A. Information Security Program Detail Generally

A number of commenters recommend, as a general matter, that the Plan include
additional detail concerning the information security and confidentiality controls of the CAT
system. One commenter notes that the “CAT NMS Plan lacks proper guidance concerning the
requirements for security and confidentiality controls of the CAT system.”?” Another
commenter states that the proposed Plan “does not provide enough granularity related to actual
controls, service levels and technical support that will be implemented by the Plan Processor.”?%®
Still others urge the Commission to require the Participants to share more details about the data
loss pggslention, business continuity planning and cybersecurity incident response plans of the
CAT.

SEC Rule 613 requires that the Plan discuss the security and confidentiality of
information reported to the Central Repository.>”® More specifically, SEC Rule 613(e)(4)
requires that the Plan include policies and procedures to ensure the confidentiality of all
information provided to the Central Repository by requiring that (1) all Plan sponsors and their
employees, as well as employees of the Central Repository, agree to use appropriate safeguards
to ensure the confidentiality of such data and agree not to use such data for any purpose other
than surveillance and regulatory purposes (provided that Plan sponsors may use data reported to
the Central Repository for regulatory, surveillance, commercial or other purposes as otherwise
permitted by applicable law, rule or regulation); (2) each Plan sponsor adopt and enforce rules
requiring information barriers between regulatory staff and non-regulatory staff with regard to
access and use of data in the Central Repository, and permit only persons designated by Plan
sponsors to have access to the data in the Central Repository; (3) the Plan Processor develop and
maintain a comprehensive information security program for the Central Repository, have a
mechanism to confirm the identity of all persons permitted to access the data and maintain a
record of all instances where such persons access the data; and (4) Plan sponsors adopt penalties
for non-compliance with any information security policies and procedures.

Moreover, in adopting SEC Rule 613, the Commission noted that the Plan is not required
to set forth all details of the security and confidentiality policies and procedures required under
the rule:

The Commission believes that an outline or overview description of the policies
and procedures that would be implemented under the NMS plan submitted to the
Commission for its consideration would be sufficient to satisfy the requirement of
the Rule. The Commission believes it is important for the NMS plan submitted to
the Commission to establish the fundamental framework of these policies and
procedures, but recognizes the utility of allowing the plan sponsors flexibility to

207 FIF Letter at 131.

268 FSR Letter at 6.

29 Fidelity Letter at 4; MFA Letter at 5-8.
270 SEC Rule 613(a)(iv).
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subsequently delineate them in greater detail with the ability to make
modifications as needed.”"

Thus, the Plan is only required to provide an outline or overview of the information security and
confidentiality policies and procedures.

Each of the requirements of SEC Rule 613 are set forth in the Plan. Section 6.12 of the
Plan requires the Plan Processor to develop and maintain a comprehensive information security
program for the central repository, to be approved and reviewed at least annually by the
Operating Committee. Appendix D of the Plan discusses the fundamental framework of this
program, including (1) appropriate solutions and controls to ensure data confidentiality and
security during all communication between CAT Reporters and Data Submitters and the Plan
Processor, data extraction, manipulation and transformation, loading to and from the Central
Repository and data maintenance by the CAT System; (2) security controls for data retrieval and
query reports by Participants and the SEC; and (3) appropriate tools, logging, auditing and access
controls for all components of the CAT System.?"?

Other aspects of data security and confidentiality that the Plan Processor must address in
its comprehensive security plan include physical assets and personnel of the CAT, training of all
persons who have access to the Central Repository, encryption, remote access to the CAT
system, the handling of PlI, data storage (including penetration testing and third party audits),
and access to PII and other data, and breach management. The Plan also provides minimum
industry standards that must be followed by the Plan Processor in developing and implementing
the security and confidentiality policies and procedures for the Plan.?”® As discussed in
Appendix C to the Plan, the Participants included numerous questions to the Bidders requesting
detailed information on their approaches to each of these data security issues.?”* Thus, the
Participants believe that the Plan provides sufficient detail on the framework of the information
security and confidentiality policies and procedures that will govern the Plan. In addition, the
Participants believe that publicly releasing too many details about the data security and
information policies and procedures of the CAT system presents its own security concerns and is
not advisable.

In response to commenters request for additional security information about the Plan,
however, the Participants have attached as an Exhibit to this letter a high level description of the
security requirements for the CAT.?”® The Exhibit describes the architecture level controls, the
program level controls and the data usage and regulator controls applicable to the CAT. The
Plan Processor will apply these controls to its CAT solution.

2nt Rule 613 Adopting Release at 45782.

21z Plan, Appendix D, Section 4 at Appendix D-10.

27 Plan, Appendix D, Section 4 at Appendix D-10-15.

274 Plan, Appendix C, Section A.4 at Appendix C-29-34.

27 See High Level CAT Security Requirements, Consolidated Audit Trail (available at
http://www.catnmsplan.com/web/groups/catnms/@catnms/documents/appsupportdocs/cat_nms_security _requireme
nts_032416.pdf ). This description has been posted on the CAT website throughout the comment period.
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B. Industry Member Review of Plan Security Controls

Some commenters suggest that experts from Industry Members be permitted to review
and provide feedback on the security controls, policies and procedures of the Plan Processor.?"
The Participants do not believe that such a review is warranted for several reasons. First, as
noted, each of the Bidders has provided information on the various data security issues discussed
in the Plan. As a result, the Plan Processor will have more than sufficient information from
which to formulate appropriate data security and information policies and procedures. Proposed
policies and procedures will be subject to the review and approval of the Operating Committee.
In addition, the Operating Committee intends to seek the views of the Advisory Committee,
which consists of Industry Members of all types as well as academics, on such proposed data
security policies and procedures. Therefore, and given the security concern noted above with
respect to broad dissemination of data security and information policies, the Participants do not
believe that it is necessary to allow Industry Members to review the security controls, policies
and procedures of the Plan Processor.

C. User Access to the CAT Repository

Commenters also address the requirements for authorized users of the Central Repository.
Commenters noted that the Plan Processor should require policies and procedures and/or training
programs to ensure that all authorized users are properly educated and trained in cybersecurity
best practices.?”” Two commenters suggested that persons authorized to access the CAT
repository should have to undergo comprehensive background checks.?”® Others advocated
using hierarchical, role-based user access controls,?” the ability of the Plan Processor to restrict
the CAT Plan user’s ability to view and manipulate CAT data,“® the use of system tools to
detect abusive use of the CAT,?® and the automatic deactivation of users who have not accessed
the CAT repository for a specified period of time.?*

The Plan states that the Plan Processor must develop and maintain policies and
procedures reasonably designed to prevent, detect and mitigate the impact of unauthorized access
or usage of data in the central repository. Such policies and procedures are required to include,
at a minimum, (1) information barriers governing access to and usage of data in the CAT
repository; (2) monitoring processes to detect unauthorized access to or usage of data in the
Central Repository; and (3) escalation procedures in the event that unauthorized access to or
usage of data is detected.?®® As suggested by the commenters, a Role Based Access Control
model must be used to permission users with access to different areas of the CAT System.?®*
The Plan Processor must log every instance of access to the Central Repository, provide the SEC

216 FIF Letter at 130; FSR at 2.

Z; FIF Letter at 132; ICI Letter at 9 and UnaVista Letter at 4-5.
FSI Letter at 5; FSR Letter at 5.

gg UnaVista Letter at 4. See also Data Boiler Letter at 28 (segregation of duties).
ICI Letter at 8.

i:i Data Boiler Letter at 27.
SIFMA Letter at 21.

jgi Plan, Appendix D, Section 4.1.4 at Appendix D-12.
Id.

ActiveUS 156911376v.16



Brent J. Fields
September 2, 2016
Page 56

and the Participants with periodic lists of their respective users of the CAT, and the SEC and
Participants must provide a report confirming that the list of users is accurate.”®® The Plan also
requires that passwords be stored according to industry best practices and be recovered by secure
channels. Access to PIl will be restricted and is required to be further secured by multiple-factor
authentication.”®® The Plan Processor will have discretion to consider additional controls on user
access in formulating the data security policies and procedures for the CAT System, including,
without limitation, deactivating dormant users who have not access the CAT System for a
specified period of time.

Several commenters note that CAT Data should only be accessible within the CAT
System, and should not be exported.?®” One commenter notes that CAT Data should never be
removed, duplicated or copied from the CAT other than to facilitate the elimination of
duplicative regulatory systems or to provide Industry Members access to their own CAT Data.
The commenter also states that the Plan Processor’s systems should be “air-gapped” from the
internet to eliminate access to the internet and/or any internal, non-CAT System used by the Plan
Processor.?®® One commenter suggests that P11 should not be exported once submitted to and
stored in the CAT.?° Other commenters similarly favor restricting the removal of CAT Data,
and also noted that if the Commission permits the removal of CAT Data from the repository, the
detailed security provisions of the Plan should apply to downloaded data.?*

288

SEC Rule 613 requires regulators to develop and implement a surveillance system, or
enhance existing surveillance systems to make use of CAT Data. The Participants believe that
regulators should have flexibility in designing such surveillance systems, including the ability to
access and transfer data where necessary and consistent with appropriate data security
safeguards. Such access must be via secure channels (e.g., secure FTP, API or over encrypted
lines) as required in the Plan.?®* The Plan also requires that Participants have appropriate
policies and procedures in place to protect such data. Specifically, the Plan requires that
Participants establish, maintain and enforce written policies and procedures reasonably designed
to ensure the confidentiality of CAT Data.?*® The Participants also believe that all regulators,
including the SEC, should be obligated to establish security measures to protect the security and
confidentiality of CAT Data for security purposes.?**

285 Plan, Appendix D, Section 4.1.4 at Appendix D-13.
286 Id.; see also Data Boiler Letter at 29 (stating that the protection and security in the CAT is adequate); MFA
Letter at 6 (recommending multiple factor authentication)
;28 Fidelity Letter at 4.

SIFMA Letter at 20.
289 Id.
2% FSR Letter at 7-8.
291 FSR Letter at 6 (stating that P11 should be available to the Commission and Participants on a “need to know
basis™); ICI Letter at 7.
292 Plan, Appendix D, Section 4.1.1. at Appendix D-11.
293 Plan, Section 6.5(g).
294 See FIF Letter at 133-34 (noting that exclusion of SEC from safeguard requirement in the Plan is
inappropriate without a description of safeguards that will be executed by the SEC); NYSE Letter at 3 (urging that
policies and procedures governing use and security of CAT Data should apply equally to all users with access,
including employees of the SEC).
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D. Encryption of Data

Some commenters state that the CAT should use specific encryption technology for data
in-transit, data at-rest and data in-use.’®® Under the Plan, all CAT Data must be encrypted in
flight using industry best practices. All P1l data must be encrypted both at rest and in flight, and
storage of unencrypted PI1 is not permissible. The Plan Processor must describe how P1I
encryption is performed and the key management strategy. CAT Data stored in a public cloud
must be encrypted at rest. Non-P1l CAT Data stored in a Plan Processor private environment is
not required to be encrypted at rest.®

E. Additional Categories of Data

One commenter states that the categories of information in the Plan should be expanded
beyond PI1I and non-Pll data. Specifically, the commenter indicated that the Plan should be
tailored to reflect the sensitivity of data that is commercially sensitive but not P1l, and that CAT
Data should be stored in a manner corresponding to the sensitivity of the Data.”*’

The Participants consider all CAT Data to be highly sensitive and therefore require the
Plan Processor to develop and maintain a comprehensive information security program,
including encryption, role-based access controls and the separation of Pll into separate
architecture. PII is, by its very nature, more sensitive than commercial information and thus
warrants more stringent controls. However, given the required comprehensiveness of the
information security program, the Participants do not believe that it is necessary to expand the
categories of other CAT Data.

F. Breach Procedures

A number of commenters discuss the procedures that should be adopted by the Plan
Processor in the event of a breach in CAT information security or confidentiality. For example,
one commenter states that the Plan Processor should be required to describe specific procedures
it will implement upon a breach of the CAT, including notifying Participants and Industry
Members and allowing them to suspend CAT submissions temporarily in the event of an ongoing
breach.?® The commenter also requests that the Plan require the notification of investors of a
breach of the CAT, and include a process for reviewing data incidents to determine corrective
actions to reduce the likelihood of a recurrence.”®® Another commenter suggests that the Plan
Processor be required to notify the Operating Committee, affected broker-dealers, federal and
state law enforcement and other market participants of data breaches.>® Another commenter

2% FSR Letter at 5-6; Data Boiler Letter at 8; SIFMA Letter at 21.

2% Plan, Appendix D, Section 4.1.2 at Appendix D-11.

297 ICI Letter at 6.

2% FSI Letter at 4. This commenter also suggested that the Plan address various security deficiencies

identified in an April 2016 GAO report that discussed the SEC’s cybersecurity weaknesses. Id. at 5. See also MFA

Letter at 9.

23(9) Id.; see also ICI Letter at 7-8.
SIFMA Letter at 21.
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suggests that the Plan Processor and Participants report any data confidentiality or security
breach to the Commission.***

As noted above, the Plan Processor is required to work with the Operating Committee to
develop a breach protocol in accordance with industry practices.*** However, as noted above,
the Participants believe that providing more details on these processes or procedures raises
security issues. Moreover, as discussed below, the CAT is subject to applicable regulations
involving database security, including Regulation Systems Compliance and Integrity under the
Exchange Act (“Reg SCI”) and its requirement to provide notice to the Commission and to
disseminate information about SCI events to affected CAT Reporters.

G. Regulation SCI and Other Security Standards

Commenters indicate that the Plan does not mention how the security requirements of
Reg SCI will be incorporated into the CAT System.*®® Another commenter recommends that the
Plan clarify that the CAT will be subject to the full requirements of Reg SCI.3* Another
commenter suggested that the CAT should be subject to other existing data security and privacy
standards.>® As the Commission has noted, the CAT will be a facility of each of the Participants
and will be a Reg SCI system.*®® The Plan states that the Plan Processor will satisfy all
applicable regulations involving database security, including Reg SCI, and the Participants have
discussed with the Bidders their responsibilities under Reg SCI on numerous occasions.**” For
the reasons noted above in the discussion of information security program details, the
Participants do not believe that it is appropriate that the Plan provide details on how it will
comply with Reg SCI.

H. Physical Security of the CAT System

Commenters also emphasize that data centers housing the CAT System need to be secure.
While the Plan currently notes that data centers housing the CAT System must, at a minimum, be
SOC 2 certified by an independent third party auditor, one commenter suggested that this
requirement should be further strengthened and clarified to require that the data centers be
AICPA SOC 2 certified, with such certification annually attested to by a qualified third party
auditor that is not affiliated with any of the Participants or the Plan Processor.*®

The Participants agree (and intended) that data centers housing the CAT System should
be AICPA SOC 2 certified. In this regard, the Participants propose to amend the first paragraph
of Appendix D, Section 4.1.3 of the Plan (Data Storage and Environment) to read:

so1 ICI Letter at 9.

s02 Plan, Appendix D, Section 4.1.5 at Appendix D-13.

503 FIF Letter at 130; FSR Letter at 6.

304 MFA Letter at 4.

805 SIFMA Letter at 21.

%06 See Securities Exchange Act Rel. No. 73639 (Nov. 19, 2014), 79 Fed. Reg. 72252, 72275 n.246 (Dec. 5,
2014).

507 Plan, Section 6.9(b)(xi).

%08 SIFMA Letter at 21.
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“Data Centers housing CAT Systems (whether public or private) must, at a
minimum, be AICPA SOC 2 certified by [an independent third party auditor] a
qualified third-party auditor that is not an affiliate of any of the Participants or the
CAT Processor. The frequency of the audit must be at least once per year.”
[Additions underlined; deletions bracketed]

l. Liability for Breaches in CAT Data Security Program

One commenter requests clarification from the Plan Processor regarding its liability to
investors in the event of a CAT Data security breach and suggests that the Plan contain language
to that effect.’® The commenter also notes that, as the Plan Processor will be solely responsible
for the CAT System’s information security controls, it should expressly indemnify Participants
for any costs or damages incurred as a result of a data breach occurring after they have provided
data to the CAT.*!® Other commenters state that Industry Members should not bear the costs
associated with a data breach and suggested that the CAT LLC should purchase an insurance
policy that covers potential breaches and extends to Industry Members.*** Another commenter
suggests that responsibility for monitoring and preventing misuse of CAT Data will depend on
the dynamics of the CAT management team and abilities of the persons involved.*'? This
commenter notes that the CISO should have responsibility for monitoring the use of CAT Data,
and the Chief Executive Officer/Chief Operations Officer would have ultimate accountability.**®

The Participants are in the process of negotiating an agreement with the potential Plan
Processors. This Agreement will cover liability, insurance and indemnification. In addition, the
Participants currently are exploring the scope, cost and other aspects of insurance related to the
CAT. Under the Plan, the Plan Processor will be responsible for ensuring the security and
confidentiality of data during transmission and processing, as well as data at rest.>*

J. Users Subject to Security Requirements

One commenter states that the security of the CAT Data “must be of the highest quality
and that no authorized users with access to CAT Data should be exempt from any provision
regarding security requirements and standards set forth in the Plan.”3*> Accordingly, this
commenter recommends that the employees of the SEC with access to the data stored in the
Central Repository or other CAT system be subject to the same security standards, including
those set forth in Section 6.5(f)(i)(A) and Section 6.5(g), as other users.3*°

309 FSI Letter at 4.
310 Id. at 5. See also SIFMA Letter at 22 (regarding indemnification of broker-dealers in the event of a breach
gﬁcurring due in no part to the fault of the broker-dealers).

FSR Letter at 2, 7-8; SIFMA Letter at 22.
812 Data Boiler Letter at 28.
313 Id. The Participants note that it is unclear whether this comment refers to the CAT LLC or the Plan
Processor, but notes that Section 4.6 of the Plan, which describes the officers of CAT LLC, does not contemplate a
CEO or CCO of CAT LLC.
zig Plan, Appendix C, Section A.4(a) at Appendix C-32.

NYSE Letter at 2-3.
316 NYSE Letter at 2-4. See also FSI Letter at 5.
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The Participants agree with the commenter that the Plan’s security program must take
into consideration all users with access to CAT Data, including the SEC. The Participants
originally proposed to apply the provisions of Section 6.5(f)(i)(A) and (B) to the SEC. As noted
in the cover letter to the proposed amendment to the Plan dated December 2015, however, “[a]t
the request of the SEC staff, the Participants propose[d] to exclude employees and
Commissioners of the SEC from the requirements in both paragraphs (A) and (B)” of Section
6.5(f)(i).>*” We understand that the SEC is evaluating the security issues related to its use and
access to the CAT.

Nevertheless, in light of the comments, the Participants propose to apply the requirements
of Section 6.5(f)(i)(A) and (B), as well as Section 6.5(g) to the SEC. Specifically, the
Participants propose to amend the Plan as follows:

Section 6.5

* * *k k%

(f) Data Confidentiality

(i) The Plan Processor shall, without limiting the obligations
imposed on Participants by this Agreement and in accordance with the
framework set forth in, Appendix D, Data Security, and Functionality of
the CAT System, be responsible for the security and confidentiality of all
CAT Data received and reported to the Central Repository. Without
limiting the foregoing, the Plan Processor shall:

(A) require all individuals who have access to the Central
Repository (including the respective employees and consultants of
the Participants and the Plan Processor[, but excluding employees
and Commissioners of the SEC]) to agree: (1) to use appropriate
safeguards to ensure the confidentiality of CAT Data stored in the
Central Repository; and (2) not to use CAT Data stored in the
Central Repository for purposes other than surveillance and
regulation in accordance with such individual’s employment
duties; provided that a Participant will be permitted to use the CAT
Data it reports to the Central Repository for regulatory,
surveillance, commercial or other purposes as permitted by
applicable law, rule, or regulation;

(B) require all individuals who have access to the Central
Repository (including the respective employees and consultants of
the Participants and the Plan Processor[, but excluding employees
and Commissioners of the SEC]) to execute a personal “Safeguard

s Letter from the Participants to Brent J. Fields, SEC (Dec. 23, 2015) at 7.
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of Information Affidavit” in a form approved by the Operating
Committee providing for personal liability for misuse of data;

* * k k%

(9) Participants Confidentiality Policies and Procedures. The

Participants and the SEC shall establish, maintain and enforce written policies and
procedures reasonably designed to (1) ensure the confidentiality of the CAT Data
obtained from the Central Repository; and (2) limit the use of CAT Data obtained
from the Central Repository solely for surveillance and regulatory purposes. Each
Participant shall periodically review the effectiveness of the policies and
procedures required by this paragraph, and take prompt action to remedy
deficiencies in such policies and procedures.

[Additions underlined; deletions bracketed]
K. Regular Assessments and Independent Audits of the Security of CAT Data

Commenters also note the need for an on-going assessment of the risks associated with
the CAT System and data to meet the NIST industry standards referenced in the Plan.**® In
discussing the confidentiality and sensitivity of CAT Data, another commenter notes that “[t]he
emphasis shouldn’t be favoring on a particular prescribed standard . . . but the key is: CAT needs
independence [sic] privacy and security assessment at regular intervals. The assessment will
include: vulnerability scan and identifying system nuisances that can cause or already caused
privacy and security issues.”3*

The Participants agree that the CAT System should be regularly assessed for security
risks. Section 6.2(a) of the Plan provides that the CCO, in collaboration with the CISO, will
retain independent third parties with appropriate data security expertise to review and audit on an
annual basis the policies, procedures, standards and real time tools that monitor and address data
security issues for the Plan Processor and the Central Repository.

318 FIF Letter at 130-31.
319 Data Boiler Letter at 29.
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