SYSTEM NAME AND NUMBER:

SEC-07: Payroll, Attendance, Retirement and Leave Records

SECURITY CLASSIFICATION:

Unclassified.

SYSTEM LOCATION:

1. Payroll files, retirement case files, time and attendance reports, and service history files:
SEC, 100 F Street, NE, Washington, DC 20549.

2. Notices of personnel action and other pay-related records: Department of the Interior, --
Interior Business Center, Payroll Operations Division, Mail Stop D-2662, 7301 West
Mansfield Avenue, Lakewood, CO 80235-2230; and

3. Retired personnel files: National Archives and Records Administration, National Personnel
Records Center (Civiian Personnel Records Center), 111 Winnebago Street, St. Louis, MO
63118.

SYSTEM MANAGER(S):

Chief Human Capital Officer, Office of Human Resources, Securities and Exchange
Commission, 100 F Street, NE Washington, DC 20549.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

5U.S.C.302; 31 U.S.C. 3512

PURPOSE(S) OF THE SYSTEM:

The primary uses of the records are for the Commission’s fiscal operations for payroll, time
and attendance, leave, insurance, tax, retirement, qualifications, and benefits; to prepare
related reports to other federal agencies including the Department of Treasury and the Office

of Personnel Management; and to locate SEC employees and determine such matters as their



period of service, type of leave, qualifications, benefits, and pay.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Past and present employees, mterns, fellows, volunteers and persons who work at the SEC
under the Intergovernmental Personnel Act (employees).

CATEGORIES OF RECORDS IN THE SYSTEM:

These records include, but are not limited to: employee name, address, phone number, Social
Security number, organization code, pay rate, salary, grade, length of service, pay and leave
records, source documents for posting time and leave attendance, and deductions for
Medicare, Old Age, Survivors, and Disability Insurance (OASDI, also known as Social
Security), Federal Employee Group Life Insurance (FEGLI), union dues, taxes, allotments,
quarters, retirement, charities, federal and commercial health benefits, Flexible Spending
Account, Long Term Care Insurance, Thrift Savings Plan contributions, award, shift
schedules, and pay differential, tax lien data, wage garnishments.

The payroll, retirement and leave records described in this notice form a part of the
nformation contained in the Department of the Interior’s integrated Federal Personnel and
Payroll System (FPPS). Personnel records contained in the FPPS are covered under the
government-wide system of records notice published by the Office of Personnel Management
(OPM/GOVT-1) and Commission’s system of records notice, SEC-39, Personnel
Management Employment and Staffing Files.

RECORD SOURCE CATEGORIES:

Records source is from individuals on whom the records are mantained, official personnel
records of individuals on whom the records are maintained, time and attendance records,

withholding certificates, third-party benefit providers, and other pay- related records prepared
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by the individual or the Office of Human Resources.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:

In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act,
these records or information contained therein may specifically be disclosed as a routine use
pursuant to 5 U.S.C. 552a(b)(3) as follows:

1. To appropriate agencies, entities, and persons when (1) the SEC suspects or has confirmed
that there has been a breach of the system of records,- (2) the SEC has determined that as a
result of the suspected or confirmed breach there is a risk of harm to individuals, the SEC
(including its information systems, programs, and operations), the Federal Government, or
national security; and (3) the disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the SEC’s efforts to respond to the suspected
or confirmed breach or to prevent, minimize, or remedy such harm.

2. To the Interior Business Center of the U.S. Department of the Interior.

3. To any Federal, state, or local government compiling tax withholding, retirement
contributions, or allotments to charities, labor unions, wage garnishments, and other
authorized recipients.

4. To any Federal governmental authority or its agents investigating (a) a violation or potential
violation of a statute, rule, regulation, or order, or (b) an employee's grievance or complaint.

5. To any member of the public for employment verification at an employee's written request.
6. To any judgment creditor for the purpose of wage garnishment.

7. To any arbitrator under a negotiated labor agreement.

8. To the General Accountability Office, the Office of Management and Budget, and other
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Federal agencies to support payments of salaries and benefits to SEC employees.

9. To the Office of Child Support Enforcement, Administration for Children and Families,
Department of Health and Human Services, the Federal Parent Locator System and the
Federal Tax Offset System to (a) locate individuals, (b) identify income sources, (c) establish
paternity, (d) verify social security numbers or employment, (e) issue, modify, or enforce
orders of support, or (f) administer the Federal Earned Income Tax Credit Program.

10. To a Congressional office in response to an inquiry from that Congressional office made at
the request of the individual to whom the record pertains.

11. To produce summary descriptive statistics and analytical studies, as a data source for
management information, in support of the function for which the records are collected and
maintained or for related personnel management functions or manpower studies; may also be
utilized to respond to general requests for statistical information (without personal
identification of individuals) under the Freedom of Information Act.

12. To mterns, grantees, experts, contractors and others who have been engaged by the
Commission to assist in the performance of a service related to this system of records and who
need access to the records for the purpose of assisting the Commission in the efficient
admmistration of its programs, including by performing clerical or stenographic functions, or
by reproduction of records by electronic or other means. Recipients of these records shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, 5
U.S.C.552a.

13. When (a) it is suspected or confirmed that the security or confidentiality of information in
the system of records has been compromised; (b) the Commission has determined that as a

result of the suspected or confirmed compromise there is a risk of harm to economic or
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property interests, identity theft or fraud, or harm to the security or integrity of this system or
other systems or programs (whether maintained by the Commission or another agency or
entity) that rely upon the compromised information; and (c) the disclosure is made to such
agencies, entities, and persons who are reasonably necessary to assist in connection with the
Commission’s efforts to respond to the suspected or confirmed compromise and prevent,
minimize, or remedy such harm.

14. To a commercial contractor in connection with benefit programs administered by the
contractor on the Commission’s behalf, including, but not limited to, supplemental health,
dental, disability, life and other benefit programs.

15. To another Federal agency or Federal entity, when the SEC determines that information
from this system of records is reasonably necessary to assist the recipient agency or entity in
(1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or
remedying the risk of harm to individuals, the recipient agency or entity (including its
information systems, programs, and operations), the Federal Government, or national security,
resulting from a suspected or confirmed breach.

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

Records are maintained in electronic and paper format. Electronic records are stored in
computerized databases, magnetic disc, tape, and/or digital media. Paper records are stored in
locked file rooms and/or file cabinets.

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:

These records may be retrieved by identifiers including, but not limited to, individual’s name,
an employee's name or social security number, birthday, and organizational code.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
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These records will be maintained until they become mactive, at which time they will be retired
or destroyed in accordance with records schedules of the United States Securities and
Exchange Commission and as approved by the National Archives and Records
Administration.

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:

Access to SEC facilities, data centers, and information or information systems is limited to
authorized personnel with official duties requiring access. SEC facilities are equipped with
security cameras and 24-hour security guard service. The records are kept in limited access
areas during duty hours and in locked file cabinets and/or locked offices or file rooms atall
other times. Computerized records are safeguarded in a secured environment. Security
protocols meet the promulgating guidance as established by the National Institute of Standards
and Technology (NIST) Security Standards from Access Control to Data Encryption and
Security Assessment & Authorization (SA&A).

Records are maintained in a secure, password-protected electronic system that will utilize
commensurate safeguards that may include: firewalls, mtrusion detection and prevention
systems, and role-based access controls. Additional safeguards will vary by program. All
records are protected from unauthorized access through appropriate administrative,
operational, and technical safeguards. These safeguards include: restricting access to
authorized personnel who have a “need to know”; using locks; and password protection
identification features. Contractors and other recipients providing services to the Commission
shall be required to maintain equivalent safeguards.

RECORD ACCESS PROCEDURES: Persons wishing to obtain information on the

procedures for gaining access to or contesting the contents of these records should contact the
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FOIA/Privacy Act Officer, Securities and Exchange Commission, 100 F Street, NE,
Washington, DC 20549-2736.

CONTESTING RECORD PROCEDURES:

See Record Access Procedures above.

NOTIFICATION PROCEDURES:

All requests to determine whether this system of records contains a record pertaining to the
requesting individual should be directed to the FOIA/P A Officer, Securities and Exchange
Commission, 100 F Street, NE, Washington, DC 20549-2736.

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

None.

HISTORY:

This SORN was last published in full in the Federal Register at40 FR 39253 (August 27,

1975). Subsequent notices of revision canbe found at the following citations:
— 41 FR 5318 (February 5, 1976)
— 41 FR 11631 (March 19, 1976)
— 41 FR 41594 (September 22, 1976)
— 42 FR 36333 (July 14, 1977)
— 46 FR 63439 (December 31, 1981)
— 58 FR 64416 (December 7, 1993)
— 62 FR 47884 and 47885 (September 11, 1997)
— 63 FR 11936 (March 11, 1998)

— 64 FR 69051 (December 9, 1999)

— 75 FR 17978 (April 8, 2010)



