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Section I: System Overview

1.1 Name of Project or System
SEC Office of International Affairs (SECOIA)

1.2 Is the system internally or externally hosted?
Externally hosted Contractor: Salesforce
1.3 Reason for completing PIA

New project or system

1.4 Does the system or program employ any of the following technologies?
Enterprise Data Warehouse (EDW)

Social Media

Mobile Application (or GPS)

Cloud Computing Services

www.sec.gov Web Portal

None of the Above

Section 2: Authority and Purpose of Collection

2.1 Describe the project and its purpose or function in the SEC’s IT environment
The Securities and Exchange Commission (SEC), Office of International Affairs (OIA), operates the
SECOIA system. SECOIA will effectively and efficiently manage the receipt, creation, assignment,
tracking, and storage of OIA’s office activities. SECOIA is a multi-phase project. Phase | will
automate and modernize the manual process for OlA's technical assistance (TA) group. This
phase is currently in production and grants TA the ability to accurately track, manage and report
on office activities in a timely manner to Congress and the SEC Chairman rather than compiling
information anecdotally. Phase Il of the project, will expand the case management functionality
to support the work being done by three additional OIA groups. SECOIA (phases | and I1) will
assist four main OIA groups as described below:

Ooxood

Technical Assistance: Securities commissions and stock exchanges often request the expertise
and experience of SEC staff in dealing with insider trading, market manipulation, pyramid
schemes, corporate governance, inspections and compliance, anti-money laundering, and a host
of other market development and enforcement issues. SECOIA will serve as a single consolidated
document repository for tracking requests for OIA TA assistance and will document the initial
request for assistance, any activity needed to complete the request, evaluate a completed event,
and/or run reports on the progress related to specific tasks.

International Regulatory Policy: SECOIA will assist OIA by tracking requests for international
regulatory policy matters designed to protect investors, improve market efficiency, and eliminate
opportunities for regulatory arbitrage. SECOIA will initiate assistance requests (matters), track the
requests, execute and deliver a method of assistance, track all responses and provide canned and
ad hoc reports. These functions will be used to support international efforts to raise regulatory
standards and promote cooperation among the world’s securities regulators.

Enforcement Assistance: Each year, the SEC receives hundreds of requests from foreign
securities authorities for assistance with cross-border investigations. SECOIA will assist OIA by
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2.2

2.3

2.4

2.5

tracking and processing requests from beginning to end for enforcement cooperation with
foreign regulators and law enforcement agencies.

Supervisory Cooperation: SECOIA will assist OIA in providing global regulatory cooperation
regarding oversight of market participants that operate across borders. SECOIA will track and
process requests from beginning to end for supervisory cooperation.

The SECOIA application will be built on the Salesforce Service Cloud (software as a service)
platform (hereinafter referred to as “Salesforce”). The SECOIA application will leverage Active
Directory (AD) for single sign on (SSO) authentication and access to the application will be
restricted to SEC approved IP addresses assigned within Salesforce. The architecture design for
the system will inherit the platform capabilities, infrastructures, and services offered by
Salesforce.

Information related to individuals stored within the SECOIA system includes: names (i.e., vendors
providing support for the SEC’s technical assistance program or the name of foreign contacts in
which the SEC provides training) and work contact information (i.e., phone number, work
address, job title, and email address). Data also may include, case ID numbers and photographs
for institute registration. This information can be found on internal staff memoranda,
Commission minutes and Commission orders, working papers of staff and other documents,
information from reports and/or investigations, and intake forms filled out by organizations
requesting OIA assistance. Sensitive personally identifiable information (Pll) related to individuals
will not be maintained within the SECOIA system. Any sensitive information processed by OIA
will be stored on a secure SharePoint site with adequate technical and administrative controls
surrounding the data. There are situations in which documents from the OIA SharePoint site
need to be linked with records found in SECOIA. In this situation, a link pointing to the relevant
documents found on SharePoint will be stored in SECOIA. SECOIA will not retrieve or display any
information from SharePoint and SECOIA will not control access to any information represented
by the link. Access to the actual information on the SharePoint site will be controlled by the user
permissions in SharePoint.

For example, if there is a task in SECOIA to “obtain catering quotes for a institute registration”
upon completing this task, the supporting documents may point to the SharePoint repository for
quotes received from specific institutions/conferences. Data will be encrypted in motion and at
rest and users will be able to link files stored in SharePoint to SECOIA records.

What specific legal authorities, arrangements, and/or agreements allow the information to be
collected?

Securities and Exchange Act of 1934 Sec. 4(f), 15 U.S.C. 77s, 77t, 78u, 77uuu, 80a-41, 80b-9, and
17 CFR 202.5 Section 24(c) of the Exchange Act and 17 C.F.R. § 240.24c-1 (Rule 24c-1)

Does the project use or collect Social Security numbers (SSNs)? This includes truncated SSNs.
No

Do you retrieve data in the system by using a personal identifier?
Yes, there is an existing SORN

SEC-57 “International Program Oversight Database”

Is the information covered by the Paperwork Reduction Act of 1995 (PRA)?
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2.6

No.

Considering the purpose of the collection, what privacy risks were identified and how were

those risks mitigated?

SECOIA collects and maintains information to support OIA with enforcement cooperation,
international regulatory policy, and technical assistance. SECOIA may store information related
to contacts for foreign regulatory and stock exchanges and/or information related to SEC foreign
travel. This type of information presents a risk of electronic eavesdropping. To counter this risk,
access to the data is strictly controlled and on a “need to know basis.” The SECOIA application
will be restricted to SEC approved IP addresses assigned within Salesforce. Role based access
controls will be used to secure the system. User workstations will be scanned by SECOIA system
admins on a regular basis to prevent unauthorized access.

3.1

Section 3: Data Collection, Minimization, and Retention

What information is collected, maintained, used, or disseminated about individuals? Check all

that apply.

[0 The system does not collect, maintain, use, or disseminate information about individuals.

Identifying Numbers

Taxpayer ID
Employee ID
File/Case ID
Other:
General Personal Data
Name

Maiden Name
Alias

Gender

Age
Race/Ethnicity

OxXxOdoo

I I I I ™

Other:
Work-Related Data
0 Occupation
Job Title
Work Address
O

PIV Card Information

(1 Other:

Social Security Number

Civil or Criminal History

oo

Ooxgooo

0 OXKX

Distinguishing Features/Biometrics

0 Fingerprints

0 Voice Recording/Signature

[1 Other:

O X

System Administration/Audit Data
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Alien Registration
Driver’s License Number
Passport Information
Credit Card Number

Date of Birth

Place of Birth
Home Address
Telephone Number
Email Address
Education Records
Zip Code

Telephone Number
Email Address
Certificate/License
Number

Fax Number

Photographs
Video Recordings

O

[
0
[

gogoogo

OX O

Financial Accounts
Financial Transactions
Vehicle Identifiers
Employer ID

Marriage Records
Financial Information
Medical Information
Military Service
Mother’s Maiden Name
Health Plan Numbers

Salary
Work History
Business Associates

Genetic Information
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3.2

33

3.4

3.5

3.6

User ID Date/Time of Access (1 1D Files Accessed
IP Address Queries Run [1 Contents of Files
[1 Othe

r:

Why is the Pl listed in Question 3.1 collected, used, shared, or maintained by the system or
project?

Information is collected to support OIA in processing (1) requests for enforcement cooperation
with foreign regulators and law enforcement agencies; (2) international regulatory policy matters
designed to protect investors, improve market efficiency, and eliminate opportunities for
regulatory arbitrage; (3) technical assistance and international training programs for emerging
securities markets; (4) directory of contacts for foreign regulators and stock exchanges; (5) SEC
staff foreign travel; and (6) USAID reimbursement.

Whose information may be collected, used, shared, or maintained by the system?
SEC Employees
Purpose: Information is collected from SEC employees for authentication purposes.

SEC Federal Contractors
Purpose: Information is collected from SEC federal contractors for authentication purposes.
Members of the Public
Purpose: Information is collected from members of the public to provide assistance with
supervisory cooperation, international regulatory policy, enforcement, and
technical assistance.

What mechanisms are in place to minimize the use of Pll for testing, training, and research
efforts?

PIl will not be used for testing, training, and/or research efforts.

Has a retention schedule been established by the National Archives and Records Administration

(NARA)?

Yes.
Retention periods will vary based on the specific information and use. The maximum
retention for certain OIA records that do not pertain to an OIA director or SEC Commissioner
is seven years. Information related to a director or Commissioner would trigger a fifteen year
retention or permanent retention. Generally, records will be maintained until they become
inactive, at which time they will be retired and/or destroyed in accordance with record
schedules of the United States Securities and Exchange Commission as approved by the
National Archives and Records Administration.

What are the procedures for identification and disposition at the end of the retention period?
The retention period is determined by the official date associated with each record. Records will
be maintained until they become inactive, at which time they will be retired and/or destroyed in
accordance with record schedules of the United States Securities and Exchange Commission as
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approved by the National Archives and Records Administration.

3.7 Will the system monitor members of the public, employees, and/or contractors?
N/A

3.8 Considering the type of information collected, what privacy risks were identified and how were
those risks mitigated?
There is a privacy risk that SECOIA will retain information for a longer period than necessary to
achieve agency objectives/missions. Although there is an inherent risk with retaining data for any
length of time, data retention periods for SECOIA are consistent with NARA approved retention
schedules as outlined above.

Section 4: Openness and Transparency

4.1 What forms of privacy notice were provided to the individuals prior to collection of data? Check
all that apply.
System of Records Notice
SEC-57 “International Program Oversight Database”
Privacy Impact Assessment
Date of Last Update:  Current PIA

4.2 Considering the method(s) of notice provided, what privacy risks were identified regarding
adequate notice and how were these risks mitigated?
There is a risk that individual’s do not have notice that their information is being stored on a
server not owned or controlled by the U.S. Government (Salesforce). This risk is mitigated by the
contract binding Salesforce to adhere to Privacy Act requirements since the SEC has contracted
with them to accomplish an agency function for the operation by or on behalf of an SEC system of
records, regardless of the storage location of the content management systems that contain PII.
The applicable system of records notice (SORN) and records must be used in accordance with the
purpose(s) stated in the SORN. The relevant SORN as well as this PIA provide notice to the public
about the SEC’s collection, use, and dissemination of information.

Section 5: Limits on Uses and Sharing of Information

5.1 What types of methods are used to analyze the data?
SECOIA does not participate in data mining activities. It does not make available new or
previously unavailable information about an individual. No information will be analyzed to
determine patterns and no action(s) will be taken against any individual based on data entered
into the system.

5.2 Will internal organizations have access to the data?
No

5.3 Describe the risk to privacy from internal sharing and describe how the risks are mitigated.
The use of SECOIA is limited to OIA. There are no associated risks identified with internal sharing.

5.4 Will external organizations have access to the data?
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No. SECOIA is hosted on Salesforce, but Salesforce staff will not have access to the data.
Access to the SECOIA application is restricted to SEC approved IP addresses assigned within
Salesforce. The SEC data within Salesforce is segregated and separate from hardware
supporting other customers. Salesforce prevents unauthorized and unintended information
transfer via shared system resources through strong logical access controls.

5.5 Describe the risk to privacy from external sharing and describe how the risks are mitigated.
There is a risk that information may be accessed by Salesforce (a third party service provider) to
analyze or search the data for its own purposes or to sell to third parties. This risk is mitigated by
the fact that Salesforce is FedRAMP certified. FedRAMP certified cloud service providers are
bound by the following contract terms:

e The Government will retain unrestricted rights to government data. The ordering activity
retains ownership of any user created/loaded data and applications hosted on vendor’s
infrastructure, as well as maintains the right to request full copies of these at any time.

e The data that is processed and stored by the various applications within the network
infrastructure contains PIl. This data and Pll shall be protected against unauthorized access,
disclosure or modification, theft, or destruction. The contractor shall ensure that the facilities
that house the network infrastructure are physically secure.

e The data must be available to the Government upon request within one business day or
within the timeframe specified otherwise, and shall not be used for any other purpose other
than that specified herein. The contractor shall provide requested data at no additional cost.

e No data shall be released by the Contractor without the consent of the Government in
writing. All requests for release must be submitted in writing to the Contracting Officer’s
Representative /Contracting Officer.

Access to the SECOIA application is restricted to SEC approved IP addresses assigned within

Salesforce. The SEC data within Salesforce is segregated and separate from hardware supporting

other customers. Salesforce prevents unauthorized and unintended information transfer via

shared system resources through access controls.

Section 6: Data Quality and Integrity

6.1 Is the information collected directly from the individual or from another source?
Directly from the individual.
Other Information may also be derived from information that individuals provide
Source(s): and be found in internal staff memoranda, working papers, and other
documents.

6.2 What methods will be used to collect the data?
Data is collected electronically through email, online survey tools, or through digital
correspondence. Additional information may be gathered and included in a record such as
internal staff memoranda, Commission minutes and Commission orders, working papers of staff
and other documents.

6.3 How will the data collected from individuals, or derived by the system, be checked for accuracy
and completeness?
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Any information collected directly from the individual will be presumed to be accurate. Data will
be not checked or verified against any source. System authentication and audit capabilities will
ensure data integrity.

6.4 Does the project or system process, or access, Pll in any other SEC system?
Yes.
System(s): SharePoint — which serves as a document repository. Additionally, integration with
HUB and MTS-E is planned. HUB and MTS-E will provide daily extracts to a file location within
the SEC and an integration utility tool will be used to import the files into SECOIA. These
interactions eliminate the need to re-key data and enforce data integrity between the
systems.

6.5 Consider the sources of the data and methods of collection and discuss the privacy risk for this
system related to data quality and integrity? How are these risks mitigated?
There is a privacy risk that SECOIA may contain inaccurate or outdated information. This risk is
mitigated by collecting information directly from the individuals to whom it applies or deriving
from information that the individual supplies. Additionally, there is a risk of over-collection of
information, which may impact data integrity. However, individuals are the initial source of the
information collected. Therefore, they have the ability to limit the information that they provide
as well as correct any information that is erroneous, inaccurate or irrelevant.

Section 7: Individual Participation

7.1 What opportunities are available for individuals to consent to uses, decline to provide
information, or opt out of the project? If no opportunities are available to consent, decline or
opt out, please explain.

Individuals agree to voluntarily provide the information in support of their request from OIA.
Individual use of the system and information provided is strictly voluntary.

7.2 What procedures will allow individuals to access their information?
SECOIA is an internal SEC system and does not allow access outside of OIA. Persons wishing to
obtain information on the procedures for gaining access to the contents of records may contact
the FOIA/Privacy Act Officer, Securities and Exchange Commission, 100 F Street, N.E.,
Washington, D.C. 20549-2736.

7.3 Can individuals amend information about themselves in the system? If so, how?
Persons wishing to obtain information on the procedures for amending the contents of records
may contact the FOIA/Privacy Act Officer, Securities and Exchange Commission, 100 F Street, N.E.,
Washington, D.C. 20549-2736.

7.4 Discuss the privacy risks related to individual participation and redress? How were these risks
mitigated?
There is a risk that information stored in SECOIA is duplicative of data stored on the SEC’s shared
drives or in email and may present difficulties for amending inaccurate information. This risk is
mitigated when the SEC migrates data to a cloud service provider, the SEC encourages users to
audit legacy storage locations and delete any archived data that is now stored in the cloud, unless
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retention and disposition rules required its retention in its original system of record.
8.1 Has the system been authorized to process information?
Yes
SA&A Completion 9/8/2017
Date:
Date of Authority to Operate (ATO) Expected or 10/1/2018
Granted:

8.2 Identify individuals who will have access to the data in the project and state their respective
roles.
Users
Roles: Designated OIA staff will have create, read, write, and update access rights for the
records
Contractors
Roles: Designated OIA staff will have create, read, write, and update access rights for the
records
Managers
Roles: Designated OIA staff will have create, read, write, and update access rights for the
records
Program Staff
Roles: Designated OIA staff will have create, read, write, and update access rights for the
records
Developers
Roles: Access for design and implementation.
System Administrators
Roles: System Admins will scan SECOIA to prevent unauthorized access to the system.

8.3 Can the system be accessed outside of a connected SEC network?
No. Access is only provided from within the SEC. There is no access to SECOIA from outside
the SEC network. Salesforce staff cannot access the SECOIA application from outside the SEC
Network.

8.4 How will the system be secured?
Individual user credentials and role based access controls are implemented to secure the system.
The SECOIA application will leverage AD for SSO authentication. Access to the SECOIA application
will be restricted to SEC approved IP addresses assigned within Salesforce. User access and audit
logs will be reviewed by SECOIA system admins on a regular basis to prevent unauthorized access
to the application. OIT Security will perform regular vulnerability scanning of operating systems,
web applications, and databases as part of SEC’s continuous monitoring strategy. Perimeter IDS,
network devices, and hosts are in place within the Salesforce boundary to monitor inbound and
outbound traffic. Salesforce has also implemented the ArcSight software for log correlation,
review and alert generation.

8.5 Does the project or system involve online collection of personal data?
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X No

8.6 Does the site have a posted privacy notice?
N/A

8.7 Does the project or system use web measurement and/or customization technologies?
No

8.8 Describe any privacy risks for this system that relate to the technology and security of the
system and how those risks are mitigated.
There is a risk of unauthorized access. This privacy risk is mitigated by role-based security that
ensures the appropriate access to data within the system. The system offers a complete set of
administrative reports in addition to custom auditing that enable system administrators to
monitor data changes. Audit logs will be reviewed via the administrative dashboard. The system
is also capable of creating snapshots of the auditing reports in order to maintain point in time
information.

Additionally, technical and programmatic design choices analyze any proposed changes in terms
of their life-cycle processes (collection, use and disclosure, processing and retention and
destruction) and the potential the changes may create for noncompliance with relevant statutes
or regulations (the Privacy Act in particular) or for violations of the fair information practice
principles. When analysis determines that privacy risks may exist, either alternative design
choices or appropriate technical, physical, and/or procedural mitigations are developed. The
company’s privacy policy and previous industry audits are available at
https://www.salesforce.com/company/privacy/.

Section 9: Accountability and Auditing

9.1 Describe what privacy training is provided to users, either generally or specifically relevant to the
system or project.
All users must complete mandatory training on SEC Privacy and Information Security Awareness,
Protecting Nonpublic Information, and Records Managements. Specific system training for SECOIA
use will be provided upon project completion.

9.2 Does the system generate reports that contain information on individuals?
Yes
Reports may contain the names and contact information of individuals who request assistance
from OIA.

9.3 Do contracts for the system include Federal Acquisition Regulation (FAR) and other applicable
clauses ensuring adherence to the privacy provisions and practices?
Yes

9.4 Does the system employ audit logging or event logging?

Yes
Salesforce logging has been enabled for the following:
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9.5

9.6

e Email transactions

e Login access

e Creation/update to records.

e Specific tables and fields where business needs require the audit history.

Application logging records are required to include account creation, modification or deletion,
read access to sensitive information, configuration changes, modifications to the application
itself, system startup and shutdown.

System admins will review and analyze the SECOIA system generated by the Force.com
platform audit records, including: the setup audit trail, login history, and object history
reports. The audit records will be reviewed on a weekly basis for indications of inappropriate
or unusual activity and for reporting findings to designated organizational officials. The system
audit logs can only be viewed by system administrators and the OIT security administrator.

What auditing measures/controls and technical safeguards are in place to prevent misuse (e.g.,
unauthorized browsing) of the data? What mechanisms are in place to identify security
breaches?

Access to the system is determined by the system owner or alternates based upon the role that the
end user has within OIA. The system does not allow for anonymous login. To gain access, a user
must be authenticated. As such, the SEC is capable of monitoring change activity within the
database. The system will authenticate users following the SEC standard enterprise authentication
method. The system utilizes a trusted process for identification and authentication. Each user
account requires a multi-step process and the user must have an AD account before a Salesforce
account is created by the Salesforce administrator. The SA&A will be completed by the OIT
security team. The monitoring, testing, and the evaluation of the security controls will ensure that
the implemented controls continue to work properly. The technical controls will be documented in
the system security plan. The testing of these controls will be documented in the security
assessment.

Given the sensitivity of the PIl in the system, manner of use, and established safeguards,
describe the expected residual risk related to access.

The information is stored on a third party server (Salesforce) and the SEC may be unable to access
and audit SEC records to ensure compliance with access, use, and record retention requirements.
This risk is mitigated by the requirement for Salesforce, as a FedRAMP certified system, to permit
the SEC to perform manual or automated audits, scans, reviews or other inspections of the
vendor’s IT environment being use to provide or facilitate services for the SEC.
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