




























































































































































































































































































































































































































 

 

 

   

safeguard personal information. Institutions are limited to a 

maximum of 30 additional words. 

(3) 	 “How does [name of financial institution] collect my 

personal information?”  Institutions must use five (5) of the 

following terms to complete the bulleted list for this question:  

open an account; deposit money; pay your bills; apply for a 

loan; use your credit or debit card; seek financial or tax 

advice; apply for insurance; pay insurance premiums; file an 

insurance claim; seek advice about your investments; buy 

securities from us; sell securities to us; direct us to buy 

securities; direct us to sell your securities; make deposits or 

withdrawals from your account; enter into an investment 

advisory contract; give us your income information; provide 

employment information; give us your employment history; 

tell us about your investment or retirement portfolio; tell us 

about your investment or retirement earnings; apply for 

financing; apply for a lease; provide account information; 

give us your contact information; pay us by check; give us 

your wage statements; provide your mortgage information; 

make a wire transfer; tell us who receives the money; tell us 

where to send the money; show your government-issued ID; 

show your driver’s license; order a commodity futures or 

option trade. Institutions that collect personal information 

from their affiliates and/or credit bureaus must include after 

the bulleted list the following statement:  “We also collect 

your personal information from others, such as credit 

bureaus, affiliates, or other companies.”  Institutions that do 

not collect personal information from their affiliates or credit 

bureaus but do collect information from other companies 

must include the following statement instead:  “We also 

collect your personal information from other companies.” 
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Only institutions that do not collect any personal information 

from affiliates, credit bureaus, or other companies can 

omit both statements.  

(4) 	 “Why can’t I limit all sharing?”  Institutions that describe state 

privacy law provisions in the “Other important information” 

box must use the bracketed sentence: “See below for more 

on your rights under state law.” Other institutions must omit 

this sentence. 

(5) 	 “What happens when I limit sharing for an account I hold 

jointly with someone else?”  Only financial institutions that 

provide opt-out options must use this question.  Other 

institutions must omit this question.  Institutions must choose 

one of the following two statements to respond to this 

question: “Your choices will apply to everyone on your 

account.” or “Your choices will apply to everyone on your 

account–unless you tell us otherwise.”  Financial institutions 

that provide insurance products or services and elect to use 

the model form may substitute the word “policy” for “account” 

in these statements. 

(b) 	 General Instructions for the Definitions. 

The financial institution must customize the space below the 

responses to the three definitions in this section.  This specific 

information must be in italicized lettering to set off the information 

from the standardized definitions. 

(1) 	 Affiliates. As required by § 313.6(a)(3) of this part, where 

[affiliate information] appears, the financial institution must:   

(i) 	 If it has no affiliates, state: “[name of financial institution] 

has no affiliates”; 

(ii) 	 If it has affiliates but does not share personal information, 

state: “[name of financial institution] does not share with 

our affiliates”; or 
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(iii) 	 If it shares with its affiliates, state, as applicable:  “Our 

affiliates include companies with a [common corporate 

identity of financial institution] name; financial companies 

such as [insert illustrative list of companies]; nonfinancial 

companies, such as [insert illustrative list of companies;] 

and others, such as [insert illustrative list].” 

(2) 	 Nonaffiliates. As required by § 313.6(c)(3) of this part, 

where [nonaffiliate information] appears, the financial 

institution must: 

(i) 	 If it does not share with nonaffiliated third parties, state: 

“[name of financial institution] does not share with 

nonaffiliates so they can market to you”; or 

(ii) 	 If it shares with nonaffiliated third parties, state, as 

applicable: ‘‘Nonaffiliates we share with can include [list 

categories of companies such as mortgage companies, 

insurance companies, direct marketing companies, and 

nonprofit organizations].” 

(3) 	 Joint Marketing. As required by § 313.13 of this part, where 

[joint marketing] appears, the financial institution must:  

(i) 	 If it does not engage in joint marketing, state: “[name of 

financial institution] doesn’t jointly market”; or 

(ii) 	 If it shares personal information for joint marketing, state, as 

applicable: “Our joint marketing partners include [list 

categories of companies such as credit card 

companies].” 

(c) 	 General instructions for the “Other important information” box.  This 

box is optional. The space provided for information in this box is 

not limited. Only the following types of information can appear in 

this box. 

(1) 	 State and/or international privacy law information; and/or 

(2) 	 Acknowledgment of receipt form. 
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42. Amend newly redesignated Appendix B to part 313 as follows: 

A. Adding a new sentence to the beginning of the introductory text as set forth 

below. 

B. Effective January 1, 2012, remove Appendix B to part 313. 

APPENDIX B TO PART 313—SAMPLE CLAUSES 
This Appendix only applies to privacy notices provided before January 1, 2011. 

* * * * * 
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Commodity Futures Trading Commission 
17 CFR Chapter I 
Authority and Issuance 

For the reasons set forth in the joint preamble, part 160 of chapter I of title 17 of 

the Code of Federal Regulations is revised as follows: 

PART 160-PRIVACY OF CONSUMER FINANCIAL INFORMATION  
43. The authority citation for part 160 continues to read as follows: 


Authority: 7 U.S.C. 7b-2 and 12a(5); 15 U.S.C. 6801 et seq. 


44. Revise § 160.2 to read as follows: 

§ 160.2 Model privacy form and examples.   
(a) Model privacy form. Use of the model privacy form in Appendix A of this part, 

consistent with the instructions in Appendix A, constitutes compliance with the notice 

content requirements of §§ 160.6 and 160.7 of this part, although use of the model 

privacy form is not required. 

(b) Examples. The examples in this part are not exclusive. Compliance with an 

example, to the extent applicable, constitutes compliance with this part.  

45. In § 160.6: 

A. Revise paragraphs (b) and (f), and add paragraph (g) to read as set forth 

below. 

B. Effective January 1, 2012, remove paragraph (g). 

§ 160.6 Information to be included in privacy notices.  
* * * * * 

(b) Description of nonaffiliated third parties subject to exceptions. If you disclose 

nonpublic personal information to third parties as authorized under §§ 160.14 and 

160.15, you are not required to list those exceptions in the initial or annual privacy 

notices required by §§ 160.4 and 160.5. When describing the categories with respect to 

those parties, it is sufficient to state that you make disclosures to other nonaffiliated 

companies:

 (1) For your everyday business purposes, such as [include all that apply] to 

process transactions, maintain account(s), respond to court orders and legal 

investigations, or report to credit bureaus; or  
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 (2) As permitted by law. 

* * * * * 

(f) Model privacy form. Pursuant to § 160.2(a) of this part, a model privacy form 

that meets the notice content requirements of this section is included in Appendix A of 

this part. 

(g) Sample clauses.  Sample clauses illustrating some of the notice content 

required by this section are included in Appendix B of this part.  Use of a sample clause 

in a privacy notice provided on or before December 31, 2010, to the extent applicable, 

constitutes compliance with this part. 

46. In § 160.7, add paragraph (i) to read as follows: 

§ 160.7 Form of opt-out notice to consumers; opt-out methods. 
* 	* * * * 

(i) Model privacy form. Pursuant to § 160.2(a) of this part, a model privacy form 

that meets the notice content requirements of this section is included in Appendix A of 

this part. 

Appendix A [Redesignated as Appendix B]. 
47. Redesignate Appendix A to part 160 as Appendix B to part 160.  

48. Add new Appendix A to part 160 to read as follows: 

APPENDIX A TO PART 160-MODEL PRIVACY FORM 

A. 	 The model privacy form. 

Version 1: Model Form With No Opt-Out. 
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Version 2: Model Form with Opt-Out by Telephone and/or Online. 
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 Version 3: Model Form with Mail-In Opt-Out Form. 
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Version 4. Optional Mail-in Form. 

B. General Instructions 
1. How the model privacy form is used. 

(a) The model form may be used, at the option of a financial institution, 

including a group of financial institutions that use a common privacy notice, to 

meet the content requirements of the privacy notice and opt-out notice set forth in 

§§ 160.6 and 160.7 of this part. 

(b) The model form is a standardized form, including page layout, content, 

format, style, pagination, and shading. Institutions seeking to obtain the safe 

harbor through use of the model form may modify it only as described in these 

Instructions. 

(c) Note that disclosure of certain information, such as assets, income, 

and information from a consumer reporting agency, may give rise to obligations 

under the Fair Credit Reporting Act [15 U.S.C. 1681 – 1681x] (FCRA), such as a 

requirement to permit a consumer to opt out of disclosures to affiliates or 

designation as a consumer reporting agency if disclosures are made to 

nonaffiliated third parties.  

(d) The word “customer” may be replaced by the word “member” 

whenever it appears in the model form, as appropriate. 

2. The contents of the model privacy form. 
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The model form consists of two pages, which may be printed on both 

sides of a single sheet of paper, or may appear on two separate pages. Where 

an institution provides a long list of institutions at the end of the model form in 

accordance with Instruction C.3(a)(1), or provides additional information in 

accordance with Instruction C.3(c), and such list or additional information 

exceeds the space available on page two of the model form, such list or 

additional information may extend to a third page. 

  (a) 	  Page One. The first page consists of the following components: 

(1) 	 Date last revised (upper right-hand corner). 

(2) 	Title. 

(3) 	Key frame (Why?, What?, How?). 

(4) 	 Disclosure table (“Reasons we can share your personal 

information”). 

(5) 	 “To limit our sharing” box, as needed, for the financial 

institution’s opt-out information. 

(6) 	“Questions” box, for customer service contact information. 

(7) 	 Mail-in opt-out form, as needed. 

  (b) 	  Page Two. The second page consists of the following components:

 (1) 	Heading (Page 2). 

(2) 	 Frequently Asked Questions (“Who we are” and “What we 

do”). 

(3)	 Definitions. 

(4) 	“Other important information” box, as needed. 

3.	 The format of the model privacy form. 
The format of the model form may be modified only as described below. 

(a) 	 Easily readable type font. Financial institutions that use the model 

form must use an easily readable type font.  While a number of 

factors together produce easily readable type font, institutions are 

required to use a minimum of 10-point font (unless otherwise 

expressly permitted in these Instructions) and sufficient spacing 

between the lines of type. 
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(b) 	 Logo. A financial institution may include a corporate logo on any 

page of the notice, so long as it does not interfere with the 

readability of the model form or the space constraints of each page. 

(c) 	 Page size and orientation. Each page of the model form must be 

printed on paper in portrait orientation, the size of which must be 

sufficient to meet the layout and minimum font size requirements, 

with sufficient white space on the top, bottom, and sides of the 

content. 

(d) 	 Color. The model form must be printed on white or light color paper 

(such as cream) with black or other contrasting ink color.  Spot 

color may be used to achieve visual interest, so long as the color 

contrast is distinctive and the color does not detract from the 

readability of the model form. Logos may also be printed in color. 

(e) 	 Languages. The model form may be translated into languages 

other than English. 

C. Information Required in the Model Privacy Form 
The information in the model form may be modified only as described 

below: 

1. Name of the institution or group of affiliated institutions providing 
the notice. 

Insert the name of the financial institution providing the notice or a 

common identity of affiliated institutions jointly providing the notice on the 

form wherever [name of financial institution] appears. 

2. 	Page one. 
(a) 	 Last revised date. The financial institution must insert in the upper 

right-hand corner the date on which the notice was last revised.  

The information shall appear in minimum 8-point font as “rev. 

[month/year]” using either the name or number of the month, such 

as “rev. July 2009” or “rev. 7/09”. 

(b) 	 General instructions for the “What?” box. 
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(1) 	 The bulleted list identifies the types of personal information 

that the institution collects and shares.  All institutions must 

use the term “Social Security number” in the first bullet. 

(2) 	 Institutions must use five (5) of the following terms to 

complete the bulleted list: income; account balances; 

payment history; transaction history; transaction or loss 

history; credit history; credit scores; assets; investment 

experience; credit-based insurance scores; insurance claim 

history; medical information; overdraft history; purchase 

history; account transactions; risk tolerance; medical-related 

debts; credit card or other debt; mortgage rates and 

payments; retirement assets; checking account information; 

employment information; wire transfer instructions. 

(c)	 General instructions for the disclosure table. The left column lists 

reasons for sharing or using personal information.  Each reason 

correlates to a specific legal provision described in paragraph 

C.2(d) of this Instruction.  In the middle column, each institution 

must provide a “Yes” or “No” response that accurately reflects its 

information sharing policies and practices with respect to the 

reason listed on the left. In the right column, each institution must 

provide in each box one of the following three (3) responses, as 

applicable, that reflects whether a consumer can limit such sharing:  

“Yes” if it is required to or voluntarily provides an opt-out; “No” if it 

does not provide an opt-out; or “We don’t share” if it answers “No” 

in the middle column. Only the sixth row (“For our affiliates to 

market to you”) may be omitted at the option of the institution.  See 

paragraph C.2(d)(6) of this Instruction. 

(d) 	 Specific disclosures and corresponding legal provisions. 

(1) 	 For our everyday business purposes. This reason 

incorporates sharing information under §§ 160.14 and 

160.15 and with service providers pursuant to § 160.13 of 
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this part other than the purposes specified in paragraphs 

C.2(d)(2) or C.2(d)(3) of these Instructions. 

(2) 	 For our marketing purposes. This reason incorporates 

sharing information with service providers by an institution 

for its own marketing pursuant to § 160.13 of this part.  An 

institution that shares for this reason may choose to provide 

an opt-out. 

(3) 	 For joint marketing with other financial companies. This 

reason incorporates sharing information under joint 

marketing agreements between two or more financial 

institutions and with any service provider used in connection 

with such agreements pursuant to § 160.13 of this part.  An 

institution that shares for this reason may choose to provide 

an opt-out. 

(4) 	 For our affiliates’ everyday business purposes – information 

about transactions and experiences. This reason 

incorporates sharing information specified in sections 

603(d)(2)(A)(i) and (ii) of the FCRA.  An institution that 

shares for this reason may choose to provide an opt-out. 

(5) 	 For our affiliates’ everyday business purposes – information 

about creditworthiness. This reason incorporates sharing 

information pursuant to section 603(d)(2)(A)(iii) of the FCRA. 

An institution that shares for this reason must provide an opt-

out. 

(6) 	 For our affiliates to market to you. This reason incorporates 

sharing information specified in section 624 of the FCRA.  

This reason may be omitted from the disclosure table when: 

the institution does not have affiliates (or does not disclose 

personal information to its affiliates); the institution’s affiliates 

do not use personal information in a manner that requires an 

opt-out; or the institution provides the affiliate marketing 
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notice separately. Institutions that include this reason must 

provide an opt-out of indefinite duration.  An institution not 

required to provide an opt-out under this subparagraph may 

elect to include this reason in the model form.  Note: The 

CFTC’s Regulations do not address the affiliate marketing 

rule. 

(7) 	 For nonaffiliates to market to you. This reason incorporates 

sharing described in §§ 160.7 and 160.10(a) of this part.  An 

institution that shares personal information for this reason 

must provide an opt-out. 

(e) 	 To limit our sharing: A financial institution must include this section 

of the model form only if it provides an opt-out.  The word “choice” 

may be written in either the singular or plural, as appropriate.  

Institutions must select one or more of the applicable opt-out 

methods described: telephone, such as by a toll-free number; a 

Website; or use of a mail-in opt-out form.  Institutions may include 

the words “toll-free” before telephone, as appropriate.  An institution 

that allows consumers to opt out online must provide either a 

specific Web address that takes consumers directly to the opt-out 

page or a general Web address that provides a clear and 

conspicuous direct link to the opt-out page.  The opt-out choices 

made available to the consumer who contacts the institution 

through these methods must correspond accurately to the “Yes” 

responses in the third column of the disclosure table.  In the part 

titled “Please note” institutions may insert a number that is 30 or 

greater in the space marked “[30].” Instructions on voluntary or 

state privacy law opt-out information are in paragraph C.2(g)(5) of 

these Instructions. 

(f) 	 Questions box. Customer service contact information must be 

inserted as appropriate, where [phone number] or [website] 
appear. Institutions may elect to provide either a phone number, 
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such as a toll-free number, or a Web address, or both.  Institutions 

may include the words “toll-free” before the telephone number, as 

appropriate. 

(g) 	 Mail-in opt-out form. Financial institutions must include this mail-in 

form only if they state in the “To limit our sharing” box that 

consumers can opt out by mail. The mail-in form must provide opt-

out options that correspond accurately to the “Yes” responses in 

the third column in the disclosure table.  Institutions that require 

customers to provide only name and address may omit the section 

identified as “[account #].” Institutions that require additional or 

different information, such as a random opt-out number or a 

truncated account number, to implement an opt-out election should 

modify the “[account #]” reference accordingly.  This includes 

institutions that require customers with multiple accounts to identify 

each account to which the opt-out should apply.  An institution must 

enter its opt-out mailing address:  in the far right of this form (see 

version 3); or below the form (see version 4). The reverse side of 

the mail-in opt-out form must not include any content of the model 

form. 

(1) 	 Joint accountholder. Only institutions that provide their joint 

accountholders the choice to opt out for only one 

accountholder, in accordance with paragraph C.3(a)(5) of 

these Instructions, must include in the far left column of the 

mail-in form the following statement:  “If you have a joint 

account, your choice(s) will apply to everyone on your 

account unless you mark below. □ Apply my choice(s) only 

to me.” The word “choice” may be written in either the 

singular or plural, as appropriate.  Financial institutions that 

provide insurance products or services, provide this option, 

and elect to use the model form may substitute the word 

“policy” for “account” in this statement.  Institutions that do 
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not provide this option may eliminate this left column from 

the mail-in form. 

(2) FCRA Section 603(d)(2)(A)(iii) opt-out. If the institution 

shares personal information pursuant to section 

603(d)(2)(A)(iii) of the FCRA, it must include in the mail-in 

opt-out form the following statement: “□ Do not share 

information about my creditworthiness with your affiliates for 

their everyday business purposes.” 

(3) FCRA Section 624 opt-out. If the institution incorporates 

section 624 of the FCRA in accord with paragraph C.2(d)(6) 

of these Instructions, it must include in the mail-in opt-out 

form the following statement: “□ Do not allow your affiliates 

to use my personal information to market to me.” 

(4) Nonaffiliate opt-out. If the financial institution shares 

personal information pursuant to § 160.10(a) of this part, it 

must include in the mail-in opt-out form the following 

statement: “□ Do not share my personal information with 

nonaffiliates to market their products and services to me.” 

(5) Additional opt-outs. Financial institutions that use the 

disclosure table to provide opt-out options beyond those 

required by Federal law must provide those opt-outs in this 

section of the model form. A financial institution that 

chooses to offer an opt-out for its own marketing in the mail-

in opt-out form must include one of the two following 

statements: “□ Do not share my personal information to 

market to me.” or “□ Do not use my personal information to 

market to me.” A financial institution that chooses to offer an 

opt-out for joint marketing must include the following 

statement: “□ Do not share my personal information with 

other financial institutions to jointly market to me.”  
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 (h) 	 Barcodes.  A financial institution may elect to include a barcode 

and/or “tagline” (an internal identifier) in 6-point font at the bottom of 

page one, as needed for information internal to the institution, so 

long as these do not interfere with the clarity or text of the form. 

3. 	Page two. 
(a) 	 General Instructions for the Questions. Certain of the Questions 

may be customized as follows: 

(1) 	 “Who is providing this notice?”  This question may be 

omitted where only one financial institution provides the 

model form and that institution is clearly identified in the title 

on page one. Two or more financial institutions that jointly 

provide the model form must use this question to identify 

themselves as required by § 160.9(f) of this part.  Where the 

list of institutions exceeds four (4) lines, the institution must 

describe in the response to this question the general types of 

institutions jointly providing the notice and must separately 

identify those institutions, in minimum 8-point font, directly 

following the “Other important information” box, or, if that box 

is not included in the institution’s form, directly following the 

“Definitions.”  The list may appear in a multi-column format. 

(2) 	 “How does [name of financial institution] protect my 

personal information?”  The financial institution may only 

provide additional information pertaining to its safeguards 

practices following the designated response to this question.  

Such information may include information about the 

institution’s use of cookies or other measures it uses to 

safeguard personal information. Institutions are limited to a 

maximum of 30 additional words. 

(3) 	 “How does [name of financial institution] collect my 

personal information?”  Institutions must use five (5) of the 

following terms to complete the bulleted list for this question:  
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open an account; deposit money; pay your bills; apply for a 

loan; use your credit or debit card; seek financial or tax 

advice; apply for insurance; pay insurance premiums; file an 

insurance claim; seek advice about your investments; buy 

securities from us; sell securities to us; direct us to buy 

securities; direct us to sell your securities; make deposits or 

withdrawals from your account; enter into an investment 

advisory contract; give us your income information; provide 

employment information; give us your employment history; 

tell us about your investment or retirement portfolio; tell us 

about your investment or retirement earnings; apply for 

financing; apply for a lease; provide account information; 

give us your contact information; pay us by check; give us 

your wage statements; provide your mortgage information; 

make a wire transfer; tell us who receives the money; tell us 

where to send the money; show your government-issued ID; 

show your driver’s license; order a commodity futures or 

option trade. Institutions that collect personal information 

from their affiliates and/or credit bureaus must include after 

the bulleted list the following statement:  “We also collect 

your personal information from others, such as credit 

bureaus, affiliates, or other companies.”  Institutions that do 

not collect personal information from their affiliates or credit 

bureaus but do collect information from other companies 

must include the following statement instead:  “We also 

collect your personal information from other companies.” 

Only institutions that do not collect any personal information 

from affiliates, credit bureaus, or other companies can 

omit both statements.  

(4) 	 “Why can’t I limit all sharing?”  Institutions that describe state 

privacy law provisions in the “Other important information” 
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box must use the bracketed sentence: “See below for more 

on your rights under state law.” Other institutions must omit 

this sentence. 

(5) 	 “What happens when I limit sharing for an account I hold 

jointly with someone else?”  Only financial institutions that 

provide opt-out options must use this question.  Other 

institutions must omit this question.  Institutions must choose 

one of the following two statements to respond to this 

question: “Your choices will apply to everyone on your 

account.” or “Your choices will apply to everyone on your 

account–unless you tell us otherwise.”  Financial institutions 

that provide insurance products or services and elect to use 

the model form may substitute the word “policy” for “account” 

in these statements. 

(b) 	 General Instructions for the Definitions. 

The financial institution must customize the space below the 

responses to the three definitions in this section.  This specific 

information must be in italicized lettering to set off the information 

from the standardized definitions. 

(1) 	 Affiliates. As required by § 160.6(a)(3) of this part, where 

[affiliate information] appears, the financial institution must:   

(i) 	 If it has no affiliates, state: “[name of financial institution] 

has no affiliates”; 

(ii) 	 If it has affiliates but does not share personal information, 

state: “[name of financial institution] does not share with 

our affiliates”; or 

(iii) 	 If it shares with its affiliates, state, as applicable:  “Our 

affiliates include companies with a [common corporate 

identity of financial institution] name; financial companies 

such as [insert illustrative list of companies]; nonfinancial 
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companies, such as [insert illustrative list of companies;] 

and others, such as [insert illustrative list].” 

(2) 	 Nonaffiliates. As required by § 160.6(c)(3) of this part, 

where [nonaffiliate information] appears, the financial 

institution must: 

(i) 	 If it does not share with nonaffiliated third parties, state: 

“[name of financial institution] does not share with 

nonaffiliates so they can market to you”; or 

(ii) 	 If it shares with nonaffiliated third parties, state, as 

applicable: ‘‘Nonaffiliates we share with can include [list 

categories of companies such as mortgage companies, 

insurance companies, direct marketing companies, and 

nonprofit organizations].” 

(3) 	 Joint Marketing. As required by § 160.13 of this part, where 

[joint marketing] appears, the financial institution must:  

(i) 	 If it does not engage in joint marketing, state: “[name of 

financial institution] doesn’t jointly market”; or 

(ii) 	 If it shares personal information for joint marketing, state, as 

applicable: “Our joint marketing partners include [list 

categories of companies such as credit card 

companies].” 

(c) 	 General instructions for the “Other important information” box.  This 

box is optional. The space provided for information in this box is 

not limited. Only the following types of information can appear in 

this box. 

(1) 	 State and/or international privacy law information; and/or 

(2) 	 Acknowledgment of receipt form. 

49. Amend newly redesignated Appendix B to part 160 as follows: 

A. Adding a new sentence to the beginning of the introductory text as set forth 

below. 

B. Effective January 1, 2012, remove Appendix B to part 160. 
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APPENDIX B TO PART 160-SAMPLE CLAUSES 
This Appendix only applies to privacy notices provided before January 1, 2011.  

* * * * * 
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Securities and Exchange Commission 
Statutory Authority 

The Commission is amending Regulation S-P pursuant to authority set forth in 

section 728 of the Regulatory Relief Act [Pub.L. 109-351], section 504 of the GLB Act 

[15 U.S.C. 6804], section 23 of the Securities Exchange Act [15 U.S.C. 78w], section 

38(a) of the Investment Company Act [15 U.S.C. 80a-37(a)], and section 211 of the 

Investment Advisers Act [15 U.S.C. 80b-11]. 

Text of Amendments 
For the reasons set forth in the preamble, the Commission is amending Title 17, 

Chapter II of the Code of Federal Regulations as follows: 

PART 248—REGULATIONS S-P AND S-AM 
50. The authority citation for Part 248 continues to read as follows: 

Authority: 15 U.S.C. 78q, 78q-1, 78w, 78mm, 80a-30, 80a-37, 80b-4, 80b-11, 

1681s-3 and note, 1681w(a)(1), 6801-6809, and 6825. 

51. Revise § 248.2 to read as follows: 

Subpart A – Regulation S-P: Privacy of Consumer Financial Information 
and Safeguarding Personal Information 
* * * * * 

§ 248.2 Model privacy form: rule of construction.   
(a) Model privacy form. Use of the model privacy form in Appendix A to Subpart 

A of this part, consistent with the instructions in Appendix A to Subpart A, constitutes 

compliance with the notice content requirements of §§ 248.6 and 248.7 of this part, 

although use of the model privacy form is not required. 

(b) Examples. The examples in this part provide guidance concerning the rule's 

application in ordinary circumstances. The facts and circumstances of each individual 

situation, however, will determine whether compliance with an example, to the extent 

practicable, constitutes compliance with this part.  

(c) Substituted compliance with CFTC financial privacy rules by futures 

commission merchants and introducing brokers. Except with respect to § 248.30(b), 

any futures commission merchant or introducing broker (as those terms are defined in 

the Commodity Exchange Act (7 U.S.C. 1, et seq.)) registered by notice with the 
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Commission for the purpose of conducting business in security futures products 

pursuant to section 15(b)(11)(A) of the Securities Exchange Act of 1934 (15 U.S.C. 

78o(b)(11)(A)) that is subject to and in compliance with the financial privacy rules of the 

Commodity Futures Trading Commission (17 CFR part 160) will be deemed to be in 

compliance with this part. 

52. In § 248.6: 

A. Revise paragraphs (b) and (f), and add paragraph (g) to read as set forth 

below. 

B. Effective January 1, 2012, remove paragraph (g). 

§ 248.6 Information to be included in privacy notices.  
* * * * * 

(b) Description of nonaffiliated third parties subject to exceptions. If you disclose 

nonpublic personal information to third parties as authorized under §§ 248.14 and 

248.15, you are not required to list those exceptions in the initial or annual privacy 

notices required by §§ 248.4 and 248.5. When describing the categories with respect to 

those parties, it is sufficient to state that you make disclosures to other nonaffiliated 

companies:

 (1) For your everyday business purposes such as [include all that apply] to process 

transactions, maintain account(s), respond to court orders and legal investigations, or 

report to credit bureaus; or 

(2) As permitted by law. 

* * * * * 

(f) Model privacy form. Pursuant to § 248.2(a) and Appendix A to Subpart A of 

this part, Form S-P meets the notice content requirements of this section. 

(g) Sample clauses.  Sample clauses illustrating some of the notice content 

required by this section are included in Appendix B to Subpart A of this part.  

The sample clauses in Appendix B to Subpart A of this part provide guidance 

concerning the rule's application in ordinary circumstances in a privacy notice provided 

on or before December 31, 2010. The facts and circumstances of each individual 

situation, however, will determine whether compliance with a sample clause constitutes 

compliance with this part.  
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53. In § 248.7, add paragraph (i) to read as follows: 

§ 248.7 Form of opt-out notice to consumers; opt-out methods. 
* 	* * * * 

(i) Model privacy form. Pursuant to § 248.2(a) and Appendix A to Subpart A of 

this part, Form S-P meets the notice content requirements of this section.  

54. Revise Appendix A to Subpart A to read as follows:  

Appendix A to Subpart A – Forms 
A. Any person may view and print this form at: 

http://www.sec.gov/about/forms/secforms.htm. 

B. Use of Form S-P by brokers, dealers, and investment companies, and 

investment advisers registered with the Commission constitutes compliance with the 

notice content requirements of §§ 248.6 and 248.7 of this part.  

FORM S-P— Model Privacy Form. 
A. 	 The model privacy form. 

Version 1: Model Form With No Opt-Out. 
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Version 2: Model Form with Opt-Out by Telephone and/or Online. 
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 Version 3: Model Form with Mail-In Opt-Out Form. 
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Version 4. Optional Mail-in Form. 

B. General Instructions 
1. How the model privacy form is used. 

(a) The model form may be used, at the option of a financial institution, 

including a group of financial institutions that use a common privacy notice, to 

meet the content requirements of the privacy notice and opt-out notice set forth in 

§§ 248.6 and 248.7 of this part. 

(b) The model form is a standardized form, including page layout, content, 

format, style, pagination, and shading. Institutions seeking to obtain the safe 

harbor through use of the model form may modify it only as described in these 

instructions. 

(c) Note that disclosure of certain information, such as assets, income, 

and information from a consumer reporting agency, may give rise to obligations 

under the Fair Credit Reporting Act [15 U.S.C. 1681 – 1681x] (FCRA), such as a 

requirement to permit a consumer to opt out of disclosures to affiliates or 

designation as a consumer reporting agency if disclosures are made to 

nonaffiliated third parties.  

(d) The word “customer” may be replaced by the word “member” 

whenever it appears in the model form, as appropriate. 

2. The contents of the model privacy form. 
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The model form consists of two pages, which may be printed on both 

sides of a single sheet of paper, or may appear on two separate pages. Where 

an institution provides a long list of institutions at the end of the model form in 

accordance with Instruction C.3(a)(1), or provides additional information in 

accordance with Instruction C.3(c), and such list or additional information 

exceeds the space available on page two of the model form, such list or 

additional information may extend to a third page. 

  (a) 	  Page One. The first page consists of the following components: 

(1) 	 Date last revised (upper right-hand corner). 

(2) 	Title. 

(3) 	Key frame (Why?, What?, How?). 

(4) 	 Disclosure table (“Reasons we can share your personal 

information”). 

(5) 	 “To limit our sharing” box, as needed, for the financial 

institution’s opt-out information. 

(6) 	“Questions” box, for customer service contact information. 

(7) 	 Mail-in opt-out form, as needed. 

  (b) 	  Page Two. The second page consists of the following components:

 (1) 	Heading (Page 2). 

(2) 	 Frequently Asked Questions (“Who we are” and “What we 

do”). 

(3)	 Definitions. 

(4) 	“Other important information” box, as needed. 

3.	 The format of the model privacy form. 
The format of the model form may be modified only as described below. 

(a) 	 Easily readable type font. Financial institutions that use the model 

form must use an easily readable type font.  While a number of 

factors together produce easily readable type font, institutions are 

required to use a minimum of 10-point font (unless otherwise 

expressly permitted in these Instructions) and sufficient spacing 

between the lines of type. 
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(b) 	 Logo. A financial institution may include a corporate logo on any 

page of the notice, so long as it does not interfere with the 

readability of the model form or the space constraints of each page. 

(c) 	 Page size and orientation. Each page of the model form must be 

printed on paper in portrait orientation, the size of which must be 

sufficient to meet the layout and minimum font size requirements, 

with sufficient white space on the top, bottom, and sides of the 

content. 

(d) 	 Color. The model form must be printed on white or light color paper 

(such as cream) with black or other contrasting ink color.  Spot 

color may be used to achieve visual interest, so long as the color 

contrast is distinctive and the color does not detract from the 

readability of the model form. Logos may also be printed in color. 

(e) 	 Languages. The model form may be translated into languages 

other than English. 

C. Information Required in the Model Privacy Form 
The information in the model form may be modified only as described 

below: 

1. Name of the institution or group of affiliated institutions providing 
the notice. 

Insert the name of the financial institution providing the notice or a 

common identity of affiliated institutions jointly providing the notice on the 

form wherever [name of financial institution] appears. 

2. 	Page one. 
(a) 	 Last revised date. The financial institution must insert in the upper 

right-hand corner the date on which the notice was last revised.  

The information shall appear in minimum 8-point font as “rev. 

[month/year]” using either the name or number of the month, such 

as “rev. July 2009” or “rev. 7/09”. 

(b) 	 General instructions for the “What?” box. 
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(1) 	 The bulleted list identifies the types of personal information 

that the institution collects and shares.  All institutions must 

use the term “Social Security number” in the first bullet. 

(2) 	 Institutions must use five (5) of the following terms to 

complete the bulleted list: income; account balances; 

payment history; transaction history; transaction or loss 

history; credit history; credit scores; assets; investment 

experience; credit-based insurance scores; insurance claim 

history; medical information; overdraft history; purchase 

history; account transactions; risk tolerance; medical-related 

debts; credit card or other debt; mortgage rates and 

payments; retirement assets; checking account information; 

employment information; wire transfer instructions. 

(c)	 General instructions for the disclosure table. The left column lists 

reasons for sharing or using personal information.  Each reason 

correlates to a specific legal provision described in paragraph 

C.2(d) of this Instruction.  In the middle column, each institution 

must provide a “Yes” or “No” response that accurately reflects its 

information sharing policies and practices with respect to the 

reason listed on the left. In the right column, each institution must 

provide in each box one of the following three (3) responses, as 

applicable, that reflects whether a consumer can limit such sharing:  

“Yes” if it is required to or voluntarily provides an opt-out; “No” if it 

does not provide an opt-out; or “We don’t share” if it answers “No” 

in the middle column. Only the sixth row (“For our affiliates to 

market to you”) may be omitted at the option of the institution.  See 

paragraph C.2(d)(6) of this Instruction. 

(d) 	 Specific disclosures and corresponding legal provisions. 

(1) 	 For our everyday business purposes. This reason 

incorporates sharing information under §§ 248.14 and 

248.15 and with service providers pursuant to § 248.13 of 
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this part other than the purposes specified in paragraphs 

C.2(d)(2) or C.2(d)(3) of these Instructions. 

(2) 	 For our marketing purposes. This reason incorporates 

sharing information with service providers by an institution 

for its own marketing pursuant to § 248.13 of this part.  An 

institution that shares for this reason may choose to provide 

an opt-out. 

(3) 	 For joint marketing with other financial companies. This 

reason incorporates sharing information under joint 

marketing agreements between two or more financial 

institutions and with any service provider used in connection 

with such agreements pursuant to § 248.13 of this part.  An 

institution that shares for this reason may choose to provide 

an opt-out. 

(4) 	 For our affiliates’ everyday business purposes – information 

about transactions and experiences. This reason 

incorporates sharing information specified in sections 

603(d)(2)(A)(i) and (ii) of the FCRA.  An institution that 

shares for this reason may choose to provide an opt-out. 

(5) 	 For our affiliates’ everyday business purposes – information 

about creditworthiness. This reason incorporates sharing 

information pursuant to section 603(d)(2)(A)(iii) of the FCRA. 

An institution that shares for this reason must provide an opt-

out. 

(6) 	 For our affiliates to market to you. This reason incorporates 

sharing information specified in section 624 of the FCRA.  

This reason may be omitted from the disclosure table when: 

the institution does not have affiliates (or does not disclose 

personal information to its affiliates); the institution’s affiliates 

do not use personal information in a manner that requires an 

opt-out; or the institution provides the affiliate marketing 
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notice separately. Institutions that include this reason must 

provide an opt-out of indefinite duration.  An institution that is 

required to provide an affiliate marketing opt-out, but does 

not include that opt-out in the model form under this part, 

must comply with section 624 of the FCRA and 17 CFR Part 

248, Subpart B, with respect to the initial notice and opt-out 

and any subsequent renewal notice and opt-out. An 

institution not required to provide an opt-out under this 

subparagraph may elect to include this reason in the model 

form. 

(7) 	 For nonaffiliates to market to you. This reason incorporates 

sharing described in §§ 248.7 and 248.10(a) of this part.  An 

institution that shares personal information for this reason 

must provide an opt-out. 

(e) 	 To limit our sharing: A financial institution must include this section 

of the model form only if it provides an opt-out.  The word “choice” 

may be written in either the singular or plural, as appropriate.  

Institutions must select one or more of the applicable opt-out 

methods described: telephone, such as by a toll-free number; a 

Website; or use of a mail-in opt-out form.  Institutions may include 

the words “toll-free” before telephone, as appropriate.  An institution 

that allows consumers to opt out online must provide either a 

specific Web address that takes consumers directly to the opt-out 

page or a general Web address that provides a clear and 

conspicuous direct link to the opt-out page.  The opt-out choices 

made available to the consumer who contacts the institution 

through these methods must correspond accurately to the “Yes” 

responses in the third column of the disclosure table.  In the part 

titled “Please note” institutions may insert a number that is 30 or 

greater in the space marked “[30].” Instructions on voluntary or 
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state privacy law opt-out information are in paragraph C.2(g)(5) of 

these Instructions. 

(f) 	 Questions box. Customer service contact information must be 

inserted as appropriate, where [phone number] or [website] 
appear. Institutions may elect to provide either a phone number, 

such as a toll-free number, or a Web address, or both.  Institutions 

may include the words “toll-free” before the telephone number, as 

appropriate. 

(g) 	 Mail-in opt-out form. Financial institutions must include this mail-in 

form only if they state in the “To limit our sharing” box that 

consumers can opt out by mail. The mail-in form must provide opt-

out options that correspond accurately to the “Yes” responses in 

the third column in the disclosure table.  Institutions that require 

customers to provide only name and address may omit the section 

identified as “[account #].” Institutions that require additional or 

different information, such as a random opt-out number or a 

truncated account number, to implement an opt-out election should 

modify the “[account #]” reference accordingly.  This includes 

institutions that require customers with multiple accounts to identify 

each account to which the opt-out should apply.  An institution must 

enter its opt-out mailing address:  in the far right of this form (see 

version 3); or below the form (see version 4). The reverse side of 

the mail-in opt-out form must not include any content of the model 

form. 

(1) 	 Joint accountholder. Only institutions that provide their joint 

accountholders the choice to opt out for only one 

accountholder, in accordance with paragraph C.3(a)(5) of 

these Instructions, must include in the far left column of the 

mail-in form the following statement:  “If you have a joint 

account, your choice(s) will apply to everyone on your 

account unless you mark below. □ Apply my choice(s) only 
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to me.” The word “choice” may be written in either the 

singular or plural, as appropriate.  Financial institutions that 

provide insurance products or services, provide this option, 

and elect to use the model form may substitute the word 

“policy” for “account” in this statement.  Institutions that do 

not provide this option may eliminate this left column from 

the mail-in form. 

(2) FCRA Section 603(d)(2)(A)(iii) opt-out. If the institution 

shares personal information pursuant to section 

603(d)(2)(A)(iii) of the FCRA, it must include in the mail-in 

opt-out form the following statement: “□ Do not share 

information about my creditworthiness with your affiliates for 

their everyday business purposes.” 

(3) FCRA Section 624 opt-out. If the institution incorporates 

section 624 of the FCRA in accord with paragraph C.2(d)(6) 

of these Instructions, it must include in the mail-in opt-out 

form the following statement: “□ Do not allow your affiliates 

to use my personal information to market to me.” 

(4) Nonaffiliate opt-out. If the financial institution shares 

personal information pursuant to § 248.10(a) of this part, it 

must include in the mail-in opt-out form the following 

statement: “□ Do not share my personal information with 

nonaffiliates to market their products and services to me.” 

(5) Additional opt-outs. Financial institutions that use the 

disclosure table to provide opt-out options beyond those 

required by Federal law must provide those opt-outs in this 

section of the model form. A financial institution that 

chooses to offer an opt-out for its own marketing in the mail-

in opt-out form must include one of the two following 

statements: “□ Do not share my personal information to 

market to me.” or “□ Do not use my personal information to 
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market to me.” A financial institution that chooses to offer an 

opt-out for joint marketing must include the following 

statement: “□ Do not share my personal information with 

other financial institutions to jointly market to me.”  

(h) 	 Barcodes.  A financial institution may elect to include a barcode 

and/or “tagline” (an internal identifier) in 6-point font at the bottom of 

page one, as needed for information internal to the institution, so 

long as these do not interfere with the clarity or text of the form. 

3. 	Page two. 
(a) 	 General Instructions for the Questions. Certain of the Questions 

may be customized as follows: 

(1) 	 “Who is providing this notice?”  This question may be 

omitted where only one financial institution provides the 

model form and that institution is clearly identified in the title 

on page one. Two or more financial institutions that jointly 

provide the model form must use this question to identify 

themselves as required by § 248.9(f) of this part.  Where the 

list of institutions exceeds four (4) lines, the institution must 

describe in the response to this question the general types of 

institutions jointly providing the notice and must separately 

identify those institutions, in minimum 8-point font, directly 

following the “Other important information” box, or, if that box 

is not included in the institution’s form, directly following the 

“Definitions.”  The list may appear in a multi-column format. 

(2) 	 “How does [name of financial institution] protect my 

personal information?”  The financial institution may only 

provide additional information pertaining to its safeguards 

practices following the designated response to this question.  

Such information may include information about the 

institution’s use of cookies or other measures it uses to 
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safeguard personal information. Institutions are limited to a 

maximum of 30 additional words. 

(3) 	 “How does [name of financial institution] collect my 

personal information?”  Institutions must use five (5) of the 

following terms to complete the bulleted list for this question:  

open an account; deposit money; pay your bills; apply for a 

loan; use your credit or debit card; seek financial or tax 

advice; apply for insurance; pay insurance premiums; file an 

insurance claim; seek advice about your investments; buy 

securities from us; sell securities to us; direct us to buy 

securities; direct us to sell your securities; make deposits or 

withdrawals from your account; enter into an investment 

advisory contract; give us your income information; provide 

employment information; give us your employment history; 

tell us about your investment or retirement portfolio; tell us 

about your investment or retirement earnings; apply for 

financing; apply for a lease; provide account information; 

give us your contact information; pay us by check; give us 

your wage statements; provide your mortgage information; 

make a wire transfer; tell us who receives the money; tell us 

where to send the money; show your government-issued ID; 

show your driver’s license; order a commodity futures or 

option trade. Institutions that collect personal information 

from their affiliates and/or credit bureaus must include after 

the bulleted list the following statement:  “We also collect 

your personal information from others, such as credit 

bureaus, affiliates, or other companies.”  Institutions that do 

not collect personal information from their affiliates or credit 

bureaus but do collect information from other companies 

must include the following statement instead:  “We also 

collect your personal information from other companies.” 
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Only institutions that do not collect any personal information 

from affiliates, credit bureaus, or other companies can 

omit both statements.  

(4) 	 “Why can’t I limit all sharing?”  Institutions that describe state 

privacy law provisions in the “Other important information” 

box must use the bracketed sentence: “See below for more 

on your rights under state law.” Other institutions must omit 

this sentence. 

(5) 	 “What happens when I limit sharing for an account I hold 

jointly with someone else?”  Only financial institutions that 

provide opt-out options must use this question.  Other 

institutions must omit this question.  Institutions must choose 

one of the following two statements to respond to this 

question: “Your choices will apply to everyone on your 

account.” or “Your choices will apply to everyone on your 

account–unless you tell us otherwise.”  Financial institutions 

that provide insurance products or services and elect to use 

the model form may substitute the word “policy” for “account” 

in these statements. 

(b) 	 General Instructions for the Definitions. 

The financial institution must customize the space below the 

responses to the three definitions in this section.  This specific 

information must be in italicized lettering to set off the information 

from the standardized definitions. 

(1) 	 Affiliates. As required by § 248.6(a)(3) of this part, where 

[affiliate information] appears, the financial institution must:   

(i) 	 If it has no affiliates, state: “[name of financial institution] 

has no affiliates”; 

(ii) 	 If it has affiliates but does not share personal information, 

state: “[name of financial institution] does not share with 

our affiliates”; or 
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(iii) 	 If it shares with its affiliates, state, as applicable:  “Our 

affiliates include companies with a [common corporate 

identity of financial institution] name; financial companies 

such as [insert illustrative list of companies]; nonfinancial 

companies, such as [insert illustrative list of companies;] 

and others, such as [insert illustrative list].” 

(2) 	 Nonaffiliates. As required by § 248.6(c)(3) of this part, 

where [nonaffiliate information] appears, the financial 

institution must: 

(i) 	 If it does not share with nonaffiliated third parties, state: 

“[name of financial institution] does not share with 

nonaffiliates so they can market to you”; or 

(ii) 	 If it shares with nonaffiliated third parties, state, as 

applicable: ‘‘Nonaffiliates we share with can include [list 

categories of companies such as mortgage companies, 

insurance companies, direct marketing companies, and 

nonprofit organizations].” 

(3) 	 Joint Marketing. As required by § 248.13 of this part, where 

[joint marketing] appears, the financial institution must:  

(i) 	 If it does not engage in joint marketing, state: “[name of 

financial institution] doesn’t jointly market”; or 

(ii) 	 If it shares personal information for joint marketing, state, as 

applicable: “Our joint marketing partners include [list 

categories of companies such as credit card 

companies].” 

(c) 	 General instructions for the “Other important information” box.  This 

box is optional. The space provided for information in this box is 

not limited. Only the following types of information can appear in 

this box. 

(1) 	 State and/or international privacy law information; and/or 

(2) 	 Acknowledgment of receipt form. 
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55. Amend Appendix B to Subpart A to part 248 as follows: 

A. Adding a sentence to the beginning of the introductory text as set forth below. 

B. Effective January 1, 2012, remove Appendix B to Subpart A to part 248. 

Appendix B to Subpart A – Sample Clauses 
This Appendix only applies to privacy notices provided before January 1, 2011. 

* * * * * 

253
 



        

 

 

                            

 

____________________________ 

 

 [THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

Dated: October 1, 2009           

John C. Dugan 

Comptroller of the Currency 
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[THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

By order of the Board of Governors of the Federal Reserve System, October 27, 2009. 

Jennifer J. Johnson 

Secretary of the Board 
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[THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

By Order of the Board of Directors 

Dated at Washington, D.C., this 23rd day of October, 2009 

Federal Deposit Insurance Corporation. 

Robert E. Feldman 

Executive Secretary 
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[THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

Dated: September 28, 2009 

       By the Office of Thrift Supervision. 

________________________________ 
       John E. Bowman, 
       Acting  Director.  
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[THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

By the National Credit Union Administration Board on November 10, 2009. 

____________________________________ 

    Mary Rupp 

    Secretary of the Board 
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[THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

The Federal Trade Commission. 

Dated: September 25, 2009 

      By Direction of the Commission 

      Donald  S.  Clark

      Secretary  
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[THIS SIGNATURE PAGE PERTAINS TO THE FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

Dated: September 21, 2009 

David A. Stawick, 


Secretary of the Commodity Futures Trading Commission 
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[THIS SIGNATURE PAGE PERTAINS TO THE JOINT FINAL RULE ENTITLED “FINAL 
MODEL PRIVACY FORM UNDER THE GRAMM-LEACH-BLILEY ACT.”] 

By the Securities and Exchange Commission.  

Elizabeth M. Murphy 

Secretary 

Dated: November 16, 2009 
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