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Unauthorized Disclosure of Suspicious Activity Reports

The Financial Crimes Enforcement Network has an obligation to ensure that data

collected under the Bank Secrecy Act are properly collected, securely maintained and

appropriately disseminated. Following the unauthorized and unlawful disclosures of

certain Suspicious Activity Reports to the press in the spring of 2004, the Director of the

Financial Crimes Enforcement Network directed the formation of a subcommittee of the

Bank Secrecy Act Advisory Group to study and recommend to the Group additional
measures to be considered by constituent regulatory, law enforcement and financial
institutions to guard against such unauthorized disclosures. As a first step, the

subcommittee presented to and obtained concwrence from the Bank Secrecy Act

Advisory Group a recoflunendation that the following statement be posted on the

Financial Crimes Enforcement Network's website. The subcommittee has also made

substantive recommendations that will be taken up at the October 2004 meeting of the

Bank Secrecy Act Advisory Group. The Bank Secrecy Act Advisory Group is a
public/private partnership authorized by the Congress and formed in 1994 by the

Secretary of the Treasury. The Director of the Financial Crimes Enforcement Network
chairs the Group. The Group's principal mission is to advise the Secretary on matters

relating to the administration of the Bank Secrecy Act'

The statement of the Bank Secrecy Act Advisory Group on unauthorized

disclosure of information from Bank Secrecy Act reports follows:

The unauthorized disclosure of Suspicious Activity Reports is not only a
violation offederal criminal lqw, but it undermines the very purpose for
which the suspicious activity reporting system was creflted' the protection

of our Jinancial system through the prevention, detection, and prosecution
offinancial crimes and terrorist financing. The unauthorized disclosure
of Suspicious Activity Reports can compromise the national security of the
IJnited States as weII as threaten the safety and security of those
institutions and individuals whofile such reports. The Bank Secrecy Act
Advisory Group is committed to continuing to workwith the Financial
Crimes Enforcement Networh the federal functional regulatory agencies,
law enforcement, and the Jinancial services industry to ensure that the
information contained in Suspicious Activity Reports is safeguarded, and
thilt dnyone who makes an intentional, unauthorized disclosure of a
Suspicious Activity Report is brought toiustice, whether that person is
inside or outside of the Government.
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